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	CHANGE DATE
	PAGES/CHAPTERS CHANGED

	4Aug 99
	New revision released

	17 Sep 99 
	Chap 1, para 2:  clarified when EC appointment letters must be reaccomplished and sent to 42 CS/SCBBE. 

	7 Dec 99
	All appearances of automated data processing equipment changed to read information technology equipment

	20 Jan 00
	Chap 1, para 1a:  included AFI 33-112, para 22 /AETC Sup 1 definition of internal/external components. Chap 1, para 2c:  use IPMS inventory lists certification statement to meet AFI 33-112, para 7.6 requirement. Chap1, para 2d:  rewrote for clarity.  Chap 2, para 2a:  provide link to 42 CS Home Page.  Chap 2, para 5:  Correct para # from 5 to 4.  Chap 2, para 4d:  prescribe atch 8 for identifying FOB ITE to ECO.  Chap 3, para 1:  prescribed atch 8 for FOB ITE and ITE acquired via IMPAC.  Attachment 1, Item 9:  added definition for IMPAC.

	2 Feb 00
	Attachment 7, paragraphs 1a(1) and 1b(1), last sentence added; “Ensure the hard drives of all CPUs are formatted before they are transferred”.

	16 Feb 00
	Page 9, para 2 changed to identify site for reviewing DRA 5745 Excess ITE.  Attachment 8, Adding IMPAC Purchased and FOB ITE to the Inventory, renumbered as Attachment 9.  New Attachment 8, Reviewing and Acquiring DRA 5745 Excess ITE, added.  Contents page updated to reflect these changes.  

	17 Feb 00
	Page 9, para 2 rewritten.  Atch 8, para 2 rewritten.

	1 Mar 00
	Page 5, para 1d; and page 8, para 1, references to Attachment 8 changed to read Attachment 9. 

	22 Mar 00
	Page 9, para 1e, changed to include notifying ECs of finalized excess report numbers via email.

	25 May 00
	Page 9, 15,17, & 18 para added to reflect the clearing and sanitzation process before excess turn-in.

	9 Jun 00
	Attachment 7 changed to identify procedures for ECs donating ITE to Federal and Law Enforcement Agencies.  

	24 Aug 00
	Chapter 4 and Atttachments 6 and 7 were updated to reflect current security procedures required of ECs.

	8 Sep 00
	Chapter 4, para 1, updated for EC to provide UCM copies of Excess ITE Notification Letter(s) and Atch 5, Excess ITE Notification Letter updated to include action address for EC’s Organization UCM.  

	14 Sep 00
	Page 11, Definitions, updated to identify Unit Compusec Manager (UCM) define UCM’s responsibility to certify  excess ITE is cleared/sanitized before the owning EC transfers the ITE.   

	22 Sep 00
	Page 15, EC Certification statement deleted to allow coordination through the UCMs to certify excess ITE as cleared/sanitized before the owning EC transfers the ITE.

	26 Sep 00
	Page 16, para 1e, changed office information to 42 SUPS/LGSCP at 36713 

	12 Oct 00
	Atch 6 and Atch 7 updated to clarify the UCM Security Certification signature requirement.  Page 1, TOC, updated to reflect accurate page number references.

	21 Feb 01
	Chapter 4, paras 1a and 1d; and Atch 7, paras a2, b2, and c2 for completing Excess letters and DD Forms 1149 for donations outside DoD were updated to include security processing requirements. 

	16 Mar 01
	Chapter 6, page 11 & Attachment 10, page 28 added for procedures of ITE exchange/sales. 

	     23 Apr 01
	Page 6, para 2a, added the link update for  the shared public M: drive as a backup in case of  web page failure.

	31 Jul 01
	Page 6, Chapter 2, para 2a, establishes a recurrent schedule for  initial  EC training. 

	1 Nov 01 
	Page 20, Attachment 7 & page 24 Attachment 1, updtaed to reflect DEPSECAF policy on transferring CPU hard drives .  

	14 May 02
	Page 15, Attachment 4.  Updated condition codes to reflect IPMS conversion to 3.4

	
	

	
	

	
	

	
	

	
	


INTRODUCTION

RETURN
1.  The mission of Defense Reporting Activity Account (DRA) 5745 Equipment Control Officer (ECO) is to account for and protect Information Technology Equipment (ITE) belonging to Air University and 42 ABW units located at Maxwell AFB/Maxwell AFB Gunter Annex.  Additionally, we provide support for tenant units as required by directive or support agreements.  This handbook will familiarize Equipment Custodians (ECs) with Air Force and DRA 5745 ITE inventory control requirements.  It explains the relationship between the ECO and ECs and defines the duties of ECs.

2.  ECs and their alternates must become thoroughly familiar with this information.  ECs should share the information with unit commanders/directors of staff offices and individual ITE users.  Informed users can be very helpful to ECs.

3.  Conscientious application of these procedures will assure an effective ITE inventory control program.  Direct questions, comments, or suggestions about inventory control to the ECO, MSD/ITIE, at 3-9962.














KATHLEEN M. GRASSE, Maj, USAF














Commander

CHAPTER 1

ITE ACCOUNTABILITY

RETURN
1.  Accountability (ref AFI 33-101, para 6):  The Information Processing Management System (IPMS) is the official Air Force record of Information Technology Equipment (ITE) inventory, transactions, and status.  The 42 CS is responsible for accountability of all DRA 5745 ITE. The MSD/ITIE normally receives inbound ITE and processes it for issue to accountable ECs (see paragraph 2a, below).

a.  Hardware:  (Ref AFI 33-112, para 22/AETC Sup 1).

(1)  External Hardware Items:  The ECO will enter all central processing units (CPUs) and external components (excluding external accessories such as keyboards, mice, joysticks, cables, surge protectors, power directors, and uninterruptible power supplies (UPS)) into IPMS.  These excluded accessories are not considered to be external components and are not required to be entered in IPMS.  

(2)  Internal Hardware Items:  Internal components are defined as integral parts (installed or attached) of an external component, and they depend on the external component to function.   Regardless of cost, internal components will not be tracked or entered into IPMS unless a maintenance contract or the CSO requires it.  

b.  Software:  Software costing $ 5,000 or more is accountable and is tracked in IPMS.  Software costing less than $ 5,000 is not entered into IPMS. 

2.  Commanders (or Directors of Special Staff Offices) are responsible for all computer systems assigned to their units.  Commanders/directors with ITE resources must: 

a.  Use the appointment letter format at Attachment 2 of this guide to appoint ECs.   Update (do a new letter) whenever the primary or alternate EC changes or the commander/director changes.  

(1)  Designate, in writing, a minimum of one EC and alternate depending on span of control.   A suggested span of control would allow the appointed EC to physically barcode scan all accountable items within an 8-hour period of time (ref AFI 33-112, para 7.5/AETC Sup 1).  

(2)  Forward all changes to EC appointment letters to MSD/ITIE not later than 45 days before the change is required (ref AFI 33-112, para 7.5.1).  This enables the ECO to schedule joint inventories and EC training, as required, for the incoming/outgoing ECs before the outgoing EC is relieved of accountability due to separation, PCS, PCA, or because change is deemed necessary by the appointing official. 

b.  Require departing ECs to process out through the ECO (ref AFI 33-112, paras 7.5.2, 10.2.12, and 11.9/AETC Sup 1).  In cases of a PCS, the new EC will initial the clearance record of the outgoing EC to indicate the EC’s account is clear and the EC can comply with PCS orders (ref AFI 33-112, para 7.5.3).  The new EC provides the old EC a signed copy of the IPMS ITE inventory custodial listing. 

c.  Certify to the ECO the appointment of the ECs, that the ECs have received the required custodian training, and that an annual physical inventory was accomplished for all ITE under their jurisdiction by signing the certification statement contained on the IPMS inventory listings (ref AFI 33-112, para 7.6).  

d.  Ensure ITE received from other sources is reported to MSD/ITIE so it can be entered into the inventory.  Use Attachment 9 to report inventory information required for FOB ITE and/or ITE acquired via IMPAC.  The required inventory information is:  type, model, manufacturer, item description, serial number, building/room number, item cost, purchase date, and when available, supplier, contract, and contract line item numbers.

(1)  IMPAC purchases must be reported within 2 days of receipt (ref  AFI 33-112, paras 10.2.1 and 11.15/AETC Sup 1).  

(2)  Found on base (FOB) ITE should be reported as soon as it is found.  

2.  ECs are subordinate to the ECO in performing ITE inventories and other duties explained in Chapter 2 of this guide.  ECs will perform physical inventories at least annually, and more frequently when required by the ECO (ref AFI 33-112, para 10.2.5).  The 42 CS/SCBBE will provide ECs a bar code scanner with their account database for completing official inventories.  ECs accept responsibility for their ITE by signing the custodian inventory listing.  The EC retains the original copy of the inventory listing and the ECO files the copy in  the master custodian account folder (ref AFI 33-112, para 11.1.1). 

CHAPTER 2

ITE CUSTODIAN (EC) RESPONSIBILITIES

RETURN
1.  Property responsibilities are defined in AFI 23-111, Management of Government Property in Posssession of the Air Force.  When ITE is lost, damaged, destroyed, or stolen through fault or neglect on the part of a responsible individual, pecuniary liability is imposed (or relief from responsibility provided) in accordance with AFMAN 23-220, Reports of Survey for Air Force Property.  

2.  Commanders or directors of special staff offices with ITE resources must designate, in writing, a minimum of one EC and alternate.  The commanders/directors provide MSD/ITIE written notice of initial EC appointments/EC changes (use Attachment 2), at least 45 days prior to the desired effective date. This enables 42 CS to schedule joint inventories, when required, with the incoming and outgoing ECs before the outgoing EC is relieved of accountability due to separation, PCS, PCA, or when change is deemed necessary by the appointing official (ref AFI 33-112, para 7.5/AETC Sup 1).  Newly appointed ECs, primaries and alternates, must complete EC training within 30 days after appointment and attend recurring training at least once a year (ref AFI 33-112, para 10.2.13/AETC Sup 1). 

a.  Initial EC Training:  MSD/ITIE schedules ECs for initial training when the appointment letter is received from their appointing official.  EC training is conducted on the first Tuesday and third Thursday of each month at 1330 in 42 CS Conference Room in building 941.  ECs will be notified via e-mail of the date, time, and location of their scheduled training.  Documents relative to managing an EC account are available at http://www.au.af.mil/42abw/42cs/ or the public shared M: drive at  \\Is_Maxwell_01\Public\ADPE5745 .


b.  Annual EC Training:  MSD/ITIE will publicize the date, time, and location of this training by e-mailing all ECs and also publishing the information in the base bulletin.  

3.  ECs are responsible for equipment in their custody and are subordinate to the ECO in performing ITE inventories and other custodial duties explained in this guide.   ECs are not relieved of accountability until a successor assumes responsibility.  A transfer of responsibility is accomplished when both the incoming and outgoing ECs, unit commander/director, and ECO sign the joint inventory.  The ECO or a representative will participate in this transfer, if necessary, to resolve inventory discrepancies.

4.  AFI 33-112, para 11, defines EC responsiblities.  It tasks ECs to: 


a.  Perform an annual physical inventory as directed by the ECO.  Upon completion, the EC, unit commander/director, and ECO sign the inventory with the original copy retained by the EC. 

b.  Ensure all accountable computer systems and equipment have a bar code label attached.

c.  Obtain approval and coordinate all potential transfers of ITE between accounts with the ECO. ECs have no authority to transfer ITE outside their account.

d.  ECs report all FOB ITE to the ECO using Atch 8 of this guide.

e.  Sign for all new ITE inbound to their account.  NOTE:  Commanders have the authority to sign for new equipment and may delegate that authority only to their ECs (ref AFI 33-112, para 7.13).  

f.  Dispose of excess ITE as directed by the ECO.


g.  Provide the ECO appropriate documentation when disposition of excess ITE is finalized. 


h.  Out-process through the ECO.




i.  Conduct a joint physical inventory and reconcile any missing items before the departure of the present EC or as directed by the ECO. 

j.  Notify the ECO at least 120 days before ITE goes off-line to allow completion of the excess ITE screening cycle while the equipment is still in use (ref AFI 33-112, para 33).


k.  Notify their commander to appoint an investigating official to begin the Report of Survey (ROS) process immediately upon discovering loss, damage, or destruction of ITE.  Notify and provide a copy of the completed ROS (DD Form 200) to the ECO and security police.  (Ref AFI 33-112, para 11.12/AETC Sup 1)

l.  Notify the ECO of any deployed ITE.

m.  Receive and secure ITE until proper accountability procedures are accomplished.


n.  Transfer equipment from your account only when authorized and directed by the ECO


o.  Provide the ECO the documentation necessary to clear the account of equipment shipped to another DRA, turned–in to DRMO, donated to a school, or transferred to another account within DRA 5745. 

p.  Maintain an "ITE Equipment Custodian Documentation" file.  Use a six-part file folder to maintain account information as outlined below:



(1)  Section 1:  EC/Alternate EC appointment letters and training documentation.



(2)  Section 2:  EC Guide and Bar Code Scan Guide.



(3)  Section 3:  ITE EC Inventory, AF Forms 1297 (hand receipts).



(4)  Section 4:  Requirements documentation, technical solutions, AF Forms 9, DD Forms 1155/SF 1449, DD Forms 250, and Standard Forms 364.



(5)  Section 5:  Other informational correspondence relating to ITE management.



(6)  Section 6:  History of maintenance/repairs (AF Forms 597 and/or vendor provided maintenance forms).

6.  Environmental requirements for ITE are essential for proper machine operation (ref AFI 33-112, para 21) .  

The EC/end users must know the requirements of existing equipment (e.g., temperature and humidity limits) and ensure these requirements are satisfied.  Failure to ensure an adequate environment for ITE may result in the

Air Force incurring additional repair costs and being pecuniarily liable to the contractor for not complying with the contract terms.  

CHAPTER 3

RECEIVING, INSTALLING, TESTING, AND RELOCATING ITE 

RETURN
1.  Receiving:  ITE is normally received through the MSD/ITIE who updates the inventory to reflect the additions and provides the EC bar code labels for the ITE.  ECs use Attachment 9 to report inventory information required for FOB ITE and/or ITE acquired via IMPAC.  The required inventory information is:  type, model, manufacturer, item description, serial number, building/room number, item cost, purchase date, and when available, supplier, contract, and contract line item numbers.

2.  Installing (ref AFI 33-112, para 18.1):

a.  The CSO is responsible for determining whether the using organization, communications unit, or outside agency will install the equipment or software.

b.  Using organizations are normally responsible for installing stand-alone small computers, peripherals, and software.  When installing computer systems:

(1) Follow installation procedures/checklists established by the vendor contract, MAJCOM, CSO, and UCM.  

(2) Ensure all pre-installation requirements are completed before installation of computer systems.

The functional user should ensure all site preparations are complete 30 days prior to installation/relocation date.

(3) Contact the 42 CS plans office and your UCM before beginning installation.

(4) Contact the MSD/ITSU (Help Desk), 3-2622, for needed assistance.   

3.  Testing (ref AFI 33-112, para 18.1.4):  Responsibility for testing equipment and identifying hardware or software problems lies with the using organization.  When appropriate, correct problems or defects under the manufacturer’s warranty.  Using organizations must ensure contractors complete all contract requirements and any implementation checklists provided by the CSO.

4. Relocating (ref AFI 33-112, para 18.2/AETC Sup 1):  NOTE:  Relocations must be within the same custodial account unless the ITE is first declared excess.


(a) Do not relocate accountable computer systems without first notifying the EC.  

(b) Installation of relocated computer systems and software is the responsibility of the using organization.

(c) The vendor or CSO may install or relocate large or complex systems.

CHAPTER 4

EXCESS ITE DISPOSAL/ACQUISITION

RETURN
1.
Disposal of Excess ITE:  ECs report their excess ITE to MSD/ITIE.  ECs will:

a.  Identify excess ITE on Attachment 5, Notification of Excess ITE Letter, at least 120 days before it goes off-line so the reuse screening cycle can be completed while the ITE is still in use (ref AFI 33-112, para 33).  Provide your Unit Compusec Manager (UCM) and AU/SCXS a copy of Atch 5 for security planning/action.    

b.  Provide barcode, serial number, item description (include processor speed of CPUs), release date, and condition code of each item reported as excess.  The list must be sorted by barcode number.

    c.   Include all information requested on the form.  Use Atch 4 to determine the condition codes for ITE.

d.  Print the EC name, grade, and account number.  Print the UCM name and grade. The EC and UCM must sign the excess letter.

e.  Fax copies of the completed excess letter to MSD/ITIE (3-8089) or hand deliver to the first loading dock area of base supply (building 1154).  MSD/ITIE will provide ECs their completed excess report number(s) via email.  Contact MSD/ITIE at 3-6645 if the report number is not received within 8 workdays. 

       f.   Ensure ITE contains no classified/radioactive material, and all steps have been taken to ensure all software has been removed.
g.  Ensure excess letters are complete and accurate.  Incomplete/inaccurate forms will be returned to the EC.

h.  Ensure ITE is not cannibalized without prior written permission (ref AFI 33-112, para 33.9). 

 i.  Follow Attachment 6 instructions to dispose of ITE through DRMO, as directed by MSD/ITIE.

 
 j.  Follow Attachment 7 instructions to dispose of ITE donated to organizations, as directed by MSD/ITIE.

2.  Acquiring Excess ITE:  Submit requirements (AF Forms 3215) for ITE by generic description (e.g., CPU speed, RAM, disk requirements, and etc.) or select specific excess ITE from DRA 5745 by visiting the web site identified below. Process AF Forms 3215 through MSD/ITSU (Help Desk) to MSD/ITIE.  The Help Desk must assign control numbers to AF Forms 3215.    Attachment 8 explains how to use the excess ITE site and complete AF Forms 3215.  You may review DRA 5745 excess ITE at:

Excess Catalog
3.  Tenant unit ECs/ECOs will process requests for acquistion/disposal of excess ITE per their parent MAJCOM instructions.  The owning MAJCOM or SOA may elect to reuse the ITE or release it to DRA 5745 for normal reutilization screening.  The 42 CS will assist tenants, as required, once the owning MAJCOM/SC or SOA/SC has formally provided their disposition instructions.

CHAPTER 5

ITE MAINTENANCE

RETURN
1.  The MSD/ITIE will enter the initial warranty periods for equipment into the automated inventory when we are provided the documentation (contract, purchase order, IMPAC paper work, etc.) specifically stating the warranty type and duration.
2.  Obtaining, recording, and tracking maintenance beyond the initial warranty period is the responsibility of the using organizations.   

3.  ECs must provide MSD/ITIE copies of documentation, signed by the EC, substantiating component maintenance swaps (e.g., vendor swaps an existing monitor with a replacement, rather than repair the existing monitor).  The documentation is required to justify changing serial numbers and other inventory information relative to maintenance swaps. 

CHAPTER 6

EXCHANGE/SALE OF ITE

RETURN
1.  The Request for Purchase, AF Form 9, must include a statement indicating that a trade-in of ITE is authorized.  This statement is known as an “exchange/sale” of ITE, which results in a discounted price.  Use the example shown at attachment 10 of this guide, which will provide specific guidance to ITE purchasers and give 42 CONS the information to build a contract/order documenting the authorized exchange/sale transaction.  

2.  Inventory adjustments will be made in IPMS only if an AF Form 9 is received as stated above.  The ITE receiving office will file a copy of the awarded contract/order to justify inventory adjustments.     

Attachment 1

RETURN
DEFINITIONS

1.   Automatic Data Processing (ADP):  Data processing performed by a system of electronic or electrical machines interconnected and interactive so as to reduce to a minimum the need for human assistance or intervention.

2.  Information Technology Equipment (ITE): A term used in the broadest sense to encompass all categories of data processing equipment.

3.  C4 Systems Officer (CSO): At base level, the commander of the communications unit responsible for carrying out base C4 systems responsibilities.

4.  Defense Reporting Activity Account  (DRA):  A four-digit code assigned to a base responsible for the management of Information Technology Equipment.  The DRA Code assigned to AETC functions, Air University and 42 ABW, at Maxwell AFB is 5745.

5.  Equipment Control Officer (ECO): The ECO is appointed by the base CSO for base-wide ITE control and accountability.  The ECO is a master sergeant or above, or a civilian of equivalent grade who has responsibility for all accountable ITE assigned to the Defense Reporting Activity (DRA).

6. Equipment Custodian (EC):  An individual who acts as a subordinate to the ECO and performs inventory, utilization, maintenance recording and reporting and other custodial duties as the ECO requires.

7.  Found on Base (FOB) ITE:  ITE not identified on an EC or the DRA inventory account.

8.  Information Processing Management System (IPMS): The official Air Force record of computer equipment authorization, inventory, transactions, and status.  The automated information system (AIS) code for IPMS is 151.  

9.  International Merchant Purchase Authorization Card (IMPAC):  Credit card used within constraints established by 42 CONS and unit commanders to purchase commodities and services. 

10.  Organization Computer Manager (OCM):  The individual appointed by base organizational commanders as their organization's focal point for operational (not accountability) small computer issues.

11.  Unit Compusec Manager (UCM): organizational commanders appoint UCMs.  UCMs certify ITE declared excess by ECs is properly cleared/sanitized IAW AU/SCBS policy before the ITE is transferred.   

Attachment 2






RETURN
EQUIPMENT CUSTODIAN APPOINTMENT LETTER

MEMORANDUM FOR MSD/ITIE














FROM:  (Complete Organizational Mail Address)

SUBJECT:  Appointment of ITE Custodians/Alternates, Acct #______

1.  IAW AFI 33-112, paragraph 7.5/7.6, the following individuals are appointed/certified as equipment custodian (EC) and alternate for ITE assigned to this organization and the cited ITE account(s).

	
	PRIMARY
	ALTERNATE

	GRADE/NAME
	
	

	ORG/OFFICE
	
	

	BLDG/ROOM
	
	

	STREET ADDRESS
	
	

	BASE 
	
	

	ACCOUNT #
	
	

	PHONE #
	
	

	FAX #
	
	

	E-MAIL ADDRESS
	
	

	DATE EC TNG FINISHED
	See note 2
	See note 2

	PRINTED NAME
	
	

	SIGNATURE
	
	

	DATE
	
	


2.  The individuals appointed understand they are accountable for all ITE on their account(s).  They also understand they are not relieved of their responsibility and remain accountable for the ITE until a new EC is formally appointed, an inventory conducted with the incoming EC, the completed inventory is signed by both the incoming and outgoing EC, and the documentation is accepted by the ECO.  ECs will complete these accountability transfer procedures at least 45 days before they are relieved of accountability due to separation, PCS, PCA, or when the organizational commander deems custodial change necessary. 





Commander’s Signature





Organization 

cc: Each Appointee

Note 1:  Select only the applicable option for items that are bold faced print and underlined. 

Note 2:  Enter the date EC training was completed.  If training was completed but date not known contact MSD/ITIE, 3-9962.  Enter No if training has not been completed.

Attachment 3  RETURN
	ITE MANAGEMENT RESPONSIBILITIES

	


	AFI 33-112 RESPONSIBILITIES WITH PARAGRAPH REFERENCES

	OPR
	PARA #
	FUNCTION

	HQ USAF/SC
	1
	Provides regulatory and policy guidance. 

Provides computer systems training oversight

	HQ USAF/ILM
	2
	Approves/disapproves h/w maintenance below the LRU-level. 

	HQ AFCIC
	3
	Resolves operational issues.

Acts as functional manager for IPMS

	HQ AETC/TT
	4
	 Oversees AF supplemental technical training.

	Comm and Info Sys Officer (CSO) (Comm Sq CC)
	6
	Accountable officer for all ITE in the inventory.

Appoints ECO.

	Commanders/Directors of Special Staff Offices
	7
	Appoints ECs at least 45 days before required effective date.

Certifies annually to ECO the ECs’ appointments, training, and physical inventory.  

Requires ECs to process out through the ECO.

Requires outgoing and incoming ECs conduct a joint physical inventory.

Requires new EC to initial the clearance record of the outgoing EC.

Ensures all ITE assets, including those purchased using IMPAC, are reported to      the EC and ECO.

Ensures the ECO coordinates on the “Ship To” addressee on all ITE purchase requests or ITE transfers.

Has authority to sign for new ITE and may delegate that authority only to their ECs.      

	Organization Computer Managers (OCMs)
	8
	Focal point for unit’s operational computer issues.

Validates ITE requirements submitted to CSO by the unit EC.

Sends properly documented requirements to CSO.

Reports excess ITE to unit EC at least 120 days before it is no longer needed.

	MAJCOM ECO (MECO)
	9
	Oversees all accountable ITE within MAJCOM managed by assigned ECOs.

	Equipment Control Officer (ECO)
	10
	Responsible for all applicable procedures described in AFI 33-112.

	Equipment Custodians (ECs)
	11
	Responsible for unit’s accountable ITE.

Performs annual physical inventory.

Ensures all accountable ITE has bar code identification labels attached.

Obtains approval and coordinates all potential ITE transfers with ECO.

Reports and accounts for all FOB ITE as directed by the ECO.

Signs for all new ITE as well as assigned accountable ITE.

Disposes of excess ITE as directed by ECO.

Provides appropriate documentation of ITE transactions to ECO.

Out-processes through the ECO.

Notifies ECO of excess ITE at least 120 days before it is no longer needed.

Conducts joint physical inventory and reconciles discrepancies before relieved.

Notifies CC, ECO, and SP immediately of loss, damage or destruction of ITE. 

Properly receive and secure ITE until proper accountability is accomplished.  

	System Administrators (SAs)
	12
	Manages resources of an entire multi-user computer system.

Assigns log-ons, passwords, privileges on the system.

Performs back ups/archiving of files and adding software updates.

Contacts the OCM or NCC (CS Help Desk) for hardware maintenance. 

Trains system users, when possible.

Defines applications ownership and who may read, write, and execute.

Configures OS s/w to meet needs (e.g., assigns user profiles, access, restrictions). 

	ITE MANAGEMENT HIERARCHY STRUCTURE


Attachment 4  RETURN 

EXCESS AUTOMATION EQUIPMENT CONDITION CODES    

	CODE
	CONDITION
	DESCRIPTION

	Al
	Serviceable
	New and in excellent condition:

a.  Maintained in the original packing materials.

b.  Removed from original packing materials although never used or used for a very short period of time.

	A4
	Serviceable
	New, used or repaired and in good working condition:

a.  Currently/recently operated as standard processing equipment.

b.  Few if any repairs were performed to keep this unit operational.

	E7
	Unserviceable
	Limited expense/effort to repair, unit in good condition: 

a.  Currently unit is not being operated as standard processing equipment.

b.  Maintenance problem is identified and can be repaired with a general replacement part (i.e. circuit card/board, disk drive, cable, etc.).

c.  Unit should perform normally when part is replaced.

	HS
	Unserviceable
	 Units determined to be economically impractical to repair:

a.  Currently unit is not operable.

b.  Cost to repair exceeds 50% of the current costs of replacement parts or unit is greater than 8 years old.

c.  Parts (i.e., circuit cards/boards, disk drive, internal modems, etc.) have little value for maintenance purposes.

	HX
	Unserviceable
	Units determined to no value except for basic material content:

a.  Currently unit is not operable.

b.  Parts (i.e., circuit cards/boards, disk drive, internal modems, etc.) have little value for maintenance purposes. 


Attachment 5  RTEURN
NOTIFICATION OF EXCESS ITE LETTER
MEMORANDUM FOR MSD/ITIE
















(date)








    EC’s Organizational Unit Compusec Manager (UCM) 







    AU/SCXS




FROM:  (EC Account ID and Organizational Address)

SUBJECT:  Notification of Excess Information Technology Equipment (ITE)

1.  I, the below-signed EC, certify the ITE below is excess on the specified release date(s).

2.  I, the below-signed UCM, certify the ITE below was cleared/sanitized IAW AFSSI 5020 and AU/SCXS instructions.    

	Item

#
	Barcode

#
	Serial

#
	Item Description

(Include processor speed of CPUs)
	Release 

Date
	Cond Code

	
	
	
	
	  
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


EC Signature












UCM Signature

  EC Printed Name, Rank, USAF







UCM Printed Name, Rank, USAF

EC Account Number










Unit Compusec Manager

Attachment 6  RETURN
CHECKLIST FOR ITE TURN-IN TO DRMO 

1.  ECs will receive the Reports of Excess Information Technology Equipment (ITE) and associated DD Forms 1348-1a, Issue Release/Receipt Document, from MSD/ITIE.  The ECs must:

a.  Have a DD Form 1348-1a for each type/model of ITE, excluding internal features, identified on the Report of Excess to complete a turn-in to DRMO.  

b.  Ensure multiples of the same type/model on excess reports have their specific type(s)/model(s), item number(s), and serial number(s) recorded in block 25 of a single DD Form 1348-1a.

c.  Return all DD Forms 1348-1a for internal features to MSD/ITIE.

d.  Annotate DD Forms 1348-1a when excess ITE is retained rather than transferred.  When all items on a DD Form 1348-1a are retained, write “KEPT ALL” on the form.  When only a portion of the items are retained; line through the retained serial numbers, write “KEPT” and your initials beside each item, and adjust the quantity and total price.    

e.  Establish an appointment to transfer the excess ITE when contacted by 42 SUPS.  42 SUPS will contact ECs within three working days after the MSD/ITIE issues turn-in documentation to the ECs.  ECs not contacted within this period should contact 42 SUPS/LGSCP at 3-6713.

f.  Inform MSD/ITIE of scheduled pick-up appointment date(s) and time(s) or of problems establishing an appointment.

2.  Prepare excess ITE for transfer to Supply.  ECs must:


a. Have a DD Form 1348-1A for each ITE type/model, excluding internal features, listed on the excess report(s). Ensure the Unit Compusec Manager (UCM) has signed the DD Forms 1348-1A, IssueRelease/Receipt Document, and Accountable Officer’s security certification statement (See Atch 1).


b.  Write the last eight characters of the document number (DD Form 1348-1a, block 24) using a black magic marker on each piece of ITE identified on the DD Form 1348-1a.  Do not use the first six document number characters, FU3300.  If a DD Form 1348-1a contains multiple items, mark the “number of “ in addition to the eight characters.  (EX:  DD Form 1348-1a has a quantity of six; on those six pieces mark  “1/6, 2/6, 3/6....”). 

c.  Group the ITE by type/model and affix a document holder to individual items or groups of items (when multiples of the same type/model exist).  


d.  Insert identifying DD Forms 1348-1a into the document holders for each item/group of ITE.  

e.  Organize the ITE and documentation for transfer before your appointed supply pickup time.   Equipment must be prepared in the following manner:

(1) Affix applicable bar code labels (including internal feature labels) to the ITE and the serial numbers on the bar codes correlate to the ITE they are affixed to.

(2) All mice will have their cords wrapped around them and held in place with rubber bands.

(3) All keyboards will have their cords wrapped securely around them.

(4) All monitors will have their cords wrapped securely around the base.

(5) All power cords will be rolled up and secured.

g.  Assist in loading the ITE as directed by Supply personnel.  EC will be responsible for transporting ITE to the entrance/exit of their building.

h.  Get a signed copy of each DD Form 1348-1a identifying ITE you transfer to Supply.

i.  Any listed ITE not taken by Supply must be lined through and initialed by both the EC and Supply person.


j.  Make copies of all documents for your files and return the signed original copies to MSD/ITIE within two workdays after completing the transfer to Supply.

3.  POC for this instruction is the Excess Section of ITE, MSD/ITIE, 455 South Kelly Street, Building 1154, Maxwell AFB, AL 36112-5000.  Contact via telephone is 3-6645.
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Attachment 7  RETURN
ITE DONATIONS CHECKLIST
ITE donations:

a.  Schools:  The EC will:

(1) Pick up the ITE disposition paperwork as scheduled by MSD/ITIE.   If you must retain any items authorized for transfer, line through the item(s) and enter your initials and date beside each item in the left hand margin of the disposition letter.  

(2) Ensure Unit Compusec Manager (UCM) signs DD Form 1149 security certification statement that ITE has been properly cleared or sanitized (See Atch 1).   


(3) Contact, within 3 workdays after receiving the disposition instructions, the school POC identified on the DD Form 1149, block 3 (Ship to – Mark for), and establish an appointment to pick up the ITE.  The pick up date should be scheduled no later than 30 days after you receive the disposition documentation from MSD/ITIE.  Dr. Doucet or Mr. L. C. Huffman may schedule pick up appointments and sign the DD Forms 1149, acknowledging receipt of the ITE approved for donation. 

 (4) E-mail the appointment date/time to MSD/ITIE POC no later than four working days after receiving disposition instructions.  Notify MSD/ITIE by e-mail any time an appointment is missed or must be rescheduled. 

(5) Segregate the ITE by type (e.g. CPUs, monitors, and etc.) and prepare it for the transfer before the school POC arrives.  Be sure you transfer only the ITE identified on the disposition letter(s) attached to the DD Form 1149 we provide you. 
(6) Help the school POC match the physical ITE devices to their identities on the disposition letter(s) when physical transfer is made. 

(7) Ensure the school POC signs and dates the DD form 1149 in the space provided.

(8) Return the original, signed DD 1149 and attached disposition letter(s) identifying the transferred equipment to 42 CS/SCBBE so the equipment can be removed from your account.   Complete this action within three workdays after the equipment is transferred to the POC. 

(9) Retain copies of all documents for your records.  You are accountable for the ITE until the documentation is returned and your inventory account is updated to reflect the ITE transfer. 

b.  DoD agencies:  The EC will:

(1) Pick up the ITE disposition paperwork as scheduled by MSD/ITIE.   If you must retain any items authorized for transfer, line through the item(s) and enter your initials and date beside each item in the left hand margin disposition paperwork.

(2) Ensure the Unit Compusec Manager (UCM) has signed the DD Form 1149 certification statement that ITE has been properly cleared or sanitized (See Atch 2).  

(3) For DoD agencies located outside the Montgomery area and unable to pick up the ITE from the ECs site follow these guidelines: 



(a) Deliver the ITE to 42 TRANS located at Bldg 1154 along with the DD Form 1149 provided to you by MSD/ITIE.  The 42 TRANS will package, crate and ship the ITE to the DoD agency identified on the disposition letter and assign a control number to the DD Form 1149.



(b) Return a copy of the DD Form 1149 with control number and to MSD/ITIE within 3 duty days of the equipment being shipped by 42 TRANS to update your account inventory.



(c) Retain copies of all documents for your records.  You are accountable for the ITE until documentation is returned and your inventory account is updated to reflect the ITE transfer.


(4) For DoD agencies located within the Montgomery area follow these guidelines:




(a) Contact, within 3 workdays after receiving the disposition instructions, the POC identified in the disposition letter(s) and establish an appointment for them to pick up the ITE.  The pick up date should be scheduled no later than 30 days after you receive the disposition documentation from MSD/ITIE.  
 


(b) E-mail the appointment date/time to MSD/ITIE POC no later than four work days after receiving the disposition instructions.  Notify MSD/ITIE by e-mail any time an appointment is missed or must be rescheduled

 

(c) Segregate the ITE by type (e.g. CPUs, monitors, and etc.) and prepare it for the transfer before the POC arrives.  Be absolutely sure you transfer only the ITE identified on the disposition letter (s) we provide you. 
(d) Help the POC match the physical ITE devices to their identities on the disposition letter(s) when physical transfer is made. 

(e) Ensure the POC signs and dates the disposition letter(s) in the space provided.

(f) Return the original disposition letter(s) identifying the transferred equipment to MSD/ITIE so the equipment can be removed from your account.   Complete this action within three working days after the equipment is transferred to the POC. 

(5) Retain copies of all documents for your records.  You are accountable for the ITE until the documentation is returned and your inventory account is updated to reflect the ITE transfer. 


c.  Non-DoD Federal Agency and Law Enforcement Support Offices donations:  The EC will:

(1) Pick up the ITE disposition paperwork as scheduled by MSD/ITIE.   If you must retain any items authorized for transfer, line through the item(s) and enter your initials and date beside each item in the left hand margin of the letter.   

(2) Ensure Unit Compusec Manager (UCM signs the DD Form 1149 certification statement that ITE has been properly cleared or sanitized (see Atch 1).   

(3) For Non-DoD Federal Agency and Law Enforcement Support Offices unable to pick up the ITE from the ECs site follow these guidelines: 




(a) Payment of transportation, and any packing, crating, or special handling costs are the responsibility of the agency identified on the disposition letter provided by HQ DARMP.




(b) Contact, within 3 working days after receiving the disposition paperwork the agency identified in the disposition letter.  Inform the agency of their responsibility for arranging transportation, and any packing, crating, or special handling costs.  Request the agency identified in the disposition letter provide you a date a carrier or other transportation agency will pack, crate and pick up the ITE.   Also, request the agency provide you a mail authorization or tracking number the carrier or other transportation agency will use to transport the ITE.   




(c) E-mail the pick up date/time to MSD/ITIE POC no later than four working days after receiving the disposition instructions.  Notify MSD/ITIE by e-mail any time a pickup date must be rescheduled.  




(d) When the carrier arrives to pick up the ITE have the ITE ready, and donate only ITE approved for donation on the disposition letter.   Record the mail authorization or tracking number on the disposition letter.  




(e) Return the disposition letter to MSD/ITIE to have the ITE removed from your account within 3 duty days of donation.  You are accountable for the ITE until the disposition paperwork is returned to MSD/ITIE.

(4) For Non-DoD Federal Agency and Law Enforcement Support Offices capable to pick up the ITE from the ECs site follow these guidelines: 




(a) Contact, within 3 workdays after receiving the disposition instructions, the POC identified in the disposition letter(s) and establish an appointment for them to pick up the ITE.  The pick up date should be scheduled no later than 30 days after you receive the disposition documentation from MSD/ITIE.  
 


(b) E-mail the appointment date/time to MSD/ITIE POC no later than four working days after receiving the disposition instructions.  Notify MSD/ITIE by e-mail any time an appointment is missed or must be rescheduled

 

(c) Segregate the ITE by type (e.g. CPUs, monitors, and etc.) and prepare it for the transfer before the POC arrives.  Be absolutely sure you transfer only the ITE identified on the disposition letter (s) we provide you. 
(d) Help the POC match the physical ITE devices to their identities on the disposition letter(s) when physical transfer is made. 

(e) Ensure the POC signs and dates the disposition letter(s) in the space provided.

(f) Return the original disposition letter(s) identifying the transferred equipment to MSD/ITIE so the equipment can be removed from your account.   Complete this action within three working days after the equipment is transferred to the POC. 

2. POC for this instruction is the ITE excess section, MSD/ITIE, 455 South Kelly Street, Building 1154, 

Maxwell AFB, AL 36112-5000.  Contact via telephone at 3-6645.
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Attachment 2

Attachment 8  RETURN
REVIEWING AND ACQUIRING DRA 5745 EXCESS ITE

1.  You may review DRA 5745 excess ITE currently being advertised for reutilization at site, 

Excess Catalog
Double click on the Component List for the type ITE you are interested in acquiring.  This will take you to a page where you can view the individual items to determine if you want any of the items.  Each item is identified by several categories of information such as:  Report Number, Item Number, Agency, Component, Manufacturer, Model, Serial, Condition, ARD Date, City, State.  The categories of import in determining if you  want an item and their meanings are:

a. Report Number and Item #:  Combined these two bits of information identify the DRA 5745 Excess Report and Item number associated with a specific piece of ITE being advertised for reuse.

b. Component, Manufacturer, Model, and Serial:  Combined these 3 bits of information provide the DRA 5745 inventory description of the ITE.

c. ARD Date:  This is a Dod Automation Resource Management Program (DARMP) assigned automatic release date (ARD Date) which must be exceeded before the ITE can be transferred to a non-Dod Agency, a DRMO facility, or donated to an educational institution.

d. Condition:  This is the current condition of the equipment as assigned by the current custodian.

2.   You must complete AF Form 3215, Computer Systems Requirement Document (CSRD) to acquire ITE from the excess reports.  Prepare a separate AF Form 3215 for each excess report containing ITE you wish to obtain.   Complete the AF Forms 3215, obtain CSRD control numbers from MSD/ITSU (Help Desk) and forward the AF Forms 3215 to arrive at MSD/ITIE NLT 15 days prior to the ARD Date.  AF Forms 3215 received later than 15 days prior to the ARD Date cannot be completed before DARMP disposition instructions are finalized and will not be processed.  Complete the AF Form(s) 3215 as required below:  

	Block Title
	Required Entry

	Date
	Date initiated

	CSO Control Number
	Number assigned by MSD/ITSU (Help Desk)

	Requesting Agency POC
	Organization/Office, EC’s name, grade, phone 

	Date Needed
	Date beyond initiation date

	Mission or System Supported
	Mission and/or system ITE will support.

	Requirement
	When selecting ITE from the DARMP Excess Catalog,  include the excess Report Number(s), Item Number(s) and ARD Date(s) of  the item(s) you wish to acquire. 

	Justification
	State why you need the excess 

	Requester Approval Authority
	EC name, grade, phone, and signature


Attachment 9  RETURN
REQUEST TO ADD IMPAC PURCHASED OR FOUND ON BASE (FOB) ITE TO EC ACCOUNT   

MEMORANDUM FOR MSD/ITIE (DRA 5745)

FROM:  

SUBJECT:  Request to Add ITE to EC Account ___________

Request the ITE identified below be added to my account.  The ITE was found on base (FOB).  NOTE: EC MUST SELECT THE APPROPRIATE SITUATION, IMPAC OR FOB.  

	ITEM
	TYPE/MODEL
	MFG
	ITEM DESCRIPTION
	SERIAL NUMBER
	BLDG/RM
	COST
	PURCHASE DATE

	1
	
	
	
	
	
	
	

	2
	
	
	
	
	
	
	

	3
	
	
	
	
	
	
	

	4
	
	
	
	
	
	
	

	5
	
	
	
	
	
	
	

	6
	
	
	
	
	 
	
	

	7
	
	
	
	
	
	
	

	8
	
	
	
	
	
	
	

	9
	
	
	
	
	
	
	

	10
	
	
	
	
	
	
	


DRA 5745 EC Signature___________________________________________

DRA 5745 EC Name _____________________________________________

DRA 5745 EC Account _______________

Date Signed_________________________

Attachment 10  RETURN
ITE EXCHANGE/SALE 

MEMORANDUM FOR 42 CONS/LGC

















(date)

FROM:  (Originating Organizational Address)   

SUBJECT:  Exchange/Sale of ITE

The ITE identified below is being traded-in for new replacement ITE.  The vendor is giving a discount on the new

 ITE prices as indicated.
	Description
	Serial #
	Bar Code
	Costs
	Discount    Computation  Method or Percent

	
	
	
	Original ITE
	New ITE Full
	New ITE

Discount 
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	








                                          (Signature Block of  Originating Organization’s CC)
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