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Information as a Weapon

{7 We cannot expect the enemy
i . to oblige by planning his wars
to suit our weapons; we must
plan our weapons to fight
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¥ 1 the enemy chooses.
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s (1895-1956)
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The instruments of battle are valuable
only if one knows how to use them.

—Ardant du Picq, Battle Studies

HERE ARE MANY views of what con-

stitutes information warfare (IW).

The differences in interpretation are

understandablegiventhesubtle (and
sometimes not-so-subtle) variations in the
defi-nitions of IW. Also, the various terms
used a ssub sti tu tions for IW add to the dif fer-
ing views of the topic. The differences in
interpre-tation have translated into a virtual
explosion of literature written by authors
with their own definitions of IW.

The literature may be grouped into two
broad categories based on the authors’ the-
matic approach to IW. The first category in-
volvesacon ceptthatdis cusses IW interms of
the more traditional notion of the use of “in
formation warfare” to support decision mak-
ing and combat operations. This first theme
does not address the question of whether in-
formation is a weapon and is there-fore inap-
propriate for this article. On the other hand,
the second category is a wholly different ap-
proach and one that directly pro-vides evi-
dence to support or refute the ques-tion of
whether information is a weapon. Authors in
this category regard “information as a
weapon” in warfare.

Dr. George J. Stein, a professor at the US Air
Force’s Air War College, also sees a clear sepa-
ration between using “information in warfare”
and using “information as a weapon” or what
he terms information warfare or information at-
tack.! He believes that there is significant
differ-ence be tween the two cate gories. Spe cifi-
cally, he explains information in warfare as

all those papers and briefings that begin
“Information has always been central to
warfare . ..” and then go on to explain that “our
new computer system will get information to

the warfighter” so he can “achieve information
dominance on the battlefield” and thus
demonstrate our service’s mastery of IW,
confuse information-in-war with information
warfare. Whether we are digitizing the cockpit
or digitizing the battlefield, this is not IW.2

The US Air Force document Cornerstones of
Information Warfare makes a similar distinc-
tionbydistinguishingthedifferencebetween
information age warfare and information war-
fare. It explains the former as “us[ing] infor-
mation technology as a tool to impart our
combat operations with unprecedented
economies of time and force,”® such as cruise
missilesexploitinginformationagetechnolo-
gies to put a bomb on target. Information
war fare, however, “viewsinformationitselfas
a separate realm, potent weapon, and lucra-
tive target”# and fits in the category of using
information as a weapon.

Using this typology, it appears many of
those who claimed Operation Desert Storm
wasaninformationwarareactuallydescrib-
ing the use of information in warfare or in-
formation age warfare.5> For example, Alan
D. Campen, a former undersecretary of de-
fense for policy, states that “this war dif-
fered fundamentally from any previous
conflict [and] the outcome turned as much
on superior management of knowledge as it
did upon performances of people or weap-
ons.”® Further, usingthisdefinition, heand
others argue that Operation Desert Storm
was not only an information war, but the
first one in history. This argumentholdslit-
tle credibility because it was not the first
time an armed force failed to attain victory
for lack of knowledge.”

TheUSAFandDr.Stein’scategorizationsof
the use of “in formation asaweapon” and “in-
formation in warfare” provide a logical
method to separate the two main themes of
information warfare literature. However, it is
not the author’s intent to argue the merits or
faultsoftheirdelineations. Rather, thisarticle
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During Desert Storm, Lt Gen Frederick Franks, VII Corps commander, sketches his plan to envelop remaining Iraqi
forces. Instead of just contemplating whether the information weapon will affect an enemy’s will to fight, one should ask
how US military leaders would react if an adversary blinded friendly command and control systems.

uses those writings that profess the use of in-
for mation asaweapon rather than those that
boast the effective use of information in war-
fare in supporting combat operations, since
the latter is not relevant to the question of
whether information is a weapon.

The Information Weapon

Identifying literature that advocates infor-
mation as a weapon is fairly elementary. The
authors usually declare their beliefs with
such definitive statements as “The electronis
the ultimate precision guided weapon™;2 “In-
formation is both the target and the
weapon”? “The day may well come when
more soldiers carry computers than carry
guns”® “The US may soon wage war by

mouse, keyboard and computer virus”;!* “In-
formation may be the most fearsome weapon
on the emerging techno-battlefield”;*? “The
most potent new US weapon, however, is not
abomb, butaganglionofelectronic onesand
zeroes”;*® and “In Information Warfare, In-
formation Age weaponry will replace bombs
and bullets.”* Certainly this is not a compre-
hensive list of information warfare-related
writings that proclaim information as a
weapon, but it does represent a cross section
of ideasthatappearinpublicationsthatrange
fromofficialgovernmentdocumentstomore
popular books and magazines meant to at
tract the average reader.

After one gets past the attention-getting
steps of pithy statements proclaiming infor-
mation as a weapon and a target, one signifi-



cant theme emerges. Specifically, the “infor-
mation weapon” advocates believe
“information warfare can enhance power
projectionbydiminishinganadversary’swill
and capacity to make war.”* Linking the in-
formation weapon to the enemy’s war-
fighting capabilities and will to fight is sig-
nificant because US military thinking has
evolved to accept that diminishing these two
aspectsofan op po nentwill lead to vic tory for
our own forces.*® The US Army field manual
on information warfare explains the signifi-
cance of this linkage by equating the infor-
mation weapon to the purpose of firepower
in combat—*“the generation of destructive
forceagainstanenemy’scapabilitiesand will
to fight.” 7

Similarly, literaturenotunderthe purview
of the Department of De fense (DOD) also ex-
pounds on the ability of the information
weapon to affect the enemy’s ability and will
to fight. The most apparent difference be-
tweenofficial DOD publicationsand popular
literature is that the latter may not employ
the exact phrase of using information to af-
fect “the adversary’s will and capacity to
make war.” Nevertheless, this is a firmly es-
tablished concept that appears frequently in
writings about information warfare. For ex-
ample, ColRichard Szafranski, USAF, Retired,
a former Air War College professor who has
written extensively on various military-
related topics, equates subduing the enemy’s
will to “neocortical warfare,” which “strives
to influence, even to the point of regulating
the consciousness, perceptions, and will of
the adversary’s leadership: the enemy’s neo-
cortical system.”18

Other advocates of the information
weapon either do not specifically address
what con sti tutesa “tar get” or tend to agree in
principle with the Air Force definition.While
the latter group of advocates agrees that the
target is information, their description of the
“information target” may be more esoteric.
As a case in point, Stein explains that “infor-
mation attack, while ‘platform-based’ in the
physical universe of matterandenergy, isnot
the only counter-platform,” and he believes
thatdoc trinal think ing must move away from
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the “idea that information attack involves
only the use of computers and communica-
tions.”® He incorporates John Boyd’s
“observation-orientation-decide-act”
(OODA) loop® in defining the targets of the
information weapon. Stein sees indirect in-
formation warfare attacks as affecting the
“observation” level of the OODA loop at
which information must be perceived to be
acted on.2tOntheother hand, directinforma-
tion warfare corrupts the “orientation” level
of the OODA loop to affect adversaryanalysis
that ultimately results in decision and ac-
tion.?2 Thus, to him, the information weapon
may or may not be used againstacounter plat-
form.Stein’sbottom lineisthat“information
isboth the tar getand the weapon: the weapon
effect is predictable error.”> The weapons ef-
fect of “predictable error” resulting from the
use of the information weapon is an incredi-
ble notion because it assumes that one can
predictably induce errors an adversary will
make in “observing” and “orienting” infor-
mationthatul timatelyresultsindecisionand
action.

In another example, Szafranski, in the
most general terms, appears to agree that the
information weapon affects the information
target but wants his readers to focus on the
“enemy mind” as a whole. He states that

the target system of information warfare can

include every element in the epistemology of

an adversary. Epistemology means the entire

“organization, structure methods, and validity

of knowledge.” In layperson’s terms, it means

everything a human organism—an individual or

a group—holds to be true or real, no matter

whether that which is held as true or real was

acquired as knowledge or as a belief?4
In Szafranski’s construct, the “acme of skill”
is to employ the information weapon to
“cause the en emy to choose not to fight by ex-
ercising reflexive influence, almost parasym-
pathetic control, over products of the adver-
sary’s neocortex.”?%

Thus, the prototypical advocate of using
information as weapons espouses the aim of
such weapons as to influence an adversary’s
will and capacity to make war. Further, with
information as the weapon, its target, in the
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simplest sense, is also information. A more
esoteric definition of the target is the enemy
mind or his cognitive and technical abilities
to use information. Finally, the explicitly
stated and sometimes implicitly assumed
weapons effect is predictable error. Specifi-
cally, the use of the information weapon will
allow one to predicthowanenemy will errin
judgment, decisions, and actions.

Enemy Will and
Capacity to Fight

There is a pau city ofevidenceavail able for
analysis in addressing the information
weapon’s effect on the “adversary’s will and
capacitytofight.” Mostoftheliteraturetends
to identify either “information” or the “en-
emy mind’s ability to observe and orient” as
the targets of the information weapon. Un-
fortu nately, these two con ceptscaneitheren-
compass every target or are so esoteric that it
is difficult to identify specific targets. The re-
mainder of this portion of the analysis will
first address the “information” target and
then tackle the target of the “enemy mind’s
ability to observe and orient.”

It appears that the US Air Force has recog-
nized the difficulty of identifying specific in-
formation targets and has attempted to ad-
dress the issue through its Cornerstones of
Information Warfare pamphlet and draft doc-
trinal documents. For example, the Air Force
has stated, “Information warfare is any attack
against an information function, regardless
of the means.”?¢ Therefore, “bombing a tele-
phone switching facility is information war-
fare. So is destroying the switching facility’s
software.”?” Simi lar types of tar gets may then
include elements of the enemy integrated air
defense system (IADS). In defining the infor-
mation target, the US Air Force is attempting
tofocusinformationwar fareas“ameans, not
an end, in precisely the same manner that air
warfare is a means, not an end.”2® However,
an unintended consequence may result from
this overarchingtargetdefinition:ifinforma-
tionwarfareencom passesnearly everytar get,
then the con cept merely be comesanew label

for traditional military operations (such as
psychological operations, deception, physi-
cal destruction, etc.) that military forces have
conducted for thousands of years.

Dotheinformationweaponattacksagainst
communications and control facilities, the
enemy’s IADS, and their computers diminish
the adversary’s will and capacity to fight?
Well, yes and no. Certainly, “hard killing”
elementsoftheenemyinformationfunctions
or “soft killing” through introduction of vi-
ruses and logic bombs into the enemy’s com-
puter systems would affect his capacity to
fight. Hard kills re sultin the physi cal de struc-
tion of informationsystems and interconnec-
tions, while soft kills ren der com puter screens
“blank” or cause the sys tems to pres ent faulty
displays.

Given that the information weapon could
affect an enemy’s capability to fight, will it
also be able to affect his will to fight? While
the enemy computer terminal operator may
feel frustrations and even decreased morale
resulting from leaders’ demands for unavail-
ableinfor mation, the latter’swill tofight may
or may not be affected. In other words, how
would “blinding” enemy leaders affect their
will to fight? Would they actually surrender,
or would US blinding operations actually
backfire and force adversary leaders to panic
and resort to the use of weapons of mass de-
struction? For example, Russia adopted a
military doctrine in November 1993 that in-
dicated a belief that during an East-West
conflict,anattackonRussia’searly-warning
system for strategic nuclear forces is posst
ble.?® In such a situation, the Russians may as-
sumetheworst—the invasion of Russianterri-
tory by foreign mili tary forces. With their sen-
sors blinded and command and control
systems destroyed by information weapons,
Russian leaders may not be able to obtain in-
formation and may resort to whatever means
necessary to protect their homeland. In es-
sence, they will be “blind,” but their strategic
nuclear weapons will still be intact and oper-
able. How can the information weapon advo-
cate be cer tain that Russiawill notem ploy the
nuclear weapons?
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The Scud problem during Desert Storm demonstrated that coalition efforts to blind and paralyze the enemy, while
impressive and important, did not in themselves diminish the capability or will of the Iraqgis to fight.

Instead of just contemplating whether the
information weapon will affect an enemy’s
will to fight, one should ask how US military
leaders would react if an adversary blinded
friendly command and control systems.
Would US military leaders lose the will to
fight if their computers went blank? The will
to fight is an elusive target, and it is difficult
to assess whether the information weapon is
capable of affecting it. Certainly, other fac-
tors such as political ob jectivesand the ques-
tion of whether the enemy is fighting for his
own sur vival or formore lim ited goals would
surely figure into the will-to-fight equation.

De spite the value of “will,” some informa-
tion weapon advocates, drawing from Col
JohnWar den’sview of theenemyasasystem,
argue that the relationship of will (morale)
and the ca pac ity to fight (physi cal) can be ex-
pressed in the following equation:3°

(Physical) x (Morale) = Outcome

Specifically, they believe that a weapon
need notaf fect both will and ca pac ity to fight
to put the enemy in such a condition that he

can no longer carry on the fight. In fact, Colo-
nel War den states that the physi cal part of the
equationiseasiertotargetthan morale,so US
forces should focus on the physical. He as-
serts, “If the physi cal side of the equation can
be driven close to zero, the best morale in the
world is not going to produce a high number
on the outcome side of the equation.”3!
Clausewitz cautioned against this type of re-
ductionism and wrote, “If the theory of war
did no more than remind us of these ele-
ments, demonstrating the need to reckon
with and give full value to moral qualities, it
would expand its horizon, and simply by es-
tablishing this point of view would condemn
in advance anyone who sought to base an
analysis on material factors alone.”32

Indeed, numerous historical cases support
Clausewitz’s warning of not underestimating
the importance of morale or the will to fight.
One of the most distinct examples for the
United States remains the Viethnam War dur-
ing the 1960s and early 1970s. De spite the US
military’s efforts in destroying the Vietnam-
ese communists’ material resources and sig-



46 AIRPOWER JOURNAL FALL 1997

nificantly reducing the movement of their
lines of communication along the Ho Chi
Minh Trail, the communists retained their
will to fight.® In the end, it was their tremen-
douswill to fightand, ar guably, the US lack of
will to fight that allowed North Vietnam to
defeat the United States and the Saigon re-
gime.*

Nevertheless, advocates of the informa-
tion weapon’s effectiveness use the “infor-
mation warfare” actions in Operation De-
sert Storm to show that destruction of the
capacity to fight (physical) af fected the will
to fight (morale):

Coalition forces spent the early days of Desert

Storm gouging out the eyes of Irag, knocking

out telephone exchanges, microwave relay

towers, fiber optic nodes and bridges carrying
coaxial communications cables. By striking

Hussein’s military command centers, the

coalition severed communications between

Iragi military leaders and their troops. With

their picture of the battlefield—their battlefield

awareness—shrouded in a fog, the Iraqis were
paralyzed.35

Noticeably lacking from this illustrationis
the explanation that after the supposed “pa-
ralysis” ofthe Iraqis, de ployed coali tion mili-
tary forces fought an air and ground war in
Iraq. The combination of coalition air forces
that bombed Iraqi targets from 17 January to
2 March 1991 coupled with the coalition
ground attack that began on 24 February
199136 ultimately led to Iraq’s agreement to
accept all terms of the United Nations cease-
fireresolution.®” In other words, the ef forts to
blind and paralyze the Iragis, while impres-
sive and im portant, did not by them selvesdi-
minish their capability or will to fight.
Rather, the blinding efforts made the Iraqis
more vulnerable to conventional coalition
military attacks and operations.

The Operation Desert Storm illustration,
besides being a reductionist argument that
distorted the nature and causes of USand coa-
lition military successes against the lraqi
forces, also ignored other realities. First, sev -
eral Desert Storm analysts suspected that af-
ter coalition forces destroyed Saddam
Hussein’s more advanced telecommunica-

tionssystems(satel lite, microwave,andcable
systems), hecontinuedtorelaylaunch orders
to his Scud missilebatteriesviacourier.3® Sec-
ond, the oftensim plisticmethod de picted re-
gard ing the ease with which the United States
took down the Iragi command network may
have been overstated.®® Specifically, while
coalition airpower greatly reduced the capac-
ity of the communication links between
Baghdad and its field army in the Kuwaiti
theater of operations, sufficient connectivity
remained for Baghdad to order a withdrawal
from Kuwait that included some redeploy-
ments to screen the retreat. Therefore, the
ambitious hope that bombing the leadership
andcommand, control,andcommunications
targets would lead to the overthrow of the
Iraqi regime and completely sever communi-
cations between the Baghdad leadership and
their military forces “clearly fell short.””#°
Third, the Iragi forces, the Re pub li can Guards
notwithstanding, were poorly trained and
motivated, and lacked high morale prior to
anycoalitioninformationattack. Thus, itwas
not the effect of the information weapon
alone that weak ened the ene my’swill to fight.

There are other examplesofmilitaryforces
that continued to fight after being isolated
from higher headquarters when their com-
munications became inoperable. During the
Normandy campaign in 1944, German forces
oftenfoughtunderemissionscontrolorradio
silence. Yet, their effective training, sound
tactical leadership and doctrine, and adher-
ence to Auftragstaktik, or mission-typeorders,
enabled them, for almost two months, to
fightthenumericallysuperiorAlliestoastale-
mate before attrition finally wore down their
effectiveness.*t

Perhaps those who advocate using the in-
formation weapon against the second type of
informationtarget,the“enemymind’sability
to observe and orient,” place more impor-
tance on the morale factor than the physical.
Champions of attacking this type of informa-
tion target have coined this form of informa-
tion warfare as “perception management,”#?
“orientation management,”:3 or “neocortical
warfare.”*4 While these terms may imply some
“new” types of warfare, in actuality they are



merely amorphous terms for what had been
traditionallycalledpsychologicaloperations,
propaganda, and military deception. For the
purpose of discussion, this article addresses
this form of information weapon as percep-
tion management.

The same question posed about informa-
tion as a target also applies to the second in-
formation target, the enemy mind. The key
question is whether information warfare will
necessarilyreducethe mentalabilityandwill
toresist. While itis true that per cep tion man-
age mentcandeceive, surprise,addtotheene-
my’s fog and fric tion, and even af fect the mo-
rale or the will to fight, it will not likely
produce a “predictable error” as Dr. Stein as-
sumes.** Theconceptofproducinga“predict-
able error” implies that one can predictably
induce advantageous errors in an adversary’s
actionsanddecisionmaking.Inessence, itas-
sumesthathumanbehaviorandreactionsare
totally predictable and may be precisely ma-
nipulated. This concept ignores Clausewitz’s
philosophy of the unpredictability of hu-
mans and warfare as illustrated through the
following syllogism:

If A #B (If humans do not behave accord-
ing to laws)
And C=A (Andwar fare isa hu man event)

Therefore, C # B (Therefore, warfare will
not follow laws)

Not only does the concept of “predictable
error” ignore Clausewitz’s theory regarding
human nature and warfare, it also seems to
challenge common sense. For example, is it
really possible to predict the actions, intent,
and decision-making rationale of such dispa-
rate minds as those of Adolf Hitler, Joseph
Stalin, Ho Chi Minh, Ayatollah Ruhollah
Khomeini, Mu‘ammar Gadhafi, Saddam
Hussein, Mo ham med Aidid, and Kim Jong 11?
Hitler thought he could achieve apredictable
outcomewhenhedrewuptheOperationBar-
barossa plan and “believed nothing less than
the Soviet Union could be defeated in four
months.™¢Yet, in April 1945, So viet tanksen-
tered Berlin, almost four years after German
forcesinvadedtheSovietUnioninMay 1941.
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A “predictable error” may be extremely diffi-
cult to predict, much less to induce.

In the same vein, perception management
will likely have minimal impact on the ene-
my’s capacity to fight, unless, of course, the
“information attack” deceives the enemy re-
garding the disposition and location of
friendly forces. As an illustration, the World
War Il Allied deception plan, OperationForti-
tude, contributedtoAdolfHitler’'spreconcep-
tions of the location of the impending inva-
sionofFrance.Consequently,invadingAllied
forces at Normandy did not face the bulk of
the German troops in France and Belgium
guarding the Pas de Calais and the Belgian
and Dutch coastline*’

Somewhatmoretrou ble someisthe view of
many of these ad vo cates who be lieve it is pos-
sible to use the perception management
weapon to target the enemy mind with “the
aim of subduing hostile will without fight-
ing.”8 They balk at the view that this type of
attack should supplement and enhance more
conventional forms of warfare. Again, the lit-
erature is sparse in terms of specifics on how
perception management will “subdue hostile
will.” But it does not lack in prom ises to stop a
war before it starts. One example of how this
type of attack might target hostile will was
posed by Thomas Czerwinski, a professor in
the School of Information Warfare and Strat-
egy at the National Defense University.
“What would happen if you took Saddam
Hussein’s image, altered it, and projected it
back to Irag showing him voicing doubts
about his own Baath Party?” While it is not
possible to state with absolute certainty the
reactionsofthe Baath Party, Sad dam Hussein,
or the world community, it is unlikely that
such perception management attacks will
completely subdue hostileenemywill. Those
who predict it is possible to subdue enemy
will with perceptionmanage mentseemtoas-
sume, as in this example, that enemy leaders
willhavenointeractionswiththeirfol lowers.

Civilian and military leaders have used
perception management, or propaganda,
throughout the history of warfare. The dif-
ference today is brought about by the
advent of the microprocessor, which al-
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lows another medium, cyberspace, for
friendly forcesto propagate the perception
management message to the enemy. Unfor-
tunately, propaganda has had, at best, lim-
ited utility. To elevate its stat ure above that
ofasupplementalroleinwarisunrealistic.
It is inconceivable to expect perception
management alone to subdue a hostile’s
will to fight, especially when history has
shown otherwise. The idea that perception
management will enshroud the enemy in
“fog” and “friction” and subsequently sub-
due his morale assumes the enemy will re-
act exactly as the propaganda plan expects.
This assumption discounts historical cases.
For example, during World War Il, the US
military, having nearly destroyed Japan’s
capacity to fight, targeted the will of the

people through leaflet drops and
firebombings of cities with populations over
onehundredthousand,alongwiththerelease
of two atomic weapons on Hiroshima and
Nagasaki. Despite the horrific death and de-
struction, Japanese military commanders re-
fused to surrender, and the Japanese people
were in despair after hearing of their emper-
or’s decree to surrender#® How realistic,
then, is the information weapon advocates’
vision that enemies will surrender through
information attacks targeted at the enemy
mind or “neocortical” system? Will the en-
emystopfighting be cause the United States,
through perception management attacks,
tells him to stop? Unfortunately,theenemy
may not always be so cooperative.

The results of a blinded and paralyzed Iragi military. Scuds were being launched throughout the war.



The Information Weapon:
Use with Caution

In analyzing whether information is a
weapon, thisarticle tested the abil ity ofin for-
mation itself to target “information” and the
“enemy mind’s ability to observeandorient”
for the purpose of destroying the enemy’s
will and capacity to fight. The results indi-
cated that while information may be consid-
ered a weapon, it is one that must be used
with caution. The more enthusiastic propo-
nents of the information weapon tend to
overestimateitsabilitytodiminishenemyca-
pacity and will to fight.

Information is not a technological “silver
bullet,” able to subdue the enemy without
battle. Unlike other, more conventional,
weapons, the effects of the information
weapon are not necessarily predictable be-
cause it often targets the human mind and
emotions. Thus, in employing the informa-
tion weapon, one must not rely solely on its
use for success. Rather, the strategist must
prudently use the information weapon to
supplement more traditional weap ons of war
or as a precursor to conventional attacks and
operations.

While this article has answered the ques-
tion it set out to investigate, other factors
have emerged in the course of this analysis.
The extreme claims for information warfare,
even when employing the information
weapon as envisioned by its advocates, are
particularlyunconvincingandevenirrespon-
sible. Themostzeal ousadvocatesofinforma-
tion warfare describe information as a low-
cost weapon with a high payoff, a method to
eliminate the fog and friction of war for
friendly forcesyetenshroudtheenemyinthe
same, and a tool to al lowattain mentofquick
and bloodless victories.

Regarding the first characteristic, a low-
cost weapon with a high payoff, the cost will
depend on the specific information weapon
itself. Certainly, introducing a virus or logic
bomb into a computer system may be a rela-
tively low-cost option, whereas physical de-
struction oftheenemy IADSwill likelyaccrue
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sig nifi cant costs. The claim of a high pay off is
also debatable. As previously discussed, “pre-
dictable errors” may be extremely difficult to
predict and induce as the information
weapon often targets human reactions and
emotions.

Inanideal world, fog and fric tion would be
eliminated for friendly forces and yet maxi-
mized against the enemy. However, the exact
information weapons intended to increase
the enemy’s “fog of uncertainty” may lead to
totally unintended consequences that are in-
consistent with the original intent of the
weapon. Worse, the nth-order effect may ac-
tually prove counterproductive to the origi-
nalintentandobjective.Inacomplex, hierar-
chical command and control system,
destruction of selected communications con-
nectivity may actually result in a more
streamlined and efficient command and con-
trol system. At least three unintended conse-
quences may result. First, the enemy leader,
without the intermediate command and con-
trol steps, is now able to send his orders di-
rectly to the lower echelons. For example,
during Operation Desert Storm, after coali-
tion forces destroyed Sad dam Hussein’smore
advanced telecommunications capabilities,
he continued to relay launch orders to his
Scud missilebatteriesviacourier°Second, if
communications connectivity is severed,
lower echelons will likely operate in autono-
mous modes. While they may lack the com-
pletesituational battlefield picture thatup per
echelons would normally provide, the lower
echelons benefit by not having to wait for
launch or ders to flow from the top. Third, de-
stroying or degrading enemy command and
control systems may deny friendly forces the
ability to collect vital enemy communica-
tions and signals. Thus, employment of the
information weapon may actually simplify
enemy operations and increase friendly fog
and friction, since friendly collection assets
will notbe able to col lectagainstemittingen -
emy electronic systems.

Perhaps the most disturbing claim is that
of the information weapon’s capability to at-
tain quick and bloodless victories and its ex-
tremeview of pre ventingawar be fore it starts.
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While the information weapon may be able
to prevent bloodshed in a limited number of
scenarios,expectingittoendawarbeforethe
first shot is fired is pure speculation. A more
realistic consequence resulting from the em-
ployment of the information weapon would
be ade graded en emy that lacks com plete bat-
tlefield situational aware nessbecauseleaders
are blinded and cannot communicate with
troopsin the field. There isalack of his tori cal
evidence that supports the concept that a
blinded enemywouldsim plysurrenderwith-
out fighting. On the contrary, history shows
military forces, isolated from higher head-
quarters, do continue to fight. As previously
mentioned, the German military, during
World War 1l, emphasized Auftragstaktik,
whichre lied on general guidance fromabove
combined with lower echelon initiative.5!
This philosophy resulted in German forces
fighting under radio silence, without upper
echelon guidance, as during the Allied Nor-
mandy campaign.

Maj Gen Michael V. Hayden, commander
of the Air Intelligence Agency, summed it
bestwhen he called the “notion ofablood less
war played outon com putersasfan ciful” and
said that he does not fore see the United States
mothballing its stockpile of conventional
and nuclear weapons in the near future. Fur-
ther, he stated, “Can | imagine a time in
which we won’t have destructive war? No.
But I think it’s easy to imagine a time when
we can use information as an alternative to
traditional warfare.” General Haydenrelayed
the following incident to describe the use of
the information weapon to help create the
zone of separation between warring factions
in Bosnia:

Some of the factions didn’t comply completely.
But the Implementation Force goaded, forced,
cajoled and pressured them to do it. One of the
things they did was take clear evidence [and]
information that they had not complied with
the treaty. The IFOR commander turned to the
Serb, the Croat and the Muslim and said, “Move
those tanks.” Their response was “What tanks?”
The commander says, “These tanks,” pointing
to the concrete evidence. “Oh, those tanks,”
they said. And then the tanks were moved. In

Bosnia, | think it’s fair to say, information is the
weapon of first resort. To back that up is the
potential for heat, blast and fragmentation. But
in this case, information was used as an
alternative. We achieved an objective without
going immediately to some sort of destructive
approach.52

It is clear that while information may be
used as a weapon, strategists must use it with
caution and common sense. It is not a silver-
bullet weapon. Rather, the strategist should
plan the use of the information weapon in
conjunction with more traditional weapons
and employ it as a precursor weapon to blind
the enemy prior to conventional attacks and
operations.

The US military arsenal includes a variety
of weapons, and the strategist must ensure
their most effective use in future wars. The
strategy of the future will likely include the
use of the information weapon in conjunc-
tion with more conventional weapons. In de-
veloping the plan, the strategist must realize
that the use of the information weapon will
demandprudenceandcarryimplicationsthat
may impact the employment of the weapon.
The last section warns of the additional cau-
tions that a strategist planning to employ the
information weapon must consider.

Implications

One characteristic of the US military and
its way of war is its fascination with technol-
ogy and the associated search for the high-
tech silver bullet that will allow quick victo-
rieswithminimalcol lateraldamage.> Hence,
it is not surprising that extremists have em-
braced information warfare as the magic
weapon that would allow the US military to
win bloodless victories and end wars before
the first bullet is ever fired. The use of the in-
formation weapon demands caution, and its
employment carries with it implications that
the strategists must consider.

First, perhaps one reason for the vast inter-
est in the application of information warfare
is that the United States may be the most vul-
nerable to its effects. As Lt Gen Kenneth A.
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During Desert Storm, the blinding efforts made the Iragis more vulnerable to conventional coalition military attacks and
operations. A destroyed Iraqi helicopter and its shelter (above) and damaged Iragi equipment at a Euphrates River
crossing (below).
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Minihan, director of the National Security
Agency, explained, “Information is both the
greatest advantage and, given American de-
pendency on information, the greatest weak-
ness of the US.””54 Consider the following as-
sertion: “Under IW, the enemy soldier no
longer constitutes a major target. IW will fo-
cus on preventing the enemy soldier from
talking to his commander. Without coordi-
nated action, an enemy force be comesan un-
wieldy mob, and a battle devolves to a
crowd-control issue.”%> Is this actually an
analysis of the vulnerability of our own US
military to information warfare? Given the
USsystem ofassigningspecifictargetstoindi-
vidual air craftviatheairtaskingorder (ATO),
the descriptions of enemy vulnerability to
theinformationweaponmayactuallybeare-
flection on the American air campaign pro-
cess. Could an information weapon bring the
airoperationscenter (AOC) toastandstill if it
destroyed computerswithinthe AOC, leaving
it with no capability to develop and transmit
the ATO to flying wings?

A second implication concerns the impor-
tance of maintaining US combat readiness
with conventional military forces. Eliot Co-
hen, noted author and professor at Johns
Hopkins University, warned, “Transforma-
tion in one area of military affairs does not,
however, mean the irrelevance of all others.
Just as nuclear weapons did not render con-
ventional power obsolete, this revolution
will not render guerrilla tactics, terrorism, or
WMD [weapons of mass destruction] obso-
lete.”s¢ The US military must, therefore, re-
main capable of fighting less technologically
advanced enemies as well as peer competi-
tors. History is full of exam ples of less tech ni-
cally developed militaries overcoming and
defeating more “capable” foes. The most
vivid example for the United States remains
the Vietcong, who were able to defeat tech-
nology with rudimentary tactics and a will-
ingness to sacrifice their soldiers. In facing a
Vietcong-type adversary, can the United
States realistically expect to defeat an enemy
without resort to heavy destruction, or at
least having in place the potential to do such
destruction?5”

Athirdimplicationthatcivilianand mili-
tary leaders must seriously consider is the
legality of information warfare. This
question is especially important when one
considers “preemptive” information at-
tacks. One envisioned characteristic of in-
formation warfare regards the use of the in-
formation weapon to end a war before the
firstshotisfired. Howwill the inter national
communityreactto thistype ofpreemptive
attack by the United States, a superpower,
es pe cially ifitisagainsta third world rogue
power? Isthe United Stateswill ing to riskan
information attack that would blind a peer
competitor and risk escalating the conflict
with the use of weapons of mass destruc-
tion?Isaninfor mationattackanactofwar?
Further,theuseofperceptionmanage ment,
especially one that alters an enemy leader’s
imagetotellhispeopletosurrender,iscom-
parable to faking surrender with the use of
the tradi tional white flag. Thisand otherac-
tions may violate the “principle of chivalry
which addresses the use of trickery,” both
permissible ruses and impermissible per-
fidy and treachery.”s8

Obviously, the potential consequences of
the employment of the information weapon
arenewandevolving,andtheimplicationsof
information warfare raise many issues that
have no clear legal precedent.>®

Conclusion

The information weapon may be an effec-
tive tool to supplement the military’s arsenal
of more traditional weapons. Further, its use
as a precursor may enhance conventional at-
tacksand op erationsagainstablinded and de-
graded enemy, thus decreasing effective en-
emy defense and counterattacks. However,
the United States should not consider the in-
formation weapon a “silver bullet” that will
completelysubdueanadversary’swilland ca-
pacity to fight. Further, strategists must re-
frain from uncriticallyassumingtheinforma-
tion weapon is capable of terminating wars
before the first bullet is even fired.



TheUScivilianand militaryleadersshould
strivetounderstandwhyinformationwarfare
appears so attractive, in order that realistic
and useful doctrinal guidance may be devel-
oped for its employment and incorporation
into the overall war-fighting strategy. The
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