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The first thing to know about international law is that it bears only a
passing resemblance to the kind of law with which most people are familiar.
Domestic laws in most countries are passed by some sort of sovereign
body (like Congress) after due consideration. Statutes are carefully crafted
so the law has a precise effect. International law is nothing like that. Con-
trary to popular belief, treaties are not the primary means of establishing
international law. The body of international law is a jumble of historic
practice and tradition as well as signed agreements between nations.

Within this patchwork of guidance, customary international law oc-
cupies a position of preeminence in developing areas of the law—ahead
of treaties and conventions.! Customary international law develops from
the general and consistent practice of states if the practice is followed out
of a sense of legal obligation.” When this occurs, customary law is con-
sidered legally binding on nation-states. In situations not addressed by es-
tablished consensus on what constitutes lawful behavior, nations may take
actions they deem appropriate.® This is the heart of the well-established
Lotus principle, so named for the International Court of Justice decision
in which it was established.

Only a handful of actions are considered peremptory norms of inter-
national law; that is, things that are universally held to be wrong and
impermissible.” These are exceptional areas, including piracy, human traf-
ficking, and hijacking. One reason there are so few universally accepted
norms is the very nature of the international legal regime. It is established
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by what nations do and believe they are bound to do, making consensus
difficult to reach. Without consensus, there is no law, even in what seem
to be straightforward cases, such as torture. “Torture or cruel, inhuman,
or degrading treatment or punishment” is recognized by most states as
violating human rights principles that have attained the status of customary
international law. Yet, actions amounting to torture continue, and states
sponsoring those actions are not often condemned, so it cannot be said
there is complete international agreement on the issue.®

Although the few prohibitions accepted as peremptory norms do not
deal with war, that is not to say armed conflict is completely ungoverned.
There is a body of customary law reflecting the extensive and virtually
uniform conduct of nation-states during traditional warfare that is widely
accepted and well understood—the law of war. Unfortunately, the appli-
cation of the law of war to cyberspace is problematic because the actions
and effects available to nations and nonstate actors in cyberspace do not
necessarily match up neatly with the principles governing armed conflict.
Cyberspace gives nation-states new options, enabling them to take non-
kinetic actions that may not have been available previously. Actions that
may have required the use of military force in previous conflicts now can
be done with cyber techniques without the use of force. States can also
take actions in cyberspace that would be consistent with the use of armed
force but more easily avoid taking responsibility for the actions—they can
take cyber action “without attribution.”

In the absence of a specific legal regime for cyberspace, the logical
approach is to take what guidance exists to govern more conventional
warfare and determine whether it can be applied to cyberspace activities.
The subsequent brief discussion is a general examination of how national
practices become customs binding on the body of nations as customary
international law. Following the general discussion is a more detailed dis-
cussion of how customary international law might apply to nation-state
cyber actions.

The Development of Customary International Law

It is common for states to disagree about what constitutes a general
practice accepted as law. The easiest form of proof is found in state actions,
published government materials, official government statements, domestic
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laws, and court decisions that detail actual practice.” Over time, specific
instances of state practice may develop into a general custom.®

The second part of the equation is more difficult. For a custom to be
binding, states not only need to act in a certain way; they have to act that
way because they think they are legally obligated to do so.” Acceptance of
general practice as an obligation, that it is “accepted by law,” is referred
to as opinio juris.'’ Evidence of opinio juris is primarily shown through
statements of belief, as opposed to statements about state practice, such as
treaties or declarations.!!

There is no mathematical formula governing how many states must
accept a practice or for how long it needs to be practiced for it to be-
come binding custom.'? For the most part, the more states that practice a
custom, the more likely it is to evolve into law, but not even that simple
rule holds completely true. The practice of politically powerful and active
states carries more weight than that of smaller nations, especially ones not
actively engaged in the area under consideration. For example, actions of the
United States or Great Britain will have more bearing on the development
of international law governing naval operations than those of Switzerland.

As noted, the length of time to develop customary international law
can vary greatly. The law of war is a good example. The customary law
of war has developed over thousands of years, but the practice of limiting
conflict (e.g., to protect noncombatants) evolved primarily in the last 150
years. For example, the Greeks began developing the concept of jus ad
bellum, or just war, in the fourth century BC.'? By contrast, while the
principles governing the way in which combatants engage in warfare (jus
in bello) also have historical ties to that era, they did not begin to assume
their current form until the 1860s during the Franco-Prussian War and
the American Civil War. Documented atrocities during those wars led to
rapid development of the modern law of war regime, beginning with the
first Hague Convention in 1899.

An example of customary law that developed quickly is space law.!* In
1958, just one year after the launch of Spusnik, the UN General Assembly
created a committee to settle on the peaceful uses of outer space. By 1963,
the United Nations had put forth the Declaration of Legal Principles Govern-
ing the Activities of States in the Exploration and Use of Outer Space, formally
recognizing what had become customary law applicable to space activities.
Since then, most space law has been generated through international agree-
ments, beginning with the first outer space treaty signed in 1967.
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Sometimes even state inaction can establish practice. For example, when
one state engages in conduct harmful to another, the official silence of
the “victim” state can be evidence that the conduct in question does not
constitute a violation of international law. This passiveness and inaction
can produce a binding effect under what is called the doctrine of acquies-
cence.!® The more times a state permits an action to occur without mean-
ingful protest, the more likely it is the action will be accepted as lawful
state practice.

Development of Cyber Law through Custom

The increasing use of computers and computer networks through the
1970s and 1980s was followed swiftly by the rise of the “network of net-
works” known as the Internet in the mid-1990s.!® Ultimately, the Inter-
net spawned an entirely new domain of operations referred to as cyberspace.
It is in and through this virtual space that cyber activities occur. So, not
only are the activities in cyber new, where cyber actions take place is a
unique location."”

Because it has existed for such a short time, there is not a robust body
of law governing state conduct in cyberspace.'® There are documented
instances of state cyber practice, however, and these have begun to lay a
pattern for establishing customary cyber law. As noted above, custom-
ary law does not instantly appear but is developed through state practice
and rationale. The cyber practices of states and the thought behind those
actions over the past 30 years must be examined to determine if there is
customary law in cyberspace. If no principles have developed, as earlier
discussed, cyberspace remains unconstrained under the default customary
international regime.

Although opinio juris is a critical element, it is easiest to analyze the
development of custom beginning with an examination of state action,
which is more visible and easily documented than motivation. Compli-
cating the analysis is the secrecy surrounding most cyber operations. The
US Department of Defense (DoD), for example, claims it suffers millions
of scans and thousands of probes into its networks each day.’” With rare
exceptions, no states or individuals come forward to take credit for these
actions, so assessing the motivation of these unknown cyber actors is dif-
ficult. Albeit complicated and difficult, a few examples of state practice in
cyber are available for examination.
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Arguably, the first cyber attack occurred in the Soviet Union. In 1982, a
trans-Siberian pipeline exploded. The explosion was recorded by US satel-
lites, and it was referred to by one US official as “the most monumental
nonnuclear explosion and fire ever seen from space.”?° It has been reported
the explosion was caused by computer malware the Central Intelligence
Agency implanted in Canadian software, apparently knowing the software
would be illegally acquired by Soviet agents. Because the explosion hap-
pened in remote Siberia, it resulted in no casualties. It also embarrassed
the Russian Committee for State Security (the KGB), who thought they
had stolen the most recent software technology from the United States.
As a result, the facts behind the explosion were concealed, and the USSR
never publicly accused the United States of causing the incident.?!

Multiple “soft” computer attacks occurred against US systems as the Internet
grew exponentially over the next 25 years. Many of these involved at-
tempts to copy sensitive information or relatively simple but potentially
devastating denial of service attacks.”? Some of the more infamous include
Moonlight Maze (1998-2001), which probed government and academic
computer systems in the United States; Code Red (2001), which launched
aworm intended to conduct a denial of service attack against White House
computers; and Mountain View (2001), a number of intrusions into US
municipal computer systems to collect information on utilities, govern-
ment offices, and emergency systems.”> Although there was speculation
about the origins, none of these incidents could be definitively attributed
to a state actor.

In contrast to the, until recently, little-known Siberian incident, it was a
very public series of cyber events considered by many to have heralded the
advent of cyber warfare. In April 2007, following the removal of a Rus-
sian statue in Estonia’s capital of Tallinn, a widespread denial of service
attack affected its websites. As a result Estonia, one of the world’s most
wired countries, was forced to cut off international Internet access. Russia
denied involvement in the incident, but experts speculate the Russian Federal
Security Service (FSB) was behind the distributed denial of service event.?*

The following year, Russian troops invaded the Republic of Georgia
during a dispute over territory in South Ossetia. In August 2008, prior to
Russian forces crossing the border, Georgian government websites were
subjected to denial of service attacks and defacement. While there is wide-
spread belief the incident was “coordinated and instructed” by elements
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of the Russian government, no one has been able to attribute these actions
definitively to Russia.?

The wakeup call for the US military occurred in 2008, although the
details did not become public until two years later. Operation Buckshot
Yankee was the DoD’s response to a computer worm known as “agent.btz”
infiltrating the US military’s classified computer networks.?® The worm
was placed on a flash drive by a foreign intelligence agency, from where it
ultimately made its way to a classified network. The purpose of the mal-
ware was to transfer sensitive US defense information to foreign computer
servers.” In what qualifies as bureaucratic lightning speed, US Cyber Com-
mand was established less than two years later, with a mission to, among
other things, direct the operations and defense of DoD computer net-
works.”® In addition to unmasking the extent of network vulnerabilities,
the event highlighted the lack of clarity in international law as it relates to
cyber events.

Two recent incidents merit attention before discussing the law in depth.
In 2010, Google reported Chinese hackers had infiltrated its systems and
stolen intellectual property. Through its investigation, Google learned the
exfiltration of its information was not the only nefarious activity; at least
20 other companies had been targeted by Chinese hackers as well. These
companies covered a wide range of Google users, including the computer,
finance, media, and chemical sectors. The Chinese had also attempted to
hack into G-mail accounts of human rights activists and were successful
in accessing some accounts through malware and phishing scams. Google
released a statement explaining what it discovered through its investiga-
tion and what steps it was taking in response to China’s action, including
limiting its business in and with China.?’

Also in 2010, a computer worm named Stuxnet was detected on com-
puter systems worldwide. Stuxnet resided on and replicated from computers
using Microsoft’s Windows operating system but targeted a supervisory
control and data acquisition (SCADA) system manufactured by Siemens.
Cyber experts determined the worm was designed to affect the automated
processes of industrial control systems and speculated that either Iran’s
Bushehr nuclear power plant or its uranium enrichment facility at Natanz
was the intended target.’° After Stuxnet became public, Iran issued a state-
ment that the delay in the Bushehr plant becoming operational was based
on “technical reasons” but did not indicate it was because of Stuxnet.’!
The deputy director of the Atomic Energy Organization of Iran stated,
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“Most of the claims made by [foreign] media outlets about Stuxnet are ef-
forts meant to cause concern among Iranians and people of the region and
delay the launch of the Bushehr nuclear power plant.”*? Iranian president
Ahmadinejad stated at a news conference that malicious software code
damaged the centrifuge facilities, although he did not specifically state it
was Stuxnet or the Natanz facility.??

Even disregarding the Siberian pipeline incident and considering Moon-
light Maze the first major state-on-state cyber incident, there have been
about 12 years of general practice to consider when determining what
constitutes customary law in cyberspace. Incidents that have occurred
during this period have set precedent for what states consider acceptable
cyber behavior. What is remarkable is the lack of protest from nations
whose systems have been degraded in some way by obnoxious cyber activity.
Iran seemed reluctant even to admit its nuclear plant’s computers had been
affected and still does not claim to have been cyber attacked.

If the damage caused by the Stuxnet malware had instead been caused
by a traditional kinetic attack, such as a cruise missile, it is likely Iran
would have vigorously responded. For one thing, in more-traditional at-
tacks it is easier to determine the origin of attack. There are a variety of
reasons Iran may have refrained from public complaint over the Stuxnet
event; one possibility is that it believes the action was not prohibited under
international law. Whatever the reason for Iran’s silence, it remains true
that no state has declared another to have violated international law by a
cyber use of force or an armed attack through cyberspace. Aside from the
Stuxnet event, those in Estonia and Georgia came closest.

The situation in Georgia can be distinguished because the cyber action
was taken in concert with Russian troops crossing the Georgian border—a
clear use of force. Cyber activity against Georgian websites did not start
until after Georgia made its surprise attack on the separatist movement
in South Ossetia on 7 August 2008. The cyber activity commenced later
that same day, on the eve of Russia launching airplanes to bomb inside
Georgian territory. It appears as though it was a military tactic to sever
Georgia’s ability to communicate during the attack. It was not until 9
August 2008 that Georgia declared a “state of war” for the armed attack
occurring inside its territory. It did not declare the cyber activity itself an
attack or use of force.”

A case has also been made that the 2007 massive distributed denial of
service activity in Estonia was a cyber attack. However, after deliberation,

[ | 32] STRATEGIC STUDIES QUARTERLY 4 FaLL 2012


http:force.35
http:attacked.34
http:facility.33

The Customary International Law of Cyberspace

even the Estonian government concluded it was a criminal act as opposed
to a use of force by another state. That may be because they were not able
to attribute it with certainty to the Russian government (or any other govern-
ment), but the precedent remains. Attribution problems will continue to
plague this area of law. It is more difficult for custom to develop if the
source of the action is unknown. The actions of criminal gangs or recreational
hackers do not set precedent for international law, and as long as the actor
remains unknown, the events have no precedential value.

Cyber Activity and Espionage

Much of what has occurred in cyberspace between states can be viewed
as merely espionage—simply intrusions onto computer systems for the
collection of intelligence. If these actions are equivalent to espionage,
however, this creates a dilemma in the analysis of cyber law.

Spying has been around even longer than customary international law.
Despite the famous statement, “Gentlemen do not read other gentlemen’s
mail,” espionage has existed since the earliest days of armed conflict.?® Al-
though the law of war addresses wartime espionage and the treatment of
captured spies, customary international law is notably silent on the prac-
tice of spying during peacetime. States have domestic laws prohibiting
espionage—including the United States, where spying is punishable by
death—but there is no international law prohibiting espionage or insist-
ing it violates sovereignty.’’

Despite the absence of specific guidance, it is generally not argued that
espionage is actually legal under international law. Most international
lawyers contend espionage is “not illegal” internationally. Presumably, this
is because it would be unseemly for countries to openly note that it is
acceptable to undertake as much espionage as they can get away with.
Despite the “ungentlemanly” nature of espionage, it is an open secret that
countries spy on friends and foes alike. Most of the time, when spies are
caught, the result is a declaration of “PNG” (persona non grata) and de-
portation or an exchange for other spies.?®

The practice of nations with regard to espionage amounts to a tacit
acceptance of spying. The activity is not overtly endorsed but rather oc-
cupies an ill-defined policy space that permits it to occur without violating
international law. There is a general prohibition against violating territo-
rial sovereignty, but as an exception to the rule, state practice does not
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prohibit spying that might involve crossing international borders without
permission. Reflecting this general view, one author summarized, “The
law of espionage is, therefore, unique in that it consists of a norm (territo-
rial integrity), the violation of which may be punished by offended states,
but states have persistently violated the norm, accepting the risk of sanc-
tions if discovered.”?

This assertion aptly illustrates the bizarre position espionage holds in
the international community. Years of state practice accepting violations
of territorial sovereignty for the purpose of espionage have apparently led
to the establishment of an exception to traditional rules of sovereignty—a
new norm seems to have been created. As cyber activities are frequently
akin to espionage, even if conducted for another purpose, perhaps it is
not too much of a leap to assert that most cyber activities can also occur
without violating territorial sovereignty.

As states have begun to use the Internet and other computer capabilities
to store, process, and communicate information, the use of cyber capa-
bilities by intelligence agencies around the world has similarly increased.
“Motives for spying [have not] changed in decades. What has changed
are the means by which people spy. Cyber spying has accelerated due to
increased network speeds and sophisticated chip processing capabilities.”*
One might think this would mean all nonkinetic national cyberspace
operations would be governed by the loose international standards of
espionage. Unfortunately, it is not quite so simple.

Manipulating cyberspace in the interest of national security began with
espionage, but the continuing development of cyber capabilities means it
could be used in military operations independent from espionage. Perhaps
for this reason, policies and practices governing cyber espionage are more
fully developed than those governing official cyber activities undertaken for
other reasons. Objectively, there is little rationale for this disconnect, as most
military actions in cyber would fall short of a use of force. In fact, many
military actions in cyber would be indistinguishable from cyber espionage.

On the other hand, in some cases there are important differences between
cyber espionage and more traditional means of spying. Surreptitiously enter-
ing a foreign country and leaving behind a sensor to collect and transmit
intelligence data is one thing. But what if that sensor also contained a
powerful explosive that could be detonated from a distance, causing grave
destruction? If a government discovered such a device, it would be clas-
sified as a weapon of war; that would subsume any thought that it might
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have been placed during an espionage activity. This second scenario is
perhaps more akin to some current cyber espionage techniques. Network
accesses and cyber spying capabilities may be just as capable of being used
for disruption of systems or deletion of data. The cyber victim may be
left to wonder whether the rogue code it discovers on its network is a tool
meant for espionage or attack.

A nation on the receiving end of espionage-like cyber activity (such as
illicitly gaining access to a government computer network) has no sure
method of discerning the intent of an intrusion and may have little no-
tion of who is behind it. Whatever unauthorized access is gained through
nefarious means could be used to collect data, destroy data, or even damage
or destroy equipment. “The difference between cybercrime, cyber-espionage
and cyberwar is a couple of keystrokes. The same technique that gets you
in to steal money, patented blueprint information, or chemical formulas
is the same technique that a nation-state would use to get in and destroy
things.”41 Once illegitimate users have access to a network, they can con-
duct whatever mischief they like, and the software tools used by spies
might well be the same as those used by criminals and saboteurs.

So, even if the target government could effectively attribute the activity
to a certain state, it would not know the “why” of the activity. The nature
of cyberspace does not allow for a clear distinction between intrusions for
collection means and those of a more nefarious nature.

For this reason, it might follow that cyberspace operations that fall be-
low the use of force should be covered by the same broad international law
umbrella of “not illegal” that governs espionage. After all, most military
cyber activities are more similar to espionage than they are to traditional
military action.*? Conceptually, there is little difference between tip-toeing
into an office and stealing a sheaf of papers from a file cabinet and elec-
tronically sneaking into a computer to steal a file. There is a significant
difference, however, between destroying something and a reversible action
temporarily rendering something less functional. In the kinetic realm,
few minimally invasive options are available. In cyber, options range from
tweaking a single digit to crashing a national power grid. To treat all cyber
activity equally as “attacks” is unreasonable.

To facilitate the collection of intelligence, computer code (malware) is
planted in government systems. That code, in some cases, can either be
used in intelligence gathering or in destructive ways, for example, to hard-
break a computer system controlling e-mail at a military headquarters.
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The system access created for intelligence purposes may also be used to
disrupt computer systems at a level well below what would be considered a
use of force under international law. Although it might be argued that the
intent of the actor controls how a cyber action should be analyzed under
international law, this line of argument tends to mix international and
national standards of behavior.*? A person’s intent is key to many criminal
charges under national law, yet in the law of war, a nation that feels threat-
ened or as though it is under attack may not be especially concerned with
the intent of the offending nation.

There is no international legal body to which states can turn to col-
lect evidence and carefully analyze it to determine the intent behind
another state’s cyber activity. Neither the International Court of Justice
nor other international courts can fill this role. Any evidence that existed
would be classified as secret by the actor nation and would be politically
sensitive as well. Witnesses would mostly be intelligence officials and
politicians. In short, the system bears little resemblance to a national
court system, where police officers, official reports, and witnesses may
be scrutinized fully over the course of many months to determine intent.
When a state becomes aware of a cyber intrusion, it must decide quickly
whether it is a prelude to an attack or “merely” espionage. Even if the
victim state were of a mind to inquire about intent, it might not be able
to determine the source of the intrusion. Further, it might not want to
disclose that it detected the intrusion.

The issue of international intent has not been much discussed as it applies
under the law of war. That may be because, in the case of kinetic attacks,
the intent of the attacking state is generally unambiguous.? This sets up
an interesting conundrum. If intent does not matter in cyber operations,
and only a few keystrokes determine whether a cyber activity will con-
stitute espionage or attack, then any intrusion for collection purposes is
potentially a threat or use of force. If that is the case, the UN Security
Council could be set for a big increase in business.®

The international legal system operates under its own rules, which are
established by consensus and are fundamentally different than domestic
law. The law of war is driven almost entirely by the effect of actions rather
than by some sort of “national mens rea.”*® The intent of an actor taking
an action against another state that could be interpreted as hostile is, for
practical purposes, irrelevant to the international law analysis.
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All this leads back to the current international legal regime govern-
ing cyber activities. The question is whether state practice coincides with
these norms and whether states are complying out of a sense of legal ob-
ligation. Otherwise, it is still the “Wild West” when it comes to behavior
in cyberspace.

In general, cyberspace is a permissive regime, analogous to the espio-
nage rule set—little is prohibited, but states can still do their best to pre-
vent others from playing in the arena. There is also nothing to prevent
states from prohibiting cyber behavior with national laws. Specifically, as
long as cyber activity remains below the level of a use of force and does
not otherwise interfere with the target nation’s sovereignty, it would not
be prohibited by international law, regardless of the actor’s intent.

One important caveat is that aggressive cyber activities resulting in kinetic
effects (i.e., physical destruction, damage, or injury) are covered by the
law regarding the use of force and armed attack. They are kinetic events,
governed by the traditional law of war just like kinetic effects caused by
more traditional means of warfare. So, for example, a cyber event resulting
in the physical destruction of a power plant turbine would be a military
attack subject to the same international law governing any other kinetic
attack.?’ Although determining exactly what constitutes a kinetic effect is
not always simple, this line is as clear as others governing the murky cor-
ners of customary law and is clear enough effectively to distinguish cyber
attacks from something less. One example of the gray area is a cyber action
against an electric power grid that causes it to temporarily cease function-
ing. Although no actual kinetic event may occur, the reliance of modern
societies on electricity for health care, communications, and the delivery
of essential services makes it clear this would qualify as a kinetic-like effect
and would therefore constitute a military attack if the disruption were for
a significant period of time.*®

Turning to areas of cyber operations that do not rise to the level of a
military attack, there are few rules. But few is different than none, and
some markers appear to have been set on the table to guide international
attorneys in assessing the state of affairs.

In 2003, during the months leading up to the invasion of Irag, the
United States planned a cyber operation that would have greatly affected
Irag’s financial system and frozen billions of dollars during the opening
stages of the war.*” Ultimately, US officials chose to forego this option.
Reportedly, this was because they were concerned an attack on one nation’s
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financial system would affect international confidence in the global financial
system, harming the United States and its allies as well as Iraq. So, there is
some question about whether they refrained due to opinio juris or out of
mere self-interest.

In the end, it makes little difference. The financial systems of modern
states are inextricably intertwined, more now than in 2003. If any nation’s
action would most likely damage the financial systems of many other
nations, it seems this type of action would be a violation of customary
international law. If for no other reason, these actions would be question-
able, as they would be indiscriminate. Financial systems include banking
and stock markets, essentially any “high finance” connected to the inter-
national financial system. The worldwide recession of 2007-08 demon-
strated again how when one of the world’s large economies sneezes, the
rest are likely to catch cold.*®

There is some potential counterevidence to this conclusion. In 2011, the
NASDAQ reported an intrusion into its computer systems.”! NASDAQ is
an important financial entity, and if shut down, would certainly qualify
under our definition as a cyber attack; that is, a cyber activity that is im-
permissible under international law. In this case, however, it appears the
intrusion was detected before any harm was done, and the United States
may have decided it was criminal activity not meriting a diplomatic
brouhaha, or NASDAQ may have been unable to determine the source
of the penetration. This does not affect the conclusion here: large-scale
disruption, or destruction, of a nation’s financial institutions qualifies as
cyber attack.

It also appears penetration or disruption of nuclear command and control
systems is a violation of customary international law. This assertion is sup-
ported by the absence of state practice to the contrary and the abundance
of opinio juris regarding the nonproliferation and the monitoring and
control of nuclear weapons.>

Other than these two areas, state cyber activity that falls below the level
of a use of force is not prohibited under international law. It may be under-
taken, just as espionage is, without sanction from the international com-
munity. Some examples of permissible behavior, as demonstrated by state
practice, are penetrating and maintaining a cyber presence on government
computer systems (including SCADA systems), exfiltration of government
data (including the most sensitive military secrets), and denial of service or
similar activities that decrease bandwidth available for government websites.
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The above is premised on the thought that countries would react if they
were attacked. Because all of these things have occurred but not elicited
significant recriminations or a self-defense response, the conclusion is they
are not attacks. However, those who take these actions in government systems
run the risk of misperception that their cyber espionage is a cyber attack.
If they are not armed attacks or uses of force under international law, they
are not governed by the customary law of war. As a result, these disrup-
tive cyber activities are governed by the overall customary law regime. As
earlier discussed, the customary regime is permissive in the absence of
norms, as is the case here. The closest existing analogy is to the rule set
governing espionage. Under either the permissive or the espionage regime,
disruptive cyber activities undertaken by states are permissible as a matter
of customary international law, with the two exceptions (financial systems
and nuclear command and control systems) noted here.

Shaping US Strategy for International Cyber Law

Because of its reliance on cyberspace, the United States should con-
sciously craft a strategy to influence the development of customary inter-
national cyber law rather than merely observing the development. The
best method to do so is through acknowledged state practice. Because of
the secrecy involved in many cyberspace activities, few actually influence
the development of norms. A prudent examination of US actions—and
public disclosure of some—would help establish a baseline for accept-
able behavior.

After the United States determines what actions it believes it is autho-
rized to take in cyberspace, it should openly share at least examples of
actions it has taken. Further, it should certainly look to the possibility
of disclosing actions taken against it. By proposing certain of its own
actions as acceptable and recognizing those taken against it as either
acceptable or unacceptable, the United States could lead a dialogue on
cyber norms, driving toward conclusions that would be beneficial for its
national security.

In addition to state practice, the United States should provide releasable
government materials stating what it believes are cyber norms. In May
2011 the president released the International Strategy for Cyberspace. This
strategy recognizes that “the development of norms for state conduct in
cyberspace does not require a reinvention of customary international law,
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nor does it render existing international norms obsolete. Long-standing
international norms guiding state behavior—in times of peace and
conflict—also apply in cyberspace.”?

In recognizing that certain principles apply to cyberspace activities
just as they apply to more traditional activities, the United States pro-
vides a basic framework for the cyber norms it expects will develop:
upholding fundamental freedoms, respect for property, valuing privacy,
protection from crime, and the right of self-defense. Although at this
point, the list is more aspirational than actual, it can serve as a frame-
work on which the United States can hang future examples of real cyber
behavior by itself and others.

It is important to note that the norms set out in the International Strategy
for Cyberspace are not universally recognized as customary international law
(except for the right of self-defense). For example, although the strategy
discusses fundamental freedoms such as free speech and privacy, it is
apparent that particular norm is not followed worldwide. Twitter, which
has been an important communications tool for government protestors
in many countries, announced that it will restrict certain speech and
freedom of expression if it appears to violate a local law by “reactively
withhold[ing] content from users in a specific country while keeping it
available to the rest of the world.””* So, even if the United States does
not, Twitter recognizes that not all these things are accepted as norms of
behavior worldwide at this point.

The Department of Defense Strategy for Operating in Cyberspace (DSOC)
recognizes the same principles and encourages the development and pro-
motion of international cyberspace norms. The DSOC reiterates the Inzer-
national Strategy’s defense objective to “oppose those who would seek to
disrupt networks and systems, dissuading and deterring malicious actors,
and reserving the right to defend these vital national assets as necessary
and appropriate.” Neither strategy document includes actual examples
of what would be necessary and appropriate and leaves it open to interpre-
tation. While it is helpful to provide the statement that the United States
has the right to defend its vital national assets, for the purpose of customary
international law it would also be helpful to know what the United States
considers as a threat to those assets. On the other hand, the United States
may have intentionally left this ambiguity in its international strategy to
allow for the flexibility of a relevant response.
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Conclusion

In the absence of formal international agreements, cyber custom is be-
ginning to develop through the practice of states. The custom permits
most cyber activity that falls below the level of a use of force, with serious
actions against major financial institutions and disruptive actions to nuclear
command and control systems being notable exceptions. While there has
been some movement toward declarations, agreements, treaties, and inter-
national norms in the area, the hopeful statements most often heard do
not coincide with current state practice. In a practical demonstration of
realpolitik, states generally would like to prohibit others from undertaking
the same cyber activity in which they are already engaging. The discon-
nect between practice and public statements creates a poor environment
for negotiating international agreements and infertile soil for positive
customary law—norms—to flourish. In this case, for better or worse,
the default—permissive international law regime—governs. Unless states
positively determine that disruptive cyber actions should be treated dif-
ferently than espionage, this area will continue to be a competitive intel-
lectual battlefield, where the cyber savvy do what they will and the cyber
naive suffer what they must.

This is not necessarily a bad-news story. Recognizing the permissive
nature of cyber custom will encourage states to negotiate agreements that
moderate behavior in cyberspace. To negotiate agreements, states will have
to address critical cyber issues of attribution and state responsibility. In the
long run, negotiated and enforceable agreements governing cyberspace
may be a better option than waiting for the necessarily languid develop-
ment of custom in an area that changes at the speed of thought. KN
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