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The Global Network Operations and Security Center (GNOSC) provides situational awareness of the myriad of networks, systems and applications that make up the Global Information Grid (GIG) and protect/defend that grid from potential cyber threats.  Additionally, the GNOSC performs a Command Center function that provides a wide variety of support to the Defense Information Systems Agency’s (DISA) core mission areas. 

The Command Center operates 24 hours a day, 7 days a week, and is located at DISA headquarters in Arlington, Va. It is responsible for managing, by exception, network faults or outages that occur in all of the components of the GIG, including but not limited to, the Unclassified-but-Sensitive Internet Protocol Router Network (NIPRNet), Secret IP Router Network (SIPRNet), Integrated Digital Network Exchange (IDNX), Defense Red Switched Network (DRSN), commercial and military satellites, video teleconferencing, and applications like the Global Command and Control System (GCCS) and Defense Message System (DMS). Management of these networks is exercised through four subordinate Regional Network Operations and Security Centers (RNOSC) located in the Pacific, European, Southwest Asia and the CONUS theaters. 

The GNOSC Command Center includes a DoD Computer Emergency Response Team (CERT) Information Assurance Assessment Team, Worldwide Network Manager and Worldwide Satellite Manager. Each of these separate functions feeds the Systems Control Officer (SCO) and Watch Officer who serves as the focal points for correlating and managing all command center related activities.  

The SCO focuses on a micro view with network operations as his focus, and the Watch Officer focuses on a macro view that includes a strong interface to computer network operations points of contact and all command center related activities.  The SCO is central to the process of assessing the importance and impact of a problem and assisting in determining whether in fact a given event is a technical network issue or computer network defense related issue.   The Watch Officer is charged with formulation of executive level response, notification and immediate action for all network or command center related events. 

There are three additional operational support areas within the Command Center. The Contingency Operations section assists in coordinating warfighter support for exercises and real world contingencies with an emphasis on Standard Tactical Entry Point (STEP) missions. The Worldwide Network Authorized Service Interruptions Manager ensures that timely upgrades and maintenance to the DISN networks are properly coordinated to ensure continuous service to users and minimize any scheduled outage impacts. 

The Network Operations and Information Assurance Officers assist in coordinating network and Information Assurance customer issues for the GNOSC.  The Information Assurance Officers monitor network intrusion detection sensor deployed within the Defense Information System Network (DISN) worldwide and plan for deployment of new sensors as required.
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