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A NATIONAL SECURITY RESPONSE

TO COMPUTER INTRUSIONS

I.  ATTACKS ON INFORMATION SYSTEMS MAY THREATEN 

NATIONAL SECURITY

Warnings that the United States is vulnerable to an “electronic Pearl Harbor” have become commonplace. The 1997 report of the President’s Commission on Critical Infrastructure Protection highlighted potential threats to vital U.S. infrastructures from computer intrusions, as well as from more traditional kinds of attacks, and described the potentially devastating effects of such attacks on national defense, the economy, and public health and safety.  In May 1998, Presidential Decision Directive 63 declared the following  “critical infrastructures” (both governmental and private) to be essential to the minimum operations of the U.S. economy and national life:  telecommunications, energy, banking and finance, transportation, water systems, and emergency services.  Military exercises such as Eligible Receiver 97-1 have demonstrated persuasively that attacks on “civilian” infrastructures such as telecommunications, electric power, and transportation systems can seriously interfere with military deployments and operations.  Real-world intrusions into DoD computer systems during mobilization for a possible redeployment of U.S. military forces to the Persian Gulf in early 1998, code-named “Solar Sunrise,” further dramatized the disruption such intrusions can create for military operations.

Virtually all public or private functions that rely on computerized information management systems are vulnerable to unauthorized intrusions.  Some such systems are designed to run automatically, with only occasional quality control checks or maintenance by human administrators, such as the Public Switched Network that operates the telephone system, the electronic funds transfer system, and unattended supervisory control and data acquisition (SCADA) systems that automatically distribute electric power, manage railroad traffic, and control the flow of pipelines.  Even man-in-the-loop systems in which decisions are made by human operators often depend heavily on computers to store and process information (e.g., stock exchanges, air traffic control systems, and military logistics systems).  Computer-based systems are also essential means of communicating military information and orders (e.g., command and control and deployment management systems).  All these systems have in common that their effectiveness depends on providing access to a large number of participants in different locations via radio, telephone, or the Internet.  These systems also tend to have commercial off-the-shelf components whose operating standards are widely known. 

Information systems are subject to attack by a variety of means, including physical destruction, interception or interruption of communications, misconduct by authorized users, activation of latent malicious logic previously inserted into their operating systems, and the acts of unauthorized users (colloquially, “hackers”), which might include obtaining unauthorized access to information, inserting false information, distorting or deleting information, changing the operating system, or rendering the system temporarily or permanently inoperative.  This paper will focus on responding to threats from attackers who obtain unauthorized access to computer systems, but much of its analysis is also applicable to defending against other forms of attack. 

There is no authoritative definition of “national security.”  For the purposes of this paper, threats to “national security” include both (1) significant degradation of the capabilities of U.S. Government agencies responsible for protection of national security concerns, including continuity of government, military operations, and intelligence activities; and (2) significant harm to any of the broad range of U.S. national interests identified as U.S. national security interests in the December 1999 National Security Strategy document.  These include such “vital” interests as “the physical security of our territory and that of our allies, the safety of our citizens, the economic well-being of our society, and the protection of our critical infrastructures – including energy, banking and finance, telecommunications, transportation, water systems and emergency services.”  For example, an intrusion into the computer-based management system for a regional electrical power system might threaten U.S. national security because it significantly degrades the capability of military forces or intelligence agencies; threatens the health and safety of citizens; causes widespread property damage; disrupts essential financial institutions; and degrades the ability of emergency services to protect life, property, and public order.  Rather than try to parse the definition of “national security” too closely, perhaps the most candid thing we can say is that – collectively as a nation – we will know when we can’t stand the pain.  As has been said in a broad range of contexts from defining obscenity to combating terrorism, we will know it when we see it.


There are of course major efforts under way both within and outside of government to protect U.S. information systems from hackers and other threats.  These efforts might loosely be categorized as (1) efforts to “harden” information systems by improving facilities, equipment, programming, procedures, and the training of administrators and authorized users; (2) programs to deglamorize hacking and to educate the general public and potential hackers on the costs and other serious consequences of computer intrusions and; and (3) measures to facilitate the identification and prosecution of offenders through the law enforcement and criminal justice systems.  Each of these approaches to computer security warrants serious effort, and each holds the promise of making it less likely that criminals, terrorists, or foreign agents will damage our information systems and critical infrastructures.  However, no one expects to see a universally effective security solution anytime in the foreseeable future.  The expectation remains that attacks on U.S. public and private information systems will continue at fairly high levels of intensity and sophistication, and that at least some of these attacks will threaten U.S. national security interests.

We should bear in mind that entirely different legal considerations would come into play if a computer intrusion were mounted by a belligerent during an international armed conflict.  The rights and duties of the parties would then be established primarily by the law of war, and by treaties that are not suspended between the parties during an armed conflict.  For a discussion of international legal issues during an armed conflict, see the DoD/GC paper, “An Assessment of International Legal Issues in Information Operations” (Second Edition, November 1999).  For the purposes of this paper, we will assume the United States is “at peace.”

II.  THE CURRENT RESPONSE PARADIGM: LAW ENFORCEMENT

A.  Incidents involving privately owned information systems
There is very little publicly available information concerning how the operators of privately owned computer systems respond to attacks on them.   Incidents involving attacks on such systems that have made the news have mostly involved either widespread denial-of-service attacks or the transmission of malicious logic such as “viruses” and “worms.”  It is clear that there has been widespread "hacking" into privately owned computer systems, but we don’t know much about the nature of such attacks, how successful the owners of the attacked systems have been in defending them, or what the victims may have done in response.  There have been many published reports that businesses in most cases don’t report such intrusions at all, in part because they don’t expect the law enforcement and criminal justice systems to provide any meaningful remedy, and in part because they want to avoid any resulting publicity that would suggest the operators are inept. 

One suspects that the owners of private information systems are most forthcoming about intrusions that, in the circumstances, would probably have come to the public’s attention anyway.  The news is mighty sparse, however, about hacker attacks against private-owned information systems that would not be readily apparent to the public.  The most common response in such circumstances appears to be to quietly improve the security of the systems affected, but not to report the attack to law enforcement officials.  There have also been press reports that some victimized businesses have engaged in vigilante responses in which their private agents, by electronic means, have tracked down the intruders, recaptured data, delivered warnings, or damaged the intruders’ computer equipment. 

It is tempting to regard the reluctance or willingness of the owners of private information systems to report computer intrusions as a matter that is strictly their own business, or as a matter between them and their shareholders and customers.  When these private entities operate critical infrastructures, however, there is a very strong public interest in defending them.  

B.  Incidents involving government information systems
Early inquiries revealed that that most intrusions into government computer systems were never detected, but this record appears to be improving.  Once detected, attacks on government-owned information systems are certainly better reported than intrusions into privately owned systems.  This may be because the government agencies involved have a greater confidence in the ability of law enforcement and criminal justice agencies to identify and prosecute offenders.  It may also be because government agencies don’t fear any loss of business due to diminished public regard, and because the incidents would probably come to light anyway in the normal course of press and public oversight. Finally, of course, reporting is most likely in government agencies that have adopted effective policies mandating such reporting, and that have created effective response mechanisms such as agency computer emergency response teams. 

1.  The law enforcement response.  

The current presumptive response to a report of an intrusion into a government computer system is a law enforcement investigation.  There are several persuasive reasons why the law enforcement response has become the paradigm:

 - In most cases, the attack is conducted by an individual or group for private purposes, and criminal prosecution is the sanction most likely to be ultimately applied, if any.  In order to support a successful criminal prosecution, evidence must be secured in compliance with the procedures specified by law for criminal investigations.  These include obtaining information from Internet Service Providers (ISPs) with their consent and cooperation; the issuance of administrative orders to ISPs to preserve certain transactional data; and obtaining subpoenas or court orders authorizing interception of electronic communications or access to stored electronic communications, ordering ISPs to provide basic subscriber information and transactional data, approving the installation of “pen register” and “trap and trace” devices, and ordering the search and seizure of computers, related equipment and records, and electronic storage media.  If constitutional standards and statutory procedures are not observed, the evidence obtained will very likely be inadmissible in a criminal prosecution.

- In addition, in most cases the identity, location, intentions, and motivation of the intruder are unknown in the early stages of an investigation.  Accordingly, at the outset of a response to a computer intrusion, the only body of investigative authority that clearly applies is that for investigating crimes.  Only when the investigation proceeds to the point where the evidence obtained provides the factual predicate for some other investigative authority, such as counterintelligence, can criminal investigation authorities be safely set aside without endangering a possible criminal prosecution of the intruder.

- Some U.S. statutes protecting computers and electronics communications provide civil damages for violations.  If these statutes are ultimately applied to the actions of U.S. officers and employees, violations may expose both the individuals and the government to civil liability.

2.  The counterintelligence response.   

Federal statutes provide somewhat different procedures for the investigation of suspected foreign intelligence activities.  The most prominent example is the Foreign Intelligence Surveillance Act (FISA), which provides somewhat different procedures for the approval of investigative activities such as electronic surveillance and search and seizure.  Similar parallel approval mechanisms are separately provided for the use of “trap and trace” and “pen register” devices for intelligence purposes.  These separate procedures are intended to provide tighter security for investigations, as well as somewhat more expedited processes.  The hard facts are, however, that investigative processes authorized for counterintelligence investigations are of essentially the same nature as those provided for other criminal investigations, and the procedures for obtaining approval to use them aren’t much quicker than standard criminal investigative procedures.  In most cases they must still be authorized by senior Justice Department officials or by the Foreign Intelligence Surveillance Court.  Furthermore, there is no legal authority to employ counterintelligence procedures until there is a factual basis on which to conclude that the intruder is an agent of a foreign power or a person engaged in international terrorism, a conclusion which will probably not be supported by the available evidence until after a law enforcement investigation has already proceeded for some time.

C.  These responses are inadequate for computer intrusions that threaten national security
They take too long.  If a computer intrusion is seriously disrupting a real-world military deployment or combat operation, or if it presents an imminent and serious threat to public health or safety, or if it is producing extensive property damage or paralyzing national financial institutions, the acceptable response time will be measured in hours, not the days or weeks it takes to conduct a law enforcement investigation and to arrest the offender and seize his or her computer equipment.  There is a limited exception in search and seizure law from the requirement to obtain a prior search warrant in “exigent circumstances.”  This authority has been used in a federal investigation of a computer intrusion exactly once (in one phase of the investigation of the Rome Laboratories intrusions in 1994), and the Department of Justice has since made it abundantly clear that it intends to use the “exigent circumstances” authority very sparingly in the future, if at all.  In any event, the time required to present such an issue for decision by the Justice Department will probably still be excessive in most cases where computer intrusions threaten imminent and serious harm to national security.

Successful criminal investigation may require exposing an attacked system to extended periods of vulnerability that are unacceptable for national security reasons.  If the system administrator takes steps to deny further access by an intruder, such action may alert the intruder that he or she has been detected and impede the criminal investigation.  On the other hand, leaving the system vulnerable to further intrusions may expose sensitive national security information to disclosure, expose the system to further damage, or otherwise endanger important national security interests.  These considerations must be balanced in virtually every case.  In certain extraordinary cases, it may be determined that leaving the system vulnerable to further intrusions would create unacceptable risks to national security concerns, even if the consequence of securing the system from further intrusion is to make it impossible to conduct a successful criminal investigation.

Criminal investigative procedures for tracking computer intruders involve contacting ISPs and either asking for their voluntary disclosure of information or serving them with legal process mandating such disclosures.  It is impossible to complete this process without revealing to an ISP's management that an investigation is under way and, if the target is a subscriber of that ISP, revealing who the target is.  Some ISP operators are known to be highly sympathetic to hacking and hackers, and there may be too great a risk in the circumstances of an individual case that the ISP operator will alert the target of the investigation.   International investigations require soliciting the assistance of one or more foreign governments, who may themselves be complicit to some extent in the attack, at least to the extent of being willing to impede the investigation. 

Criminal investigations effectively put the authority and responsibility for the protection of national security interests against computer intrusions in the hands of the Justice Department and the federal courts to the exclusion of the President, the Department of Defense, and the Intelligence Community, who are primarily responsible for protecting the national security under the Constitution and various federal statutes.  The Justice Department is assigned a role in protecting national security, but it consists primarily of countering foreign espionage, subversion, and terrorism.

 The process of criminal investigation and prosecution may not provide an effective remedy. Some attackers will not be deterred by the threat of criminal prosecution. A sophisticated attacker, even one located within U.S. jurisdiction, may be confident that her or she will never be located and apprehended by standard criminal investigative techniques.  If the attacker is located abroad, the country where he or she is located may not be willing to assist a law enforcement investigation (especially if it is complicit in the attack), or it may lack domestic legal authority or be technically unable to provide the necessary investigative assistance.  The necessary international agreements  may not be in place to authorize investigative and judicial assistance or extradition.

III.  A NATIONAL SECURITY RESPONSE TO COMPUTER INTRUSIONS

A.  When to consider a national security response

A national security response to a computer intrusion should be considered only in extraordinary circumstances, when an intrusion or series of intrusions creates an imminent and substantial threat to an important national security interest, and when the circumstances demand expedited location of the intruder, or when a forcible response is necessary, or both.

1.  The response must be quick.  

A computer intrusion or a series of intrusions could very well create immediate and serious dangers to public safety.  If an intruder gained access to a number of automated control systems that caused aircraft to crash, trains to collide, dams to release floodwaters, electric power systems to fail, pipelines and refineries to shut down, and corrupted vital data used by banks and stock exchanges, the circumstances would cry out for immediate action so the death and destruction would stop.  Similarly, if U.S. military forces were engaged in or deploying for combat operations and computer intrusions seriously interfered with intelligence, navigation, and command and control systems in a combat zone; military space systems; and the flow of logistical support and deployment of forces the National Command Authority might determine that the nation could not to wait to find the tormentor while a law enforcement investigation is conducted, and perhaps while cooperation is sought from foreign law enforcement authorities.

2.  Criminal investigation procedures raise an unacceptable risk of compromising the investigation.  

This is not a principle that will apply to every case, but as discussed above there may be good reason to believe in individual cases that revealing information about the investigation to the management of an ISP, a foreign government, or some other person in the normal course of conducting a criminal investigation may create an unacceptable risk of alerting the target, and thereby frustrating the investigation. 

3.  The response must be forcible.

If the attacker can’t be apprehended promptly, consideration might be given to using forcible means to halt an attack.  For example, if a series of highly destructive attacks were conducted using a computer which is relocated between attacks and remotely accesses a succession of ISPs using falsified accounts and spoofed IP addresses, and if the defenders of the attacked systems had the ability to launch an attack against the attacking equipment by electronic means while it was on-line conducting an attack, the circumstances might argue strongly for its use.  Similar considerations might well arise if the attacks were originating in a foreign country whose government was unable or unwilling to put a stop to them.

B.  The nature of a national security response

A “national security” response to a computer intrusion or series of intrusions would consist of one or both of the following elements:

1.  “Track-back.” 

It may be technically possible for U.S. government officials to quickly trace an attacker back through the intermediate Internet nodes transited by an attacker by obtaining transactional data and other information from each node.  Such techniques would presumably involve gaining access to each intermediate node and obtaining the necessary information from it without first requesting the consent of its operator or obtaining authorization from a court or other government authority empowered to grant such access for law enforcement or counterintelligence purposes.

2.  “Shoot-back.”  

Once the computer equipment being used by the attacker is identified and located, it may be possible to damage or destroy it either by electronic means or by traditional military means.  To return to the example above in which a computer used in a series of attacks is being frequently relocated, it may be possible to disable that equipment by electronic means while it is on-line committing an attack.  “Shoot-back” might also be considered when the equipment used in an attack or a series of attacks is located in a foreign country that is unable or unwilling to assist in halting the campaign of attacks on U.S. interests.  Equipment located in a foreign country might be attacked by electronic means or by traditional military means, such as a raid by special forces or a cruise missile through the window.

C.  "Active defense" distinguished


Your author has elected not to use the term "active defense," which has received some attention in recent public discussion.   The term "active defense" has become associated in some circles with an automatic computer defense system that would track down and "whack" any and all intruders, without any attempt to weigh the circumstances surrounding an individual intrusion or series of intrusions.  It may be that such an automatic sanction would be appropriate for an extraordinarily sensitive computer system performing critical national defense functions and defended by such elaborate security systems that any intruder can be presumed to be a determined and sophisticated adversary with malicious motives.  Your author prefers to leave that argument for another day.  What is suggested here is the more limited proposition that a national security response may be necessary and appropriate in those extraordinary circumstances where a senior national security official so determines.

D.  Domestic policy issues
1.  “Track-back.”  

Any attacker sophisticated enough to defeat the security measures now in common use to protect business and government computer systems can be expected to delete or falsify identifying information in his or her electronic messages, such as his or her Internet Protocol (IP) address.  In order to locate the origin of a computer attack, it will usually be necessary to trace the relevant message traffic back through a series of “nodes,” i.e., intermediate computer systems such as ISP servers or government or university computer systems that were used as relay points by the attacker.  If asked, the operators of these nodes might very well consent to providing "transactional data" showing that a particular message came into their systems at a certain time from a specific site and was relayed to another specific site. Reportedly, most ISP operators were at one time quite cooperative in providing transactional data voluntarily, but it now appears that many of them are becoming less willing to reveal such information without a court order or other legal process because of concerns about subscriber litigation or retaliation.  Lacking voluntary disclosure by the operator, legal process must be obtained. In addition, ISP operators are prohibited by law from providing subscriber information (name, address, etc.) to investigators without legal process.

a.  Privacy.  Lacking consent or legal process, a government investigator who used track-back techniques to gain unauthorized access to an ISP's server and obtained relevant transactional data or subscriber information would be violating the ISP operator’s property and privacy rights in much the same manner as a hacker acting for private purposes.  An ISP subscriber whose name, address, and other personal information were obtained without judicial process might also object on privacy grounds.  The U.S. government and the public are still engaged in the process of adapting traditional notions of privacy in physical premises and in traditional communications such as letters, packages, and telephone conversations to the new world of computers and the Internet, but it is clear that “hacking” by government agents would implicate significant privacy concerns.

The U.S. population has been slow to take much interest in the important privacy issues raised by the Internet, especially as compared with the high level of attention paid to such issues for years by Europeans.  There has long been a small but vocal world-wide minority arguing that civil liberties can only be protected by guaranteeing complete privacy and anonymity to Internet users, but in the United States this cause has attracted little support in the Congress or among the general public.  Nevertheless, events in the last year have highlighted privacy issues on the Internet, including litigation to prevent Toysmart.com from selling customer information it had promised never to reveal, Congress’ denial of funds for the Federal Intrusion Detection Network (FIDNET) and the FBI’s proposed Carnivore system for court-supervised interception of e-mail, and a minor furor over commercial and government web sites’ surreptitious use of “cookies” to collect information about visitors.  On July 31, 2000 the Administration contributed to the debate by sending to Congress a complex legislative package entitled “The Enhancement of Privacy and Public Safety in Cyberspace Act.”

Normally, law enforcement and counterintelligence investigators proposing to invade a recognized zone of privacy must first obtain permission from a neutral arbiter such as a judge or a senior intelligence official.  Nevertheless, Congress and the courts have recognized that in some circumstances procedural protections of privacy are outweighed by other important interests, such as the protection of human life and property and the investigation and prosecution of crime.   For example, as mentioned briefly above, there is a recognized exception to the requirement for law enforcement officials to obtain a prior search warrant in “exigent circumstances,” when immediate action is required to preserve human life or to prevent the destruction of evidence.  Another exception permits law enforcement officers to enter a citizen's real property without a prior warrant when they are in “hot pursuit” of a fleeing felon.  

We will discuss these and other legal doctrines later in this paper, but for now we should note that citizens are likely to become increasingly concerned about protecting their "cyber" privacy.   We should also expect, however, that the public will be willing to engage in the same balancing of important interests in the “on-line world” as in the rest of our national life. The central argument of this paper is that in certain circumstances a threat to national security may be so substantial and so imminent that intrusions into recognized zones of privacy by the use of “track-back” techniques will be justified, and will be accepted as justified by the American people.

b. The future cooperation of ISP operators.   To whatever extent ISP operators are currently willing to cooperate in investigations of computer offenses, we should consider whether this cooperative spirit would be undermined if they became aware that government agents had broken into their systems and obtained data without the courtesy of asking for their consent.  The significance of this concern would probably vary directly with the frequency of such government actions, and inversely with the demonstrable need for such action.  If government agents use “track-back” techniques only rarely, and only when there is a significant threat to national security in circumstances that do not permit following normal investigative procedures, any adverse reaction by the operators whose systems were “broken into” can be expected to be minimal.

2.  “Shoot-back.”  

If an attacker is identified and located within the United States, arresting the attacker and seizing his or her equipment will in most cases provide an adequate remedy.  As postulated above, however, government agents might not be able to promptly locate and apprehend an attacker within the United States, in which case the only effective defensive measure may be to use electronic means to disable the attacker’s computer equipment.   U.S. public policy clearly favors using judicial processes to deal with criminals, but it also authorizes the use of force by government agents and private citizens in emergency circumstances when such action is necessary to protect persons, property, and national security interests.  When human life or vital national security interests are threatened, even deadly force may be used.  The use of electronic means to disable the equipment being used by an attacker fits nicely into this existing policy framework, so long as the necessity to do so is persuasively demonstrated.  The use of deadly force will presumably not be in issue.

a.  Unintentional damage.  If an electronic attack is launched against the computer used by an intruder, there are at least three foreseeable ways in which computer equipment belonging to innocent parties could be damaged or destroyed:  (1) The equipment identified as the source of the attack may not belong to the attacker but to another victim – it may have been taken over and used without its owner’s consent either to initiate an attack or as a “slave” through which a preprogrammed attack was launched; (2) The electronic attack may spread beyond the targeted computer system to other computer equipment; and (3) The electronic attack may damage computer equipment at intermediate nodes through which it is transmitted. There is also the possibility that the computer equipment used in an attack or series of attacks might belong to a teenage hacker's parents, or to a university, corporation, or government entity.  It is tempting to dismiss these as purely execution issues, to be resolved on the basis of proper intelligence and elegant design.  However, they are exceptionally important execution issues, which must be carefully considered before any electronic “shoot-back” measures are ever employed.  The interests of innocent parties must be considered in formulating any government policy, and public support for a “shoot-back” policy might be greatly eroded if it resulted in “collateral damage” that the public judged to be disproportionate to the danger defended against.

b.  Effectiveness.  “Shooting back” against the equipment used in an attack may or may not be effective in preventing continued attacks.  Even if a computer being used to commit an attack is disabled, the attacker may have additional equipment available.  This is particularly likely when an attack is sponsored by a terrorist group, an organized criminal organization, or a foreign nation.  In other cases, however, the attacker may have limited resources, especially if the computer used in a series of attacks is being frequently relocated.  In any case, “shooting back” may operate as a “shot across the bows,” which may deter future attacks because the attacker knows that he or she has been detected and that government agents are willing to use force in defense.  Furthermore, when time is of the essence, and there is no other practical way to stop a series of computer attacks, electronic “shoot-back” may offer the only hope for immediate relief.

c.  Deterrent, or challenge?  It is often said that the hacker community is especially responsive to a challenge -- for example, the more intensively a computer system is defended the more motivation hackers will have to break in.  By extension, goes the argument, once the word gets out that the government has used electronic means to disable an attacker’s equipment, the more motivation other hackers will have to demonstrate their ability to attack the system and get away unharmed.  That may or may not happen, depending on the circumstances.  The hacker community has produced rather more than its share of vandals and other criminals, but there is nothing in the hacker ethic that honors widespread death and destruction or other serious threats to national security.  If resort is made to a “shoot back” response only in response to an extraordinary threat to national security, we should expect the hacker community to be persuaded to the same extent as the general population that the government did the right thing.  Also, the nature of the challenge will be different from that presented by strong security programs – simply breaking into the defended systems is not the point, since unauthorized entry it will not precipitate a "shoot-back" response unless the intruder also attempts to commit heinous crimes. 

d.  Roles and missions.  “Shooting back” against computer intruders does not fit well within the job jar of any federal agency.  One fundamental mission of law enforcement agencies is to use force, including deadly force, to protect human life and safety, but they are accustomed to executing that mission in the presence of the attackers and victims by the use of traditional weapons.  They apparently have no current mission to develop electronic means of attack, or to use them against computer intruders.  As for federal intelligence agencies, within the United States their missions are tightly circumscribed.  These missions generally do not include responding to domestic computer intrusions unless there is reason to believe that they involve agents of a foreign power or international terrorists.  DoD has a broad mission to defend national security, but since shortly after the Civil War U.S. national policy has been not to use military members in a domestic law enforcement role, at least one that would put servicemembers into a confrontational situation with civilians, such as conducting arrests, searches, and seizures.  As will be seen below in the “legal issues” section, however, military forces are authorized to use force to defend military forces, installations, aircraft, vessels, and property essential to national security.  U.S. military forces also have limited roles in supporting civil authorities and in conducting counterdrug operations.  The intelligence agencies and the military are developing electronic means of attack for use in the execution of their assigned missions, which would be available for use in a “shoot back” response to computer intrusions as well.  If a “shoot back” policy were adopted, these roles and missions issues would have to be carefully considered and decisions would have to be made as to what capabilities of the law enforcement, intelligence, and military agencies would be used, and who would employ them.

e.  Public reaction.  The public would certainly not react well to a “shoot back” policy that it considered to be overbroad and heavy-handed.  On the other hand, it might very well react favorably to a narrowly drawn policy that would authorize “shoot back” measures only in extraordinary circumstances in which the attacker clearly had it coming.  The only actual incident to date that may shed light on how the public may react is the “Zapatistas” incident of 1998.  The Department of Defense has maintained public silence about what it did or did not do in response to this “distributed denial of service attack” on the DoD web page, but complaints by some in the hacker community that DoD launched an “active defense” (in which they say DoD sent malicious logic over the Internet to damage the attacking computers) were received with a universal yawn by the general public.  This reaction may be due in part to the fact that no actual damage was caused to the attackers’ computers – they merely became overloaded with data and had to reboot.  Or it may be due to a collective judgment by members of the public that the attackers had it coming, or merely to a profound indifference on the public’s part to what transpires between hackers and the defenders of government computer systems.  There is always the danger, of course, that any government initiative will acquire the wrong “spin” and dig itself a huge public relations hole at its debut, as apparently happened with both the NIPC’s FIDNET proposal and the FBI’s Carnivore system (which the Attorney General has publicly acknowledged is not a name well suited to inspire public confidence and affection).    Perhaps the lesson to be learned is that the early consideration of potentially controversial policies should be conducted to the extent possible out of the glare of unnecessary publicity, especially for contingency plans that may never have to be executed.  Once public discussion is undertaken, the limited nature of the circumstances in which “shoot-back” would be considered and the limited nature of the actions that might be taken against a domestic attacker would have to be carefully explained.

E.  Domestic legal issues

1.  Domestic "cyber-crime" statutes.


"Track-back" activities would constitute federal crimes if done by private individuals.  Obtaining unauthorized access to a protected computer system (including the computer systems of ISP operators, universities, financial institutions, and government agencies, the usual "transit nodes" used by hackers) and obtaining information from such a system violates 18 USC 1030(a)(2)(c).  The unauthorized interception of electronic communications violates 18 USC 2511.  Obtaining unauthorized access to temporarily stored electronic communications (e.g., e-mail stored by an ISP) before delivery to their intended recipients violates 18 USC 2701.  Unauthorized operation of a "pen register" (which records information about the destination of messages sent from a communications device) or of a "trap-and-trace" device (which records information about the origin of messages received) violates 18 USC 3127.  


Domestic "shoot-back" measures that involve the "transmission of a program, information, code, or command" intentionally causing damage without authorization to a "protected computer" (which includes all computers used in interstate or foreign commerce or communications) would violate 18 USC 1030(5).  This statute does not clearly apply to such actions that cause damage to a computer outside the United States (although an Administration proposal now before the Congress would extend it to do so.)

2.  Application to government actions.


Representatives of the Department of Justice have made it clear on a number of occasions that they believe these statutes apply fully to the actions of government agents, whether they are engaged in law enforcement, intelligence, national security, or other activities.  For example, in a letter of August 11, 1999 to the Department of Defense General Counsel, the then Chief of DoJ's Computer Crime and Intellectual Property Section stated the conclusion, "If Defense Department computer security personnel hacked into other systems, they would most likely be in violation of 18 USC 1030, notwithstanding their motive for hacking."  The possible legal consequences of such violations include making any evidence obtained inadmissible in a criminal prosecution, imposing civil liability on the part of the perpetrator and his or her agency, and exposing the individuals involved to criminal prosecution.  If we were to accept the proposition that these statutes apply with full vigor to a national security response to computer intrusions, they would constitute serious legal impediments to "track-back" and "shoot-back" operations conducted to protect national security.

3.  Exceptions and exemptions.

The term "unauthorized" in the statutes cited above refers to the fact that each provides procedures by which law enforcement authorities can obtain authorization to employ investigative measures that would otherwise constitute violations of the statute, including obtaining clandestine access to computer systems, intercepting electronic communications, installing pen registers and trap and trace devices, and searching and seizing computers, storage media, and data.  The procedures for obtaining such authorizations vary somewhat from statute to statute, but they most often involve obtaining a court order based on a showing of probable cause that a crime has been or is about to be committed and that the fruits, instrumentalities, or evidence of that crime are likely to be discovered by whatever investigative measure is requested.  Law enforcement investigators must obtain prior search warrants or similar authority except in "exigent circumstances" (a doctrine which has been used exactly once in the history of computer crime investigations).  The DoJ letter mentioned above stated DoJ's view that this exemption is available only for the use of law enforcement personnel.

In addition, several of these statutes have general exemptions for "lawfully authorized investigative, protective, or intelligence activity of a law enforcement agency or of an intelligence agency of the United States."  (e.g., 18 USC 1367 [interference with a communications or weather satellite]; 18 USC 1029 [possession of counterfeit access devices]; and 10 USC 1030 [most computer offenses].  In addition, section 107 of Public Law 99-508 (codified at 18 USC 2510 Note) added a broad exemption from the prohibitions against interception of wire and electronic communications and against obtaining unauthorized access to stored communications when such actions are done for certain intelligence purposes conducted under procedures authorized by the Attorney General.  Congress has also provided separate procedures for authorizing investigative measures in foreign intelligence and counterintelligence matters, notably in the Foreign Intelligence Surveillance Act.

Congress provided a broader exemption for national security activities in 18 USC 2518(7), which provides in part, "Notwithstanding any other provision of this chapter, any investigative or law enforcement officer, specially designated by the Attorney General, the Deputy Attorney General, the Associate Attorney General, or by the principal prosecuting attorney of any State or subdivision thereof acting pursuant to a statute of that State who reasonably determines that (a) an emergency situation exists that involves (i) immediate danger of death or serious physical injury to any person, (ii) conspiratorial activities threatening the national security interest, or (iii) conspiratorial activities characteristic of organized crime, that requires a wire, oral, or electronic communication to be intercepted before an order authorizing such interception can, with due diligence, be obtained, and (b) there are grounds upon which an order could be entered under this chapter to authorize such interception, may intercept such wire, oral, or electronic communication if an application for an order approving the interception is made in accordance with this section within forty-eight hours. . . ."  [emphasis added].   This exemption only delays the warrant requirement for 48 hours, and your author is not aware that it has ever been exercised, but it nevertheless provides an important legal precedent for dealing with emergency situations, specifically including threats to national security.  It would seem that the underlying policy could be relatively easily extended to a grant similar authority for the use of "track-back" measures without a prior search warrant to protect national security in an emergency.  Obtaining transactional data and subscriber information, which is the essence of "track-back," would seem to represent a much lesser invasion of privacy than the interception of communications (thereby obtaining access to their content) as authorized by this existing statute.

S. 2092, "High-Tech Crime Bill" introduced in the Senate in February 2000 by Senators Shumer and Kyl would provide a similar emergency authority to employ pen registers and trap and trace orders without court authorization when responding to threats to national security.  The Administration bill mentioned above also contains a similar provision.  Enactment of these proposals would constitute a small but useful step forward, but neither would provide the broad authority necessary to adequately empower a national security response to computer intrusions.

It should also be noted that Section 107 of Public Law 99-508 (codified at 18 USC 2510 Note) provides that the general prohibition against interception of wire or electronic communications does not apply to interception of executive branch communications conducted for communications security purposes.  Congress apparently found that the privacy implications of monitoring the communications of executive branch employees were outweighed by the need to protect national security by ensuring that classified information is not disclosed on unclassified communications systems.

Similarly, various provisions of the Electronic Communications Privacy Act grant extensive authority to the systems administrator of a government or private computer system to monitor and disclose traffic data; to access and disclose electronic communications stored on the system (unless the system provides electronic communications services to the public); to monitor in real-time, and thereafter disclose wire and electronic communications "in the normal course of his employment while engaged in any activity which is a necessary incident of his service or to the protection of the rights or property of the provider of that service"; and to monitor and disclose other communications with the consent of an appropriate party.  In this case, Congress found that the interests of the computer system's owners in the security and proper operation of the system outweighed the privacy interests of persons using it, including hackers.

4.  Assessment.  

 If the "cybercrime" statutes discussed above are interpreted as applying fully to "track-back" and "shoot-back" operations to protect national security, they present major legal impediments.  While the existing exemptions and exceptions to these statutes indicate some degree of willingness on the part of Congress to engage in a balancing of privacy and other interests – which specifically include protection of the national security – the language of these existing exemptions and exceptions does not clearly authorize "track-back" and "shoot-back" operations, even to protect national security.

5.  Legislative relief.  

Congress could separately amend every relevant existing statute to include an adequate national security exemption.  This process would present a complicated drafting challenge, and it might tend to invite quibbling over the changes to be made to each statute on the list.  

The most significant statutory impediments to "track-back" and shoot-back" operations to protect national security could be removed by amending 18 USC 1029(f) and 18 USC 1030(f) to read, "This section does not prohibit any lawfully authorized investigative, protective, or intelligence activity of a law enforcement agency or the United States, a State, or a political subdivision of a State, or of an intelligence agency of the United States, or of a national security agency of the United States under procedures authorized by the President to protect the national security interests of the United States, or any activity authorized under Chapter 224 of this title." [proposed added language is in bold type].
A more definitive solution would be for Congress to enact a general statutory exemption such as "Notwithstanding any other provision of law, the President is authorized to establish procedures under which officers and employees of the national security agencies of the United States may obtain access to any computer and the data stored therein, and to take such measures to disrupt the functioning of any computer system, when such actions are necessary to protect the national security of the United States." 

6.  Statutory interpretation.  

The major alternative to seeking legislative relief is to interpret the statutes summarized above so as to conclude that they simply do not apply to the actions of government officers and employees acting under the authority of the President in the execution of his foreign policy and national defense responsibilities.  This proposition rests on two principles: (a) The President and subordinate national security officials have the responsibility and inherent authority to take actions necessary to protect national security interests, and (b) Congress did not intend to restrict that authority when it enacted existing statutes.


It is clear that when members of the Department of Defense conduct law enforcement activities they are subject to the Constitutional and statutory restrictions and procedures that apply to law enforcement.  Elements of the Department also conduct foreign intelligence and counterintelligence activities, and those activities are subject to a statutory regime that is somewhat different from the laws that apply to law enforcement.  The bulk of the Department's activities are devoted to preparation and execution of military operations to protect the national security, and those activities are generally not subject to the statutes that regulate either law enforcement or intelligence.  This spectrum of responsibilities regulated by different legal regimes was clearly recognized in the August 11, 1999 Department of Justice letter mentioned above.  At page 4 it recognizes that "a hack might legally constitute 'information warfare'," but it argues that in most cases "our initial lack of information will demand that we presume that . . . the case is a criminal matter (as opposed to a national security case)."  At page 16 it states, "Because different Defense Department personnel engage in law enforcement functions, intelligence and counterintelligence functions, system security functions, and war fighting functions, the rules are not the same for everyone 'in the military.'  Each one of these separate competencies clearly carries its own complex powers and limits, and each military member must clearly understand which legal construct disciplines his or her work."  Exactly so.

The Congress and the courts have recognized that some procedural rules enacted to govern the conduct of criminal investigations are not intended to apply to national security activities authorized by the President.  For example, in 1968 when Congress enacted the Omnibus Crime Control and Safe Streets Act, which authorized the use of electronic surveillance in investigating certain crimes, it included the following language: "Nothing contained in this Chapter or in Section 605 of the Communications Act of 1934 (47 USC 605) shall limit the constitutional power of the President to take such measures as he deems necessary to protect the nation against actual or potential attack or other hostile acts of a foreign power, to obtain foreign intelligence information deemed essential to the security of the United States, or to protect national security information against foreign intelligence activities.  Nor shall anything contained in this chapter be deemed to limit the constitutional power of the President to take such measures as he deems necessary to protect the United States against the overthrow of the government by force or other unlawful means, or against any other clear and present danger to the structure or existence of the government."  

In United States v. United States District Court, 407 U.S. 297 (1972), the Supreme Court acknowledged the validity of the principle set out in this statute – that the President has certain constitutional powers to protect the nation from insurrection and from the hostile acts of foreign powers – and it recognized the validity of Congress' action in exempting the President's national security activities from the procedural requirements it had created for the use of electronic surveillance in domestic law enforcement investigations.  The Court went on to hold, however, that the President's national security authorities must nevertheless be exercised in compliance with the Constitution, and specifically the Fourth Amendment (including its requirement for prior search warrants unless an exception applies, such as consent or exigent circumstances).  The Court suggested,  "Congress may wish to consider protective standards for [domestic security] which differ from those already prescribed for specified crimes in Title III.  Different standards may be compatible with the Fourth Amendment if they are reasonable both in relation to the legitimate need of Government for intelligence information and the protected rights of our citizens."  Implicit in the Court's opinion was the principle that so long as substantive Fourth Amendment concerns are satisfied, procedures different from those used in law enforcement investigations may be followed, and officials other than law enforcement officials may act for the government.  There should be no substantive Fourth Amendment concern with "track-back" or "shoot-back" activities if they are employed only in extraordinary circumstance when they are necessary to protect against imminent and substantial threats to national security interests, because such action will fall within the "exigent circumstances" exception to the prior warrant requirement.

Congress never took up the Court's suggestion to provide different procedures for domestic security investigations, but in 1978 it enacted the Foreign Intelligence Surveillance Act (FISA) (50 USC 1801 ff), which provides separate procedures for collecting foreign intelligence and conducting counterintelligence investigations.  [Note:  FISA will seldom be useful in investigating computer intrusions, because in most cases it will be fairly late in the investigation before government officials will have enough information to satisfy the factual predicate for applying FISA – that the target is a foreign power or an agent of a foreign power.]  


As noted above, Congress also specifically exempted authorized intelligence activities from the coverage of most of the "cyber-crime" statutes that create domestic legal issues for engaging in "track-back" and "shoot-back" to protect national security.  These exemptions will operate to legitimize "track-back" and "shoot-back" responses to computer intrusions only to the extent that they fall within the statutory language, "lawfully authorized investigative, protective, or intelligence activity of a law enforcement agency or of an intelligence agency of the United States."  It is not beyond all possibility that a specific national security response to a computer intrusion could be determined to fall within the language of this exception, but most will not.


Congress is poised to address a somewhat similar issue concerning the intended application of certain statutes to the activities of U.S. intelligence agencies.  Section 305 of the Senate's intelligence authorization bill for FY 2001 provides, "No federal law enacted on or after the date of the enactment of the Intelligence Authorization Act for Fiscal Year 2001 that implements a treaty or other international agreement shall be construed as making unlawful an otherwise lawful and authorized intelligence activity of the United States Government or its employees, or any other person acting at their direction to the extent such other person is carrying out such activity on behalf of the United States, unless such Federal law specifically addresses such intelligence activity.  An activity shall be treated as authorized . . . if the activity is authorized by an appropriate official of the United States Government, acting within the scope of the official duties of that official and in compliance with Federal law and any applicable Presidential directive."  If enacted, this language would not directly apply to a national security response to computer intrusions, but its passage would be further evidence that Congress has shown itself to be willing to exempt national security activities from legislation that is primarily intended to regulate other activities, such as law enforcement.  In this case, the provision would establish the presumption that specified types of future statutes will not apply to intelligence activities unless Congress expressly states its intention to do so.

Unfortunately, Congress has not foreseen the need to specifically exclude national security activities other than the collection of intelligence from most of the statutes cited above.  Instead, we are left to argue that Congress must not have intended such application because: (1) The focus of procedural criminal statutes is on such criminal law principles as relevance, probable cause to believe that a crime has been committed and that evidence or fruits of crime are to be found in the place or on the person to be searched, which are prominent features of the criminal law but not of the branches of the law regulating the use of force to protect public safety and national security; (2) The government officials regulated by these statutes are all law enforcement officers (investigators, prosecutors, and Justice Department officials), while other government officials are authorized to use force to protect national security; (3) The focus of substantive criminal statutes is domestic – criminal statutes are presumed to apply only within U.S. territorial jurisdiction unless there is a specific indication that the Congress meant them to apply extraterritorially – while the investigation of computer intrusions almost always involves tracing the attacker back through at least one foreign relay site, and "strike-back" may involve using force against the attacker in a foreign place; (4) When Congress has thought about the issue of the application of a statute to national security activities, it has generally provided an exemption for intelligence activities, which has in most cases been the only national security implication it foresaw, except for the wider national security exemption it provided in 18 USC 2518(7); and (5) Changed circumstances have produced an unanticipated development – computer intrusions – that endanger national security, to which the only adequate response in some circumstances will be "track-back" and/or "shoot-back."  In these circumstances, the most logical conclusion is that when Congress passed the legislation in issue, it did not foresee the threats to national security that are created by computer intrusions, as a result of which it remained silent about whether it intends that these statutes shall apply to U.S. government responses to this new kind of threat to national security. 

The contrary argument might be made that Congress knows how to exempt national security activities when it wants to do so, and that its failure to do in any specific statute indicates an intention that the statute fully apply to such activities.  The courts have generally been unwilling to ascribe much prescience to Congress, however, and they may well deduce from Congressional silence on such an issue that it didn't think about it one way or another, especially if the national security implications have arisen only recently as the result of dramatic changes in technology. 

7.  Inherent authority. 
If one accepts that Congress' failure to address the application of most cybercrime statutes to national security activities other than intelligence represents silence on the issue, one must then ask if the President has some independent source of authority to engage in the proposed activities.  The short answer must be yes:  The President's foreign affairs and national security powers are universally accepted as being very broad, especially on topics concerning which the Congress has remained silent.  Once it is clear that in certain extraordinary circumstances computer intrusions are likely to threaten national security, and that important national security interests can be effectively protected only by immediately locating the attacker or by using force against the attacker or his or her computer equipment, or both, there is a persuasive argument that the President has the inherent authority to order an appropriate response.  He would also have the discretion to determine the manner in which the response is conducted, as well as to determine which government agency should conduct it.


Discussions of the constitutional power of the President to conduct foreign affairs and to act as the Commander-in-Chief of the armed forces usually focus on relations with foreign governments and on foreign threats to U.S. security.  Nevertheless, there is a well-established body of U.S. law that demonstrates that the President and the armed forces also have the authority to use force to protect national security interests within the United States.

Existing practice is clearest on the subject of the use of force by the U.S. military forces to protect their own resources and operations.  There is a well-established legal principle that military commanders have an inherent duty and the corresponding authority to use force to protect the units, personnel, equipment, and installations under their command.  This is true not only when such forces are deployed overseas, but also when they are within the territory of the United States.  

The practice that has developed concerning the use of force to protect U.S. military forces is summarized in several Department of Defense Directives.  

* DoD Directive 5210.56, "Use of Deadly Force and the Carrying of Firearms by DoD Personnel Engaged in Law Enforcement and Security Duties," February 25, 1992, authorizes the use of deadly force by military law enforcement and security personnel to defend themselves and others from death or serious bodily harm, to prevent the theft or sabotage of assets vital to national security, to prevent the theft or sabotage of resources such as weapons or ammunition that are inherently dangerous to others, to prevent the commission of serious offenses  involving violence and threatening death or serious bodily harm, and when necessary to arrest, apprehend, or prevent the escape of a violent felon.

* Section C of DoD Directive 5200.8, "Security of DoD Installations and Resources," April 25, 1991, provides that installation commanders have the authority to take reasonably necessary and lawful measures to maintain law and order and to protect installation personnel and property, and that the commander's authority extends to temporarily established "national defense areas" under emergency situations such as accident sites involving federal equipment, personnel on official business, or classified information.

*Section 2.7 of DoD Directive 2000.12, "DoD Antiterrorism/Force Protection (AT/FP) Program, April 13, 1999 refers to "the inherent responsibility of designated military commanders and/or Defense Agency heads to protect military installations, equipment, and personnel under their command."

Congress has never seen a need to authorize such military activities by statute.  If a statutory basis for the authority of military commanders to protect their forces had to be demonstrated, the only two relevant statutes would provide scant support:

* 50 USC 797 makes it a misdemeanor to violate a regulation or order promulgated by a military commander to protect the security of military property, and requires the prominent posting of such regulations or orders.

* 18 USC 1382 makes it a misdemeanor to enter a military installation for a purpose prohibited by law, or to reenter a military installation after having been removed therefrom or ordered not to reenter by the officer in command.

These statutes provide a legal basis for criminal prosecution of those who threaten the security of military installations or property, but Congress has apparently never thought it necessary to enact legislation authorizing military authorities to use force to protect them.  It would be highly illogical to say that military security forces have the inherent authority to use deadly force against an intruder attempting to destroy an aircraft or other mission-critical military property, but that military authorities do not have the inherent authority to employ electronic "shoot-back" techniques to damage the computer equipment being used to attack its critical computer equipment in circumstances where the attack creates a serious and imminent threat to national security.  Both kinds of incidents involve threats to national security of comparable gravity, but the electronic response will result in only damage to property, and not in personal injury or death.

It may be useful to further consider kinetic analogs to a "shoot-back" policy.  For example, if a band of terrorists began lobbing mortar rounds into the populated area of a military installation, or into a flightline area where a number of mission-critical aircraft were parked, or at a critical computer operations building, there would seem to be little doubt that the installation commander would be authorized to send out an armed party to make them stop, if necessary by employing deadly force.  Terrorists attacking a convoy of military munitions on the highway can expect its guards to return their fire.  More mundanely, it is commonplace for military forces to protect high-value property with armed guards, electric fences, guard dogs, and other forcible means.  Most states permit the owners of private property to do the same.  These commonplace activities all involve the use of force having the clear potential to cause serious injury or death, which will not be in issue in a computer "shoot-back" situation.  Accordingly, a computer "shoot-back" policy would be much less provocative than other policies already well established for the protection of critical military assets.

Existing practice is less clear on the use of U.S. military forces to protect private property, or the property of other governmental bodies.  Depending on the facts of individual cases, it is possible that such authority might be found in the various statutes Congress has passed specifically authorizing the domestic use of U.S. military forces for various purposes, such as providing support to civilian Federal, State, and local governments and their law enforcement agencies in controlling civil insurrections (10 USC Chapter 15), providing general support to civilian law enforcement agencies (10 USC Chapter 18), and providing support to law enforcement agencies in counterdrug operations (10 USC 374).  These statutes serve the twin purposes of providing specific guidelines for the use of military forces for these purposes, and of providing specific statutory authority for military activities that otherwise might be considered to be prohibited by the Posse Comitatus Act.

8.  Posse Comitatus.  

In the early years of U.S. history, U.S. marshals were understood to have the authority to call upon U.S. military forces in their area of jurisdiction to assist them in carrying out their law enforcement duties.  U.S. military officials themselves were directly responsible for law enforcement in areas over which martial law was declared during periods of war or emergency, most notably during and after the Civil War.  For a variety of policy reasons, in 1878 Congress enacted the Posse Comitatus Act, which (as amended on several occasions) is codified at 18 USC 1385.  For our purposes it is unnecessary to inquire very deeply into the history or detailed operation of this statute, except to note that it stands as a general prohibition against using U.S. military forces to enforce criminal laws against civilians within the United States.


After 122 years a variety of exceptions and limitations to the statute have grown up.  The Department of Justice has expressed the opinion that the Posse Comitatus Act does not apply outside the United States.  The inherent power of military commanders to protect the installations under their commands has been interpreted as authorizing military law enforcement and security personnel to arrest civilian lawbreakers for delivery to civilian law enforcement officials when there is a military purpose for doing so, such as protection of military forces, property, and installations, regardless of the incidental benefits that result for civilian law enforcement.  This power of arrest includes the authority to use force, the exact perimeters of which are more complex than edifying for our purposes here.  The courts have approved exercise of this arrest authority not only over civilians located within military installations, but also when engaged in "hot pursuit" of civilians fleeing from military installations.  A number of courts have approved the participation of military law enforcement personnel in the investigation of civilians committing off-base crimes that directly threaten military operations, such as conspiracies to steal military property and off-base sales of dangerous drugs to military personnel, although in such cases the authority of the military investigators does not extend to arresting the culprit.  In addition, a number of courts have approved arrests made of civilians by military personnel in circumstances where individuals are authorized to make a "citizen's arrest" (i.e., where certain serious offenses are committed in the presence of the actor).


It would appear, therefore, that the policy underlying the Posse Comitatus Act would not operate to prevent military authorities from engaging in "track-back" and "shoot-back" activities where there is a military purpose for doing so, such as the defense of critical military information systems.  This authority might also apply to the defense of civilian information systems that are critical to military operations, although this would appear to extend the military purpose doctrine one logical step beyond the circumstances of the reported cases.  It would seem a very long stretch indeed to attempt to rely on the military purpose doctrine to authorize "track-back" and "shoot-back" activities by military forces when the national security interest to be defended is not directly related to military readiness or operations, such as the general public safety or the proper operation of civilian financial institutions.


Returning to the specific statutes under which Congress has authorized certain military support of civilian law enforcement authorities, each of them prohibit military forces providing such support from engaging in certain activities that would bring them into direct confrontation with citizens, such as searches, seizures, and arrests.  Statutory prohibitions of such confrontational operations would not apply directly to "track-back" and "shoot-back" activities by military authorities, but serious attention must be paid to the underlying policy that – unless there is a military purpose – military authorities should generally not become involved in activities to assist civilian law enforcement authorities that involve them in direct confrontation with citizens. 


"Track-back" activities would seem to be less confrontational than activities that have generally been approved by the courts, such as the use of undercover agents and participating in controlled purchases of dangerous drugs.  The military personnel involved in a "track-back" operation would presumably conduct their operations electronically through the Internet, and would have no reason to come into the physical presence of their target.  "Shoot-back" operations conducted by military personnel would be more problematic, since they would have the additional element that military personnel would electronically cause damage to the target's computer equipment.  This might strike a dissonant civil liberties chord in some circles.  The presence of a clear military purpose, however, would probably persuade most citizens that military participation was appropriate.  Nevertheless, it might be less controversial to give some other agency the mission as "shooter" when the national security interest being protected is primarily civilian in nature.  This is one of the many policy considerations that must be taken into account in apportioning roles and missions if a "national security response" to computer intrusions is implemented.


In any event, any issues that may arise under the Posse Comitatus Act or the other statutes mentioned above would be swept away if Congress enacted specific statutory authority for a "track-back" – "shoot back" defense of national security.  If such a policy were adopted without the benefit of specific statutory authority, relying on the inherent authority of the President and military officials, more careful attention would have to be paid to working through them.
9.  Consent/fair warning/assumption of the risk.  


The Department has paid careful attention to the content of the banners that appear during log-in to a DoD computer system.  DoD policy requires that such banners state clearly that the system is subject to monitoring for various purposes, and that use of the system constitutes consent to such monitoring.  Such consent provides solid legal authority for monitoring of the system for the purposes described in the banner, and it makes any evidence of crime discovered during such monitoring admissible in criminal or administrative proceedings.  A few banners require users to formally consent to such monitoring by making a positive response as part of the log-in process, but in most cases the theory is that the user has given implied consent by using the system after having been warned that such use is subject to monitoring.  The doctrine of consent works best for authorized users who follow routine log-in procedures, but there is no reason it cannot be effective as applied to unauthorized users as well, at least if one can prove that they saw the banner as they entered the computer system (as opposed to entering via some back door method). 


It could also be argued that a properly constructed banner could form the basis for a doctrine of consent to "track-back" operations.  The banner might say something to the effect that use of the system constitutes consent to tracing of the origin of all traffic coming into the system.  This argument has considerable appeal, but its weakness is that an attacker has standing only to waive his own Fourth Amendment rights, and not those of the operators of intermediate nodes that would be accessed during "track-back" operations.

Escalating the argument even farther, a banner might also give notice that unauthorized copying of data constitutes consent to recovery of the data by the system administrator or other government officials, or even that certain conduct would constitute consent to "shoot-back" operations that would electronically damage the offender's computer equipment.


There isn't much precedent in the electronic world for extension of the doctrine of consent beyond monitoring.  There is some precedent in the kinetic world for recognizing consent to what would otherwise be a physical assault, as in sporting contests or mutual affrays.  However, there does not seem to have been any attempt to extend the consent theory to the use of force for law enforcement or protective purposes.   As noted above, however, 50 USC 797 requires the prominent posting of regulations promulgated by military commanders to protect the security of military property, and various state statutes require that notices be displayed warning of the use of electric fences, guard dogs, and spiked driveway devices that puncture the tires of vehicles that pass over them in the wrong direction.  The logical basis for these laws is far from explicit, but your author suspects they are more in the nature of "fair warning" than of implied consent.  The policy underlying the requirement for such notices appears to a greater willingness to subject a citizen to unpleasant consequences – whether a criminal fine or an attack by a vicious dog – if he received fair warning of the consequences of his conduct and assumed the risk by choosing to press on.


This is not to say, however, that a warning will operate to increase the level of force authorized to be used.  A warning sign will still not authorize the use of a spring gun to protect a watermelon patch or an abandoned building.  The effect of the warning sign appears mostly to be to make the whole use-of-force policy more palatable, by ensuring that a reasonable attempt has been made to warn off the innocent, and to give willful offenders fair notice that they will risk injury or property damage.  Accordingly, if DoD adopted a "shoot-back" policy to protect computer systems, a properly worded banner ought to give fair warning to intruders.  It might not provide much in the way of added legal justification for such a policy, but it might deter an occasional recreational hacker, invoke whatever legal force remains in the "assumption of risk" doctrine, and appeal to the American people's sense of fair play.

10.  Options.

Enactment by Congress of specific authority for "track-back" and "shoot-back" operations to defend national security would provide the most definitive legal basis for such a policy.  Even the enactment by Congress of an exemption or exception for such activities from some of the more problematic cyber-crime statutes would be of great assistance.  However, the disadvantages to seeking such relief are apparent.  We might end up unnecessarily provoking a contentious public debate in an attempt to establish authority to conduct operations for which the need may never arise.  There is no assurance that Congress would take the action the Administration requested.  It might enact exemptions from some statutes and not from others that would then become more problematic than ever.  The fact that the Executive Branch asked for statutory relief will tend to undermine any argument that inherent authority already exists, or that a statute in question should be interpreted as not prohibiting the operations in question.  Congress might even pass legislation prohibiting the Executive Branch from carrying out activities that otherwise could be justified based on the inherent authority of the President.  Your author's opinion is that a request for statutory relief should be a last resort, and that the Department should first quietly go about convincing other relevant Executive Branch agencies that "track-back" and "shoot-back" operations to defend national security fall within the inherent authority of the President and are not prohibited by existing statutes.


The executive branch of government has occasionally struggled with other issues concerning whether domestic U.S. statutes were intended to apply to national security activities.  The final arbiter of such issues within the executive branch is the Office of Legal Counsel (OLC) in the Department of Justice.  In recent years that office has issued formal opinions concerning the application to DoD operations of such statutes as 18 USC 32(b)(2)'s prohibition against the use of force against a civil aircraft in flight [OLC opinion: the statute applied, as the result of which the United States denied intelligence support to the Peruvian and Colombian Air Forces' suppression of aerial drug smuggling for seven months in 1994, until Congress enacted an exemption] and 47 USC 502 prohibiting interference with other nations' licensed radio communications [OLC opinion:  the statute does not apply to certain USAF military radio broadcasts into Haiti where US military members were executing the instructions of the President acting within his constitutional powers to conduct foreign policy and to act as Commander in Chief of US military forces].


In most cases, however, such issues are addressed in normal interagency policy processes.  In the case of any proposed "track-back" – "shoot-back" policy, those interagency consultative processes would appear to provide the best forum for advocacy and deliberation.  SECDEF and other DoD officials would have a voice and be able to represent the Department's views, and the decision would not be entrusted to decision by a branch of the Justice Department, which as an institution has tended to view the response to computer intrusions as entirely a law enforcement mission.  


Another option would be not to raise the issue until real-world events cry out for a national security response, and then push for a "track-back" – "shoot-back" response to deal with the crisis.  This approach has the dual appeal that it delays the necessity to deal with a potentially difficult policy issue, and that the issue would likely to be ultimately considered at a time when events made its necessity obvious.  Its disadvantages, however, are just as obvious.  Policy made in a crisis often suffers from lack of thorough analysis and coordination, and the issue may be pushed aside in favor of resolving higher priority aspects of the crisis.  It is sometime necessary to improvise policy in a crisis situation, but deliberative policy making tends to produce better policy.


On balance, it would seem that the most promising approach would be for Department officials to continue to pursue the issue within the Administration, and to continue to prepare the Congress and the public by public discussion of the necessity for a "track-back – shoot-back" policy.  We should rely on the general propositions that the President has the inherent authority to authorize such activities and that existing statutes do not prohibit them.  The Department should seek statutory relief only if this policy is frustrated by events, or if future developments indicate that statutory relief would be readily forthcoming.

F.  International Legal and Policy Issues

If an attacker is located in the territory of another nation, both the policy issues and the legal issues are somewhat different.  The international legal issues are summarized in the DoD/GC paper “An Assessment of International Legal Issues in Information Operations" (Second Edition, November 1999), only the conclusions of which are summarized here.

Nations have a right to use force in self-defense against armed attacks by other nations.  Since there have been no incidents to date in which one nation has demonstrably engaged in electronic attacks against another nation (at least an attack that has resulted in consequences more serious than brief denials of service or the vandalism of web sites), it is necessarily somewhat conjectural how the world community will apply this principle to electronic forms of attack.  It seems most likely that the nations will be more concerned with the consequences of such an attack than with the means used.  Where a computer network attack causes widespread death and destruction, cripples a nation's economy, or seriously interferes with the capabilities of a nation's military forces, it appears likely that the world community will recognize a right to use force in self-defense.

If a nation has the right to use force in self-defense, the force used must be proportional to the damage threatened to its own interests, and the force used should be no more than necessary to put a stop to the attacks against it.  However, there is no requirement that a nation exercising the right of self-defense use the same kind of force that is used in the attacks against it.  Accordingly, self-defense operations responding to electronic attacks might employ electronic means, but they may also employ traditional military means.  By analogy, in June 1993 the United States attacked the Iraqi military intelligence headquarters in Baghdad with cruise missiles in self-defense against an Iraqi plot to assassinate former President Bush.

Nations may also have a right to use force in self-defense in some circumstances against actions by third countries, private persons, or organizations undertaken from the sanctuary of the territory of another nation. This principle was the rationale for the U.S. cruise missile strikes in August 1998 against terrorist training camps in Afghanistan and a chemical weapons plant in Sudan.  The legal rights of the territorial nation must be considered, however, since "track-back” and “shoot-back” measures involve activities that are traditionally considered as core sovereign functions which one sovereign state may not conduct in the territory of another sovereign state without its consent.  If U.S. “track-back” or “shoot-back” activities conducted in the territory of another nation without its consent were discovered and attributed to the United States, relations with the nation involved would be adversely affected and the offended nation’s complaints to the world community would probably receive a sympathetic hearing. 

 A prerequisite to using force in these circumstances is to request the assistance of the territorial nation in halting the attacks, unless it is apparent from the circumstances that such a request would be futile because of the urgency of the situation, or because the territorial nation is unable or unwilling to provide the requested assistance.  Accordingly, if a computer network attack is launched against the United States from the territory of another nation, but the government of that nation does not appear to be complicit in the attack, the normal policy of the United States should be to seek the cooperation of the government concerned to trace such intrusions and to make them stop.  If the foreign government involved is unable to trace the attacker or to effectively stop the attacks, the United States should ordinarily ask for permission to take the actions necessary in the territory of the foreign nation to find the attacker and put a stop to the attacks.  However, when urgency does not permit making such requests for assistance, or when it becomes apparent that the nation concerned is unable to protect U.S. interests, is unwilling to do so, or is complicit in the attacks, the NCA might decide to use force in self-defense, even though the effects will be felt in the territory of that other nation. 

Consideration must also be given to the interests of any other nation to whose ISPs or other nodes unauthorized access would be obtained in an international "track-back" operation, or whose communications systems might be accidentally damaged in a "shoot-back" operation.  There are also a variety of treaty obligations that might apply in certain circumstances, such as communications treaties and status of forces agreements, but a detailed discussion of such agreements is best left to deliberations concerning specific cases. 

Policy-makers must always bear in mind that the engine that drives international law is reciprocity.  When a nation relies on a principle of international conduct, it should not be surprised when other nations take actions relying on the same principle.  In this case, however, the United States would have little to fear in asserting the principle that a nation has the right to act in self-defense when its national security is threatened by computer intrusions launched from the territory of another nation.  The United States is in the first rank of nations that have developed both the technical ability and the domestic legal authority to track down computer offenders acting in our territory and to put a stop to their activities.  Our national policies do not tolerate the use of our territory by criminals or terrorists as a safe haven from which to launch computer attacks against other nations.  In short, the United States can expect to be in a position to invoke the principle of self-defense as a last resort to deal with criminal or terrorist computer attacks from abroad, and it is highly unlikely that events will give any foreign nation a colorable claim to invoke the same doctrine to justify acts of self-defense against criminals or terrorists operating from U.S. territory.

IV.  ASSESSMENT

A.  There are significant domestic legal issues that would have to be addressed before adopting a policy authorizing a national security response to computer intrusions. Foremost among these domestic legal issues is whether certain federal criminal statutes will be interpreted to apply "track-back" or "shoot-back" actions of U.S. government officials taken to defend national security interests.  There is a reasonable basis to argue that these statutes do not apply to such official national security operations.  There is also a reasonable basis on which to argue that the President has the inherent constitutional authority to direct a national security response to computer intrusions, foreign or domestic.  Military officials have a separate, more limited inherent authority to use force to protect military units, personnel, equipment, and installations, including military computer systems.  There is some prospect for addressing these issues in the interagency executive branch policy process, but their settlement may ultimately require legislative relief.

B.  The application of existing principles of international law to attacks on computer systems conducted across international borders is somewhat conjectural at this point, but the most likely result will have these elements:

(1).  When such attacks are conducted or sponsored by another nation, and when they create consequences comparable to the effects caused by traditional armed attacks, the victim nation will have the right to use force in self-defense.  The force used in self-defense may be in the form either of electronic means or of traditional military forces and weapons.

(2).  When such attacks are not attributable to the government of the nation from whose territory they originate, the victim nation should ordinarily request the assistance of the government of the territorial nation to investigate their origin and put a stop to them.  In circumstances where such a request would be futile, the victim nation has the right to locate the origin of the attacks and put a stop to them.

C.  These domestic and international legal and policy considerations suggest that a "national security response" policy would be most likely to win support if included the following elements:

(1).  Employ a "national security response" to a computer intrusion or series of such intrusions only in circumstances where significant national security interests have been damaged or are imminently threatened.

(2).  Use "track-back" measures only when normal law enforcement investigative procedures are not likely to find the intruder, or when they are unlikely to find the intruder in time to prevent unacceptable damage to national security interests.

(3).  Use "shoot-back" measures only when heightened security, law enforcement investigative procedures, arrest, and prosecution are not adequate to prevent unacceptable damage to national security interests.

(4).  Any use of "track-back" or "shoot-back" measures should be authorized by a senior national security official under policies and procedures approved by the National Command Authority.

(5).  When "track-back" or "shoot-back" measures are likely to cross international boundaries, give full consideration to the international legal rights of the other nations concerned and the precedent being set.

D.  In summary, a national security response to computer intrusions consisting of "track-back" or "shoot-back" operations or both promises to be a valuable tool for the protection of important national security interests in circumstances where no other policy instrument will be adequate.  The international legal implications of adopting such a policy can be identified with reasonable confidence, and they can be accommodated in designing a national security response policy.  The domestic legal issues are more problematic, but there is no reason to expect at this point that they will be impossible to resolve.
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