Installing Active Client Middleware Software via the Air Force Portal

1. Go to the Air Force Portal at https://www.my.af.mil/  ***NOTE*** IF YOU HAVE
NEVER CREATED AN AIR FORCE PORTAL ACCOUNT, YOU WILL NEED TO
CLICK THE LINK SHOWN BELOW LABELED “Register for a new AF Portal
Account w/ your CAC/ECA” AND REGISTER BEFORE YOU CAN PROCEED!!!

4 AF PORTAL

AF PORTAL LOGIN

PASSWORD

Insert your CAC / ECA to begin your login

LOGIN

MEMBERSHIP & SUPPORT INFORMATION

- View Account Requirements & Benefits GETTING STARTED WITH PKI

- Register for a new AF Portal Account w/ your CAC/ECA _ ) .
PKI certificates are required to access

- Contact the Help Desk critical AF/DoD information gateways,

- Frequently Asked Questions including Qutlook Web Access (OWA) for

- LPS - An Alternative to Access CAC-Restricted Sites email, the AF Portal, AF networks and
systems, and DoD Web sites. To enable a
PRIVACY ACT INFORMATION: The information accessed through this per“”i‘hw ”°:ffg.°Ter”mE”t °°Tp”ter to
system is FOR OFFICIAL USE ONLY and must be protected in access these olhicial resources please go

to http:/fiase.disa.mil/pki-
ple/getting_started. You will find
information needed to activate your CAC
and access DOD websites at home and at
work.

accordance with the Privacy Act and AFI 33-332
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“ou are accessing a U.S, Government [USG) Information System (15) that is provided for USG-autharized use only, By using this IS [ which includes any device at
- The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing, COMSEC monitoring, ne
- At any time, the USGE may inspect and seize data stored on this IS,
- Communicatiens using, or data stored on, this IS are not private, are subject to routine menitering, interception, and search, and may be disclosed or used fc
- This 15 includes security measures (e.g., authentication and access controls) to protect USG interests--not for your personal benefit or privacy.

- Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative searching or monitoring of the content of privileged comm
are private and confidential, See User Agreement for details.
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2. In order to log in with your CAC, you will need the Middleware software. If you have the
CAC Middleware software installed proceed to step 6.



PASSWORD

Forgot your username and password?

LOGIN

MEMBERSHIP & SUPPORT INFORMATION

- View Account Requirements & Benefits
- Contact the Help Desk
- Frequently Asked Questions

3. Click on the password tab and log in unto the AF Portal using your username and password.
You will be directed to the Limited Access Air Force Portal page.

GETTING STARTED WITH PKI

PKI certificates are required to access
critical AF/DoD information gateways,
including Outlook Web Access (OWA) for
email, the AF Portal, AF networks and
systems, and DoD Web sites. To enable a
personal or non-government computer to
access these official resources please go
to http://iase.disa.mil/pki-
pke/getting_started. You will find
information needed to activate your CAC
and access DOD websites at home and at
work.



4. Under “CAC and Password” (left hand side of your screen), click on “CAC Middleware

Download”

a CAC (Commeon Access Card).

Personnel/Finance

LU )

Due to the migration to LeaveWeb 4.0, reduced
sign on (RSO) access to Leave Web from this
page is no longer available for Andrews, Bolling,
Ramstein and Spangdahlem.

Individuals unable to access LeaveWeb with a
CAC login to the AF Portal or through the
k will have to request leave using an

LIMITED ACCESS AIR FORCE PORTAL

Welcome to the Limited Access Air Force Portal. From here you may launch applications which can be accessed without using

Help

If yvou are trying to access the AF Portal -
with your CAC and reached this page, it is

likely your CAC has lost synchronization

with your browser.

You can clear the SSL slate in your browser
(Tools / Internet Options / Content / Click
"Clear SSL Slate” under Certificates then
refresh the page (F5), or

m

Close ALL open browser windows and try
to access the portal again.

If wou are still unable to access the full

Applications Not Requiring Portal Login

Advanced Distributed [ earning Service

ting Information

Support Svystem

CAC Login

You are not getting the full AF Portal experience. The
restricted.

Click here to logout so you can return to the portal log

Note: Perzonnel must have a Common Acces: Card (CAC) in
servicing MPF 1o obtain a CAC.



5. Read the full information on the page prior to downloading file. Click on
“HomeUseSoftware.zip” to download software. Ensure you read step-by-step instructions
provided on the zip file. NOTE: For Macintosh users, read the instructions under “Other
Home Use Options” (bottom of the page) to purchase the commercial version of

ActiveClient.
PORTAL \,/ AF PORTAL

Global Combat t

) AF

AF PORTAL

Air Force Middleware to Use CACs from Home

Publashed. 20 1305 14:00:00.0

I Download the HOMEUSESOFTWARE.ZIP file, to get started. Detailed step-by-step instructions are in the "OE-1148-025_Home_Use_MW_Readme_for AC_6_2_VI200.docx™

NEW - Updated Sofrware Available 20 Oct 2011 (Active Client 6.2, Version 1.2.0.0, Build 119)

About the Home Use Middleware Package

Depastment of Defense (DeD) and Air Foree (AF) personne] can leverage the capability, security and sccess of their Common Access Cards (CACS) to conduet official AF business, yway from the office, with the latsst AT relsase of AstivClient (AC) 6.2, version 1.2.0.0.
home use). Availsbility of this sofrware by the AF PKI SPO does not infer spproval to access AF resources and/or workeng sway from the office. Appeoval for sccessing AF resovrces from non-AF machines and or workeng away from the office, s at the duscretion and da
baseline middlewars available enabling misrface between 3 computer and the Pubbe Key Infrastructure (PKD) certificates on CACs These PKI cortificates are required 10 access cnitical AF mdormation gateways, inchuding Outlook Web Access (OWA) for smail, the AF Por
these official resources, read further for information on dewnloading the “Home Use™ middlewars package

Installation

The AC 63 AFR versicn 1 2.0.0 “Home Use™ middieware packags is spproximately 38 1 MB in size, meaning it can be sasily downloaded 10 an erdinary CD) in the office, and transported home. 1t is also possible 1o download the middlewars at home without 3 CAC by ke
CAC middieware

Note Obtsirung or purchasing CAC reader Rardwars remmaing the respocubibty of the Rome usér. [ some cxses, local o MAJCOM pebiey may contain sdditional peovisions

Installation instructions for the AC 6.2 AFR version 1.2.0 0 "Home Use” middleware package are attached to this article and must be downioaded separately from the software file. At the onset of the installation, the user must acknowledge a User Agreement in order topr

After sccepting the User Agresment, the program checks the home workstation 1o venfy it mests the system requirements for the middlewars. The following system requirements apply”

-bat version or §4-bat version); Windows 7 (32-bit version or 64-bat version)

& Wmndows XP (32-bet Professional or Home vermon), Windows Vista
» Internet Explorer 6 or preater

Installation

The AC 62 AFR venion 1200 "Home Use” misdieware package is appecimately 35 1 MB in size, meaning & can be sasily downloadsd o an ordinary CID i the office, and tramsported bome. It is alio pos download at Bome 2 CAC by logging inta the partal with a portal ID and password. The limited &
CAC middlevare

Note: Obtaiming or p g CAC reader . the 3 of the Boms wser. In soms cases, bocal o1 MAJCOM poficy may contain additional provisicns:

Installation insteuctions for the AC 6.2 AFR version 1 20,0 "Home Use™ package are attached to this astick b downdoaded sepamately from the software file. A€ the omset of the imtallation, the wser must acknowledge 2 User Agreement in ardes 10 prooeed with the installation The installstion will sbert if the mser d
After aceepting the User Agresment, the program chacks the home workstution to veridy it meets the system feg or * The g 3y apply:

* Windows XP (32-bit Professional or Home version), Windews Vista (33-bit version or 64-bia versioa): Windews 7 (32 Bit version or 62.bit vervive)
« Interet Explorer 6 or grester

e fimished. f the sySteen Goes not meet the NI SY314 requiremests, the PEOETaM Borifies the user aad aborts the nstallanion. The progeam advises the user of which eequirements misse be pemediad to aliow imstallation:

I the sy requements. the sed provsdes 8
s e responsible for Upgraciag theis 9w SYYIemS 19 cueet Lhe miniarum sy¥eeem requirsments. The AT will ot puschase of peovide asy prodsts for persosal somputers, with the esception of the muddleware paciage

DoD Web sites, and the AF Portal). The middieware will ondy work with OWA if the user's crpanization supports and allows OWA. OW.A access requires certain petwork achitectures; using

Once imstalied, phug in 2 smart card reder for the CAC and the system is capable of supporting sites that require PKI suthentication (e, OW
‘more inforemation concerming OWA, please contact youx local computer support personsel. The user will stll not b able to acoess il restricted web sites

Users should also be aware of nisks assocuated with using the CAC from home The CAC with the AC 6.2 AFR Version 1 200 Home Use  msddieware package allows users secure acoess to cestan sites. However, thas does not provide any addiboral protectson for home corputers. Usens shoald take steps to secure thes hore compt
wirus software. Addstionally, users should never jeave thesr CACs im the smart card reader when it is not actively in uae.
Upgrade to Home Use Middleware

Heme users with the previcus AC 6.1 AFR. Home Use saftoare sheald uperads to AC 6.2 to prevent potentil preblems with the newest CAC types. AC 6.1 does mot need to be uninstalisd before sunning the new instalition package, the new installstion package will sstomatscally peocess the vpgrade

Home Use Middleware Package Support
The AF Public Kry Infrastructore (PKI) System Program Office (SPO) prepares mnd maintains the Hore Use middieware packags of AC 6.2 AF. to enable Air Force peroenel 1o sccomplish the Air Force mission
god home computers Each Muor Cormmand (MAICOM), Agency, or Darect Reporting Usit (DRU) determines ity policy for CAC-PKI home use and bow ity bome users receive teckeical suppost Users o

e PKI SPO offers technical spport for imstallatior, c o, ot Cl

Verification (FIV) I CACs, may be able to use their CACs on Windows 7 home machines to access Web wtes without £

Mo o capataliny sve the nvwest CAC-based PKI cortificates without imatafing smast card msddevare Eke ActivChismt (AC), Users with fully compiiant Personal ldsmti
site from a =il SOCMIN Tor Aaditicaal mformaticn oo U yect. Clack b for addetsonal mnformatson

“The commercial version of ActivChent is avaslable for purchase from the musufacturer, but i

ActrvChent 6.2 version 1.2.0.0 43 not compatitle with Macmmtosh systems. ActivChent was offersd for the “Tiger” rebease (MAC 06 X 10.4.9) and 13 not compatible wath Leopard or Snow Leopard (the current releass of MAC 05 X (10.6.]
s of middirware i also NOT required for Macintosh systenns, inchoding Tiger, Leopard or Soow Leopard. Visit the AF PKI SPO web site froen » s docuain for sdditional imformation o this subpect. Leam moce about cordigusing your Macintorh system to work with 8 CAC resder besy
Lightweight Portable Security (LPS) i a free, DoD.approved and publicly availsbls means to sccess the A Force Portal and other CAC-restricted sites withost having to install middleware on a coeputer. LPS boots from a CD, rans enly in RANY, mstalls nothing to the hard deive, an doss not require administrative sights It is a great
ST oF (oS BIRg 8 computes outside the Air Force network. You can leam mare about LPS here, This page soatain o ik whese you can daweload LPS and then bum yver own boorabls CD

oD Notie aod Con




After installing the software you can access the full Air Force Portal website

6. Go to the Air Force Portal at https://www.my.af.mil/. Ensure “CAC/ECA” tab is highlighted.

LOG IN

MEMBERSHIP & SUPPORT INFORMATION

- View Account Requirements & Benefits

- Register for a new AF Portal Account w/ your CA

- Contact the Help Desk

- Frequently Asked Questions
- LPS - An Alternative to Access CAC-Restricted Sites

PRIVACY ACT INFORMATION: The information accessed through this

system is FOR OFFICIAL USE ONLY and must be protected in
accordance with the Privacy Act and AFI 33-332
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You are acce
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= At any time, the USG may inspect and seize data
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‘GETTING STARTED WITH PKI

PKI certificates are required to access
critical AF/DoD informaticn gateways,
including Outlook Web Access (OWA) for
email, the AF Portal, AF networks and
systems, and DoD Web sites. To enable a
persenal or non-government computer to
‘access these official resources please go
to http:/fiase.disa.mil/pki-
pke/getting_started. You will find
information needed to activate your CAC
and access DOD websites at home and at
work.

®nt to PM, LE or CI investigative searching or monitoring of the contant of privileged communications, or
services by attarnays, psychatherapists, or clargy, and their assistants. Such communications and work product are private and confidential, Ses User Agresment

d: 3 April 2014 fitw

hich includes any device attached to this IS). you consent to the fellowing cenditions

ing, natwork operations and defanse, personnel misconduct (PM), law

ark praduct, related to parsonal reprasentation or

7. Click “Log In” and enter your CAC pin.



8. Under “Featured Links” open “Education/Training/Force Development” drop down and click
on “Air University Portal”

9.

Library &
Resources

Career & Ea T
Life & Fitness

Training

FEATURED LINKS

Expand All

ment Authority Top15 Portal Searches
nnel Center

Jpen

Acquisition

AT Force Infarmation

Department of Defense

Education/Training/Force Development

B8 ADLS - Advanced Distributed LegroieeEervice

I8 AF Diversity

ADP - Airmen Development Plan

[ AFCLC (AF Culture and Language Center)

AF e-Learning (Formerly IT e-Learning)

- [ AF Personnel Reliability Program (PRF)

AF Senior NCO Academy

al Education Center

BTing Management Toolset
= ARMS - Aviation Resource Management System Aircrew Summary
- [ Chief of 5taff Reading List 2014

- [ Civilian Development Resource Center (CROC)

Click on tab “Click here to login or create a new account”
= ==& |1 NIIWE RIS [nY-

_V
AND LEADERSHIP CENTER

OF THE AIR FORCE
We make a difference, one student at a time.

Friday. 11-Ape- 3004
Welcome to the AU Portal

Air University Announcements

The Single Sign-On process for COSAR Web users was implemented on 25 March 2014

8405/ ArncleFolder/ 1 169/ General-FAQS to acxess the COSAR S5O User guide. All CDSAR Web users wil need to request and be granted access to the new CDSAR 550 Web screen before 9 May 2014

Plense use the followng link: htp:J/ waw.sueducationsupport.com/link portal/BL

Air University, in cellaboration with the &ir Staff, is conducting this survey ta vabdate the Arr Force Institutanal Competencies, mhech Aurman must develop cver the course of thew caners. Dnly active duty and reserve A Force members. A Nabonal Guard, o retired Air Farce personnel are

Click here 1o login or create a new account

By logging n, you can apply for admission, register for clacses, sccess distance lesming cortent (e.9., rd), check your grades, update your contact information, snd muth mare.




10.  Click on “Log In” under CAC Login

We make a d\flemnce, on sxudent at a time.

Air University Login

Existing User Account New User Account

CAC Login Select one of the criteris below and then dick on the Create New Account buston o contnue cresting an AU Portal account.
Insert your CAC to begig

[ use your Common Access Card { CAC )
Use your existing Air Force Portal account

None of the above
Create New Account

11.  Onthe left tab hover over “Distance Learning”, then hover over “AWC”, then click on
“AUSIS ” NOTE: These mstructlons are for access to AUSIS Only.

Welcome to the AU Portal

Hom
My In = 5 5 L
Distance ©Online Master's Degree Program

Learning {OLMF)

Al Systems ACSC Non-Master's Distance

AU Registrar Learning Program (NMF) |

Eorme AWC AUSIS
Help & Info ALS

Logout SNCO Academy
NCO Academy user, | find the menu to your left showing you the menu items for the Distance Learning Programi(s).
S05 DL
Culture & Language Center e supp! enu items to help you apply, register, view grades or view the course catalog.
AF Personnel Professional
Development Schoal Virtual = B Y.
Campus 7 ¥
Course Catalogs

: to be verified/updated, please follow the link below to review and update your contact information. Please remember to

Air University Announcements

26-Mar-2014: Single Sign-0On Process for CDSAR Web Users
The Single Sign-On process for CDSAR Web users was implemented on 25 March 2014,

Accessi ity
Section 508 Please use the following link: http://www.aueducationsupport.com/link/portal/8027/8405/ArticleFolder/1169/General-FAQs to access the CDSAR S50 User guide. All CDSAR W
and be granted access to the new CDSAR SS0 Web screen before 8 May 2014.

14-Mar-2014: ATTN: SOC, ACSC, and AWC DI Students
Air University, in collaboration with the Air Staff, is conducting this survey to validate the Air Force Institutional Competencies, which Airmen must develop owver the course of ©

and reserve Air Force members, Air National Guard, or retired Air Force personnel are asked to complete the survey. Your voluntary participation in this survey will shape the
Competencies and have influence upon future force development. You have until 31 May to complete this survey. Please click on the link below to begin the survey.

If you have any questions, please contact the Air University Office of Institutional Effectiveness, DSN 493-4166.
https://au-surveys.inquisiteasp.com/cai-bin/qwebcorporate. di?idx=NHWEHU
31-Oct-2013: Attention: ACSC OLMP Students

Attention ACSC Students: Please take a few minutes to provide us some feedback regarding the course you recently completed. You'll find a link to the survey from your fi
of Course Survey" link. Your candid feedback is very important to us in our continuing efforts to iImprove the learning experience!



12.

The link will directly send you to AUSIS. For first time users, must click on “Enroll In

Email Folder
Logout ity
A War College

Aimman Leadership Schoal Air Command & Staff College

g
T

Non-Commissioned Officer Academy Squadron Officer College Senior Non-Commissioned Officer Academy

My Info
View Progress Select a Program to Enroll In

Enroll In Program ) AWC DL (174 Edition)

Study Hours (£ ALS DL (Course 00003 Version L)
Contact Information

) NCOA DL (Course 00015, Version 1)
Email Folder

)SOC DL (SOC DL)
Logout

() SNCOA DL (Course 14)

Taccept that all statements and conversations made in a school forum are safeguarded. T acknowledge that
7 @ "previous speaker” statements may be used, but the speakers name will not be divulged. Violations may
result in UCMI action, or if civilian, a dum to their supervis their violation of
nonattrbution. All may be subject to faculty board action.
il Taccept that all statements made i the forums are privileged and should not be attnbuted to a specific
— person
7| Leertfy that Lam of appropriate rank and  a civilian | have an eppointment without time limitation, or have
—' been otherwise approved by Air University as eligible to enroll in this course.

TCF Info

TCF- 3610348 Change

Current TCF:
187F58FSD MONTGOMERY AL

NOTICE: If you have been previously enrolled in this course, you will NOT receive a new sef of books. If you need to
reorder books for this course, please contact student support using the conract us link below.

(o]

-ument contains information exempt from mand A Exemption 3




13.

14.

Within 24-48 hrs, you should receive an automated email explaining how to log into
Blackboard to begin the program. Blackboard site is at https://awc.blackboard.com.

If you are unable to access Blackboard after 24 hours of completing these steps, please
contact the AWC DL student support by submitting a ticket at
www.aueducationsupport.com. You must sign in or create a new account by clicking
"Sign In", then log in or select "Create a New Account.” To create a ticket, click “Request
Support” at the top of the page then click “Submit a Ticket”. You will also find a good list
of FAQs on that site that may assist you--select "Air War College (Officer PME Only)
Blackboard FAQs" to right side of page.




