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Abstract

Terrorism poses agrowing threat to the United States, its interests, and its allies. The
political, economic, and informational instruments of power play primary roles in
addressing and eiminating the root causes behind terrorism atacks, but the military
instrument will prevent some attacks and retaliate for others. Air and spacepower is one
of the primary components of the military instrument in the battle aganst terrorism. This
paperbegins with anoverview d US national ard Depatment of Defense cainterterorist
(CT) pdlicies, peforms a systems modd analysis of a terrorist organization to better
understand targetng of the same, reviews curent air ard space peer CT capaliit ies, and
concludes with recommendations for future ones.

Air ard spacepower contributes to curent CT capaliities by providing global
mohilit y for special operations forces, ar supeiority to protect those forces, and precision
strike capability to target terrorist infrastructures. It aso provides intellig ence critical to
deterring, preenpting, ard arswering terrorist attacks ard provides psychological
operations suppat to help erode terrorist will and popular suppat. Althoughthere s no
“silver bullet” to use agaust terrorists, future improvements in ar ard spacepower will
enhance CT capability effectiveness and provide expanded options.

This papets reseach consisted of review d primary and secadaly saurces ard

interviews with terrorism and targeting experts.
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Chapter 1

Intr oduction

Let terorists be avare that vihen the wles of intemational behaviorare
violated, our policy will be one of swift and effective retribution....

—President Ronald Readgan

Statistical amalysis ard simple obsewation of ewerts over the last 30 years reveal
American citizers, asset, ard interests have beenthe preferred target of internationa
terrorists.” For a \eriety of reasms (oreakdavn of the bi-polar international system ard
its inheent condraints on some terrorist organizations formerly sponsored by the Soviet
Union; increase n religious, ethnic, ard cutural conflict; the pubicity gererated by
attackng ard danaging, ard thus enbarrassihg a supepower, American preserce ard
involverrert overseas;American successn Deset Storm deerring pdential foes fom
challenging the United Statesconventionally; efc.), the Urited Sates US)—espealy its
military forces—probably will be the focus of even more terrorist attacks in the future.
Consequetly, the USneeds areffeciive program to combat terrorism

The palitical, economic, and informational instruments of power play primary roles in
addressing and eiminating the root causes behind terrorist attacks, but the military
instrument will prevent some atacks and retaliate for others. If military force is to be a

viable deterrent, let alone an effective option, the United States must have the will and



capability to employ it (and our foes need to clearly understand this). Air and space
power is one of the military instrument’s primary components in the battle aganst
terrorism This paperreviews he curent ar ard space paer counterterrorist capalit ies

ard recanmends future ones.

Desgn
The paperbegins with a lrief overview d US national pdicy to combat international
terrorism ard the Depatment of Defense (DOD) courterterrorism padlicy. It then apples
Colonel Jahn Warderis system model to aralyze a sate-spansored terrorist orgarization
ard idertify its ceners of gravity. Nex, the paperdiscusseshe current, tradtional roles
of air ard space pwer in combatting terrorism ard divides hem by phase & applcaton.
The paperconcludesby suggesing future roles ard appicaions of air and spacepower in

the tettle aganst terrorism ard recanmends sane areas or future study.

Research M ethodology

The reseach method enployed fr this paperertailed review am aralysis of primary
ard secadary saurces,both historical ard cantenporary. Primary saurcesincluded, but
were not limited to, presdential statements, directives, and executive orders, US
Government pdicy gsatenerts, direcives ard reports; DOD, Joint Staff, and United
States Air Force (USAF) directives, instructions, and reports; interviews with terrorism
expetts; ard aninterview with Coonel Wardenspedicaly addessng aralysis of terrorist
orgarizaions. Secandaly saurces usedncluded \arious pofessonal, sclolarly, ard

journalistic atticles caxceming terrorismard caunterterrorismoptions.



Note that athough there is a pkthora of information on terrorist acivities armd
counterterrorist programs a the classified level, this pgoe was intentionaly limited to
discusans atthe urclassiied kevel to make it available to the lroadestpossble auderce.
Since it does not attempt to address specific incidents or capabilities in detail, but rather
deak with the lroad considerations of roles for ar ard space pwer, the classiicaion

restriction is not considered a limit ation.

Oper ationalization

This paperexamines he curent ard future roles d air ard spacgpower in combatting
terrorism, but does not seek to determine when to use military force. Nor does this paper
erter into phlosgphical discussin or legal agunerts alout the right of sef-deferse or
legalty of peaceitne reprisal. Those ae pdicy decsions for our Natonal Command
Authorities (NCA), ard numerous other papes delate those issues This paperis written
from the paspective that the NCA has dready decided to employ the military instrument
of power. By discussig the caunterterrorism roles d ar ard space peer, the paper
provides decsionmakers ard plamers with information to make informed decsions arl
better exploit air and space paer capaliit ies.

Although domestic terrorism is a sgnificart threat since he Posse Canitatus Act
prohibits usng the military in a domestic law enforcement role except in emergency
situaions ard speally auhorized ly the Canstitution, Congress, or the Resdert in his
authority as Commander in Chief and Chief Executive®, this paperconfinesits discussion
to international terrorism. Also, since it is dmost impossible to preempt actions of small,

independent terrorist groups without human intellig ence provided by someone connected



to the goup, this paperconcertrates ts aralysis on the gererally larger, state-spansored
groups

Finally, it needs to be stated that in this age of military drawdowns and declining
resources, this paper is not an atempt to udgify existing forces or their expansion. It
merely seeksto clarfy how airr and space peer can contribute to the lettle aganst

terrorismard how its particular strengths canbest be utilized

Definitions

Like doscenty, it is sometimes suggesed hat what constitutes terrorism lies in the
eye of the beholder. “One man's terrorist is arother man's freedon fighter.” Also like
obscernty, most find it difficult to agee o a spedic defnition of terrorism but
“recagnize t when they see i.” Therefore, it is necessar to esgblish a common
framewak by defning key terms used n this paper Unless otherwise noted, all
definitions are taken from Joint Pub1-02, Depatment ofDefense Dictionary of Military
and Associated &rms.

Terrorism: The cakulated use of violerce or threat of violerce © inculcate fear
intended to coerce or to intimidate governments or societies in the pursuit of goals that are
generally political, religious or ideological.

International Terrorism: Terrorismin which plaming ard executon of the terrorist
acttranscers retional boundaries. In deining international terrorism the pupose of the
act, the nationalities of the victims, or the resdution of the incidert are cansidered. Those
acts are usualy plamed to attractwidespead pubcity ard ae deggned © focus atention

on the exstence, causepr denands d the terrorists.



State-directed Terrorism: Terrorist groups hat operate as ageis of a government,
receving sulstantial intelligence, logistical, and operational suppat from the gponsoring
government.

State-sponsored Terrorism: Terrorist groups that gererally operate indepermlertly,
but receve suppat from one a more governments.

Antiterrorism (AT): Defensve measures used to reduce the vulnerability of
individuds and property to terrorist acts, to include limited response and containment by
local military forces.

Counterterrorism (CT): Offensive measuestakento prevert, detr, ard respand to
terrorism. Note Joint Pub 3-07, Joint Doctine or Military Opeiations Other Than Vr,
states ‘Counterterrorism provides espase neasues that include preemptive (italics
added) retaliatory, ard rescue gerations.””

Aerospace pwer: Per Air ForceManual 1-1: “Aerospace pwer grows aut of the
ability to use a platform operating in or passing throughthe aerospace nedium for military
purposes.”® “Platforms usedto exercise aepspace paver include fxed- ard rotary-wing
aircraft, ballistic and cruise missiles, and satellites.”” (Thus, as defined, the USAF is not
the sde possessp or practtioner of ar ard spacepower, althoughit is the largestard

most powerful.)

Notes

'Preddertial Inaugual Address, 27 Bnuary 1991. NewYork Times 28 Jnuaty 1981,
p. Al4.

*According to the most recem RAND Chronology of International Terrorism
between1968 ad 1988 the United Sateshas amualy headedhe list of countries whose
nationals and propeity are most frequenly atacked ly terrorists.” From 198688, the
proportion peakedat appoximately one-third of al atacks In contrast, in 1988 te



Notes

number two courtries oan the st were Israel ard Farce, eachrepresering 8% of all
international atacks. (See The RFAND Chronology oflntemational Terorism for 1988,
Saria Monica, CA: RAND, 1982,p. 6.) Although the nethodology ard ciiteria used
may not necessaly be the sane, accading to the US Depatment of State, arti-US
international terrorist attacksrepresemned 31-55% of al noted atacks anualy between
19891993, peaking at55%in 1992 pecaus of atacksdirecty related in reacton to the
Gulf War). Anti-US atacksrepresried 2123% of al attacksnoted amualy in 1993-
1995. (See amual Pattems of Global Terorism reports, Washington, DC: Depatment
of State, 1989-1996.)

*The Pase Comitatus Act (18 US.C. S1385)wasfirst pased in 1878, ard has been
reaffirmed and clarified several times since then, dates “...it shall not be lawful to employ
ary pat of the Army of the Urited Sates, as a psese coitatus, or otherwise, for the
purposeof execuing the laws, exceptin suchcases ah urder suchcircumstarces as such
enployment of sad force nmay be expressy autorized ly the Constitution or by act of
Congress...” Before the Air Force was established as a sepaate service in 1947, 1 was
suhjectto the PosseComitatus Act as a pdrof the Army. Techicaly it was ot brought
back under the provisions of the Act urtil 10 Augus 1956 wtenthe Act wasanerded D
include te Air Force. It is urclearwhy the Naw ard Marine Corps were never included
in the Act ard thus ae rot subect to it, but this was emedied as a miter of pdlicy by
SECNAYV Instruction 58207 (15 May 1974) unilaterally subjectng the two maritime
sewvicesto its provisons. The Caast Guad is not sulject to the Posse Cmitatus Act
even when subordinated © the Naw during time of war. (See JudgeAdvocat Gereral
School, Law of Military Ingallations Military Aid to LawEnforcement, US Army War
College, Carlide Barracks PA, 2 April 1984; Baranzini, Military Suppot to Law
Enforcement and &se Comitatus Naval War College, Newpat, RI, 18 dine 1993;
Narce, ThePosse ComitatusAct: A Studyof Restrictions on Military Enforcement of the
Civil Law, AFIT Masters Thess; Cdlifornia Sate University, CA, 1984;ard Rice, New
Laws and Indghts Encircle the Rsse ComitatusAct, US Army War College Carlisle
Barracks, PA, 26 May 1983.)

*Joint Pub 3-07, Joint Doctine fr Military Opeftions Other Than Vér, 16 dine
1995, p. IlI-2.

°Note: the cument Air Force Chief of Staff, Gereral Fogleman has refined this term
to “ar ard space pwer.” Consequetly, athoughthese wo terms ae interchangealbe, all
further references in this paper will use the current form.

®Air Force Manual 1-1, Vol. 1, March 1992, p. 5.

'AFM 1-1, Vol. 2, March 1992, p. 72.



Chapter 2

US Policiesto Combat Terrorism

The US. postion on terorism is unequivocal: firm oppogtion to
terrorism in all its forms and vherever it takes place. . .The US.
Govenment isoppoed to domdg and intenational terrorism and is
prepaed to act in concer with other nations or unilaterally when
necesary to prevent orrespond to terorist acts

—ThePublic Report of the Vice Pegdert’s
Task Force on Combatting Terrorism®

National Policy

Current US padlicy on countering international terrorism was first fully it erated in the
Reagamdministration ard has beenreafirmed Ly ewvery presdert since. It follows three
basic rule§

e The US will make no concessions to terrofists

e The US will treat terrorists as criminals and apply the rule of law

e The US will apply maximum pressure on state sponsors of terrorism

The Clinton Administration added a corollary to these rules. helping other
governments improve their capabilit ies to combet terrorism.  This is sometimes addressed
as anexanple d US Government cooperation with other governments in an international

effort to combat terrorism, while at other times it is included as a fourth rule of policy.



The OmnibusAntiterrorism Act of 1979 firmly esgblished the lead agety concept
for coordinating the US respanise D terrorism  State amd local governments are
respansible for terrorist inciderts canmitted in the USif no federa laws ae lroken The
Depatment of Jusice, spediicaly the Feder@ Bureau of Investigation (FBI), is
responsible for domestic incidents that fall under Federal jurisdiction. One notable
exception to this is that the Department of Transportation has lead agency responsibility
under cettain circumstarces: spedicaly, the Federal Aviation Administration is
respansible for terrorist inciderts that take plce m aircraft in flight°within US jurisdiction
ard the CaastGuad is the lead agecy for terrorist inciderts drected aganst US citizers
on passenge or cargo vessels within US waters. (The Navy has responsibility if the
incidert takesplaceon a ship mooredwithina USport.) The Depatment of State tes the
lead for all terrorist incidents against US Government-associated fecilit ies, personnel, and
material that take place aitsde he US its territories, ard possessins. Installation
commanders are respansible for initially respanding to terrorist atacks agaist bases
within the US, but the FBI has jurisdictional authofity.

Being the lead agety does ot equaé to exclusive jurisdiction. During a terrorist
incidert, the lead agecy esablishes an interagercy working group to coordinate al
suppating agercy and depatment acivities. “The Assistart to the Pesdert for National
Secuity Affairs resdves agy urcetainty on the deggmation of lead agery or

responsibilities.”



Department of Defense Policy

The DOD addesses terrorism from two peispecives artiterrorism (defersive
measires ard caunterterorism (offensive nmeasireg. DOD artiterrorism pdicy ard
responsibilities are ddineated in DOD Direcive 200012, DOD Combatting Terorism
Program (September 15, 1996) Counterterrorist pdlicy is authorized an outlined n
various chssiied Restdertial Decsion Direcives PDDs), National Secuity Directves
ard Decsion Directves (NSDs ard NSDDs), ard Depatment of Defense Drectives
(DODDs).

Counterterrorism (CT) activities generally fall within the realm of special operations
and thus within the overal responsihilities of the Assistant Secretary of Defense for
Special Opeations ard Low Intensty Conflict (ASD/SOLIC).® Planning for CT
operations is generally very sensitive and usudly handled in highly compartmented, special
access cimels. US Specal Opeations Command (USSOCOM) ard its four componert
commands (three sewvice componerts. the Arr Force $ecal Opeations Command—
AFSOC; the Naval Specal Warfare Canmand—NAVSPECWARCOM; the US Army
Specal Opeations Command—USASOC,; plus the Jant Specal Opeations Command—
JOC) are respasible for ersuling specdl operations forces ae prepaed D cary out
their assgjned nissbns.’ Each geographic urified command (US Atlantic Command, US
Central Command, US European Command, US Pacific Command, and US Southern
Command) has its own sulordinate unfied command that sewes as a aoponert
command for specal operations. Actual operations are caried aut by forces assgnedto
or under the operationa control of this componert command. They can alo be

performed by units assigned special missions by the NCA.



CT operations can also be pefformed by conventional forces. Exanples of this
include he retaliatory arstrikes d Opeation Eldorado Caryon conducted aganst Libya
on 14 April 1986 ad the cuise missile strikes aganst the Iragi Intelligence Service

headquarters building on 26 June 1993.

Notes

'The Rublic Report of the \ice Presdent’s Tak Force on Combatting Temrorism,
February 1986p. 7.

’See Depament of State amual report, Pattems of Global Terorism 1995 (p. iv)
and earlier reports.

*The o concesion padicy wasfirst expressed by the Nixon Administration in 1972
after the terrorist atack an Israel athletesat the 1972 Oympics in Munich. (See Gdlis
and Wootten, Combatting Stat&Suppoted Terorism:  Differing US. and West
European Perspective€RS Report for Congress, April 21, 1988.)

*For exanples of the former, see $ate Depatment amual Pattems of Global
Terrorismreports. For exanples d the latter, seePresdert Clinton’s A National Secuty
Strategy of Engagement and Enlargenm(&etruary 1996).

*Under U.S.C. 1356,the FAA has exclusve responsibility for the safety and security
of arcraft in flight within US jurisdiction. For the puposes @ the leadagerty concept
“inflight” is deined as wienthe doors o the arcraft are cbsed, secued, ard the arcraft
is no longer depewert on ground service. (See DOD 0200012-H, February 1993,p. 3-
6.)

*Military installation commanders are responsible for providing the initial and
immediate response to any incident occurring on the installation. . . Unless a service
member is a sugect in the incident, the FBI will eventudly assume lead investigative
responsibility for the incident, and the DOJ will prosecute, if appropriate.” (DOD O-
200012H, Protectionof DOD Personnel and Ativities Againg Acts of Terorism and
Political TurbulenceFebruary 1993, p. 4-2.)

’Joint Pub 3-07, p. llI-3.

*The Ofice d the Assbtart Secretary of Defense for Speckl Opertions ard Low
Intensity Conflict was ceaed, along with the US Specal Opeations Command
(USSOCOM), by the Nunn-Cohen Amendment to the Goldwater-Nichols Defense
Reorgarization Act of 1986,pattly in response to the gecal operations deicierciesnoted
in Opemtion Eagle Claw (the Iranian hostage escue atempt in April 1980)ard Opeation
Urgent Fury (the military intervention in Grenada in October 1983).

®USSOCOM Pub 1Special Operations in Peace and \W25 January 1996, p. 2-19.
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Chapter 3

Targeting a Terrorist Organization

From an air power standpoint, it is our job to detemine what price
(negative orpostive) it will take to induce anenemyto accept our
conditions To do ® however we needto undestand how our enemies
our organized.

—Colonel John A. Warden, fil

For ar ard space peoer to be effecively ard decsively enployed aganst ary
targeted sytem understanding how the systemis orgarized anl idertifying its certers of
grauvty is critical There ae various way to do this, but an effecive method is usng
Colonel John Warden's systems analysis modd (commaonly referred to as the “five rings

model”), which was applied with devastating effect during the Gulf War against Iraq.

Systems Analysis Model

Colonel Warden dates every life-based system—whether it be a state, a criminal or
military organization, busness, or even the human body—is organized about the same
There is a leader or leadership entity controlling the organization. There are certain
systemessetials required by the arganzaton to function or exist, and theseessetials are
moved through a suppating infragructure. The arganzation has a p@ulation erading it

to function, ard it has fielded brces b defend it from atack. This hierarchical

11



relationship canbe graphicaly outlined n a dagram of five concertric rings. (SeeFigure
1) Besdes dsphying the interdepemnlerce d the ertities epresemed by eachring, the
diagram also illustrates the relative importance of eachwith leadeshp as he cetral,

overarching elemert.

Figure 1. System Model

The rext aralytical step sto idertify key sulsets o eachof the five rings. (Thesecan
be cdlectively displyed by converting the ring diagram into atable) Then to idertity
centers of gravity for eachsulset, arother five ring aralysis can be performed. This
proces is continuedurtil key componerts or nodesthat must be palyzed o negatd to
achieve the objective are identified and there is sufficient information to act.

Idealy, to impactanereny ard cawince hemdo what is warted, efforts should be
direciedaganst the certer, most important ring. But as Wardenpaints out, the lkeadeshp
camot always be located, or it may be too heavly defended @ impewious D the weapos
available. In that case,one waks from the cemer ring outward, attacking the next most

important elenmert that canbe effecively impaced. In other words, if the leadeshp ring

12



is not vulnerable to existing capabilities, attack the system essentials or infrastructure and
prevent the leadership from exercising its power and influence. The outer rings will lik ely

have more targets to attack and require more effort to achieve the desired effects.

Application to Terrorist Organization

Warderis five-ring model can help to aralyze aml better understand a errorist
organization. The results of the modd applied to an international terrorist organization
are shown in Table ¥.

All terrorist organizaions have a leadeship ertity, whether it be a clarismatic
individual or a goup d individuak serving in concett to guide the group’s decsions ard
actons. Some terrorist orgarizatons suchas he Irish Repullican Army have an overt
political arm with its own leadership structure (the Sinn Fein), while others have overt
military or paamilitary ams such as the Palestine Liberation Army of the Palestine
Liberation Organization. Religioudy-motivated groupssuch as Hezbollah have influential
religiousleades, while same orgarizatons have overt leades wip interact with the media
while mantaining a covert leadership outside pulic view. Of particular importance to this

paperis the lkeadeshp cantained within a sate that either spansars or directs international

terrorism.
Table 1. International Terrorist Organization Structure
LEADERSHIP | SYSTEM INFRA- POPULATION | FIELDED
ESSENTIALS | STRUCTURE FORCES
Terrorist leaders| Command  and | Transportation | Support Terorist  cdlg/
control network - Family units
- Co-religionists

13




LEADERSHIP | SYSTEM INFRA- POPULATION | FIELDED

ESSENTIALS | STRUCTURE FORCES
Ovet  pditical | Weapons Training camps | - “Anti-
arm development/ population”

procurement Safe  areas/sde

havens Trainers

Overt  military/ | Financial
paramilitary arm | network Engineers
Religious leaderqd Supply network Financiers

Media leaders Documentation
State Sponsor * | Publicity
Intelligence

* Or “state’ if
state-directed

All terrorist organzatons require cetain system essetials to exist ard canduct their
acts. They must have a canmand ard control systemto communicate their leadeship’s
decsions ard direcives. They require money ard a fnancia network to move fundsin
order to meet operating costs aml fund actvities. They need b procure sane weapms
(fireams, explosives, etc.) and dewlop others (bombs ard a \ariety of debnating
devices) Terrorist orgarizatons ako require non-lethal suppies, documentation for
identification and travel, and intelligence to plan and execute atacks. In paticular, most
terrorists need he pubicity their acivities gererate to draw suppat or atention to their
cause. It is not the actial casudies that have the desied impact but the terror ard
sultsequen media atention caused ¥ the atack; without pulicity anrd puldic awaeress,
terror is contained and causes ignoted.

Infrastuctures ae recessgr to trarspat individuak, weapams, ard in same cases

hostages. (Public trarspatation systens nay be utilized, but in other casessecue, covert

14



trarspatation is needed. Training canps ae reeded @ indoctrinate members ar train
them on the ways ard weapans of terror. Additionally, sak havens are reeded whre
terrorists can plan, prepare, and, after attacking, seek sanctuary.

The population ring consists of the internal ard exernal suppat elemerts that alow a
terrorist organization to fundion. Internally, the organization has trainers, weapon
developersengineers, financiers, etc. Externaly, there are family members who do not
actively paticipaie in the goup kut canprovide lasic necessies d food ard shelter for
individud members to survive. For terrorist groups mativated by religious ideals, co-
religionists, although not active paticipants, may provide financial or moral and
idedogical suppat. Also, within the gemral populace here is an elerrert that can be
referred to as he “anti-population.” This element does not actively paticipat in or
suppat the terrorist group, but enbracesits desred gaals or erd date, ard tolerates its
methods and presence.

In the autermost ring ate the terrorist organzaion’s fielded brces: its individualcels
or units. Dueto their number ard dispesion, these age the leastefficiert ard passbly the
most difficult componerts to target Exceptto temporary impede érrorist operations or
preenpt a speciic attack, atacking fielded brces & alko probaldy the leastproductve
option unlessthe nearimpossble canbe acheved, ard the ertire orgarizaton is capured

or annihilated.

Cautionary Note

The system model helps better understand a errorist orgarization ard, consequetrly,

better target it for military operations. However, dueto the fanatical nature of most
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terrorists, applying military force is urlikely to change their commitment to their
orgarizaton or caus€. Like efectve ariterrorismmeasues hat seekto deter aterrorist
attack ty making it too difficult or costly (in terms d physical and human resources)
military counterterrorist actions may only temporarily disrupt or dday terrorist actions or
cause the terrorists to seek easier targets or more effective weapons. Milit ary force may
also provoke further, retaliatory attacks.

In instarceswhere shtes sposar terrorist acions to wage a érm of undechred war
aganst another date, effective use of the military instrument of power can cause the
spasaing state to curtail or ceasdts acton. As Coonel Warden paoints out, an “enemy
leadkrshp ack on same cost/risk basis...”® Unless the sponsor gtate is willin g to escalate
to war, it will keep the level of terrorist violence below the threshold which prompts a
respanse. More effective enployment of arr ard space paer will enable the US to lower

that threshold while increasing the penalty of the sponsoring state.

Notes

"Warden, Col John A. Ill. Air Theay for the Twerty-first Certury, Challenge and
Respon®: Anticipating US Mlitary Secuity Concens (Maxwell AFB, AL: Air
University Press, August 1994), p. 314.

?Ibid., pp. 314-317.

®Spechl tharks to Col John Warden for exparding on a st proposed ty the auhor
and for clarifying the application of his model to analyze a terrorist organization.

*As a Defense Intellig ence Agency analytical paper paints out, this is not necessaly
true with religioudy motivated terrorists who may use terrorism as a form of punishment.
“As a consequence, they seem not just more willing to cause large numbers of casudties
but intent on doing sa (DIA White Paper on Weapns d Mass [estruction produced or
USSOCOM, Fall 1996, p. 4.)

°Several authors have written about the fanaticism of contemporary terrorists and the
“sociology” of terrorism. In paticular, see Walter Laqueuis seminal work, The Age of
Terrorism.

®Warden, p. 319.
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Chapter 4

Curr ent Roles of Air and Space Power inCombatting
Terrorism

When peacefl meandail and the us of military force isfeasble, we need
the world’s best specialized military expertise to rescue victims of
terrorism, apprehend terrorists, or deter acts of terrorism...

—Ambassador Philip C. Wilcox, Jr.
Coordinator for Counterterrorism

Air ard space paer plays a ple in every counterterrorismoperation. Sometimes its
contribution isin a suppat role such asintellig ence collection or mohbility, other times it is
in an operational role such as griking aterrorist-associated fecility, but all its contributions
are ciitical This chapter reviews he tradtiona or current ar ard space pwer roles in the

battle against international terrorisfihey can be grouped into six broad categories.

Airlift
For CT forces to be effective, it is vital they respond to terrorist incidents in a timely
manner, ard arpower provides he arlift necessay for CT forces o be respasive. This
includes the global mohility strategic arlift provides to move CT forces, equipment, and
weapons to anywhere in the world. Also, insertion and extraction capability for special

operations forces (SOF) is provided by fixed- and rotary-wing aircraft.
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Air Superiority

Although terrorist groups do not have their own air forces, ar supeiority has
occasonally beena factor in counterterrorismacions. Probaldy the most notable wasthe
intercept of an Egyptian civil airliner by US Naw F-14/Tomcat fighters on 11 Ocbber
1985. The arcraft wascarrying four Pakstinian terrorists (plus their leader Abu Abbas)
who had hijacked the cruise ship Achille Lauro on 7 October and subsequently killed Leon
Klinghoffer, a 69-yearold, wheethair-bound, American citizen The terrorists hed
surendered b Palestinian Liberation Orgarization officials in Port Said, Egypt, ard been
grarted sak passagéo Tunisia by the Egyptian Government. The arliner was deshed
for Tunisia, but was nterceped by four F14s fom the aircraft carier Saratoga ard
forcedto divert to Sigonella, Sicily, where the terrorists wee to be taken into American
custody?

Some aralysts equae the US Naw shootdown of two Libyan fighters over the Guf
of Sidra an 19 Augug 1981 asa CT response.* Althoughthe $ootdown wasnot in direct
respanse b a spedic terrorist incidert, the caitinued spoasarship of terrorist acivities by
Muanmmar Qaddaif ard the Libyan government cettainly contributed to the Reagan
Administration’s aggessive denonstrations in the 19805 aserting the US position on the
international status of the Gulf's watérs.

Air superority may also be used © protect CT forces egaged m a mssbn by
providing themair defense from a sate-spasar’s ar forces. Air superority coverage may
be overhead @ on-cal, reactng only if samething gces wiong with the goeration or to

cover extraction of forces.
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Strike

Probaldy the nost visible CT arpower role is stikes agaist terrorismassaiated
facilities. These srikes can be conduded by fixed- or rotary-wing arcraft or by cruise
missiles. An exanple d the former is Opeation Eldorado Canyon, the 14 April 1986
airstrikes aganst Libya in response for the 5 April bombing of the La Belle discothequein
West Berlin in which an American serviceman and a Turkish woman were killed and over
150 waunded? An exanple o the ktter is the Tomahawk cruise nissle strike agaist the
Iraqi Intellig ence Service headquaters in June 1993 n response to the uncovered plot to
assassinate former President BUsh.

CT strikes can be preenptive a reactve in nature, ard involve important
consderations. While abstaining from argument alout the legality of a preenptive strike,
other considerations include te reed br meticulous frgeting to awid collateral danmege
ard furnishing suficient eviderce © justfy the stike to the American pemle ard
international community. Strikes in reacton to a terrorist atack canbe conducied to
purish the perperators or gponsors and to send a message that such action will not go
unpurished.? However, retaliatory strikes must nat be conducted purely for revenge, but

should be motivated by clearly defined goals and objectives.

Intelligence, Surveillance, and Reconnaissance

Probaly the most important contribution of ar ard space paer to CT is providing
intellig ence for planning and execution of operations and manitoring of terrorist associated

facilities. CT planning and operations require timely, responsive, and accuete intellig ence
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to succeed,ard much of this intelligence gahering can be peformed by manned or
unmanned aerial vehicles, or overhead national assets (satellites).

Although human intelligence (HUMINT) is the most important intellig ence discipline
for providing information on terrorist organization and intent, imagery intelligence
(IMINT) and dgnals intelligence (SIGINT) from ar and space patforms ako provide
valuable information for aralysis, plaming, ard execuion. Further, spacecommunication

platforms also provide the means for rapidly and securely disseminating this information.

Psychological Operations

Psychological operations (PSYOP)canbe used © deer or disrupt plamed terrorist
actions, ard to erode heir base of suppat within the local or gereral population. Air ard
space pwer can play an effecive role in these areas by deterring state-spasars of
terrorism through physical preserce a stows o force. If there is concem a state may
spasar or direct terrorist attacks agaist a hgh level meeing of pditical leades o a
highly visible international evert suchas te Olympic Garres (as North Koreaimplied with
veiled threas aganst the 1988 Summer Olympics in Seaul®), aepspace brces canbe
overtly depbyed within striking distarce d the spamsaing stte as a isible reminder of
the consequences for a hostile dct.

Mamed or unmanned aeia vehicles canalso deiver PSYOP leafets or conduct
PSYOP radio or television broadcass. These carbe directed atthe terrorists thenseles
(as a waning of the casequeres or their intended adions) or the local or gereral
population to erode the suppat base for terrorists ard their caug. (PSYOP carbe used

to counter terrorist propagaila, explain a recet CT terrorist strike a operation in the
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area, explain care taken to avoid civilian casudties and collateral damage in such a strike,
etc.) Aircraft overflights canalso be used as aofm of PSYOP.'" (For exanple, the nere
overflight of Manila by USAF F4/Phantom fighters was instrumental in thwarting a coup
attempt against the Corazan Aquino government in the Fhilippines in Decenfoer 1989™)
Of course the passible benefits of PSYOP in a pre-hostilities phase must be weighed

against the tradeoff of compromising knowledge of terrorist locations or plans.

Other Support

Air ard gpace drcesalso provide dher suppat to CT operations ard forces Aircraft
canprovide bgistics suppat through resupply and provision of CT ground forcesin the
field. Fghter arcraft, bombers, ard gurships canprovide overhead @ on-cal fire suppat
to CT hostage escue aempts or equpmert recovery missbns. They canalso conduct
diversionary operations to focus atention awayfrom the areaCT forcesare conducing or

planning to conduct a mission.

Planning Matrix

To ad planners, a marix is provided below to graphicaly illu strate when traditional
air and spacepower roles ae rormally enployed n CT situaions. The timeline exends

from the entire pre- to post-terrorist attack period.
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PREATTACK ATTACK POSTATTACK

AIRLIFT

AIR SUPRIORITY

Figure 2. Counterterrorism Planning Matrix

Notes

Testimony before the Hause ¢ Repesetatives, Permarert Select Committee on
Intelligence, Washington, DC, 5 March 1996.

’Some do own or opemte aircraft though Pakstinian groups have used utralight
aircraft, hang giders, ard balloons in the pastto infiltrate acioss te lorder into Israel
from Lebanon. (See Depatment of State report, Terrorist Group Rofiles, Washington,
DC, November 1988, pp. 2223 am 2627) The Pagstine Liberation Orgarizaion
operated a Being arliner to trarspat PLO Chairman Yassi Arafat on overt, official
trips.

3Although the afcraft interceptard diversion was asuccess|talian authorities faced
off with US specal operations forces ad refused © alow the appehersion of the
terrorists. After a tense strdoff betweenthe USforceson one hand ard Italian specal
forces on the ground ard Egyptian specal forces m the arcraft, the terrorists wee
ewvertualy handed over to Italian autorities, athough they sulsequenly alowed Abu
Abbas 1o flee taly. (See $mon, U.S. Countemeasires Againg Intemational Terorism,
RAND Report R-3840-C3I, March 1990.)

“In Terorism and the Averican Respons, Alvin Buckebw dfers the incidert as an
exanple of the tougher new counterterrorism palicy of the Reagaradmnistration. (See
pp. 55-56)

°Freedan of navigaion exercises n the Guf of Sidra by the USN also resuted in
Naw aircraft being fired upm by Libyan surfaceto-air missiles on 23 March 1986 ard
retaliatory airstrikes aganst seweral Libyan naval vesse$ ard a iedar site eaty the rext
morning. (SeeU.S. News and World Repari&April 1986, p. 22.)

®Another exanple would be the 1 Ocbber 1985 krael aistrikes aganst the
Palestinian Liberation Organization headquarters in Tunis.

New York Time®27 June 1993, p. Al.
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Notes

*There is same delste whether reactve stikes fave a bsting dekrrent impact on
terrorist actvity. Those on the afirmative sde dfer as suppating eviderce statistics
showing the reducion of Libyansponsored errorist acs over the next seweral years after
the 1986 ELDORADO CANYON operaton. Those wipo disagree wan that reactve
strikescanleadto escahtion in the number or se\erity of attacks ad offer the tit-for-tat
example of Israeli reactions to Hezbollah attacks from Lebanon.

°See New York Times 7 February 1988,p. A21; 18 March 1988,pp. Al ard A33;
ard 6 dly 1988 pp.Al ard A8. As thes references cite, fears of North Korean
sponsored terrorist atackswere exacebated by memories of the 1986 érrorist bomb,
believed to have beenplaced ly North Koreanagerts, that killed five people a Kimpo
Airport in Seoul a week bfore the 1986 Aian ganes opered aml the more recen
explosion of a Korea Ar arliner over the Thai-Burmese border on 29 November 1987,
killing 115, destroyed by a bomb placed by a confessed North Korean agent.

Fighter squadons ard/or a carier battle goup o cruise missile platform can be
depbyed © the region under the auspes d a raining exercise @, in other cases.gewen
openly deployed for possible retaliation without any pretension otherwise.

'Some have ewen suggesed he ue o a \enerable dd bird like the B-52/
Stratofortress to drop leaflets or condud overflights in a PSYOP role. (See Herrington,
Use of the B-52 in an Antiterrorist Rolgp. 10-11.)

?See U.S. News and World Reports, 11 Decerber 1989, pp. 14-15, ard New York
Times 2 December 1989, pp. A1 and A6.
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Chapter 5

Future Roles of Air and Space Power inCombatting
Terrorism

Succedul adaptation ofnew and impoved technologiesnay povide
great increass in gecific capabilities Conversely, failure to undestand
and adapt could lead todagy/militariesinto prematue obslesenceand
greatly inceeas the iisks that sich orceswill be incapable ofeffective
operations....

—Joint Vision 2016

Although new CT roles may dewlop for ar ard space pwer in the future,
technological advancements will refine and enhance traditional role capabilities.
Exploitation of these improved capabilit ies will expand the range of CT options available

to decisionmakers.

Airlift - Insertion and Extraction of SOF

Curent ar amd space glbal mobility capabilities are sufficient to mest CT
requirements, but shortfalls lie in the ability to insert special operations forces into hostile
territory to conduct missbns ard exract them aterward. With longer range ard greater
speed capabilities, the V-22/0sprey tilt-rotor arcraft acquisition for AFSOC should
largdy dleviate current, specia operations rotary-wing arcraft limitations. However,

with greaty improved ar defnse equpment for the detecton, ergagenent, ard
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destuction of arcraft readly awailable canmercially to state-spasars of terrorism,
dewelopmert of a steathy air platform for SOF insetion ard exracion would increase
force survivabilit y and chances of mission success. Optimally, this platform would have a
least the same range, speed, payload, and vertical takeoff and landing capabilit ies of the V-

22, and have the capability to fly all-weather, nap-of-the-earth mission profiles.

Strike

The Gulf War with Iraq in 1991 damaticaly denonstrated \ast improvements in
targeing made pasble by the adwancenert in precsion guided nunitions (PGMs). What
is needed to expand the CT options available to the military and NCA are similar
improvements in effect what Colonel Warden ard others have referred to as ‘precision
effect” or “precision lethality.”

Knowing the US will respond under severely constrained rules of engagement (ROE)
because D concem for awiding cwilian casudties and limiting collateral damage
terrorists often locate their headquaters, offices ard safe houses in heavly populated
areas;within buildings whch have other primary pumposes suclasschools; or adgcer to
religious or culturally sigrificant structures to avoid retaliatory strikes.”> An air-to-surface
weapa that could be placedthroughthe spedic window of a huilding (entirely possble
with PGMs awilable today), but whose destuctive pover would be confined © a very
limited area (one small room) would give decisonmakers the option of striking targets
previoudy off limit s due to collateral damage considerations. Precision lethality would

increase the envelope for the discriminate use of force.
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Equaly valualle would be PGMs with non-lethal effects. Thesecould be usedto
temporarily disable or disorient terrorists, while redudng threat of injury to hostages, 0
SOF teans could capure the terrorists for legal prosecuion. Non-lethal PGMs ako
would further reduce cdlatera danage camsiderations in situatons where even minimal

physical destruction is not permissible.

Intelligence, Surveillance, and Reconnaissance

Use of unmanned agerial vehicles (UAVS) for collection of conventional intellig ence
has increased ginificartly in recen yeass® and their role in ISR will continue to expand.
Ore of the greakestconcems is possble use 6a weapa of massed destiction (WMD)—
anuclear, cherrical, or biological (NBC) weapa—by a trrorist group®, ard here ar ard
space power can play a preventative role.

The USAF has long had arcraft ard sersors to “sniff” and deect evderce d nuclear
explosions ard monitor nucleartesting. But theseplatforms were desgned to operate in
international arspace ad detct significart quartities o radioactive paticles that would
be presen in the amosplere after the debnation of a ruclear device a after a nuclear
accdert. What is neededfor CT considerations is a phtform capale of operating in a
non-pemissive ervironmert (within arother country’s sovereign airspace) ard with
sersors capale of deectng the minute quatities o NBC neterial a terrorist group is
likely to possess.

This platform could be a UAV with hypersersitive NBC sensors’ onbeeard, or manned
or unmanned platforms cauld be used © enplace emote ground sersors in areasterrorists

are suspe@d d storing or trarspating NBC neterial. These sesors cauld be fixed in
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position and disguised as something innocuous like a pck, or could be sophisticated
microbots (tiny robots), conceivably disguised as insects, and capable of propdling
themselves into restricted facilities and buildings®  Either of these sesors caild then
transmit detection, identification, and location information back to US intelligence
agencies via satellite communications, or to surveillance teams, stations, or aircraft.

UAVs could ako provide sippat to SOF teans during the execuion of a CT
misson. An overhead UA/ could provide reattime IMINT or SIGINT via secue
downlink direcly to a SOF teamergaged m a lostage escue o a sesitive neterial
recovery mission. Similarly, an amed UAV overhead could provide timely, on-scene fire

support to a SOF team without endangering an aircrew.

Psychological Operations

Air and space pwer canbe used 6 more effecively ard eficiertly conduct PSYOP
aganst terrorists ard their suppaters or sponsors. Deterrent show of force operations
could be conducted by overtly flying UAVs overhead. Information warfare gperations
could be conducied aganmst key infrastucture systens (such asair defense command ard
control systens a electical networks) of state spmsars or direciors as wt-so-subtle
signals of capabilities and repercussions.

Spacebased asses$ could direct PSYOP radio or television broadcass at a lrger
auderce than air-breating platforms ard without being exposed b local ar defense
threas. They can also instartaneously reach interior areas hat might otherwise e

inaccessible to aircraft, without the need for overflight rights or local operating facilities.
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Perhapsthe nost effecive PSYOP weapa is conducing successil CT operations.
Although as discussed eatfier in this paper there s some disagreenert as to the
effeciveress & CT operations as a defrrent to future terrorist atacks,failure to respand
to significant terrorist acts will be interpreted as a Sgn of weakness and invite additional
or more pectacular atacks. Success in CT operations is critical to eiminate or reduae

terrorist capabilities and communicate that there is a penalty for unlawful conduct.

Notes

Joint Vision 2010, p. 7.

*For exanple, Heztllah's headquaters Lebanon is locatied an a middie floor of ana
high-rise building in Beirut, with apatmens locatd drecly alove. (See rewspaper
articles ard televison coverage alout the April 1996 Israel airstrikes aganst this
headquaters ard other Hezlwllah targets in Lebanon. In patticular, sse New York Times
12 April 1996, pp. A1 and A6, and 13 April 1986, pp. Al and AG6.)

*Note the USAF's 3 Sepénber 1996 brmation at Nelis AFB of the 11t
Recanaissame Sjuadon equpped wih Predabr UAVs. (Air Force Magazie,
November 1996, p. 20.)

*As gtated i the April 19960SDreport, Proliferation: Threat and Rspons, “M ost
terrorist groups donot have the financial ard techical resources to acqure nuclear
weapas, but could gater materials to make radiological dispesion devices ard some
biological ard chenical agerts. Some groups lave state spasars that possessor can
obtain NBC weapas. . .Terorist acs involving NBC weapaos represen a paticulary
dargerous treat that must be countered.” (p. 43) As the report explains, some state
sponsas of terrorismsuwch as tan ard Libya possess ncanobtain NBC weapons, but so
far have not providedsuchweapas to terrorists gioups, probally at leastpatialy due b
the threat of retaiation should they be idertified as e suppkr. (ibid.) Howewer, the 20
March 1995chemical attacks(sarin nerve aget) in Japanby the Aum Shinrikyu cul that
resulted in the dealts of 5 pegle ard injury of 5500 dhers moved the pecier of WMD
use by terrorists from the hypothetical to the facual (Japarese ptéice sulsequetly
chargedthe cult with aneatier sarin gasattack n Matsumoto in June 1994 hat killed 7
and injured 500.SeePatterns of Global Terrorism - 199%. 5.)

*Properly defined, these would be messurement and signature intellig ence (MASINT)
collectors designed to detect specified NBC particles.

®Tiny troops may combat cherrical agens’, Air Force Times, 9 Decenber 1996, p.
42.
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Chapter 6

Conclusion

..we mug movestrongly agains new threats to our secuity....\We are
working with other nations with renewed intengty, to gop terrorists...
before they act, and to hold them fully accountable if they do.

—President William J. Clintdn

This reseach project was legun to idertify future, unique an urcontenplated oles
for ar ard space paer in combatting terrorism  Unfortunately, there are no “silver
bullets.” Terrorists goerate with most of the advantagesin this battle, paticulary when
their targets are within a free and democratic society.

With proper docunmentation for international trawvel, terrorists canmove alout freely
in openscacieties. They choose the time, place,ard target of their atack. Evenin the
aftermath of their camage, they are aforded all the legal and human rights considerations
valued anl adlered to by the very sccieties they attack. They claim to conduct war, but
are not bound by the laws of armed conflict and have no concern for noncombatants.

Similar statements can be made about sates that sponsor or direct terrorists. These
states are either military incapable of waging war aganst the targeted state(s) or unwilling
to risk the cansequemes. Instead,they use errorismas ‘a strategic weapm pehaps asa
subditute for ‘conventiond warfare’...”> They opetate in contenrpt of international law,

but are the first to demand its protection.
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States may eract al the ariterrorist precauions they can afford, but deermined
individud terrorists cannot be sopped. They will simply shift their attack to a “softer”
target ard ewn if they could aford it, free saieties camot barricade and protect
everything. It requires an unacceptable sacrifice of their freedoms.

There s aneffective respase b terrorism a cderent national strategy integrating al
the nstruments d power to combat terrorists ard their sponsars. The US has this, but its
effectiveness can be improved and the options available to the NCA expanded.

As a component of the military instrument, air and space pever areadycontributes
our nation’s current counterterrorism capabilities by providing global mobility for special
operations counterterrorist forces, ar superority to protect those forces, ard precsion
strike capability to targe terrorist infrastructures. Air and space pever provides
intelligence critical to deterring, preempting, and answering terrorist atacks, and can
provide sippat to psychological operations to help eiode errorist will and popular
support.

Future ar ard space paer improvements will enhance the effectiveness of CT
capabilities and provide expanded options. Stealth airlift for insertion and extraction of
specal operations forces calld exend the range d feasble ground operations. Precsion
lethality could broaden the range of target options by narowing llateral damage
consderations. Improved intelligence collection capability could adlow deection (and
ewvertual recovery) of nuclear, biological ard chemcal weapms nsterials in the minute

guantities likely possessed by terrorists.
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There may be no siver bullet to use agaust terrorists, howewver future air and space
power can improve the lethality and range of conventional capabilities and help reduce the

threat.

Notes

'Secad inauguel addess, Washington, DC, 4 February 1997. (Text in New York
Times 5 February 1997, pp. A14-15.)

’Berrong and Gerard, Combatting the Terrorist Threat, US Army War College,
Carlisle Barracks, PA, 22 May 1985, p. 36.
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AFB
AFM
AFSOC
ASD/SOLIC
AT

CT

DIA
DOD
DODD
DOJ

FBI
HUMINT
IMINT
ISR
JSOC

MASINT

Glossary

Air Force Base
Air Force Manual
Air Force Special Operations Command

Assbstant Secretary of Defense for Specal Opeations ard Low

Intensity Conflict
Antiterrorism

Counterterrorism

Defense Intelligence Agency

Department of Defense

Department of Defense Directive

Department of Justice

Federal Bureau of Investigation

Human intelligence

Imagery intelligence

Intelligence, surveillance, and reconnaissance

Joint Special Operations Command

Measurement and signature intelligence

NAVSPECWARCOM Naval Special Warfare Command

NBC
NCA
NSD
NSDD

OSD
PDD

PGM
PLO

Nuclear, biological, and chemical
National Command Authorities
National Security Directive

National Security Decision Directive

Office of the Secretary of Defense
Presidential Decision Directive

Precision guided munition
Palestine Liberation Organization
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PSYOP

ROE

SIGINT
SOF

USACOM
USAF

USN

USASOC
USCENTCOM
USEUCOM
USPACOM
USSOCOM
USSOUTHCOM

WMD

Psychological Operations
Rules of engagement

Signals intelligence
Special operations forces

US Atlantic Command

United States Air Force

United States Navy

US Army Special Operations Command
US Central Command

US European Command

US Pacific Command

US Special Operations Command

US Southern Command

Weapons of mass destruction
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