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Preface

My goal was to sudy current definitions of terrorism and US counterterrorism palicy,
identify possble stortcomings, ard propose sdutions. | discovered basic problems, not
ony with adequaely ddining terorism, but with US government resporse to one
paticular form of terrorism--state-sponsored international terrorism. These problems
stemfrom lack d a caordinated, cleardefnition of state-spasared international terrorism
between US ageries, ard failure to atack the appopriate certer of gravty of state-
sporsored terorist organizations. | propoe a new ddinition of Sate-sporsored
international terrorism which is more specific and lends itself to clearer policy
dewelopmert; furthermore, our courterterrorism padicy should place nore enphass on
targeing the spansaring state, rather than peiipheral elerrerts of state-spansored terrorist
groups.

| wish to espealy thark Major Mike Muzzesml of the Caredian Forces for his

encouragement and assistance throughout this project.
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Abstract

Lack of a clear, coordinated defnition of state-spansared international terrorism
fallure to understand date-sponsored international terrorist groups as a system with
inherent vulnerabilities, and a counterterrorism policy which does not targe dSate-
spasared terrorist groups’ certer of gravty, al contribute to weak, ineffecive US
counterterrorism palicy. This paper exanines problems with deining state-sponsored
international terrorism ard proposes a lew defnition which ercompasses seval key
points. the illegdity of terrorist acts, the fact that they are pditically motivated, and that
suchact ae acs d war. Based o Cd Jdn Warderis model of the ereny asa system
this paper aralyzes sate-spansared international terrorist groups as arinterdepenlert
system in which attacking or isolating leadeship is the key to rendeling the system
ineffective. His model is the kesis for aralyzing ineffeciveress & cument US
counterterrorism policy; rather than atacking date-sponsored international terrorist
groups most vulnerable point (therr sponsors), current pdlicy is directed toward
peripheral pats d the sytem (infrastructure ard fielded brces) This paperproposes
changes to US counterterrorism palicy and organization to improve our capability to

counter state-sponsored international terrorism.
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Chapter 1

Background and Problem Identification

The Third World War has started.

—Ilyich RamirezSanchez, a.k.a. “Carlos”

Although the international community has yet to agree on a ddfinition of terrorism,
this form of pdlitically motivated violence is known to have existed snce Biblica times,
when Jewsh groups n Palestine instigated a evolt aganst occupyng Roman forces
through a sefes d atacks m prominert Roman citizers.” The ward “terrorisni’ actualy
has its roots in the Reign of Terror (179341794) in Frarce, when the Jacdiins killed
arnyone suspead d opposing the revolution.” Terrorism has cattinualy beenused g
various goups as a ears o force goernments to charge their palicies, with varying
degees & success:in the kte 18th certury, American colonial Minutemen successflly
used tactics of violence, fear, and intimidation to quash loyalist sympathizers and instigate
revolt againg the British government; but nather the Fenians nor their successor, the Irish
Repulican Army, have beenalle to force te Biitish out of Northern Ireland, despie a
terrorism campaign over a century dld.

Unlike GreatBritain, however, terrorismdid not became a \ital national secuity issue
for the United Statesurtil the late twertieth certury. Prior to this time, the Urited Sates

had hed its problems with internal terrorism in the form of such groups asthe Ku Klux



Klanard the Mdly Magures (agroup d Irishcoal miners who targeted coal mine owners
ard operators), but such groups never posed a diect threat to our nation’s national
secuity interests* It was not urtil the humiliating disaster in April 1980at Desert Ore,
which killed eight men, left 53 hostages in Iran, and essentially ended Carter’s Presidency,
that the Urited Sates ealzed t was ot prepaed © counter a new ard very realthreatto
US internal and international security interests—state-sponsored international terrorism.
Three years later, in the atermath of the Syrianard Iranianbacked lombing of the Marine
barracksin Beirut in 1983, which resulted n US withdrawal from Lebanon, investigaing
officials concluded that the US dill was not prepared to effectively deal with state-
sponsored international terrorism.

These Wakeup cals’ did lring alobut needed dention to dewelopmert of a
comprehensive US cainterterrorism padicy. In April 1982,Preddert Reagarrefined lead
agency responsibilit ies for US government response to terrorist incidents. the Department
of State wasmade lead agenfor terrorist inciderts autside USterritory, the FBI becane
led agen for terrorist inciderts inside US territory, and the FAA becane kead ageinfor
terrorist incidents aboard arcraft within US jurisdiction.® Additionally, the Cohen-Nunn
amerdmert to the 1986 Gadwater-Nichols Defense Reorgarization Act led to creation of
the Assstant Secretary of Defense for Specal Opeartions ard Low Intensity Conflict to
supevrise DOD pecal operations ard low intensity conflict acivities, and creaton of US
Specal Opertions Command (USSOCOM) to train ard equp specl operations forces
for assgned nissbns.” Combeting terrorism is one of USSOCOM'’s principa missions.®

Our 1996 Natonal Secuity Strategy proposes to defat terrorist groups by hitting



terrorists “at their bases alroad a to atack assets valuedby the governments that suppat
them.”®

Furthermore, over the last 15 yeass, US countertemrorism palicy becane focused o
rules which are in effect today:

1. No concessions to terrorists

2. Pressure state sponsors economically, diplomatically, and politically.

3. Treat terrorists as criminals and apply the rule of law.

4. Help friendly governments counter terrorist threfts.

Despte greaer atention to the problem, we ae ro closer to eradcaing the
pheromeron than we wee 17 years agoin Iran. The nurders aml kidnappngs d
Americans in Lebanon which culminated in the Iran-Contra fiasco duiing the Reagan
administration, the Iranian/Syrian/Libyan sponsorship of the bombing of Pan Am Hight
103 n 1988;" ard Saddam Hussem's attempted assassition of former Presdert Bushin
1993* exemplify the fact that state-sponsored terrorism is till a real threat to US national
security interests.

Ore reasm for the unabated treat is that US courterterrorism padicy has yet to
effectvely prevert or punsh state-spansared terrorism  Of the seen countries which the
US Depatment of State officialy lists as sate sponsors of terrorism (Iran, Iraq, Libya,
Sudan Cube, Syria, ard North Korea)™ several have sponsored terrorist groups for a
decadeor more. Iran remains the “premier state spmsor of international terrorisnt,™
usng surrogae groups such as Hizballah, HAMAS, and Palestinian Isamic Jhad to
attempt to dismartle the Middle East Peace pocess,murder Iraniandissderts atroad, ard

attack burist areas fequened ty Westemers.™® Despte its weakemd terrorist network

infrastructure in the wake of Desert Storm, and the US attack on Irag’s intelligence



headquaters following the atempted asassination of former presdert Bush, Iraq
continues b actvely spansar terrorism both internally ard alvoad. Over the pastseeral
yeas, Iragi agefs have attacked @er 100 UN anl relief agemry personnel ard killed
severa dissidents in northern Iraq. Furthermore, Irag continues to provide training and
safe haven to terrorist groups including the Palestine Liberation Front (headed by Abu
Abbas, who masterminded the Achille Lauro hijacking) ard the Abu Nidal Orgarizaion.*
Degite the 1986 etaliatory grike on key targets in Libya’s terrorism infragructure, ard
despie caitinued USard Unted Natons ecaomic ard pditical sarctions, Libya still
refusesto turn over the sugpecs in the PanAm Hight 103 mbing or to admit culpallity
in that attack. Additionally, Libya caitinues b provide saé haven and spasarship to
Palestinian rejectonist groups, ard to target Libyan dissierts alroad’’ Cuba ard North
Korea are known not to have spmsared international terrorist atacks n the last few
years, manly due to internal economic problems, but both countries continue to provide
safe haven to terrorist groups™® Syria cattinues o let Iran use Darescus as a gars
resupply Hizbalah. Additionally, Syria provides safe haven, training, ard suppat for
Palestiniarrejectionist groups responsible for attacks on Israel and occupied terfitories.

In addtion to the usualact d violerce sate-spansored terrorists currently useto
acheve their goals, the US faces a ew kind of threat from state-spasared terrorism
which our aurrent counterterrorism palicy does not yet address—information warfare.
Information warfare, accading to Depatment of Defense Direcive (DODD) 36001,
includes:

...actions taken to achieve information supeiority in suppat of national

military strategy by affecting adversary information and information
systems while leveraging and defending our information and sy$tems.



Information warfare cantake seweral forms. Accading to Martin Libricki, it can
include:

...(1) command-and-control warfare (which grikes aganst the enemy’s head
and neck), (ii) intelligence-based warfare (which consists of the design,
protection, ard demal of systens that seek sufciert knowledge b
dominate the kettlespace) (iii) eectronic warfare (radio-electronic or
cryptographc techiques) (iv) psychological warfare (n which information
is usedto charge the minds d friends, neutrals, ard foes) (v) “hackef
warfare (n which computer systens ae attacked) (vi) ecaomic
information warfare (blocking information or channeling it to pursue
ecanomic dominarce), ard (vii) cyberwarfare (a grab bag of futuristic
scenarios) All these forms are weakly relatéd.

Use of information warfare by dtate-sponsored terrorist groups (or, “information
terrorisnt) can be an effecive nears o atackihg other governments because he
potentially dewstating efects an adwersary information infrastucture as ae atracive as
the low personal risk associated with such attadtkAs Gross et al stated:

This information infrastructure includes power distribution, ar traffic
control, telephone systens, banking systens, systens o strategicaly
important companies and high techndogy daa bases. Subvesion or denia
of sewvice D these aeas wald not only causegereral chacs throughout
the systemitsef, but would ako affectthe norale ard psyhe of the system

operators ard the gemra puldic. Massive networking makes the US the
world’s most vulnerable target for information warfare.

Terrorists ard their suppaters are ateadyleamning the eficacyof suchmethods For
exanple, in 1985,the Middle Core Facion, a Japarese Group, attackedcritical nodesof
Japans canmuter rail systemby cutting keypower and communications calles for the rail
system computer controls, and then jamming police and rescue communications
frequemies. The atack paayzed Japais canmuter system at the height of rush hour,
and full operability was not restored for 24 hours® This highly effecive atack
exenplifies the danege trrorist groups cando by attackng ciritical information ard

communication systems, without resorting to the usual violent methods of attack.



Basedon the cattinuing threat of state-spansored terrorist violerce, as wel as te
new threat posed by “information terror”, it is essential for the US to more clearly define

exactly what terrorism is, in order to develop a more effective policy against this problem.
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Chapter 2

Defining Terrorism

“Terrorism” is a padliticaly loaded and emotional term, used indiscriminately as a
mears o moraly condemming the actons of one’s gopanents. For exanple, the termis
usedby Westem denocracesto descibe Iran's ard Libya's spasarship of bombings aml
kidnappigs; it is also used lp Libya am Iran to descibe thenseles as victims of
“ecanomic ard political terrorisminitiated by their “impeiiaist” ard “fascst’ accuses’.!
As Magjor William Farrell stated, “terrorism” has become “a term in commaon use [having]
little common meaning.”* As a result, there ae over 140 deihitions of terrorism, none of
which has ganed uriversal accepéince® Even within the US government, agemies
charged wth aralysis, prevertion, ard respanse donot agee o1 a canmon defnition;
furthermore, no ddinition currently used within the US government is adequae to
comprehensively describe this phenomenon.

For exanple, the US Depatment of State useshe following defnition cited in Title
22, US Code, section 2656f(t):

The term “terorisni mears prenediated, pditicaly motivated violerce

perpetrated agand noncombaant targets by subnaional groups or
clandestine agents, usually intended to influence an audience.

As usd in this ddinition, “noncombatant” means civilians and “military personnel

who at the time of the incidert are urammed ard/or not on duty.” This defnition also



consders “attacks on military installations or on armed military personnel when a state of
military hostilities does not exist at the site” to be terrorism.

This ddfinition is inadequéae for several reasons. Frst, this ddinition mekes no
reference © the illegality of pdliticaly motivated acs d violerce suchas murder ard
kidnapping of civilians. Although there is “no general convention...in force today that

»6

makes terrorism pe se an international crime,”” the law of amed canflict provides arple

basis for defining specific acts of terrorism as illegd. Article 33 of Geneva Convention 1V

specifically prohibits “measures of intimidation or of terrorism”’

aganst civilians, Article
34 prohibits the taking of civilian hostages, and Article 27 of the same Convention
“requires that al civilians be treated humanely.”® Thus, Hars-Peter Glassey legal advser
to the directorate of the International Committee d the RedCross (CRC), concluded “no
terrorist act canever be jusified.”® Refusal to define terrorist acts as illegd thus prevents
developmert of coordinated international ard damestic law ard punshmert for such
crimes.

Another ggnificant problem with this ddinition is that it defines terrorism in terms of
the victims (noncombatarts) instead & the perpetrators and their motives Thus if a
terrorist group, sponsored by a paticular sate (say, Syria or Iran), for a particular motive
(for example, getting the US out of Lebanon) kills unarmed civilians (bombing our
emnbassy), our government considers the actterrorism Yet if the sane group, spansared
by the same state, and for the same reason, kills an armed on duty security pdiceman, the
actis not, by the US Depatment of State defnition, terrorism To further confuse he

issue this artificial distinction of what does anl does ot constitute a terrorist act based

on the uctim(s), obsfucaes he cux of the issue;namely, that when a dechred state of



hostilit ies between two countries does not exist, a violent act committed by a subnational
group, spansared by a swereign state, aganst citizers d arother state 1 acheve some
political objectiveis terrorism--regardless of the identity of the victims.
The DOD Drecive 200012 defnition of terrorism, which does not distinguish
terrorist acts by the identity of the victims, is as follows:
Unlawful use @ threakered use dforce a violerce aganst individuak or

property, with the intention of coercing or intimidating governments or
societies, often for political or ideological purpo$es.

By removing the attificial distinction of what does aul does rot constitute a terrorist
act (baed m the gatus of the victims), the DOD deinition is animprovement upon the
Depatment of State defnition. But the DOD deinition also misses the merk. The use of
the ward “ofteri’ implies that terrorist acts canbe committed for same purpose other than
political or ideological.™* But the pditical or ideological mative is a key criterion in
distinguishing terrorism from other crimes. As former Secretary of State Geoge P
Schultz stated, “Terorismis, atove al, a form of pditical violerce?* If, for exanple,
the bombing of an arcraft was coducted for personal revenge agaist anatrline a group
of individuals, this would be a domestic crime—not an act of terrorism.

If one looks to the international community for a ckardeinition, there is none to be
found. The Urited Naions hes seadéstly refused b agree on a definition of terrorism
Why? The first reasm deat with sovereignty. Natons resenve the right to deine legal
bounds d acivities ard pdicy within their own borders. Therefore, eachstate resenves
the right to determine, palitically and legdly, what terrorism is. No nation wants to be
condrained by a definition which would inhibit its own foreign and domestic pdlicy.

Secandly, same nations view what the UScals “terrorisni’ as a égitimate mears o sef-

10



determination, ard refuse b agree ;m measues D prewvert terrorist acions unless the
causes bterrorism are considered® And finally, some United Nations member nations
use terrorism for their own purpaoses, and are not about to agree to any limitation on their
actions. Ore suchcountry is Afgharistan, which harbors Islamic terrorist training canps,
produdng terrorists involved in atacks worldwide Afghan-trained terrorists aso
paticipated in wars and insurgencies in Kashmir, Tajikistan, Bosnia, Chechnya, and the
Phlippines. In fact, terrorists trained in Afghanstan were involved in the 1993 World
Trade Ceter bombing.'* Herce, urtil al members o the United Nations agree to stop
harboring, training, and sponsoring terrorists, the United Nations will not be the
appopriate forumto dewelop a cardinated defnition or pdlicy to prevert and respond to
terrorism.

Another problem in defning terrorism is that different typesof groupsexst. Same
groups such as the Liberation Tigers of Tamil Eelam (LTTE) ae separatist groups with
their own independent agenda (the LTTE wants its own independent Tamil state in Sri
Lanka); they generaly confine their atacks to domestic pditical and military targets,
economic infrastructure, and divilians.™® Such groups ae nore an internal problem for
their own governments, rather than a treatto US national secuity interests. Howewer,
the gioups d greaestconcem to the USard ather denocracies,and those which posethe
greaest threat to US vital national interests alvoad, are gioups wihch are spasored,
trained, ard used asnstruments o pdicy by spasaring sttes. For thesegroups, it is
essetid for the US to dewlop a ckar deinition ard pdicy regarding their actons,
because suchroups ae a diect threatnot only to citizers d many courtries, but to the

vital international secuity interests o many nations. For exanple, Iranian-backed samic
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groups such as HAMAS, Pdestinian Islamic Jhad, and Hizballah, have formed a
coordinated efort to demil the peace mcess m the Middle East through continued
terrorist atacks. *° Iranian-sponsored groups aso threaten national security and stability
outside the Middle East; Hizballah clamed responsibility for the 1994 lombing of the
Argentine-Israel Association in Buenos Aires, Argentina, which killed 96 people.’ It is
these ypes ¢ groups—wel-financed, spasared, ard direcied ty sovereign states, which
conductattacksacrossinternational borders, for which clarity in definition ard pdicy is so
essential to protecting US interests. Therefore, the remander of this discussion will center
on such state-sponsored international terrorist groups.

Lt Co Donad J. Hanle dfines shte-sponsared terrorism as ‘the enployment of
lethal force across nternational borders for the pupose d destoying or weakeimg the
political cohesion of a trgeted pditical ertity.”'® For US gosernment palicy purmposes,
this is a better definition than those previoudy discussed for severa reasors. Firdt, it
spediicaly addessesacts o terrorism aganst other pdlitical ertities. This is important
becauset speciicaly addessesriternational atacks (vhich are therefore o international
interest to targeted shtes) as @posed to attacks aganst internal, domestic targets.
Secand, it cleaty spedies he notivation of suchatacks; namely, they are politicaly
oriented. This is important because pdical motivation distinguishes terrorist attacks
from non-politically motivated international crimes. His ddinition weakens, however,
whenhe confinesthe purpose d suchattacks stictly to destoying “palitical cohesion of a
targeted pditical ertity.” State-spansored terrorist atacks @cur for other reasms, as
wel. For exanple, the 1983 tanian-backed lombing of the Marine barracksin Beirut was

instigated to force withdrawal of peacekeepg forces fom Lebanon.”® The bombing of
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PanAm Hight 103, which (@) the Iraniars pad for, (b) the Syian Popular Front for the
Liberation of Pdestine-Genera Command (PR.P-GC) planned, and (¢) Libyan agents
execued, was degedy instigaied ly Iran as evenge r the US shoot-down of an Iran
airbus ealier that year®® Additionally, it is not beyond the realm of possibility that revenge
for the 1986 US aack o, Libya’'s terrorist infragructure wasa key motivation for Libya’s
involvement in that bombing. Herce, pditical objecives n state-spasared terrorist
attacks are varied, and not limited to attempts to destroy the target’s political cohesion.

Addtionaly, it is important to emphasize the international nature of state-sponsored
groups anl their acions, whether they occur acioss nternational borders wihin the
sovereign territory of another gate (induding the embassies of other naions), or whether
they are canmitted aganst arother country’s retionals wihin the borders of the
spasaing stte. This pont must be enphasked lkecause sttes canuse sulnational
groups {n anofficial or urofficial capady) as a rears d internal represson aganst their
own people (as in Iraq or Nazi Germany). Thus a new ddinition of Sate-sporsored
terrorism must address the international aspect of their activities.

The most important point which Hanle makes in ddfining state-sponsored
[international] terrorism, is that this paticular form of terrorism is an act ofwar, in that

»21

“war involves he enployment of lethal force for a poalitical erd. His cattertion is

anply suppated ly Clauswitz' s dictum that “war is not merely anactof policy but atrue
political instrument, a cattinuaton of pdlitical intercourse, carried on with other mears.”**
Hare’s canpairison of state-spasared terrorismto Clausewiz's concept of the purpose

of war is anply jusified, since sate-spansared [intemational] terrorist groups ae usedas

instruments o state pdicy to enploy violerce agaist other statesfor palitical purposes-
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state-spasared terrorist acs ae true pditical instruments with which states cary on
“political intercourse” “with other mears.” Clauswitz alo direcly suppats Harle’s
argunment by insisting that the object of war need not be limited to total defeat of an
enemy army:
It is possble o increase he likelihood of successwithout defeaing the
ereny’s forces. | refer to operations that have direct political
repercussons that are degyred n the first place b disrupt the oppasing
dliance, or to paayze it, that gan us new dlies, favorably affect the
palitical scer, efc. If suchoperations are pcsble it is obvious that they

cangreaty improve our prospecs ard that they canform a nuch slorter
route to the goal than the destruction of the opposing affhies.

Despte the fact that Clausewiz wrote these wads in the context of late eighteerth
ard eaty nineteerth certury Napdeonic warfare, they are completely applicalle to state-
spasared international terrorism becausehe political objecive d suchacs is not dekeat
of an ereny amy, but direct political repercussions—such as withdrawal of military
forcesfrom a paticular region, disruption of peace ggotiations, or undemining arother
country’s political influence.

Hare’s contertion is also suppated by SunTzu’'s The At of War, which is based on
anindirectappoachto defeaing the ereny; that is, the best mears o sulduing anereny
is not through battles letweenamies, but by attacking the ereny’s stategy ard plars—in
other words, attacking the mind and poiitical will of the enemy.** A key elerrert of this
strategy is understanding how to use small forces to defeat larger forces:

He who understands how to use both large and small forces will be
victorious.

Tu Yu: There ae crcumstarces n war when many camot attack ew, ard
others whenthe weak cammaster the stong. Ore alte to manipulate such
circumstances will be victorious.

14



Middle Eastem terrorist groups ae nesters o this art. Whenthey bomb anentbassy
or arliner, or assassinate an important military or pditical figure of a politically and
militarily stronger state such as the US, they know the US will not indiscriminately
retaliate aganst anertire courtry. Retibution for suchattacksis difficult dueto problems
in pinpointing the actual leaders and participants in an attack.

Such an gpproach is not limited to acts of violence aganst physical targets--our
information ard canmand ard cantrol infrastuctures ae equdly lucrative targets for
electronic ard digital disruption ard degruction. As discussed in the previous chapter, the
newestform of terrorist atack, information warfare, is just arother mears by which state-
sponsored international terrorist groups can use Sun Tzu’s indirect appoach to
successflly atack amther country. Rater than high-risk atacks e US enbasses or
arliners, atacking US information ard cammand ard control infrastucture has the
potential to be more devestating than an explosive devce, since he US government, its
economy, and military forces are s0 heavily dependent on global information and
communicatons networks for daly operations. Therefore, ary definition of state-
sponsored international terrorism must consider such eventualities.

To summarize, an effecive defnition of state-spansored international terrorism must
state that such attacks are:

1. illegal;

2. performed to achieve some political objective;

3. instigated or supported by a sovereign state;

4. performed by a subnational or clandestine group;

5. conducted against another sovereign state;

6. an act of war; and
7

. not limited to physical violence aganst propety or pesons, but can include
attacks on a state’s vital communications and information infrastructure

15



| therefore piopose the following new deinition of state-spansored international

terrorism:

An act of war, involving illegd attack on pesons, property, and/or
communications ard information infrastucture of arother state, execued
by one or more subnational or clardegine goups instigaied a suppated
by a sovereign state to achieve a political objective.
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Chapter 3

US Counterterrorism Policy

US counterterrorism pdlicy has rot charged nuch in the decade sce the Vice-
Presdert’s Task Force an Combating Terrorism wasconvened in 1986. At that time, US
counterterrorism palicy enphasied loth multilateral and urilateral acions to prevert ard
respond to terrorism; no concessions to terrorists; and the rule of law.! Current US
counterterrorism padlicy, asoutlined n our 1996 Natonal Secuity Strategy, is “to make
NO concessons to terrorists, continue to pressue state spnsa's of terrorism fully exploit
al available legd mechanisms to punsh international terrorists, and help other
governments improve their capabilities to combet terrorism.”® In accadarce wih this
palicy, the US has pusued roltilateral measues wth other denocraces to combat
terrorism.

In Decenber 1995,the G-7 (US, Britain, Carada, Frarce, Gemary, ltaly, Japan ard
Russia met at Ottawa to discuss muitilateral efforts to combat terrorism. This meeting
produced the following proposals:

1. Explore rew mears d erhancing the curent internationa legal framewark to
fight terrorism including a cal upan al states b became paty to exsting
international conventions, for Sateswhich suppat terrorists to renounce terrorism
ard financial suppat, sronger law erforcenert cooperation, ard to strengthen
domestic, bilateral and international extradition treaties.

2. Increase sharing of expertise, information, and intellig ence among the international
community to prevent terrorist acts.
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3. Strengthen measues b prevert possessin ard use & weapms o mass
destruction by terrorist groups.

4. Use rew technologies b make eriry controls more effective, including methodsto
make forgery of travel documents nore difficult, ard to dery ertry to petsons
known to be involved in terrorist activities.

5. Dewvelop common stardardsfor secuity procedues b boost maritime ard avation
security.

6. Cooperate and share information on protecion ard secuing of pulic targets such
as mass transit systems, information systems, public utilities, and public buildings.

7. Depiive terrorists d their saurces d finance, including preverting terrorists from
raising funds to suppat their actvities, ard exploring mears to track aml freeze
monetary assets of terrorist groups.

Addtionally, the G-7 ard Russia nade the following agreeneris at the July 1996
Paris Ministerial:

1. Protect mass tarspatation through improved exlosive, vehicle, ard passeger

identification procedures.

Declare terrorist bombings an international crime.

3. Criminalize possession of biological weapons.

4. Adopt uniform ercryption technology to crack emrypted terrorist computer
communications.

5. Develop a forensic science database and share information on explosive thggants.

N

The US has abko taken unilateral acions to combat terrorism Congress increased
ecahomic sarctions aganst Iran ard Sudan ard maintained ecmomic sarctions agamst
Libya and Iraq for their continued sponsorship of terrorism. Furthermore, Congress
eracied the Antiterrorism and Effective Death Renalty Act of 1996 which “...bans
fundraising in the United Sttes that suppats terrorist organizations...dlows US officials
to deport terrorists from American soil without being compdled by the terrorists to
»n5

divulge classified information, and to bar terrorists from entering the United States...

This bill also alows US citizens who are victims of a sate-sponsored terrorist attack to
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“file a bwsut in federd court aganst a spmsaring terrorist country” ard “prohibits
terrorists from accessing financial assets in the US.”

Although these neasues ae laudabe, there is a critical problem with all of themn
namely, they fail to attack sate-spasared international terrorist groups’ true cerer of
gravity—the state which sponsors such grouganle stated the solution as follows:

...the nation ddfending itself against sate-sponsored terrorism has in reality
two erenies: the actial terrorists aml the shte that spasars them  Yet
there is gill only one center of gravity: the will of the sponsoring Sate to
suppat the terrorists. If the targeted regime cansuccesfully degroy the
will of the sponsoring sate to suppat the terrorists, then the cdesion

between the two is shattered, and the terrorists mug find a new spornsor
and sanctuary or perish.

In other words, curent domestic ard international agreenernts and legislation are
targeted atpelipheral elerrerts of state-spasared international terrorist groups. Barring,
depating, extradting, and prosecuing known terrorists, increasng secuity measues,
criminalizing soecific acts as terrorism, and freezng asset of known terrorists ae al
actions limited in their effectiveness because hey do not directy target the ertity which
funds, trains, directs, and provides safe haven to these groups—the sponsoring state.

Col John Warden's modd of the enemy as a system best illustrates the weakness in
our aurrent counterterrorism srategy. Warden's modd helps us understand organization
of an ereny’'s system thereby erading idertificaton of vulnerae ceners of grawity,
which helps us determine the best means to defeat the énemy.

Warderis model of the ereny as a sgtem proposes five basic attributes for every
system whether it is anindividualbeing, a sate, or a terrorist organzaion. Theseinclude
the leadership, organic essentials, infrastructure, population, and fielded military forces.’

The pats d the system farthest away from the leadeshp are the nost experdale;
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fighting eknerts can aways be replaced eaby, but loss d key leades and orgaric
essentials can severely debilitate or destroy the syStem.

The most important part of the system, which controls dl other pats of the system is
the leadeshp. Using Warderis aralogy, in a shte, it is the government which controls
the ertire system™ In a state-sponsored international terrorist group, it is the sponsoring
state. Without the pditical ard geagraphic protection, money, equpment, ard weapary
which a spmsaring siate provides, it is difficult for a terrorist group to organze, train, ard
equip its members.

The secod pat of the system secand in importance D the leadeshp, is the organc
essetids. In a shte, Wardenidertifies hese as esngy ard money.'? In a sate-spasored
international terrorist group, it is weapas, anmunition, bank accaurts ard other saurces
of money, communicaions networks, training canps, pditical protecion, ard territory
within a sponsoring state in which to reside.

The third patt of the systemis the infrastucture; that is, physical pats d the system
which connect orgaric essetials ard leadeshp to the rest of the system As Warden
stated, in a sate, this includes dl saurces of trarspatation ard industies which are
connected ly the rarspatation infrastucture.” In a state-sponsored terrorist group, this
includes dl modes d trarspatation, sak houses wthin targeted states (including
embassies), and communications nodes.

The fourth parit of the systemis the pgulation. Warden say that in a shte, this
includes he germra citizerry.'* In a state-sponsored international terrorist group, the
population includes every person indirectly involved in terrorist activities. front groups

which collect money for terrorist groups pesons who collect intelligence; forgers,
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weapas supplers, money launderers;, instructors at training canps; enbassy
representatives in foreign courtries who facilit ate transmission of information; documents,
money, and pasonnd; and liaisons beween the sponsoring government and the terrorist
group.

Finaly, there s the fifth pat of the system—the fielded forces. In a state, these
include both military and civil forces (police).”® In a state-sponsored terrorist group,
fielded brces nclude he leades ad “soldiers” within a terrorist group wio actualy
direct and participate in terrorist acts.

Table 1 illustrates Warden's concept of the enemy as a system, specificaly applied to
state-spasared international terrorism It is adaped from Warderis “System Attributes”

Table!®

Table 1. State-Sponsored International Terrorism: System Attributes

System Component State-Sponsored International Terrorism

Leadership Sponsoring state

Organic Essential Weapons and ammunition, money, trainirjg
camps, safe havens

Infrastructure Transportation, safe houses,
communications

Population Spies, forgers, money launderers, weapdns
suppliers, instructors, embassy
representatives

Fielded Forces Group leaders, “soldiers”

In terms of Warden’s modd, current US counterterrorism pdlicy is mainly directed at
peripheral elererts of the system—the fielded brces persons committing terrorist acs)

ard their infrastucture. Freezng of terrorist group nonetary asses hits closer to the real
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mark by attacking organic infrastructure, but it &ill misses the red target—the Sate
spasas. The result is predictable. International ecanomic sarctions aganst Libya have
not resulted n extradtion of the PanAm Ht 103 lmmbing suspecs, nor has Libya emed
sponsorship of terrorism. The same is true for other sate gponsors currently sanctioned
by the US. The US nighttime atack on Iragi intelligence headquaters has not sopped
Iragi spasarship of terrorism since pe@le, not buildings, orchestate suchattacks. Of
the gates which sponsored terrorism 10 yers ago, severa are ill sponsoring terrorism.
In 1986,the US Depament of State listed Libya, Syria, Iran, Irag, Cuba, North Korea,
South Yenmen, the Sviet Union and Eastem Europe, ard Nicaraguaas state spansars of
terrorism.’”  Of these, South Yemen ard the Soviet Union no longer exst as sovereign
ertities, and since the Sandinistas lost both their Soviet spasars ard their monopoly on
power in Nicaragug they are ureble to sponsor terrorist atacks and guerilla movements
in naghbaing wuntries. The remaining five, however, have continued to train, finance,
equp, direct and provide sak haven to terrorist groups o/er the pastdecade. Cleaty,

more effective measures are needed to stop state sponsorship of international terrorism.
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Chapter 4

Proposals for | mproving US Counterterrorism Policy

An effecive caunterterrorism padlicy aganst a spmsaring siate requires use of all
instruments of power (economic, paitical, information, and military) in concert within the
bounds of international law ard cusom. The pupose of such a pdicy is to make the
spasaing statesrealze that the cost of spaisaring terrorist groups & too high, ard to
erd suchspasarship. Cument efforts mentioned esewtere in this paperdo not impose a
highermughcost on state sponsors. Instead,such measiresshould be used b suppat the
main effort—destroying the will of the sponsoring sate to suppat terrorism. To acheve
this, Hanle proposes:

...a nation that is the target of date-sponsored terrorism initiate and
condud alimited war against the sponsoring sate. The purpaose of the war
is to increase lhe spamsa’s eperditure d effort urtil he is no longer
willing to sponsor the terrorists and withdraws his suppat. The force
enployed agaist the spamsaring siate stould, of course, be commensurate
with the threat.

Such a proposal is completely within the bounds of international law and cusom
underthe dcctrine of individual sef-deferse,which is “an arciert ard fundanenrtal right of
states recognized from time immemorial...Individud self-defense is universally accepéd by
the world community as legalizing the use of force.”

Article 51 d the United Natons Clarter recaynizes égitimate use @ force for both

individual and collective self-defense:
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Nothing in the presem Charter shall impar the inherent right of individual
or cdlectve sel-deferse f anamed atack accurs aganst a Menber of the
United Nations urtil the Secuity Council has takenthe nmeasues recessar
to maintain international peace and security...

Hence a limited war aganst states sponsoring terrorism is both justifiable and an
inherent right.

Additionally, the US should pursue ad spasar a clarge b the UN Clarter which
recagnizes Imth physical and “cyberspace” aiacks as gwunds for preenptive ard
retaliatory strikes agaist the dfending state. As it stards, Article 51 only provides
grounds for seif-defense if an armed attack occurs. However, with new capabilities to
destroy other nations critical economic, informational, pditical, and military
communications and dat systens through “cyberspace”attacks, international aggesson
has acquired a new dimension, in which a state can attack another without firing a shot.

The United States can also set up a formal dliance with selected dlies for collective
self- defense against state-sponsored terrorism.  Its basis and function can be smilar to the
North Atlantic Treaty Alliance, article 5, which states:

...an amed atack aganst one or more of them...dhall be considered an
attack aganst al of them...if such an atack occurs eachof them in
exercise d the right of individual or cdlectve sel-deferse ecanized by
Article 51 of the United Nations Charter, will assist the Party or Parties so
attacked ly taking forthwith, individualy ard in concert with the aher

Parties, such acton as t deens recessay, including the use ® amed
force...!

Such an dliance would force sponsoring states to consider that any terrorist act
committed aganst one signatory would resuk in cdlectve acton aganst the spasar by
severa states. Such an dliance should dso address collective actions to preempt or

retaliate against “cyberspace” attacks.
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Historicaly, amed respase b terrorist atacks,when execued propetly, has helped
reduce attacks. For exanple, in the wo yearss ater the US bombing raid on Libyan
terrorist bases in 1986,there weke no known Libyansponsored atacksaganst US citizers
or property.® In the decadedllowing the raid on Entebbe, “not a shgle Israel plare was
hijacked,ard virtualy no atempts were made © seke lsrael hostages alwad’® Some
lawmakers doject to suchan appioach on the giounds that it invites retaliation, but so
doesweakress ad lack d resdve in the face & suchatacks. As Berjamn Netanyalu
(current Prime Minister of Israel) stated:

We slhould recagnize a sber truth: A successfl war on terrorism will
involve a successn of blows am caunterblows, ard some unawidable
casudties along the way. What is required is a commitment to a
continuouscanpagn against its spnsars, not just erratic responses o
individual terrorist acs. There ae o one-sslot sdutions. A forceful
response aganst aggression may very well elicit reprisals initially. But over

the long run, it is the only way to meke governments sop launching
terrorist killers.

Secandly, since state-spansared international terrorism is an act of war, the
Depatment of Defense, (rather than the Deparment of State) stould be the lead agecy
for responding to suchinciderts. The Depamment of State cansuppat amed response
through ecanomic ard palitical sarctions (for instarce, closing the spamsaring stte’s
enbassy), but the reeded epettise for plaming ard execuing an appopriate level of
military response resides in the Department of Defense.

Within the Depamment of Defense, forces canbe orgarized more efficierily to
combat terrorism In the atermath of the faled Iranian hostage rescue attempt, Col
CharlieBeckwith, the rescue force commander in that operation, proposed the following:

My recanmendaton is to put together an orgarizaion which contains
everything it will ever need, an organization which would include Delta, the
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Rangers, Naw SEALS, Air Force plots, its own daff, its own suppat
people, its own arcraft and helicopters. Make this organization a
permanent military unit...Allocate sufficient funds © run it. And give it
sufficiert time to recmit, assessard train its pe@le. Otherwise, we are
not serious about combating terroriém.

Accarding to Harle, creaton of US Specal Opeations Command (USSOCOM) was
a baginning, but it is nat enough USSOCOM is gengally a suppotting command, not a
suppoited command. Thus, in combat USSOWM forcesbelong to the suppated CINC
of apaticular geogrgphic region. Furthermore, forces comprising USSGCOM come from
all four sewices,ard as suclcary their own biases ath agenas. Such an arangenent
preverts USSOCOM from acheving the indepenlerce d acion it needs ¢ accanplish
counterterrorist missons free fom interservice iivary amd hases with affect
coordination, training, ard missbn accanplishmert.’ Specil Opeations should became a
completely separate branch of service and train its own people from initial
erlistmert/commissoning on tacics and dactrine required for specal operations missons.
This way, the United States will develop a distinct cadre of highly experienced, specialized
personnel forsuch high risk, critical missions as counterterrorism.

While these suggesions for pdicy chargesare ot comprehensive, they provide a
direcion for improving US cainterterrorism pdicy by suggesing organzaional ard
policy chargeswhich eralde the US to attack he carect certer of gravty--the spaisaring

State.
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Chapter 5

Conclusion

State-sponsored international terrorism is a serious challenge to both domestic and
foreign security interests of many nations. Current US pdlicy regarding this phenomenon
is inadequag because or government does mt have a single, coordinated, ard
comprehensive ddfinition of this form of terrorism; furthermore, US pdlicy is directed at
peripheral elerrerts of the system of state-spasared international terrorism  This paper
recommends severa actions to improve our ability to fight sate-sponsored international
terrorism.

Adopt ard seekmultinational suppat for the following defnition of sate-sponsored
international terrorism:

An act of war, involving illegd attack on pesons, property, and/or
communicatons ard information infrastucture of arother state, execued

by one or more subnational or clardegine gioups instigated a suppated
by a sovereign state to achieve a political objective.

DirectUS counterterrorismpolicy ard actons towards he true cemer of gravity--the
sponsoring state. The US can use its sgnificant pditical, military, and economic power to
impose sarttions, enbargo, blockade, ard freeze ronetary asses to isolate dfending
states ard canreque$ suppat from its dlies (as we did in EL DORADO CANYON) in
these adbns. These adbns should be coupled wih spediic stikes agaist the spansaring

states  ability to suppat terrorism—inteligence agencies, military forces, state
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communications ard information infrastucture, ard pesonnel who plan ard drect state-
sponsored terrorist acts.

Seek sppat to charge he UN Charter to include state-sponsored information
warfare (hat is, “cyberspace” atacks m key national communicaions ard information
systens) as grounds for individual ard cdlecive preenptive amd retaliatory sef-deferse
actions.

Make the Depatment of Defense the lead agecy for respase to state-spansored
international terrorist inciderts. Once we lave erough information about an attack to
conclude t was satespansared, the atack stould be considered anact of war, ard the
Department of Defense should take the lead at that point.

Dewelop Specal Opetions into a sepaate brarch of sewvice whch recuits, trains,
and equips its own people from initial enlistment to retirement. The missions which
Specia Operations personnel perform require commitment to unique, long-term training
and experience.

Further studyis required before acing on these poposals. Howewer, the inadequacy
of curent US counterterrorism palicy necesgsetes sgnificart charges, ard atention to

these proposals can facilitate needed change.
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