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Preface

| chose the topic of this paperfor two reasms. The first is the seermg lack d focus
in protecting our amed forces n depbyed bcaions. There is a pkthora of guidarce,
regulations, and palicies on the topics of terrorism, anti-terrorism, and counter-terrorism
available to the wafighter, but there appeas to be a lack d continuity ard a tue pint
effort by all of the Services. My intent with this project is to point out possible failures in
current procedures and recommend potential solutions.

The secand, ard more personal reasm for choosing this topic is my own expererce
as avictim of terrorism while deployed on military duty. On 10 Augug 1987,in a suburb
of Athens, Greece| suffered injuriesin a terrorist bombing. Ten of us wee returning to
our hotel in an unmarked minibus after flying a routine military misson. We were not
innocent bystanders, but the actud target as a paked car filled with explosives was
detonated by remote control as we passed.i Due b anenror in the phcenent of the
explosives, we were all spared serious injury.

After the bombing, | was amazed atthe carfuson ard lack d prepaation of the
military personnel to deal with aterrorist event. In 1987,they had little gudarce a1 how
to deal with or adequéaely protect military forces aganst terrorism and | wanted to see if
improvements have been made since then.

| would also like to ackrowledgethe asstarce | receved duing the caurse d this

project | would like to thark the supeb staff at the Fairchild Library at Air University for



their knowledge and assstarce n making this project passble. | would ako like o offer
my sincere appeciation to Lt Ca Steve Torrence, my facuty reseach advsar, for guiding
me through this erdeawr. Of course,| have to thark my wife, Dely for her paierce ard

understanding while | completed this project.
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Abstract

The depbyment of US ammed forces b areasof urrest exposesthem to possble
attackfrom hostile state ard non-state acbrs. US forces gpresem Americaninterests ard
provide anoppartunity for an adwersary to attempt to influerce US pulic or palitical
opinion through violerce a threatof violerce. For the puposes & this paper the focus
will be on the threat of terrorist bomb attacks against US forces abroad. When it comes to
protecting deployed United States military forces aganst terrorism, is force protection
provided sufficient priority under current US security policies and guidance?

Tradtional reseach methods were used b aralyze aml provide passble sdutions ©
the problem. US government pubications, military manuds, and professional journals
providedthe pimary information saurces  awid possble perodical ard newspaperbias.
Also, the siicide ombing of the US Marine barracksin Lebanon in 1983 ad the Khobar
Towers bombing in 1996 ae ued asca® studies to illustrate the smilarities and
differences d the findings, recanmendations, ard force pitection guidarce resuking from
each of two mass-casualty bombings, 13 years apart.

There are amilarities between the two bomhbings but while there is certainly more
guidarce aml written padlicy conceming the terrorist threatto US forcessince 1983, there
doesnot appearto be a truly united efort anong the amed forces b protect thenselves
aganst terrorist atack. This requires the creaton of a true pint doctrine leading to better

training, education, and resources to protect deployed US forces and deter terrorism.
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Chapter 1

Intr oduction

Evenin friendly teritory a fortified camp Bould be st up; a geneal
should never have to say: did not expect it.’

—The Emperor Mauricélhe Strategikonc. 600 AD
Terrorism.  The word itself drikes fear into many people around the world.
Seeningly serseless a® o violerce ceat a dese in pe@le to understand the motivation
of terrorists. This is not intended to ke a psychological sudy onwhy terrorists act, but a
discusson why terrorists may choose to strike USammed forces deplyed overseas. More
importantly, what canthe US government do to better protect its amed forces’ men ard

women against this threat?

Background

Terrorismis a natural weapa for the very weak. By attacking aneremny’s norale
rather than its plysical forces diecty, the terrorist acheves a dspaate payack n
political power for a minimal expenditure.” Brian Jenkins, a former member of the Rand
Corporation and author of many reports on international terrorism, notes that terrorism is
violerce b effectthe pegle watching rather thanthe actial victims. Fearis the intended
effect, not a byproduct of the act® As aresul, terrorismcanbe a stong weapm wielded

by the weak to affect many people other than the actual victims.



It is important to note the efectterrorismhas an scciety in gereral, but the American
peqle in paticular. Terrorist acts ae nedia eweris Calle News Nawork (CNN) brings
into homes aound the wald. Since errorismis a type d pdlitical theaer desgned to
ater governmental authority or behavior, the peceived inability of democratic
governments to respand efectively to terrorist inciderts, as seein the nedia, affects the

confidence of citizens and alligs.

Increased US Involvement in Military Operations Other Than War (MOOTW)

The end of the Cold War diminished the threat of a mgor war aganst a known and
powerful ereny. The Presdert’s Natonal Secuity Strategy of Engagenent ard
Enlargenert cals for a presere d US forces,in areas & urrest, to adwance USstrategic
interests and influence. This adso serves as an effort to promote regional sability and
denocracy alroad. A large pat of this strategy involves using the US amed forcesto
deter aggression and participate in peacekeeping operations.

The military instrument of power is normally thought of as the last resort to protect
national interests a acheve national objectives,ard tradtionally is desgned fr sustined
combat operations aganst a krown erery.  MOOTW, on the other hand, involves
deterring war, resdving conflict, ard promoting peace. The idea & to prevert or limit
hostile acivity in a region or suppat humanitarian operations.” In anoperation promoting
peaceor aiding a humanitarian relief operation, a reducton in force potecion ard

security emphasis is not uncommon.



Relevancy of the Study

Normally, the US military has facedthe defined ard readly idertifiale fielded brces
of an enemy during military operations. In order to suppat our national secuity srategy,
the Unted Sates las kecane more involved n MOOTW,; this often placesforcesin
situaions where exsting pditical or religious dfferences wihin the rost nation creae an
atmaosphere of hostility towards the US presence. The enemy is not well-defined and the
possibility of confrontation exists between ideological radicals and extremists and the US
forces.

This study is relevant for two reasms. The first is the MOOTW increase.In
MOOTW, the ervironmert is often pemissive, pditical objectves ae the driving force
ard the impactof inappopriate acton mustbe considered? In the past, US forces were in
permanent facilities surrounded by fences and gaes daffed by guads With fewer
pemarernt bases @erseas,US forces ae dten housedin unsecued areas. Since the
intent of MOOTW is not to be pemarent, US forces dten erect tent cities a live in
existing hotels or host government facilities. Political considerations and restrictive rules
of engagement in an operation often limit the security measures our forces can take.’
Highly visible secuity mechansms suchas amored vehicles, checkpants, dogs a fences
may not be feasible.

The secand reasm this study is relevant is the lack d a suficiert joint effort towards
force protection from terrorism. The US military has a myriad of joint pulbications and
direcives creaed to conduct joint warfare ad deensive goerations, ard ewven a pint
puMication devoted to atiterrorism. Yet, after issuing the joint puldications, two terrorist

incidents occurred in one year in Saudi Aral$@mething still appears to be wrong.
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Chapter 2

Case Studies

...give the enemya spanking fom behind. You can kill moe soldiers by
scaring themto death fom behind vth a lot of noise than by attacking
them from the front.

—General George S. Pattalr,
The Patton Paperd,940

There have beennumerous terrorist atacks hroughout the wald ard it would be
impossible to study al of them in the limitations of this pgoer. Therefore, two sgnific ant
terrorist inciderts wee sekcied as epresemative case sidies, the sucide ruck bombing
of the Marine Barracksin Beirut, Lebanon in 1983 ad the truck bombing of Khobar
Towers in Dhahran, Saudi Arabia in 1996.

These patcular inciderts involved he use 6 explosivesard creaed mass casudies.
The bomb is the contenporary terrorists weapa of choice. They are inexpersive to
produce, attract attention, gererally involve low risk to the terrorist, ard ae eady
derialle should the bomb produce udesrable results.” Since 1983,appoximately half of
all recaded errorist inciderts involved exlosives? Also, thirteen years separate the two
incidents.  When comparing the two incidents, were improvements made over the
intervenng yearss to protect our forces aganst terrorisn? Terrorism has receved a
significant amourt of attention in our nation’s capitol, but is that making sgnificant

differences in force protection?



The Beirut Bombing, 1983

US military forces entered Lebanon in September 1982 as pait of a nultinational
force.Initialy, forceswere gererally welcomed ty the local populace ad the ervironmenrt
was comsidered tenign. The American Marine Amphibious Urnit (MAU) resided in the
Battalion Landing Team (BLT) Headquaters building locaed wihin the Marine
compound at the Beirut International Airport. The US missbn was b estblish an
environment that would pemit the withdrawa of foreign military forces and ad the
Lebanese government in establishing sovereignty in the Beirut area.

At appoximately 0622 o Surday, 23 Ocbber 1983,a terrorist bomb degroyed the
BLT Headquaters building.. The eyplosive devce, esimated atthe equvaent of 12,000
pounds of TNT, was contained inside a Mecedes stkeled truck diven by a sngle
individud on a suicide mission. Moving a agpproximately 35 miles pe hour, the truck
peretrated the concettina wire fence surounding the canpound, swewved aound seeral
sawer pipe barriers, and pased sveral amed guads before crasiing throughthe ertrarce
to the huilding ard exploding in the lobby. The blag left 241 US military personnel dead
and more than 100 wounded.

Following the ombing, the Secretary of Defense eséblished the Long Commissbn to
conductaninquiry into the terrorist atack. The canmisson’s task was ¢ examine rles
of ergagenent ard secuity measues n place atthe time of attack ard presen their
findings aml recanmendaions.® Numeous findings and recommendations were cited in
the fina report, but key findings ncluded a dilure in the chain of command, lack d
accuete intellig ence, and lack of military preparedness on the pat of the US forces.® The

commissbn concluded he chain of command failed to correct or anerd the defensive



posture of the forces, based on the deeriorating political and military conditions in
Lebanon. Also, their recanmendaion was br the Secretary of Defense to take “whatever
admnistrative a discplinary acion he deens appopriate” to correct the supevision
problem.” This seeningly puritive measire did ot provide he recesary sound guidarce
on rectifying the flow of information or awareness down through the chain of command.
Intellig ence was identified as abundant, but not tailored to the commande’s needs
Specificaly, human intelligence (HUMINT) suppat provided b the canmander was
virtudly non-existent.® The cammittee ecammendatons were obvious: tailor the
intelligence and improve the HUMINT support to US forces in conflict areas.
Perhaps the lack of military preparedness was the commisson’'s most disturbing
conclusion. The canmissbn found USforces n Beirut “not trained, orgarized, staffed, or
suppated b deal effecively with the terrorist threat”® It was recanmended ly the
commissbn “the Secretary of Defense drect the dewlopmert of doctrine, plaming,
organzaton, force stucture, educaion ard training necessar to deend agamst ard

counter terrorism*

The Khobar Towers Bombing, 1996

US forces ae ot new to the Rersian Gulf region. The Unted Sates tas maintaineda
military presence in Saudi Arabia snce the 1950s primarily serving as Saudimilitary
advsors ard trainers. The Iragi invasion of Kuwat in 1990 damaticaly charged te US
presere ard role in the region. Massve US forces, acing to protect vital regional
interests, ertered the Kingdom of Saudi Arabia ard led a calition of forcesto free Kuwait

ard helt Iragi aggesion.”* Howewver, DESERT STORM did rot erd the threatof Iraqi



aggression. The US mantains a strong military presence in Saudi Arabia and the Persian
Gulf region to monitor Irag’s compliance with UN Security Council resolutions and keep
Sadam Husse's regime in check. Thus, if our regional presere does not deter Iraqi
aggression, then US military forces are prepared to execute an immediate response.

Gererdly, Americars felt secue ard wekome in Saudi Araba ard ewen after the
1983 lmbing in Beirut, Saudi Aralia preserted little darger™ During DESERT
SHIELD ard DESERT STORM, secuity increased d levels assaiated wih war. After
hostilit ies ended, force protection was still actively pursued, but in the context of a sable
and secure environmetit.

On Jure 25, 1996, military members from the United States and other nations resided
in a compound near Dhahran, Saudi Arabia, called Khobar Towers. Occupied by military
members snce DESERT STORM, this residential high-rise complex housed nearly 3,000
US pesonne asigned © the 4404h Air Wing (Provisional).”* That day, a violert
explosion rocked te campound asa terrorist truck bomb, containing 3,000 to 8,000
pounds of TNT, debnated jus outside e rorthern pelimeter fence. The result was 19
fatalities and approximately 500 personnel wourtded.

Following the ombing, the Secretary of Defense drected an assessert be made of
the facts aml circumstarces surounding the Khobar Towers bombing. The Downing Task
Force, led by retired Generd Wayne Downing, was established to complete the
investigaion. Divided nto two distinct phases,the assessemt involved reseach ard
aralysis of directives,instructions, pdicies ard regulations relevant to force protection in
the Deparmment of Defense aml the Urited Sates Cetral Command (USCENTCOM).

The secod phase nvolved assessants of secuity ard interviews with commanders, staff,



ard amed forces’ personnel involved n secuity at Khobar Towers.™® The task force
arrived at 26 detailed findings in the overal investigation.” Howewer, the aeas @
concem can be narrowed © three Woad cakegaies: flaws in the chain of command,
inconsistencies in intelligence, and a lack of standardized force protection guidance and
doctrine.

The Downing Task Force und the chain of command respansible for not providing
adequat protecion of the forces at Khobar Towers. The task force cited “the
inconsistent, and sametimes inadequag, force pitecton pracices arong sewice rces,
joint headquaers, ard different countries resulted fom insufficiert command

"8 Task force ecanmendatons were intended b ersure the proper

involvenert.
operational structure for conditions ard to promote caitinuity within the chain of
command.

Intelligence was considered good in maost respects, but lacking in key areas. The
terrorist threat to US forces in the region was identified, but not al potential sources of
information were exploited, paticulady HUMINT.® The task force recanmended nore
emphasis on the analysis of intentions and capabilities of regional terrorists.

The task force dertified he lack d force piotecion stardards ard guidarce as a
problem in providing adequag secuity. There was © comprehensive appoachto force
protection estblished in the region. The task force recanmended he creaton of a shgle

DOD agermry to “dewlop, issue, ard inspect compliance wih force piotecion physical

security standards?”



Summary

The two terrorist incidents, though 13 years gpart, have sgnficant amilarities. While
specific ddails differ, the genera findings and recommendaions are remarkably similar
regading the bombings In both instances, the chain of command, intelligence
weakressesard the lack of adequag guidarce regarding force potecion were idertified
as problems contributing to the successful terrorist attacks.

So, what happered in the 13 ars between the tombings? Appaently, there
continue D be problems in force potecion developmert. The next chapter discusseshe

changes that occurred in the time between the Beirut and Khobar Towers bombings.

Notes

Joint Pubicaion 3-072, Joint Tactics Techniques and Rocedues for
Antiterrorism iii.

?Ibid., ii.

*Commission on Beirut International Airport Terrorist Act, Report of the DOD
Commsson on Birut International Airport Terrrorist Act, October 23, 1983
Washington, 20 December 1983, 2.

“Ibid., 32.

’Ibid., 19.

®Ibid., 134.

"Ibid., 136.

®Ibid., 136.

*Ibid., 141.

YIbid., 141.

YSecretary of Defense, Report to the Resdent The Rotecion of U.S. Forces
Deployed Abroad(Washington DC: Department of Defense, September 16, 1996), 2.

“Ibid., 5.

YIbid., 5.

“Ibid., 1.

®Depatment of Defense, Report of the Downing Assessmrt Task Face,
(Washington, DC:Office of the Secretary of Defense, 30 August 1996), v.

Ibid., vi.

bid., vii.
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Chapter 3

Force Potection Guidance ard Policy

JFCs should avoid complacency and beady to counteractivity that
could bring harm to units or jeopardize the operation.

—Joint Pub 3-10Doctrine for Joint Rear Operations
During the period betweenthe terrorist attack a the Maiine barracks n Lebanon ard
the Khobar Towers bombing in SaudiArakia, numerous laws, documents, ard guidarce
have beenwritten on the sulpect of force potection, paticulady terrorism Exploring al
of themis a reaty impossble task, but examning seweral key elermerts of the guidarce

and policy is important to show weaknesses and establish a basis for further analysis.

Statutory Responsibility

Congressiona testimony and hearings on the Beirut bombing and other terrorist
attacksin the ealy 1980sresulted n the Omibus Diplomatic Secuity ard Antiterrorism
Act of 1986. This cornerstone dacunment intended b provide efnanced dplomatic
secuity ard cambat international terrorism® The law deines responsibilities for
protection aganst terrorismat overseasdcaions. Under Title I, the Secretary of State i
respansible for the piotecion of al US government personnel stationed atroad exceptfor
those urder the command of a United States military commander.”>  The mgjority of the

Omnibus Diplomatic Security and Antiterrorism Act addresses State Department terrorism
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consderations and issues in considerable detal. The military receves little gudarce
except in Title XI.

Title XI addresses security a military bases abroad and sates “there is evidence that
terrorists consider bases ad installations d United Sates Amed Forces atside the
United Sates b be targets for atack”® Under Title XI, the Secretary of Defense is
provided“recanmended” actons that should be takenfor secuity aganst terrorism The
actions only saythe Secretary of Defense “should” review the secuty of the kases ad
that he/she “should” institute a training program for military members concerning security
and terrorisnf.

Over the yeas, the Depamment of Defense (DOD) dewloped gudarce fr
commanders caceming terrorism  Mary joint puldicaions addess orce potection ard
security, and every commander, regardless of level of command or service dfilia tion, has
the responsihility for planning, resourcing, training, exercising, and executing antiterrorism
measues b provide sectity for his o her forces> DOD Instruction 521084 assigns the
security responsibility for military personnel and their dependents to the combetant
commander within the geographic area of responsibility.® Joint Publication 3-10 further
ddineates responsibilities in combatting terrorism, as the Joint Rear Area Commander
(JRAC) has the responsibility for combetting terrorism in the joint rear area’ The
componert commanders ae then respansible for fighting terrorism in their area d
operations as directed by the JFC.

Ironicaly, the DOD is not the lead ageey for combatting terrorism. The Deparment
of State DOYS) is the lead agecy for terrorism outside the Urted Sates ard the

Depatment of Jusice B the kead agecy for domestic terrorism® Not surprisingly, the
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DOS ard the DOD ug diferent methods to asess the terrorist threat in the same
region.”® The DOD bcuss on the fterrorist faciors exclusvely when conducing a
terrorist threat assessert while the DOS uses boader faciors, such as the palitical
climate.™* This causes confusion, within the area of responsibility, over which assessment
is more accuete. Even the threat levels have different criteria, leadhg to possble

confusion over the actual threat level and actions to be taken.

Doctrinal Guidance

Since the mid 1980s the thene of the US Amed Forcesis one d joint warfare. To
accanplish this, a seres d joint doctrine pulicaions was ceaed b ad the nodem
warfighter in plaming ard operating with other Services’ forces ad, in many caseswith
other nations’ forces. These deunents provide a conmon perspecive from which our
military plans, operates, thinks about, and trains for war.”> Many of the pulbicaions
mention secuity ard force protection, but the 30 seres pulicaions covering joint
operations addessthe issuesthe most. The intent of the seres & to provide dctrina
guidarceto link all levels of warfare, but the enphass on force piotecion varies letween
doctrinal publications and levels of war.

Jant Publicaion 3-0 provides he Jant Force Canmander (JFC) guidarce for
considerations at the autset of combat. Force potecton to conserve the fighting potential
of the joint force is one of the considerations.

JFCs courter the ereny’s firepower and maneuver by making pesonnel,
systens, ard unts dificult to locate, strike, ard destoy. They protect
their force fom ereny maneuver ard firepower, including the effects of
weapons of mass destruction. Air and maitime supeiority operations; ar

defense; ard protecion of arrports ard seapaots, LOC, ard friendly force
lodgment all contribute to force protectith.

14



When Jant Publicaion 3-0 dicussesgint operations other than war, secuity is idertified
as an applcable principle. The look states ‘secuity deat piincipaly with force
protecton aganst virtualy ary person, elenert, or group lostile to our interests”*®
Terrorists ae nmentioned as anexanple d a group possbly opposedto our causeard
JFCs ae cautoned b awid canplacerty. JFCs slould always be readyto counter hostile
activity and remain alert even in a non-hostile environrtent.

Doctrine r Joint Rear Area Operaitons actualy provides response guidarce for
terrorism. It identifies antiterrorism and counterterrorism procedures, but does little more
than deine themard direct the readerto other saurce dauments. It is interesting to note
the primary saurce docunents are diferent for artiterrorism ard caunterterorism The
primary source fr artiterrorism is Joint Pubicaion 3-07.2, Joint Tadics, Techniques,

and PRocedues for Antiterrorism, and for counterterrorism is Joint Pubdlication 3-07,

Joint Doctrine for Military Operations Other Than Wdr

Summary

The responsihility for the protection of US military forces aganst terrorism begins at
the hghestlevels in the government ard filters dowvn through the canmanders at various
levels. While doctrinal guidarce caxceming force piotecion is available to the warfighter,
defense aganst a krown ereny during canbat is one thing. Defense aganst terrorismis
another. The current joint doctrine surrounding terrorism currently is rather generic in
nature ard may not sewve the JKC in all operations. Therefore, further doctrinal guidarce

in combatting terrorism is required.
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Chapter 4

Analysis and Evaluation of Force R otection

Thepractice ofusng regular and iregular forcesagaing an enemys soft
and relatively vulneable rear area hasbeendemongatedrepeatedlyand
successfully throughout the history of warfare.

— Joint Pub 3-10Doctrine for Joint Rear Operations
After reviewing two represemative terrorist attacks ad same of the policy ard
guidarce in effect during the time between them dat amalysis ard ewluation reveal
several shortcomings The chain of command, intellig ence, and lack of adequae guidance
were idertified in both attacks as poblem areas. Is there a sdution to prevert or
significantly reduce the chance of a mass-casudty terrorist incident aganst US military

forces in the future?

The Chain of Command

Failure in the chain of command was identified as a finding in the Beirut bombing in
1983. More specticaly, it wasthe failure within the chain of command to inspect ard
supevise the deénsive pasture o the Marine Amphibious Unit (MAU) assigned to the
peacekeepng missbn at the Berut International Airport.® Confuson surrounding the
mission of the Marines and the changing environment in Lebanon certainly contributed to

supervisors failing to properly assess the situation and adjust the security posture.
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The aiginal misson gatenert issued ly USAONCEUR in 1982 idertified the US
forces as Pat of a nultinaonal force peseme n the Berut ara’®> The word
“preserce” caused peepual differences troughout the chain of command. Onre of the
most significart differenceswas whether or not the MAU was responsible for ersuing the
operation of the Berut airport.® The Hgher ectelons of command urderstood the
Marines had no misspn to secue the arport. Howewer, the MAU commanders felt this
was anmplied misson ard the DOSalso thought keepng the airport operational waspar
of the Marines’ missiofi.

During the tme the Maiines wee in Beirut, the ervironmert becane more hostile.
All levels of command recognized this, but the assigned mission remaned the same®
Also, the Long Commissbn reveakd the clain of command believed the force piotecion
responsibilit ies were the responsibilit y of the MAU commander.® Because bthe charging
ervironmernt, Headquaters, USBJCOM dispatched a pecal team with the specfic
responsibility of analyzing security measures aganst terrorist atacks to evaluae the
security a the Office of Military Cooperation (OMC). The visit prompted signific ant
OMC secuity charges,but the teamwas rot tasked b visit the MAU compound. Senior
officers within the chain of command visited the canpound prior to the 1983 lbbmbing, but
made ro recanmendations to erhance sectity.” Had he chain of command been as
aggessve ard systermatic with the Maiine forces as vth the OMC, the secuty measues
might have improved.

Similarly, the chain of command in the Khobar Towers bomhbing was identified as a
contributing factor to the lack d force potecion. The location of the main headquaters,

USCENTCOM, was half a world away in Tampa, Horida. Finding 19 in the investigation
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following the bombing smply stated, “the chain of command did not provide adequae
guidance and support to the Commander, 4404th Wing (Provisidnal).”

Much like Berut, no member of the US Centrd Command inspected the force
protecton in place atKhobar Towers. USCENTCOM relied on Air Combat Command
(ACC) for inspectons ard for much of the secuity.® Adding to the pioblems of force
protection wasthe lack of theaer-specfic stardards aml training programs.”® Also, the
missbn was costantly exparding ard charging. During a J7 assessert of CENTCOM
exercise INITIAL LINK 96, the saff recanmended b CENTCOM that they consider
different force gotions a doctrinal adustments as he missbon ewlved from that of a Jont
Task Force (JTF) to a nore seni-pemarert force™ They appaently recagnized he reed
for a change in the security standards.

During a 4404h Wing self-assessmert in March 1996, severa secuiity problems
around Khobar Towers were idertified. The nost prevalert problem was with the
paimeter fence.'” It had seweral weak aeas,some obstructed views,and wastoo close to
severa buildings specficaly Building 131 wiich took the brunt of the Had. Since US
forces and Saudi police shared the responsibility for Khobar Towers security, the US
military liaison approached the Saudis about reparing and moving the fence. This was in
line with the regular meeings teld with the Saudis © “review ard coordinate” measues
against terrorism.™* However, implementation of any ideas resulting from these meetings
was a local command responsibility and they received little or no folloW-up.

After the bomhbing, Secretary of Defense William Perry testified before Congress that
the Saudis hed refused atleasttwo requess o move the fence™ However, the poblem

was not passed up higher command levels. Perry testified the local US commander’s
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decbion not to pass e requestup the chain was lkely due b his deérence b the local
culture and respect for the Saudi’s more flexible interpretation of'time.

In both bombings chain of command inaction was identified as contributing © if nat
causng the lombings. Also, chain of command problems were at both erds, as
information did not flow properly either way. This was maost likely due to confuson over
responsibility and guidance, the top of the chain did not wish to tell subordinate
commanders fow to provide piotecion for their forces ad the sulerdinates dd not
communicate problems to the seior officers. From the top down, this simply reflects
dekegated autority, but the pecepion may have beenflawed. For Beirut, USCINCEUR
was anArmy Gerera located n Belgium. The chain of command thenflowed throughthe
Naval componernt to the Nawl forces abat ard finaly to the Maine Battalion in
Lebanon. The changing pditical stuaion and srategy in Lebanon was nat passed down
throughthe chain. Smilarly, the Marine commanders did not pass their security concerns
to the next level!

In the Khobar Towers bombing, the stuation was smilar. USCINCCENTCOM was
locatedin the United States whle a Maine gerera commanded the JTF in Saudi Araka.
The wing canmander in charge d secuity at Khobar Towers wasan Air Force brigader
gereral. The pecepion probaldy exsted down the crain of command that secuity for the
forceswas adequat. The political situation ard srategy were stade ard had beenfor
sometime. However, the local commander had identified security problems and failed to
passthemup the chain of command when he was ualde to resdve a poblem at the local
level.’® In both incidents, force protection was an implied task for subordinate

commanders and the local commanders did not alert senior officers of security problems.
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Also, secuity measuesseened focusedat the tacical level in both Berut ard Saudi
Araba. If the ertire chain of command is respansible for their sulordinates, then joint
force potection doctrine should be dewveloped atthe gperationa or strategic level. While
enphass on joint training ard the devlopment of joint doctrine for the amed forces
eliminated some of the confuson and dlarified responsibilit y within the chain of command,
a void still exists today in force protection aganst terrorism. There is no sngle source
authority or joint doctrine on force protection for commanders or military members to use

to develop an effective defense.

Intelligence

In both terrorist incidents, intelligence was dso identified as a shortcoming; not
necessarily the lack of intelligence suppat, but the lack d focus During ary MOOTW
operation, potential threas nust be understood ard appeciated. The uniqueress of
MOOTW requires that intelligence gathering be multi-discipliaedmulti-source”®

In Beirut, the abilit y of intellig ence sources to locate armor, artillery and conventional
troops wes exelent.”® However, the inteligence suppat lacked aningtitutionaized
proces to fuse the information into a usde suppat mecharism for the operational
commander®® Additionally, there wasa sgnificart lack & HUMINT suppat to the
operation. The commission concluded the establishment of an dl-source intellig ence
fusion center and improved HUMINT capabilities in Beirut or other areas of potential
conflict may avert future terrorist attacks.

The Goldwater-Nichols Act of 1986 eorgarized e DOD anl creaed anenphass

on joint warfare®® This created a directorate devoted to joint intelligence efforts,
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theoreticaly solving the intelligence fuson problem described in the Long Commission
report. However, smilar findings following the Khobar Towers bombing indicated there
was still a intelligence support gap.

The investigation following the Khobar Towers terrorist bombing concluded the
intelligence efforts provided warning of the terrorist threat.”* Minor incidents had
occurred within the region, leading up © the 13 Navember 1995 lmmbing of the Office of
the Program Mareger, Saudi Aratian Natfonal Guad (OPM/SANG).”®> Following the
bombing of OPM/SANG, secuity becane a greaer concem in the region. Yet, even
given the increased security awareness, inteligence suppat surrounding the Khobar
Towers bombing lackedthe information needed dr adequag defense. For exanple, few
analysts were devoted to antiterrorism efforts. The Defense Intelligence Agency (DIA)
had 40 people assigned to mwmbatting terrorism at the time of the bombing, yet only seven
were making detailed assessments of the situation in Saudi Atabia.

The investigation following both bombings aso identified shortcomings in intellig ence
focus Arguably, the US military has the finest intellig ence capability in the world. Yet, in
the two cases, intellig ence was less than optimum and the lack of adequae HUMINT was
highlighted.

If the US is to continue its involvement in MOOTW, then a HUMINT intelligence
base mugs be deweloped asquickly as possble to suppat thee @ermtons. Force
protection programs require sufficiert knowledge d area treas. Suppat functions are
necessar to providethe indicatons ard waming of terrorist acivity. The luman elenert,
characteristicaly found in MOOTW, makes HUMINT exrenely valuabe to force

protecton.”” Unfortunately, reliable HUMINT resources ae rot creaed nstartly, ard
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due to the short-notice nature of MOOTW, human inteligence sources may not be

available during early phases of the operation if at all.

Guidance and Doctrine

The fina mgor amilarity between the two terrorist bomhings is a lack of guidance
ard doctrine. While a lot of information is available to commanders, it canbe confusing
or inadequae. Joint Publication 1 describes joint doctrine as “a common pespective from
which we phnard operate, ard which fundanentally shapes he waywe think about ard
train for war.”*® The recommendations made by the Long Commission following the
bombing in Berut described the need to improve in this area.  The commission
recanmended ‘the Secretary of Defense drect the development of doctrine, plaming,
organzaton, force stucture, educaion ard training necessar to deend agamst ard

counter terrorism.”*®

The Downing Assessment Task Force made smilar
recanmendaions to improve force piotection. Their recanmendaions were to “estaldish
presriptive DOD plysical secuity sardads’ ard then to “desgnate a single agerty
within DOD to dewop, issue, ard inspect compliance with force potecion physical
security standards”

Currently, there is no sepaate doctrine for force potecton. Probaldy the cbsest
doctrinal guidarce awailable s Jant Publicaion 3-10, Doctrine fr Joint Rear Area
Opemations It does ot discuss MOOW in ary dept, but does ackowledgethat threas
to the joint rear area exist through the range of military operations.** Joint Publication 3-

07, Joint Doctrine for Military Opemations Other Than WWr descibes secuity as oe o

the pinciples d MOOTW. The manual advses be Jant Force Commander to awid
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complacerty ard keep érces abit even in non-hostile environmerts.**  Without proper
doctrine aiding decisions on force protection, a commander will have a difficult time
assessing the situation and utilizing resources.

The progress made towards force protection in the thirteenyears sepaating the two
bombings seerm inadequat. Proper doctrine ard gudarce should sdve the ngjority of
the problems ard are keys to providing the force piotection aganst terrorism that amed

forces require and deserve.

Recommendations

Given the two terrorist inciderts aml a eview d curent guidarce aml doctrine
regarding force protection, a course of acion must be deweloped. An orgarization within
the DOD mug be egablished to deal with terrorism ard the piotection of US forces
Force protection should be a kroad program focushg on ceriralized paming ard
directon followed ty decetralized execuion. The Clairman of the Jont Chefs of Staff
needsto creak a pint artiterrorism ard counterterrorism task force © dewelop force
protection doctrine ard estblish stardardized pocedues br deending aganst terrorism
A gngle agency or task force under the operations directorate would eliminate the
confudon that exists between the DOS ard the DOD. Curently, the dvision of
responsibility between the two depatments can result in different sandards for force
protection>®

Also, force protecion enphass must expard to recaynize as rany threas as
possble, paticuladly duing MOOTW. Ore d the reasms the atack on the Marine

barracks n Berut was sosuccessfl was hat the nears o attack was beyond the
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imagination of those tasked with security.®* In the Khobar Towers incidert, the wing
commander ard the secuity forces wee focused o preverting a errorist bomb from
peretrating the canpound.®*® While it is virtudly impossible to courter al threats, a
commander camot afford to focus m single threas. A task force dedtated b force
protecion must be alde to aralyze he nost likely threas am recanmend proceduesto
counter them.

True pint doctrine for force piotecion could ako take adwantage @ al the Services’
secuity forcesard producea synergistic appioachto force piotection. The Air Force anl
Army must becane the lead agets for staffing a sk force deahg with terrorism ard
force protecion issues. Both Services ae located o land ard gererally more vulneralle
to terrorists. Normally positioned df-shore, the Naw ard Marines ae less winerade to
celtain types d terrorism They slhouldn't be excludedfrom force protection doctrine, but
they do operate under different circumstances.

Intelligence suppat mug be timely, accuete, ard focused on force ptecton.
Coordination is critical betweenplars ard operations, ard duiing the plaming process;it
is important for intelligence analysts to begin laying the ground work for focused
intelligence. Since the development of HUMINT sources requires time, the incluson of
intellig ence representatives in al phases of planning is critical. Intelligence is an integral
pat of force potecion. Doctrine for Joint Rear Area Operaitons states ‘effective
intelligence suppat, merged with courterinteligence and law enforcement agency
information, is essential to conducting successful security operatfons.”

Finally, force protection aganst terrorism will not work unless proper education and

training take placefrom the highestto the lowestlevels in the military. Commanders need
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to understand the threatand have the dcctrine available to adequadly provide protecion
to sulordinates n the chain of command. Service members needto lean what local area
threats are and what measures are being taken to defend against them.

During the investigation following the Khobar Towers bombing, it was learned
secuity force pesonnel were not briefed on the threat no terrorist respase exercises
were held, ard o weapas training was coducted in courtry to pracice in the
environmert they were expeced b defend.®” This is uraccepéble wren protecing US
forces agaist terrorism Jant forces eed b practice n the aea hey are o protect ard
reheasse he actons they must take. Rater thanindividual Servicesproviding their own
secuity forces,the amed forces nust dewelop a pint secuity team trained usng joint
force protecion doctrine, to provide Prce potection aganst the terrorist threat during
overseas operations.

The tme has came to dewelop anagermy or task force wihin the joint staff to focus
on terrorism ard dewelop force pitecion doctrine. These neasues ae necessar to
ersure amed forces’ secuity aganst terrorist threats. With adequag force piotecton,
military meambers can reman focused on their primary mission, accanplish required

objectives, and rapidly return to the United States.
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Chapter 5

Conclusion

Termorists are amongthe mog insdiousand dificult threats to neutalize
and eradicate.Their actions span the range of military operations.

—Joint Publication 3-1QJoint Doctrine for Rear Area Operations

Terrorists present an asymmery of vulnerability to regular armed forces. They have
no regular amy, ecanomy, territory, or population to atack a protect’ This presets a
uniqueadwersary to commanders ard sulordinates n the amed forces. A dedcated sk
force or agemy is required to provide te resources ad gudarce recessar for
commanders to ensure the protection of their subordinate units and eiminate the
confuson of responsibility between the Depatment of State and the Department of
Defense.

Doctrine deweloped at the stategic or operationa level is necessar to provide
congruert guidarce troughout the crain of command. The Army ard the Air Force
should be appanted as the lead ageis since tey are the pimary unts kesed n an
operations area. Intellig ence efforts need to be focused on force protection requirements
ard integrate as nany saurces as pssble 0 provide a conplete threatassessert to the
chain of command. Jant forces tained ard rehearsedin artiterrorist tactics needto be

made available to the Joint Force Commander as part of a force protection package.
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By creaing a joint artiterrorist ard counterterrorist task force, the Urited Sates can
plan and implement a dynamic force protection program & the operational level. A more
secue ernvironmert can be acheved in the aea d operations, preseving freedan of
movement and freedom of action. Ultimately, better force protection alows for the more

rapid achievement of national objectives with less risk to human life.

Notes

'Brian Michael Jerkins, The Lesons of Beirut: Tesimony Before the Long
Commision, RAND Report N-2114RC (Sarta Monica, Calif.. RAND, February 1984)
7.
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Glossary

antiterrorism. Force Protection Defensive measures used to reduae the vulnerability of
individuds and property to terrorist acts, to includelimit ed response and containment
by local military forces.
counterterrorism. Offensive measures taken to prevent, deter, and respond to terrorism.
terrorism. The catulated use 6 violerce a threatof violerceto inculcat fear, intended
to coerce or to intimidate governments or societies in the pursuit of goals that are
generally political, religious or ideological.
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