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Glossary 
 
 
17 November: Revolutionary Organization 17 November based in Greece 
 
AAIA: Aden-Abyan Islamic Army, a.k.a. Islamic Army of Aden (IAA) based in Yemen 
  
ABB: Alex Boncayao Brigade based in the Philippines 
 
ADCON:  Administrative control, that is, exercise of authority in administration and support.  See Appendix H 

of terrorism handbook.  (JP 1-02) 
  
ADF: Allied Democratic Forces based in Uganda and the Congo 
 
AI: Ansar al-Islam, a.k.a. Partisans of Islam, Helpers of Islam, Supporters of Islam, Jund al-Islam, and Jaish 

Ansar al-Sunna based in Iraq 
 
AIAI: Al-Ittihad al-Islami, a.k.a. Islamic Union based in Somalia 
 
AIIB: Anti-Imperialist International Brigade, a.k.a. Japanese Red Army (JRA) based in Lebanon and Japan 
 
Al-Badhr: Al-Badhr Mujahidin based in Pakistan 
 
ALF: Animal Liberation Front  
 
ALIR: Army for the Liberation of Rwanda, a.k.a. Interahamwe, Former Armed Forces of Rwanda (ex-FAR) 
 
anarchism: A political theory holding all forms of governmental authority to be unnecessary and undesirable 

and advocating a society based on voluntary cooperation and free association of individuals and groups. 
(Webster’s) 

 
ANO: Abu Nidal Organization, a.k.a. Fatah Revolutionary Council, Arab Revolutionary Brigades, Black 

September, and Revolutionary Organization of Socialist Muslims based in Iraq 
 
anti-terrorism: (AT) (JP 1-02) — Defensive measures used to reduce the vulnerability of individuals and 

property to terrorist acts, to include limited response and containment by local military forces.  
 
AOR: Area of responsibility. 
 
ASG: Abu Sayyaf Group based in the Philippines 
 
AUC: Autodefensas Unidas de Colombia, a.k.a. United Self-Defense Forces/Group of Colombia 

 
AUM: Aum Supreme Truth, a.k.a. Aum Shinrikyo and Aleph based in Japan 
 
backdoor: Used to describe a back way, hidden method, or other type of method of by passing normal computer 

security in order to obtain access to a secure area. 
 
biological agent: (JP 1-02) A microorganism that causes disease in personnel, plants, or animals or causes the 

deterioration of materiel. 
 
biological weapon: (JP 1-02) An item of materiel, which projects, disperses, or disseminates a biological agent 

including arthropod vectors. 
 
blister agents: (JP 1-02) A chemical agent which injures the eyes and lungs, and burns and blisters the skin. 

Also called vesicant agent. 
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blood agents: (JP 1-02) A chemical compound, including the cyanide group, that affects bodily functions by 

preventing the normal utilization of oxygen by body tissues. 
 
BR/PCC: New Red Brigades/Communist Combatant Party, a.k.a. Brigate Rosse/Partito Comunista Combattente 

based in Italy 
 
CBRNE: Chemical, biological, radiological, nuclear, and high yield explosive categories normally associated 

with weapons of mass destruction. 

 
CFF: Cambodian Freedom Fighters, a.k.a. Cholana Kangtoap Serei Cheat Kampouchea based in Cambodia 
 
chemical weapon: (JP 1-02) — Together or separately, (a) a toxic chemical and its precursors, except when 

intended for a purpose not prohibited under the Chemical Weapons Convention; (b) a munition or device, 
specifically designed to cause death or other harm through toxic properties of those chemicals specified in 
(a), above, which would be released as a result of the employment of such munition or device; (c) any 
equipment specifically designed for use directly in connection with the employment of munitions or devices 
specified in (b) above. 

 
chemical agent: (CBRN Handbook) A chemical substance that is intended for use in military operations to kill, 

seriously injure, or incapacitate people through its physiological effects. Excluded from consideration are riot 
control agents, and smoke and flame materials. The agent may appear as a vapor, aerosol, or liquid; it can be 
either a casualty/toxic agent or an incapacitating agent. 

 
CIRA: Continuity Irish Republican Army based in Northern Ireland 
 
conflict: (Army) — A political-military situation between peace and war, distinguished from peace by the 

introduction of organized political violence and from war by its reliance on political methods. It shares 
many of the goals and characteristics of war, including the destruction of governments and the control of 
territory. See FM 100-20. 

 
COCOM: Combatant command, that is, command authority. (JP 1-02) 
 
consequence management: Traditionally, consequence management has been predominantly an emergency 

management function and included measures to protect public health and safety, restore essential 
government services, and provide emergency relief to governments, businesses, and individuals affected by the 
consequences of terrorism. The requirements of consequence management and crisis management are combined in the 
NRP.  

  
CONUS: Continental United States 
 
counter-terrorism: (CT) (JP 1-02) — Offensive measures taken to prevent, deter, and respond to terrorism.  
 
CPP/NPA: Communist Party of the Philippines/New People’s Army based in the Philippines 
 
crisis management: Traditionally, crisis management was predominantly a law enforcement function and 

included measures to identify, acquire, and plan the use of resources needed to anticipate, prevent, and/or 
resolve a threat or act of terrorism. The requirements of consequence management and crisis management 
are combined in the NRP. 

  
cyber-terrorism: (FBI) — A criminal act perpetrated by the use of computers and telecommunications 

capabilities, resulting in violence, destruction and/or disruption of services to create fear by causing 
confusion and uncertainty within a given population, with the goal of influencing a government or 
population to conform to a particular political, social, or ideological agenda. 
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Defense Information System Network: (DISN) The global, end-to-end information transfer infrastructure of 
DOD.  It provides long haul data, voice, video, and transport networks and services needed for national 
defense command, control, communication, and intelligence requirements, as well as corporate defense 
requirements. 

 
DSWA: Defense Special Weapons Agency 
 
Defense Support of Civil Authorities: DOD support provided by Federal military forces, DOD civilians, and 

contract personnel, and DOD agencies and components, in response to requests for assistance during 
domestic incidents to include terrorist threats or attacks, major disasters, and other emergencies.  See 
National- Response plan (NRP). 

  
denial of service attack: (DOS) An attack designed to disrupt network service, typically by overwhelming the 

system with millions of requests every second causing the network to slow down or crash. 
 
Designated Foreign Terrorist Organization: (DFTO)  A political designation determined by the U.S. 

Department of State. Listing as a DFTO imposes legal penalties for membership, prevents travel into the 
U.S., and proscribes assistance and funding activities within the U.S. or by U.S. citizens. From Patterns of 
Global Terrorism 2001, U.S. Department of State. 

 
DIRLAUTH:  Direct liaison authorized 
 
DFLP: Democratic Front for the Liberation of Palestine based in the Occupied Territories 
 
DHS:  Department of Homeland Security 
 
DHKP/C: Revolutionary People’s Liberation Party/Front, a.k.a. Devrimci Sol, Revolutionary Left, or Dev Sol 

based in Turkey 
 
distributed denial of service attack: (DDOS) Similar to a denial of service attack, but involves the use of 

numerous computers to simultaneously flood the target. 
 
Domestic Emergency Support Team: (DEST) See NRP. 
 
dysfunctional state: Used in this circular to mean a nation or state whose declared government cannot fulfill one 

or more of the core functions of governance, such as defense, internal security, revenue collection, resource 
allocation, etc.  

 
ELA: Revolutionary People’s Struggle based in Greece 
 
ELF: Earth Liberation Front 
 
ELN: National Liberation Army based in Colombia 
 
e-mail spoofing: A method of sending e-mail to a user that appears to have originated from one source when it 

actually was sent from another source. 
 
Emergency Response Team: (ERT)  See NRP. 
 
ETA: Basque Fatherland and Liberty based in Spain 
 
ETIM: Eastern Turkistan Islamic Movement based in China 
 
FACT: Federation of Associations of Canadian Tamils, a.k.a. World Tamil Movement (WTM), World Tamil 

Association (WTA), Liberation Tigers of Tamil Eelam (LTTE), Ellalan Force, and Sangilian Force based in 
Sri Lanka 

 
 



A Military Guide to Terrorism in the Twenty-First Century                       15 August 2007 

Glossary-4 

failed state:   For the purposes of this circular, a dysfunctional state which also has multiple competing political 
factions in conflict within its borders, or has no functioning governance above the local level. This does not 
imply that a central government facing an insurgency is automatically a failed state. If essential functions of 
government continue in areas controlled by the central authority, it has not “failed.”  

 
FALN: Fuerzas Armadas de Liberacion Nacional Puertorriquena, a.k.a. Armed Forces for Puerto Rican National 

Liberation 
 
FARC: Revolutionary Armed Forces of Colombia 
 
Federal Coordinating Officer: (FCO) A Federal representative who manages Federal resource support 

activities related to Stafford Act disasters and emergencies; supports and is subordinate to the Principle 
Federal Official (PFO) when one is designated by DHS.  

 
FEMA:  Federal Emergency Management Agency. See NRP. 
 

force protection: Security program designed to protect Service members, civilian employees, family 
members, facilities, and equipment, in all locations and situations, accomplished through planned and 
integrated application of combating terrorism, physical security, operations security, personal protective 
services, and supported by intelligence, counterintelligence, and other security programs.  

 
force protection condition (FPCON): There is a graduated series of Force Protection Conditions ranging from 

Force Protection Conditions Normal to Force Protection Conditions Delta. There is a process by which 
commanders at all levels can raise or lower the Force Protection Conditions based on local conditions, 
specific threat information and/or guidance from higher headquarters. The four Force Protection Conditions 
above normal are: 

  
Force Protection Condition ALPHA--This condition applies when there is a general threat of possible terrorist 

activity against personnel and facilities, the nature and extent 
of which are unpredictable, and circumstances do not justify full implementation of Force Protection 
Conditions BRAVO measures. The measures in this Force Protection Conditions must be capable of being 
maintained indefinitely. 

 
Force Protection Condition BRAVO--This condition applies when an increased and more predictable threat of 

terrorist activity exists. The measures in this Force Protection Conditions must be capable of being 
maintained for weeks without causing undue hardship, affecting operational capability, and aggravating 
relations with local authorities. 

 
Force Protection Condition CHARLIE--This condition applies when an incident occurs or intelligence is 

received indicating some form of terrorist action against personnel and facilities is imminent. Implementation 
of measures in this Force Protection Conditions for more than a short period probably will create hardship 
and affect the peacetime activities of the unit and its personnel. 

 
Force Protection Condition DELTA--This condition applies in the immediate area where a terrorist attack has 

occurred or when intelligence has been received that terrorist action against a specific location or person is 
likely. Normally, this Force Protection Conditions is declared as a localized condition.   

 
FPM: Morzanist Patriotic Front based in Honduras 
 
FPMR: Manuel Rodriquez Patriotic Front based in Chile 
 
GIA: Armed Islamic Group based in Algeria 
 
GICM: Moroccan Islamic Combatant Group based in Western Europe 
 
Global Information Grid: (GIG) DOD’s globally interconnected set of information capabilities, processes, and 

personnel for collecting, processing, storing, disseminating, and managing information on demand to 
warfighters, policymakers, and support personnel.   
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GRAPO: Grupo de Resistencia Anti-Fascista Premero de Octubre, a.k.a. First of October Antifascist Resistance 

Group based in Spain 
 
GSPC: The Salafist Group for Call and Combat based in Algeria 
 
guerrilla warfare: (JP 1-02, NATO) — Military and paramilitary operations conducted in enemy-held or hostile 

territory by irregular, predominantly indigenous forces. (See also unconventional warfare (UW).  
 
WOT: War on terrorism 
 
hacker: Advanced computer users who spend a lot of time on or with computers and work hard to find 

vulnerabilities in IT systems. 
 
hactivist: These are combinations of hackers and activists.  They usually have a political motive for their 

activities, and identify that motivation by their actions, such as defacing opponents’ websites with counter-
information or disinformation. 

 
HIG: Hizb-I Islami Gulbuddin based in Afghanistan and Pakistan 
 
Homeland Security Advisory System (HSAS):  The advisory system provides measures to remain vigilant, 

prepared, and ready to deter terrorist attacks. The following Threat Conditions each represent an increasing 
risk of terrorist attacks. Beneath each Threat Condition are suggested protective measures, recognizing that 
the heads of Federal departments and agencies are responsible for developing and implementing appropriate 
agency-specific protective measures:  

 
• Low Condition (Green). This condition is declared when there is a low risk of terrorist attacks. 

Federal departments and agencies should consider the following general measures in addition to the 
agency-specific Protective Measures they develop and implement: refining and exercising as 
appropriate preplanned Protective Measures; ensuring personnel receive proper training on the 
Homeland Security Advisory System and specific preplanned department or agency Protective 
Measures; and institutionalizing a process to assure that all facilities and regulated sectors are 
regularly assessed for vulnerabilities to terrorist attacks, and all reasonable measures are taken to 
mitigate these vulnerabilities. 

  
• Guarded Condition (Blue). This condition is declared when there is a general risk of terrorist 

attacks. In addition to the Protective Measures taken in the previous Threat Condition, Federal 
departments and agencies should consider the following general measures in addition to the 
agency-specific Protective Measures that they will develop and implement: checking 
communications with designated emergency response or command locations; reviewing and updating 
emergency response procedures; and      providing the public with any information that would 
strengthen its ability to act appropriately. 

  
• Elevated Condition (Yellow). An Elevated Condition is declared when there is a significant risk 

of terrorist attacks. In addition to the Protective Measures taken in the previous Threat Conditions, 
Federal departments and agencies should consider the following general measures in addition to the 
Protective Measures that they will develop and implement: increasing surveillance of critical 
locations; coordinating emergency plans as appropriate with nearby jurisdictions; assessing 
whether the precise characteristics of the threat require the further     refinement of preplanned 
Protective Measures; and implementing, as appropriate, contingency and emergency response 
plans.  

 
• High Condition (Orange). A High Condition is declared when there is a high risk of terrorist 

attacks. In addition to the Protective Measures taken in the previous Threat Conditions, Federal 
departments and agencies should consider the following general measures in addition to the 
agency-specific Protective Measures that they will develop and implement: coordinating necessary 
security efforts with Federal, State, and local law enforcement agencies or any National Guard or 
other appropriate armed forces organizations; taking additional precautions at public events and 



A Military Guide to Terrorism in the Twenty-First Century                       15 August 2007 

Glossary-6 

possibly considering alternative venues or even cancellation; preparing to execute contingency 
procedures, such as moving to an alternate site or dispersing their workforce; and restricting 
threatened facility access to essential personnel only. 

 
• Severe Condition (Red). A Severe Condition reflects a severe risk of terrorist attacks. Under most 

circumstances, the Protective Measures for a Severe Condition are not intended to be sustained for 
substantial periods of time. In addition to the Protective Measures in the previous Threat 
Conditions, Federal departments and agencies also should consider the following general measures 
in addition to the agency-specific Protective Measures that they will develop and implement: 
increasing or redirecting personnel to address critical emergency needs; signing emergency 
response personnel and pre-positioning and mobilizing specially trained teams or resources; 
monitoring, redirecting, or constraining transportation systems; and closing public and government 
facilities. 

 
HM: Hizb ul-Mujahidin based in Kashmir, India 
 
HUA: Harakat ul-Ansar based in Pakistan 
 
HUJI: Harakat ul-Jihad-I-Islami, a.k.a. Movement of Islamic Holy War based in Pakistan 
 
HUJI-B: Harakat ul-Jihad-I-Islami/Bangladesh, a.k.a. Movement of Islamic Holy War based in Bangladesh 
 
HUM: Harakat ul-Mujahidin, a.k.a. Movement of Holy Warriors, and Jamiat ul-Ansar (JUA) based in Pakistan 
 
HUMINT:  Human intelligence 
 
IAA: Islamic Army of Aden, a.k.a. Aden-Abyan Islamic Army (AAIA) based in Yemen 
 
IBDA-C: Great East Islamic Raiders – Front based in Turkey 
 
IED:  Improvised Explosive Device.  Devices that have been fabricated in an improvised manner and that 

incorporate explosives or destructive, lethal, noxious, pyrotechnic, or incendiary chemicals in their design. 
 
IG: Al-Gama’a al-Islamiyya, a.k.a. Islamic Group based in Egypt 
 
IIPB: Islamic International Peacekeeping Brigade based in Chechnya 
 
IMU: Islamic Movement of Uzbekistan based in Uzbekistan 
 
incapacitating agent:  (CBRN Handbook) Produce temporary physiological and/or mental effects via action on 

the central nervous system. Effects may persist for hours or days, but victims usually do not require medical 
treatment. However, such treatment speeds recovery. 

 
Incident Command System (ICS): A standardized on-scene emergency management concept specifically 

designed to allow its user(s) to adopt an integrated organizational structure equal to the complexity and 
demands of single or multiple incidents without being hindered by jurisdictional boundaries. The national 
standard for ICS is provided by NIMS. 

 
industrial agent: (CBRN Handbook) Chemicals developed or manufactured for use in industrial operations or 

research by industry, government, or academia. These chemicals are not primarily manufactured for the 
specific purpose of producing human casualties or rendering equipment, facilities, or areas dangerous for use 
by man. Hydrogen cyanide, cyanogen chloride, phosgene, chloropicrin and many herbicides and pesticides 
are industrial chemicals that also can be chemical agents. 

 
INLA: Irish National Liberation Army based in Northern Ireland 
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insurgency: (JP 1-02, NATO) — An organized movement aimed at the overthrow of a constituted government 
through the use of subversion and armed conflict.  

 
international: of, relating to, or affecting two or more nations (Webster’s). For our purposes, affecting two or 

more nations. 
 
IP address spoofing: A method that creates Transmission Control Protocol/Internet Protocol (TCP/IP) packets 

using somebody else's IP address 
 
IRA: Irish Republican Army based in Northern Ireland 
 
IMU: Islamic Movement of Uzbekistan  
 
JEM: Jaish-e-Mohammed, a.k.a. Army of Mohammed based in Pakistan 
 
JI: Jemaah Islamiya based in Malaysia and Singapore 
 
Joint Field Office: (JFO)  See National Response Plan. 
 
JRA: Japanese Red Army, a.k.a. Anti-Imperialist International Brigade (AIIB) based in Lebanon and Japan 
 
JUA:  Jamiat ul-Ansar, a.k.a. Harakat ul-Mujahidin (HUM), and Movement of Holy Warriors 
 
JUD:  Jamaat ud-Dawa, a.k.a. Lashkar-e-Tayyiba, and Army of the Righteous (LT) based in Pakistan 
 
JUM: Jamiat ul-Mujahidin based in Kashmir, India 
 
KADEK: Kurdistan Freedom and Democracy Congress, a.k.a. Kongra-Gel (KGK), Kurdistan Workers’ Party 

(PKK), and Freedom and Democracy Congress of Kurdistan based in Turkey 
 
keylogger: A software program or hardware device that is used to monitor and log each of the keys a user 

types into a computer keyboard. 
 
KGK: Kongra-Gel, a.k.a. Kurdistan Workers’ Party (PKK), Kurdistan Freedom and Democracy 

Congress (KADEK), and Freedom and Democracy Congress of Kurdistan based in Turkey 
 
KMM: Kumpulan Mujahidin Malaysia based in Malaysia 
 
LFA: Lead Federal Agency. See NRP. 
 
LJ: Lashkar I Jhangvi, a.k.a. Army of Jhangvi based in Pakistan 
 
logic bomb: A program routine that destroys data by reformatting the hard disk or randomly inserting garbage 

into data files. 
 
LRA: Lord’s Resistance Army based in Uganda 
 
LT: Lashkar-e-Tayyiba, a.k.a. Army of the Righteous and Jamaat ud-Dawa (JUD) based in Pakistan 
 
LTTE: Liberation Tigers of Tamil Eelam, a.k.a. World Tamil Association (WTA), World Tamil Movement 

(WTM), Federation of Associations of Canadian Tamils (FACT), Ellalan Force, and Sangilian Force based 
in Sri Lanka 

 
LVF: Loyalist Volunteer Force based in Northern Ireland 
 
MAGO: Muslims Against Global Oppression, a.k.a. Qibla and People Against Gangsterism and Drugs 

(PAGAD), and Muslims Against Illegitimate Leaders (MAIL) based in South Africa 
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MAIL: Muslims Against Illegitimate Leaders, a.k.a. Muslims Against Global Oppression (MAGO), and Qibla 
and People Against Gangsterism and Drugs (PAGAD) based in South Africa 

 
MCC:  The Maoist Communist Center, a.k.a. Naxalites and Maoist Communist Center of India (MCCI) based in 

India 
 
MCCI: Maoist Communist Center of India, a.k.a. The Maoist Communist Center (MCC) and Naxalites based in 

India 
 
MEK: Mujahidin-e Khalq Organization, a.k.a. Holy Warriors of the People, National Liberation Army of Iran 

(NLA), People’s Mujahidin of Iran (PMOI), National Council of Resistance (NCR), National Council of 
Resistance of Iran (NCRI), and Muslim Iranian Student’s Society based in Iraq 

 
millenarian: Apocalyptic; forecasting the ultimate destiny of the world; foreboding imminent disaster or 
final doom; wildly unrestrained; ultimately decisive. (Merriam –Webster’s) 

 
MRTA: Tupac Amaru Revolutionary Movement based in Peru 
 
narco-terrorism: (JP 3-07.4) Terrorism conducted to further the aims of drug traffickers. It may include 

assassinations, extortion, hijackings, bombings, and kidnappings directed against judges, prosecutors, 
elected officials, or law enforcement agents, and general disruption of a legitimate government to divert 
attention from drug operations.  

 
nation: A community of people composed of one or more nationalities possessing a more or less defined 

territory and government or a territorial division containing a body of people of one or more nationalities 
usually characterized by relatively large size and independent status. 

 
nation-state: A form of political organization under which a relatively homogeneous people inhabits a sovereign 

state; especially a state containing one as opposed to several nationalities. 
 
NCR: National Council of Resistance, a.k.a. National Liberation Army of Iran (NLA), Mujahidin-e Khalq 

Organization (MEK), Holy Warriors of the People, People’s Mujahidin of Iran (PMOI), National Council of 
Resistance of Iran (NCRI), and Muslim Iranian Student’s Society based in Iraq 

 
NCRI: National Council of Resistance of Iran, a.k.a. National Liberation Army of Iran (NLA), Mujahidin-e 

Khalq Organization (MEK), Holy Warriors of the People, People’s Mujahidin of Iran (PMOI), National 
Council of Resistance (NCR), and Muslim Iranian Student’s Society based in Iraq 

 
nerve agents: (JP 1-02) A potentially lethal chemical agent which interferes with the transmission of nerve impulses. 
 
National Incident Management System: (NIMS). See National Incident Management System published by the 

Department of Homeland Security, 1 March 2004.  The NIMS represents a core set of doctrine, concepts, 
principles, technology and organizational processes to enable effective, efficient, and collaborative incident 
management.  Nationwide context is an all-hazards, all jurisdictional levels, and multi-disciplines approach 
to incident management.   

 
NIPR: Revolutionary Proletarian Initiative Nuclei based in Italy 
 
NLA: National Liberation Army of Iran, a.k.a. Mujahidin-e Khalq Organization (MEK), Holy Warriors of the 

People, People’s Mujahidin of Iran (PMOI), National Council of Resistance (NCR), National Council of 
Resistance of Iran (NCRI), and Muslim Iranian Student’s Society based in Iraq 

 
NPA: New People’s Army based in the Philippines 
 
National Response Plan (NRP):  The National Response Plan  is an all-discipline, all-hazards plan that 

establishes a single, comprehensive framework for the management of domestic incidents. It provides the 
structure and mechanisms for the coordination of Federal support to State, local, and tribal incident 
managers and for exercising direct Federal authorities ad responsibilities. 
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NTA: Anti-Imperialist Territorial Nuclei based in Italy 
 
nuclear weapon: (JP 1-02) — A complete assembly (i.e., implosion type, gun type, or thermonuclear type), in 

its intended ultimate configuration which, upon completion of the prescribed arming, fusing, and firing 
sequence, is capable of producing the intended nuclear reaction and release of energy. 

 
OPCON:  Operational control, that is, transferable command authority.  See Appendix H of terrorism handbook. 

(JP 1-02).  
 
operations security: (OPSEC) A process of identifying critical information and subsequently analyzing friendly 

actions attendant to military operations and other activities to: a. Identify those actions that can be observed 
by adversary intelligence systems. b. Determine indicators hostile intelligence systems might obtain that 
could be interpreted or pieced together to derive critical information in time to be useful to adversaries. c. 
Select and execute measures that eliminate or reduce to an acceptable level the vulnerabilities of friendly 
actions to adversary exploitation. Also called OPSEC. (Joint Pub 1-02) 

 
OV: Orange Volunteers based in Northern Ireland 
 
PAGAD: Qibla and People Against Gangsterism and Drugs, a.k.a. Muslims Against Global Oppression (MAGO), 

and Muslims Against Illegitimate Leaders (MAIL) based in South Africa 
 
Pathogen:  (CBRN Handbook) Any organism (usually living) capable of producing serious disease or death, 

such as bacteria, fungi, and viruses  
 
PFLP: The Popular Front for the Liberation of Palestine based in Syria 
 
PFLP-GC: The Popular Front for the Liberation of Palestine – General Command based in Syria 
 
physical security: That part of security concerned with physical measures designed to safeguard personnel; to 

prevent unauthorized access to equipment, installations, material and documents; and to safeguard them 
against espionage, sabotage, damage, and theft. (Joint Pub1-02) 

 
PIJ: The Palestine Islamic Jihad based in Syria 
 
PIRA: Provisional Irish Republican Army based in Northern Ireland 
 
PKK: Kurdistan Workers’ Party, a.k.a. Kongra-Gel (KGK), Kurdistan Freedom and Democracy Congress 

(KADEK), and Freedom and Democracy Congress of Kurdistan based in Turkey 
 
PLF: Palestine Liberation Front based in Iraq 
 
PMOI: People’s Mujahidin of Iran, a.k.a.  National Liberation Army of Iran (NLA), Mujahidin-e Khalq 

Organization (MEK), Holy Warriors of the People, National Council of Resistance (NCR), National Council 
of Resistance of Iran (NCRI), and Muslim Iranian Student’s Society based in Iraq 

 
Principle Federal Official: (PFO) Senior representative of Secretary of Homeland Security and lead Federal 

official on-scene to coordinate Federal domestic incidents management and resource allocation on-scene.  
See NRP. 

  
PWG: Peoples War Group, a.k.a. Peoples War and Naxalites based in India 
 
Radiological Dispersal Device: (RDD) (CBRN Handbook) A device (weapon or equipment), other than a 

nuclear explosive device, designed to disseminate radioactive material in order to cause destruction, 
damage, or injury by means of the radiation produced by the decay of such material. 

 
Radiological Emitting Device: (RED) A device designed to disseminate radioactive material in order to cause 

destruction, damage, or injury by means of the radiation produced by the decay of such material.  RED 
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dissemination techniques can include intense, short duration exposure or progressive, long term exposure to 
radiation. 

 
radiological operation: (JP 1-02) — The employment of radioactive materials or radiation producing devices to 

cause casualties or restrict the use of terrain. It includes the intentional employment of fallout from nuclear 
weapons. 

 
RIRA: Real IRA, a.k.a. True IRA based in Northern Ireland 
 
RHD: Red Hand Defenders based in Northern Ireland 
 
RN: Revolutionary Nuclei based in Greece 
 
RSRSBCM: Riyadus-Salikhin Reconnaissance and Sabotage Battalion of Chechen Martyrs based in Chechnya 
 
RUF: Revolutionary United Front based in Sierra Leone 
 
setback: Distance between outer perimeter and nearest point of buildings or structures within. Generally referred 

to in terms of explosive blast mitigation. 
 
SL: Sendero Luminoso, a.k.a. Shining Path based in Peru 
 
sniffer:  A program and/or device that monitors data traveling over a network. 
 
SPIR: Special Purpose Islamic Regiment based in Chechnya 
 
SSP: Sipah-I-Sahaba/Pakistan based in Pakistan 
 
state: A politically organized body of people usually occupying a definite territory; especially one that is 

sovereign. 
 
steganography: The process of hiding information by embedding messages within other, seemingly harmless 

messages. The process works by replacing bits of useless or unused data in regular computer files (such as 
graphics, sound, text) with bits of different, invisible information. This hidden information can be plain text, 
cipher text, or images. 

 
TACON: Tactical control, that is, command authority with detailed limitations and responsibilities inherent to 

operational control.  See Appendix H of terrorism handbook.  (JP 1-02). 
 
TCG: The Tunisian Combatant Group, a.k.a. The Tunisian Islamic Fighting Group or Jama’a Combattante 

Tunisienne based in Tunisia 
 
terror tactics: Given that the Army defines tactics as “the art and science of employing available means to win 

battles and engagements,” then terror tactics should be considered “the art and science of employing 
violence, terror and intimidation to inculcate fear in the pursuit of political, religious, or ideological goals.” 

 
terrorism: (JP 1-02) — The calculated use of violence or threat of violence to inculcate fear; intended to coerce 

or to intimidate governments or societies in the pursuit of goals that are generally political, religious, or 
ideological. 

 
terrorist: (JP 1-02) — An individual who uses violence, terror, and intimidation to achieve a result.  
 
terrorist goals: The term goals will refer to the strategic end or end state that the terrorist objectives are intended 

to obtain. Terrorist organization goals equate to the strategic level of war as described in FM 101-5-1. 
 
terrorist group: Any group practicing, or that has significant subgroups that practice, international terrorism 

(U.S. Dept of State) 
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terrorist objectives: The standard definition of objective is – “The clearly defined, decisive, and attainable aims 
which every military operation should be directed towards” (JP 1-02). For the purposes of this work, 
terrorist objectives will refer to the intended outcome or result of one or a series of terrorist operations or 
actions. It is analogous to the tactical or operational levels of war as described in FM 101-5-1. 

 
toxin agent: (JP 1-02) — A poison formed as a specific secretion product in the metabolism of a vegetable or 

animal organism, as distinguished from inorganic poisons. Such poisons can also be manufactured by 
synthetic processes. 

 
transnational: Extending or going beyond national boundaries (Webster’s). In this context, not limited to or 

centered within a single nation. 
 
trojan horse: A program or utility that falsely appears to be a useful program or utility such as a screen saver. 

However, once installed performs a function in the background such as allowing other users to have access 
to your computer or sending information from your computer to other computers. 

 
virus: A software program, script, or macro that has been designed to infect, destroy, modify, or cause other 

problems with a computer or software program.   
 
UDA/UFF: Ulster Defense Association/Ulster Freedom Fighters based in Northern Ireland 
 
underground: A covert unconventional warfare organization established to operate in areas denied to the 

guerrilla forces or conduct operations not suitable for guerrilla forces. 
 
unified command: As a term in the Federal application of the Incident Command System (ICS), defines 

agencies working together through their designated Incident Commanders at a single Incident Command 
Post (ICP) to establish a common set of objectives and strategies, and a single Incident Action Plan.  This is 
NOT “unified command” as defined by the Department of Defense. 

 
UVP: Ulster Defense Force based in Northern Ireland 
 
UXO:  Unexploded ordnance 
 
VBIED:  Vehicle borne improvised explosive device 
 
WOT:  War on terrorism 
 
WTA: World Tamil Association, a.k.a. Liberation Tigers of Tamil Eelam (LTTE), World Tamil Movement 

(WTM), Federation of Associations of Canadian Tamils (FACT), Ellalan Force, and Sangilian Force based 
in Sri Lanka 

 
WTM: World Tamil Movement, a.k.a. World Tamil Association (WTA), Liberation Tigers of Tamil Eelam 

(LTTE), Federation of Associations of Canadian Tamils (FACT), Ellalan Force, and Sangilian Force based in 
Sri Lanka 

 
WCOTC: World Church of the Creator 
 
WEG:  Worldwide Equipment Guide.  A document produced by the TRADOC G2 TRISA–Threats that provides 

the basic characteristics of selected equipment and weapons systems readily available for use by the OPFOR. 
 
WMD:  (JP 1-02)   — Weapons of Mass Destruction.  Weapons that are capable of a high order of destruction 

and/or of being used in such a manner as to destroy large numbers of people. Weapons of mass destruction 
can be high explosives or nuclear, biological, chemical, and radiological weapons, but exclude the means of 
transporting or propelling the weapon where such means is a separable and divisible part of the weapon.  

 
WMD-CST:  Weapons of Mass Destruction – Civil Support Team 
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WMD/E: Weapons of mass destruction or effect is an emergent term referenced in the 2004 U.S. National 
Military Strategy to address a broader range of adversary capabilities with potentially devastating results.   

 
worm: A destructive software program containing code capable of gaining access to computers or networks and 

once within the computer or network causing that computer or network harm by deleting, modifying, 
distributing, or otherwise manipulating the data. 

 
zombie: A computer or server that has been basically hijacked using some form of malicious software to help a 

hacker perform a Distributed Denial Of Service attack (DDOS).   
 


