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FOREWORD

gility is the gold standard for Information Age militaries.

Facing uncertain futures and new sets of threats in a
complex, dynamic, and challenging security environment,
militaries around the world are transforming themselves,
becoming more information-enabled and network-centric.

Command and control is at the heart of these transforma-
tions. Traditional approaches to command and control are
being questioned, as new approaches are being explored.
Perhaps the most significant aspect of this nascent revolution
in how militaries organize, operate, and think about them-
selves and their adversaries is the change in the criteria for
success. Traditional militaries and military analysis focus
squarely on mission effectiveness for a set of selected missions
(approved planning scenarios). Information Age militaries
searching for a way to deal with the complexities, uncertain-
ties, and risks associated with the 21st century security
environment are discovering the virtues of agility, not only as
a core competency in operations, but as a value metric for
policy and investment decisions.

Agility has been a theme in CCRP publications for more than

a decade. In Command Arrangements (1995), it was noted that a
lack of agility threatened mission success. In Information Age

XiX



Transformation (2002), agility was defined as a key characteristic
of an Information Age organization “of paramount impor-
tance in an uncertain world,” *“a characteristic to be sought
even at the sacrifice of seeking to perfect capabilities associated
with specific missions or tasks” (page 82).

Information Age Transformation also defined the attributes of
agility as including responsiveness, robustness, innovative-
ness, flexibility, and adaptability (page 83). Power to the Edge
(2003) devoted an entire chapter to agility, and added the
attribute resiliency, which was formerly included as a sense of
robustness, the ability to maintain performance in the face of
degradation (pages 123-127).

Agility is related to the ability to conduct network-centric
operations (NCO) and is associated with Power to the Edge
principles. A robustly networked force is, by virtue of its
increased connectedness, more agile. An improved informa-
tion position clearly enables agility, while the concept of speed
of command that is associated with a network-centric force is
closely related to the responsiveness attribute of agility. On the
other hand, collaboration, part of the tenets of NCW, may or
may not result in increased agility. It depends upon the skills
and experience of the participants, the nature of the situation,
and the quality of the collaborative environment. Because col-
laborative processes offer some real benefits, in and of
themselves, understanding how to accomplish them in ways
that result in more rather than less agility is important. Self-
synchronization, an important aspect of network-centric oper-
ations, is related to a number of the attributes of agility.

Power to the Edge principles, particularly those that involve
increasing the ability of the edge to understand and act, are
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related to agility. In fact, Power to the Edge states that “edge
organizations have the attributes to be agile. This is because
agility requires that available information is combined in new
ways, that a variety of perspectives are brought to bear, and
that assets can be employed differently to meet the needs of a
variety of situations” (page 217).

The agility of an enterprise is a function of how it is orga-
nized and more specifically, a function of its approach to
command and control. Approaches to command and control
and to the resulting organization differ significantly with
respect to the agility they offer or, perhaps more to the point,
with the constraints that are placed on agility, specifically
constraints on information sharing, interactions, and con-
straints on the way assets can be employed.

This book, The Agile Organization, explores the nature and
behaviors of different kinds of networked enterprises and
their implications for military organizations. The authors
take us on a conceptual journey across the landscape that is
Complexity. They offer us valuable insights into systems, net-
works, organizations, and, of course, into the nature of
command and control. Atkinson and Moffat have taken a
number of theories and concepts articulated and discussed in
the CCRP Publication Series, improved and built upon
them, and have make a significant contribution to the field.
They have also afforded us a rare opportunity to view the
challenges we face through a different lens.

This book is also an indicant of the growing recognition that
new organizational forms and approaches to command and
control are needed to meet the security challenges of the 21st
century. We look forward to working with colleagues from
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around the world to better understand the nature of agility
and agile organizations.

Dr. David S. Alberts

Washington, DC
May 2005
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CHAPTER 1

STOP THE WORLD,
| WANT TO GET OFF!

bout a thousand years ago, the Moffat clan were farmers

in southwest Scotland where the River Annan runs from
the Southern Uplands down into the Solway Firth. The mod-
ern town of Moffat still stands just south of there—a pretty
tourist sort of a place, with a large statue of a ram in the main
street to remind us all of its agricultural roots. In those former
times, the clans were isolated and disconnected from each
other, yet internally very closely tied together. Travel across
land was difficult; without roads, only the extremities of war
against the common enemy England brought them together.
The Atkinson clan came from the Eastern borderlands of
England and Scotland, from Cumberland and the South Tyne
near where it flows past Alston, the highest market town in
England, to the Forth—across the “debatable lands™ between
Scotland and England that for centuries was the home of the
“Reivers”—and from Norse stock; sharing both a Tartan and
the Northumberland pipes. The Moffats and Atkinsons are still
farmers today, but like the Scottish (and British migrants, trav-
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ellers, scientists, diplomats, engineers, sailors and) soldiers they
became, their clans have travelled “far way”—to the Americas,
Australasia, Africa, and Asia. The names of their farms, such
as Gladstone-Boreland and High Dryburn, are still rooted
(often fortified) and so connected back to the history of the
land. But gradually over the centuries, as technology and soci-
ety have evolved, links have been made that now knit together
our connected modern society with its past, its present, and so
its future. The two clans remain connected, but not so much by
geography and circumstance as history and a shared under-
standing of each other and a common trust in the future.

Networks have thus always been with us; they are not new, and
neither is Complexity or the forms, patterns, and shapes that
emerge from its constructs to provide meaning, if not under-
standing, to the many interlinked and connected issues that
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confront us today. Things have changed, of course, and they
continue to do so. Key to the way things have changed, even in
the last 10 years, has been our ability to connect nodes and
peoples across the globe to create effects, some new, in different
parts of the world remotely, and in complex ways never before
possible. This connectedness has bypassed the older, more rule-
based structures and placed a means of creating effects within
new groupings and organizations. These organizations have
behaved in different and often threatening ways that have
undermined or simply bypassed the old, less agile systems,
based more normatively upon rules and consensus. States,
companies, and organizations unable to adapt agilely to the
new ways, means, and methods of working have succumbed.
Security, the old preserve of the state, is often now provided
privately within gated communities and/or by criminal organi-
zations whose networks criss-cross more effectively the North-
South divide and the Third World than any state-sponsored or
derived organizations, such as the U.N. or NGOs.

In the spring of 2003, Professor Jim Moffat and Commander
Simon Reay Atkinson came together at a Ministry of Defence
Conference on Network Connected this and Enabled Capabil-
ity that and, between the sessions, determined that something
was missing. That, while many people were there for good rea-
sons, their core understanding of the subject, its complexity,
breadth, and indeed its mystery were not being deepened, but
obfuscated in the urgency of the moment and by the pressures of
a system that requires instant understanding and solutions, now;
and that in our processes and hunt for the instant we are in dan-
ger of forgetting our past and so misinterpreting our future.

This book endeavours to explore this terrain, to look at Com-
plexity, Networks, and Formal Organizations from a British
military and policy making perspective. It does not attempt to
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be a new book on management or the social sciences, although
clearly there are lessons that may be derived by both disci-
plines. Neither does it attempt to advocate an alternative
philosophy for international relations or a new doctrine for the
military. Instead, it attempts to place the military in context so
that it can better understand itself, the complex adaptive world
it faces, the ways and means it may wish to aggregate, and how
it is to be commanded and so controlled in a way in which we
might confront our enemies of today and tomorrow adaptively,
agilely, and with confidence. We start, in chapters 2, 3, and 4,
by introducing the ideas of Complexity, Complex Adaptive
Systems (CAS), and complex networks of interaction. Some
real examples of how such informal networks are created that
complement the institutional structures are discussed. In chap-
ters 5 and 6, we introduce the ideas of the creation of effects
and agility. Finally, these are brought together in chapter 7. We
will show at each chapter heading how these ideas evolve
under the series of headings:

Complexity ==» Networks == Effects == Agility

GLOBALIZATION

Nature abhors a vacuum® and into the “chaos” of failing states
and communities, new structures formed—in many regards
going back in time to man’s earliest days as he learned to
aggregate and communicate with others. These new structures
provided basic requirements and replaced the failing and cor-

L Attributed to Aristotle (384-322 B.C.) as applied subsequently by the American
Philosopher, Henry David Thoreau (1817-1862).

Globalization
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rupted organs of an increasingly moribund and ineffective state
system—at least in many developing countries—with edifices
of security and survival in which people could trust and believe.
We may not have liked the fact that these edifices provided
security through the barrel of a gun and their economies were
based on crime, but many were tolerated through the logic of
“the enemy of my enemy is my friend.” That was until 9/11
and indeed shortly beforehand—in Sierra-Leone, for exam-
ple—where the new nature of international crime became
more and more threatening to our peace.

Globalization has changed that safe—if false—perception we
had of the world in the late 20th century. Globalization means
that no state can remain an island; we are in fact connected
and interconnected with each other in ways never previously
thought possible. The Afghan poppy grower exporting his crop
to your streets is as connected with our markets, our national
health system, police, customs, and excise—Yyour taxes in
fact—as is your milkman. He has very different overheads, per-
haps, but his output directly contributes to our outcomes. The
immigrant fleeing from a non-applicable state, for whatever
reason, connects to us—via the courts or illegal employers—
and through the same state systems back to the place from
which he came. We cannot address either drugs or migration
in isolation to demand—the demand on our streets for opiates
or the demand of migrants for a better life. Through the
explicit interactivity of globalization we are connected, and not
just for good. We are talking here about many complex and
highly adaptive systems, themselves forming a system of sys-
tems or networks of networks. And, like any Complex Adaptive
System, they cannot be controlled or ruled: a CAS will simply
find ways of working around the rules if the context in which it

Globalization
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formed remains viable. Drugs and migrants will still get
through, despite the rules.

The basis of these new systems of working and aggregating is
that they are based upon very simple trusts—not rules—as
often as not, basic trusts regarding survival, of earning one’s
daily bread one day, and waking up to earn it the next. These
are simple things to you and I, who enjoy living in societies
within which law and order are still maintained, but they are
vastly different for the young boy from Sierra-Leone who has
watched his parents murdered and who has been forced,
through a combination of drugs and brutality, to become a
child soldier for the local warlord—and whose survival now
rests in his ability to kill. The boy from Sierra-Leone makes a
choice, based upon his immediate need for survival and the
organizations to which he feels sufficiently connected to, to
trust. We might not like it and the boy is not likely to live long,
but he has made a logical choice. The organizations such peo-
ple join are not the state or its police or security organs, but the
criminal networks that have evolved to fill the vacuum of law
and order, wherever they find it. A recent well-organized police
action on the south coast of England involved the removal of a
local and highly influential (well-connected) drug-baron. The
operation went well and the drug-baron was arrested. Days,
not even weeks or months later, the criminal networks had
reformed themselves; supply had hardly been interrupted.

Disaggregated as they are and based upon trusts within and
across their boundaries—in order to satisfy often simple
requirements, such as demand—these networks are highly
agile and adaptive. Removing one well-connected hub, or clus-
ter, from within one cell, simply enables new connections to
form. The fundamental context in which these networks

Globalization
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emerged in the first place—to satisfy a need—has not changed.
And the networks are sufficiently concentrated and overlap-
ping for the removal of one hub to make only a transient
difference to the whole.

IDEALISM AND REALISM,
TRUST AND RULES

The nature of the way people aggregate and the trusts and
rules they form within these groups and between others are
fundamental to our way of thinking and working. They form
the underlying truths of the ways different communities and
groups work together and with others and, over time, they
define the philosophy by which a group is understood. Some
philosophers of the 20th century considered two different
forms of aggregation. Idealism set store by the creation of rules
by which people could live in peace, and that led to the cre-
ation of the League of Nations and subsequently to the United
Nations. Realism denied the premise upon which idealists based
their claims and looked instead to power politics in a bipolar
world, defined then by the West and the U.S. and the East and
Communism. They argued that states were rational players
and, beyond rules, they would work and fight for their own sur-
vival, based upon the best interests of the state—not a remote
nirvana incumbent upon idealized, international (unenforce-
able) rules of behavior. The enemy of my enemy is my friend.
Our supposition, and one that emerges from this book, is that it
Is false to divide the ideals by which people define their lives
from the rules they use to live them by. Essentially, the tension
is not between Idealism and Realism but between trusts and rules.

Networks are defined by the trusts that bind and so define
them, but these same networks, at certain moments in time and

Idealism and Realism, trust and rules
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space, need more formal organizations to protect and safe-
guard them through agreed rules of behavior and conduct. For
example, a very networked organization working autono-
mously and asynchronously relies upon formal organizations,
based upon rules, by which its members are paid each month,
accounts are settled, and bills raised. For the network to work
and so transfer power to and from its edge efficiently and effec-
tively, it relies on some form of rule-based power source. This
rule-based formal organization may not be at its center but will
be a part of the hub or cluster about which the network is
formed. If the network is to be effective—to create effects—it
needs a source of power from which its nodes can exercise
power. This organization needs to have formal arrangements,
or rules, agreed upon between the different members (nodes,
hubs/clusters). To work effectively, the rules by which the for-
mal organization operates need to be based upon the trusts
that define the network and the way it aggregates.

Returning to the philosophical division between Realism and
Idealism, a network is formed from the trusts or beliefs of its
base organization—the reality it confronts; whereas formal
organizations are defined by the rules necessary to preserve
and protect the beliefs of the network—the ideals by which the
network lives. Essentially, Realists need Idealists, and vice
versa. Neither can exist effectively without the other and the
tension that exists between the two has more to do with a
requirement for the rules, by which the organization lives, to
reflect the trusts that define it. There are many examples of
organizations where the rules by which they are expected to
live have parted company from the trusts that define them.
The Sierra-Leone boy does not play by the rules of law and
order, for which the conditions have long since disappeared.
He trusts in what he sees and has to believe in, and his rules of

Idealism and Realism, trust and rules
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conduct are defined by the trusts and confidences of his group.
If he breaks these rules, he knows the consequences; whereas, if
he breaks the rules of the state and happens to be caught, he
knows he will survive, provided he does not breach the trusts of
his group. The only way the state can change this “reality” is
by changing the conditions or ideals by which these networks
form in the first place—so that they form around and not in
antipathy to the formal organizations and rules of the state.

POST-MODERNISM AND POST-BELIEF

In this regard, too, the philosophy of Post-Modernism—that
denies any single truth or beliefF—may also be reflected in our
understanding of organizations and how they form and aggre-
gate. The networks we consider are held together by certain
trusts in which individuals believe. These trusts and beliefs are
often different from those that define others and it is these that
make the group or organization “different.” Where these dif-
ferent organizations come into contact and/or overlap, certain
rules of conduct are necessary to define how they work
together if conflict is to be avoided. These rules need to reflect
the underlying beliefs and truths by which the different organi-
zations exist. In this regard, the Peace of Westphalia—much
heralded as being the basis from which three essential con-
structs of the modern (Western) world emerged: The State (and
the division of state and politics from religion); International
Law; and Western Laws of War (and Peace)—was actually
more about a sectarian settlement between Protestants from
the north of Europe and Catholics from the south. It enabled
both different means of aggregation and organization to coex-
ist peaceably after years of irresolvable conflict. It also released
two very different philosophies: one, to the north, essentially
international and outward-looking and the other, in the south,

Post-Modernism and Post-Belief
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more inward-looking, based upon rules to ensure the peace of
central Europe.

Modernism needs also to be looked at in relation to its deriva-
tion in terms of “Modern History”—generally accepted to
have begun on the invasion of Egypt (and the old world) by
France and Napoleon in 1798 and its ejection by Britain and
Nelson in the same year. Post-Modernism was therefore about
both a rejection of modern, and thereby Western, constructs
and beliefs, as it was a reflection that there are many different
ways, or truths, by which peoples and organizations define
themselves. Taken to its extreme, as perhaps identified by phi-
losophers such as Jacques Derrida, Post-Modernism claimed
“that meaning—or belief—was subject to limitless interpreta-
tion so that everything could be made to mean anything.”2
This perhaps is not so much Post-Modernism as Post-Belief. The
difficulty many modern societies face is that, once the beliefs or
trusts are removed, the way they define themselves and the
rules by which they live no longer have meaning. In a network
sense, the trusts that defined the network and so the rules by
which it organized have been removed. The network may con-
tinue but it no longer is capable of exercising power and
effectiveness and its rules no longer reflect its beliefs or truths.
Ultimately, it can no longer be trusted—a vacuum has formed.

The way we aggregate therefore defines our trusts and so our
beliefs and thereby the rules by which we are prepared to live
and interpret our lives. European society, post World War 11
and the Cold War, may be defined more as being Post-Belief
than Post-Modern. The beliefs upon which European society

2 Robin Young, writing in the The Times on the death of Jacques Derrida,
Monday October 11 2004: “This may mean something or not.”

Post-Modernism and Post-Belief
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formed have been replaced by new rules—the Peace of
Europe—constructed after World War 11, through the Euro-
pean Steel and Coal Pact, to prevent France and Germany
from ever again going to war. European nations have pooled
their trusts into a single belief in peace and the avoidance of
conflict through the denial of any one single predominant
belief. To a great extent, the experiment has worked, but the
experiment may also be testing the peripheral regions (the new
as opposed to old Europe) in the tension between newly won
democratic forms of aggregation and a bureaucratic, apolitical,
a-belief, and non-elected rule from Brussels, as opposed to
Moscow. From a network perspective, it is as if we have used
rules to define our trusts—representation without taxation.
The US. political system continues to be based upon beliefs:
belief in religion, President, God, and Country. They also
believe (as many in Europe do) in the threat posed by Jihad and
extremist Islam. And Jihadists, similarly, believe that they are in
violent and continuing Jihad with the West—not just the
U.S.—and that their form of aggregation under Islam and
through Umah (the Muslim “Nation”) is the only way. How-
ever, in a Post-Belief society no longer aggregated along
common trusts, it is likely to prove more difficult to believe in
another’s beliefs, particularly if these beliefs threaten the very
foundation upon which one’s own peace has been constructed.
This returns to the way in which we aggregate and how net-
works and formal organizations evolve and form to reflect the
many different truths that confront us. The underlying truth
about networks, based upon trusts, and formal organizations,
constructed about rules, is that they both need each other if
trusts are to be maintained and laws upheld. It also reflects the
need for different organizations, at certain times and places, to
determine new ways of working together if they are not to be in
perpetual conflict.

Post-Modernism and Post-Belief
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NETWORKS AND ORGANIZATIONS IN
PARTNERSHIP

This book is not about challenging philosophers, although
some of the conclusions we draw may cause them to think
again; it is about explaining the complex phenomena concern-
ing the way we aggregate in terms that we may understand.
The way we aggregate defines who we are, what we do, and
how successful (or not) we become. We are all members of
many different networks—family, clans, churches, associations,
schools, and so on—and we are also members of formal orga-
nizations, such as banks, companies, regiments, ships, and
clubs at the same time. And within the networks we are a part
of, there are formal organizations, and within the formal orga-
nizations that we join, there are networks. The two exist in
partnership. Over time, they also define us as we define them
so that the inherent philosophies of the networks and formal
organizations to which we belong reflect the trusts and rules by
which we live our lives. If we want to understand the way in
which we see the world, we need to understand the prism
through which our views are constructed. What we see we may
not like, but the way in which we aggregate ourselves is funda-
mental to the way in which we are seen by others and express
ourselves to them. As Sun Tzu observed, if you “know your
enemy and know yourself, then you will not be endangered in a
hundred battles.” It is through this knowing of oneself and how
one’s own forms are aggregated that one can understand one’s
own weaknesses and strengths, and so what is threatening, or
not, to one’s enemy. Thus, if we can understand networks and
how they operate, aggregate, and perform—their fears and
desires—we can also understand how others perform, and so
know what to do and what not to do.

Networks and organizations in partnership
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WHAT WORKS

In the military, too, we have to maintain certain immutable
trusts and beliefs in each other and, unfashionably, in God,
Queen, and Country. We do so because these are the beliefs
that, when combined with our trusts in our fellow man, troop,
platoon, ship, company, squadron, or regiment, enable us to go
out and fight, kill, and, if necessary, die. We do not lead on the
basis of rules but on trusts and beliefs in each other foremost,
and then the cascading sense of belief that defines us as sol-
diers, sailors, and airmen. Similarly, we do not fight as a formal
organization, a ship, or a regiment, although that is what we
are known by in the media and to the rest of the world. We
fight as networked sailors or soldiers in our platoons, troops,
and divisions amongst people we trust and do not want to let
down. It is a simple code, when all is said and done, established
over the years and based on trusts and beliefs in each other
foremost, and then the wider organizations to which we
belong. We have based ourselves upon military perceptions
and examples of how different forms of aggregation have
worked or may be made to work. We take this analysis from a
scientific understanding of Complexity, Networks, and Organi-
zations, and apply them in contemporary settings that may be
understood by military policy makers.

In our initial discussions, we both also agreed that we needed a
book that was based upon good rhetoric, not just good math;
rhetoric that took complicated subjects and their mathematical
derivations and then explained them in a way that may more
readily be understood and read by those from a wider commu-
nity. For, underlying the theory of Complexity and Networks is
not mathematics, science, and technology, but people—the
way we work and aggregate ourselves.

What works
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THE FUTURE INTO WHICH WE GAZE

The world in the 21st century looks much more threatening
than it did at the end of the Second World War. But, at the
same time, we are seeing new and complex patterns emerge
with historical resonance in the Balkans, Africa, Asia, and
Europe. New means of aggregation are forming to occupy the
spaces created by the collapse of the Soviet Union, and the
ways they are forming reflect the contexts in which people find
themselves. Globalization and the explosion in information
technologies are forming linkages and connections—for both
good and bad—that we cannot ignore and that we cannot pre-
vent from forming. We can no longer stand back and ignore
the networks, because they impact upon our way of life or our
values; they are now connected directly to us.

In the past, the Ministry of Defence considered Warning Time
for a conventional state-on-state war to be comprised of Deci-
sion Time, Readiness, Preparation and Training Time, and
Deployment Time. In some instances, this Warning Time
might be as long as 10 years, in others months. And for each
we predicated different scales of warfare with which we may be
likely to fight: large, medium, or small. We also defined Threat
to be equal to our enemies’ capability, capacity,® and intent or
will. Clearly our Warning Time must also be some function of
the Threat, and vice versa. If we consider what happened on
9/11, Warning Time for various reasons was effectively zero.
In other words, the threat was pervasive and already there—
the only way the U.S. could have countered the attacks at that
moment was to have shot the planes down. To do so, they

8 Capacity is not part of the traditional “Threat” equation, but it may be
considered a network value in terms of connectivity, breadth, and depth.

The future into which we gaze
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Satellite photography of New York and the Pentagon on the day after the
9/11 attacks

would have required aircraft on station, ready and armed,
beyond the airspace of New York and with the necessary
authority to engage at the instant that the aircraft came within
range. Essentially, in a highly connected world, peace and war
are perpetually joined—our peace is connected to another’s
war, just as another’s peace is connected to our war. In such a
networked environment, where the enemy combines his capac-
ity and will/Zintent with our capabilities (aircraft, technologies,
IT, rules, and media) against us, then we will have little or no
Warning Time.

The revolution that occurred on 9/11 also swept away the old
certainties by which war was joined historically and that
defined peace as the cessation of war. It left our policy makers
with a grim choice. If they cannot engage with the other and
prevent his networks from forming in hostility to our own val-

The future into which we gaze
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ues and ways of working, before the event, or if it is already too
late, then we are left only with pre-emption, with all that that
implies. If we consider both 9711 and the tragedy at Beslan,
once the terrorists had boarded the aircraft or entered the
school, it was too late. The only way in which the tragedies
could have been avoided was to have stopped them from being
committed in the first place. Given time, prevention might
work; in other cases, one is left only with pre-emption. And for
pre-emption to work, one needs intelligence with the fidelity
and agility to accurately target the threat. Even with the right
intelligence, one still needs decisionmakers with the courage,
understanding, and leadership to make difficult decisions.
They will not win praise either way—there is no credit for pre-
venting something that did not happen.

In coalitions in particular, but alliances too, it is the exchange
of trusts between different military organizations that deter-
mines their effectiveness. If 1 do not trust you to fight with me,
then I will have to organize for you to fight alongside me in a
demarcated fashion that avoids fratricide. In the First Gulf
War, Allies were demarcated from each other because they did
not have the identification systems to avoid blue-on-blue fratri-
cide and, put simply, did not have the confidence and trusts to
fight together. In the Second Gulf War, British, American, and
Australian forces fought under and with each other in ways
that were at least interoperable, and at times integrated. They
were seamless to an outsider, with decisions being made by
Americans and carried out by Britons, and vice versa.

This part of the new battlespace cannot be ruled or controlled:
it can only be commanded, based upon the trusts and shared
beliefs of coalition forces. And the effectiveness of these organi-
zations is based, in part—if not in full—on the degree of

The future into which we gaze
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integration they achieve. And this degree, in turn, is based
upon the trusts individual soldiers, sailors, and airmen, from
different countries and organizations, have in each other to do
the right thing. These are network structures, not ruled formal
organizations, and as such, whilst they can be assisted techno-
logically, they are based upon shared cultural understandings
and beliefs. They are more about people than systems or tech-
nologies. And these means of aggregation, of sharing and
transferring trusts, define not simply how we look and behave,
but also how we are commanded and controlled.

The challenge to the military is not so much to make its fight-
ing structures more networkable, since they are inherently so
already, but to ensure that the way forces are commanded and
controlled, and policies are formed, are coherent and similarly
adaptive and agile to the forces they command. Put simply,
such complex systems cannot be controlled, and to attempt to
do so would be to deny the network its fidelity, agility, and
trusts to do the right thing. They can, however, be influenced,
bounded, and placed within an appropriate context.

The future into which we gaze






CHAPTER 2

COMPLEXITY: NEW INSIGHTS INTO
SYSTEMS AND NETWORKS

Complexity =

I n this and the following two chapters, we introduce the
notions of Complexity, Complex Adaptive Systems, and
complex networks of interaction together with some real exam-
ples. These form the foundation for the introduction of the
ideas of effects and agility in chapters 5 and 6.

Globalization, in the terms set out in this work, is about con-
nectedness between, across, above, below, and through pre-
existing political, religious, economic, thematic, and geo-
graphic or security boundaries. Whereas previously it was
possible to separate political and religious boundaries behind
largely geographic and historically defined frontiers, this is
no longer possible. Thus, Western Europe and Russia, after
the final fall of Constantinople and the completion of the
Spanish Reconquista, could be defined as Christian; the
Middle East, East Africa, Central Asia and Southeast Asia as

19
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Muslim. This began to be distorted in the 19th century with
the mass migrations from Europe to the New World, and the
U.S., Australia, Canada, and Argentina in particular. But,
with the exception of the westward migration of the Jews
from Russia to Germany, Britain, and the U.S., this migration
was mostly Caucasian and “Christian.”

The 20th century, in broad terms, witnessed a clash of ideals
between Germany, Britain, and France for control of central
Europe and then between Communism, Fascism, and Capital-
ism—all essentially European ideals, exported to the rest of the
world. After 1914, the mass “economic” migration that had
defined the 19th century ceased, held behind an isolationist
U.S. and barriers to trade erected by the British Empire after
1919. Exhaustion after WWI and stagnation in the U.K., the
U.S., and France, collapse in Germany, and revolution in Rus-
sia all conspired to isolate each from the other—exacerbated
by tariffs/barriers to trade, isolationism, and Britain’s return to
the Gold Standard.* The interaction of ideas and ideals that
had so defined the 19th century through trade, industry, migra-
tion, and colonialization ceased.

The pax or peace of the 19th century—constructed largely by
Britain and other colonial powers for the exchange of peace
(law and order) and security for goods and labor—broke down.
The essential interactions that enabled the pax to exist—the
three-way exchange of capital (migration provides a form of
capital exchange in its own right5), people (including ideas and

4 Instigated by Churchill.

5 Migration in the 19th century was by no means one way. Migrants went to the
U.S. and sometimes returned to their original homes having made their
fortunes. Most importantly, migrants sent money back to their families,
providing both a source of income and a reduced burden on them.
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ideals), and trade (including law, order, property, security, and
commerce)—stopped in its tracks.

After WWII, interaction was minimized and the world was
even more isolated behind the walls of both the Soviet Union
and the West—the shared purpose of the new peace, defined
by Lord Ismay (NATOQO's first Secretary General), was “to keep
the Russians out, the Americans in, and the Germans down.”
Behind these mutually supporting walls (the Soviet Union
wanted to keep Germany down, for which it was prepared to
accept America in, at the price of Russia being out), traditional
migration routes (except for a handful of defectors on both
sides) almost stopped and, as the European empires collapsed,
the older colonial interactions also ceased.

The Cold War essentially stopped the global interactions that
had defined the more complex world that had existed between
the 16th and 19th centuries in their tracks, confining
exchanges, interactions, and the peace along black and white
lines. After 1989, the simplistic definition of identity by differ-
entiating and consolidating one side by “what it is not” (for
example, communist or capitalist, West or East) rather than
“what it is” was no longer possible.®

Today, the emphasis has been shifted to the actors and
issues: human rights, migration, ethnic conflict, small-
arms flows, dislocations and disparities generated by

economic globalization, intensified information flows,
environmental and immunological concerns, religious

6 The Turkish Cypriot psychoanalyst Vamik Volkan addresses this issue in his
book: The Need to have Enemies and Allies.
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movements and global criminal networks. These can
all transcend, disrupt, and bypass state interests.”

It is this newly emerging complexity of new connections and
re-established old connections that will define our future—who
we are to become as much as who we are. Globalization there-
fore poses many challenges to the way we aggregate, how we
see ourselves, and so see the opportunities and threats that will
confront us in the 21st century. In some regards, they will be
similar to those that existed before the 20th century and in oth-
ers very different. Historically, the 20th century may be seen as
the exception and not the norm of man’s means of aggregating
with his fellow man. We examine these new transnational chal-
lenges to our security from the viewpoint of Complexity and
the new types of aggregation that will emerge to address them.

Returning to Dr. Sayigh:

the apparent anarchy of globalization and inchoate
nature of some of its social and political consequences
reveals two forms of an emerging organized response.
One is a wide and evolving variety of networks that
may spread across state and non-state sectors and may
encompass both legal and illegal groups and activities.
In some potentially threatening cases, these networks
may apply modern technological expertise (from
nuclear, biological, chemical [NBC] capabilities to the
Internet) against populations, critical infrastructure, or
IT-based systems and cause devastation. The other

" Dr. Yezid Sayigh, writing in: “The Cambridge Security,” Seminar Record. 30-
31 July 2004. p. 11.
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response is a reassertion of state power and
centralization.®

Global politics, global economics, and global security are
therefore connected in many different and complex forms—
some networked and others along more hierarchical or state
lines. To understand these new forms of global aggregation (or
globalization), we need to understand the complex interactions
that define them and so define “complexity.”

We begin our journey with the thought that we tend to think
about problems and issues in terms of models and metaphors
that are familiar. In many cases, these models and metaphors
are generated by our scientific understanding of how nature
works. Intuitively, we understand that what drives natural sys-
tems can and must also apply to us as part of nature. For
example, it is commonplace to read in a newspaper about the
“momentum” of a political party, the “evolution” of an idea, or
a “quantum leap” in our understanding (although this depends
to some extent on the quality of your newspaper of choice).
What is new is that these fundamental metaphors are chang-
ing, and a new language is emerging that allows us to think
about complexity—and that applies to the complexity of mod-
ern life and society.

Back in the clockwork Newtonian universe, we thought we
understood what was going on: “God said let Newton be and
all was light.” Newton made two bold hypotheses: firstly that
what we understood locally (in or around the earth’s gravity in
his case) applied globally; and secondly that these global effects
could be understood by the application of geometric ideas

8 Ibid, pp. 11-12.
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(such as the conic sections of Euclidean geometry). The model
of the universe that emerged was both rational and what we
call linear, in the sense that small changes to the initial state of
the system led to small changes in outcome, and that (as was
later believed) knowing the exact state of every particle in the
universe at an instant in time, we could predict the onward
evolution of events with exact accuracy. However, as Newton
himself said, he found a few more interesting pebbles on the
beach, while the ocean of truth lay undiscovered before him.

If we consider a gas of particles in a container, we can begin
to see why the Newtonian outlook begins to break down.
James Clark Maxwell (of Maxwell’s equations fame) did just
this in the 19th century. By applying the Newtonian
approach to a gas of “ideal” particles, he was able to predict
the distribution of velocities of the gas particles. Building on
this, Boltzmann (who committed suicide just before his ideas
were endorsed and accepted by the general scientific com-
munity) introduced the idea of the entropy (or randomness)
of such a collection of gas particles. He showed that entropy
must inevitably increase, reaching its maximum value at the
equilibrium state of the gas. If the gas is confined to part of
the box, or part of the gas has a different temperature, then
this state has lower entropy (because it has more order or
structure). Thus at equilibrium, the requirement to have
maximum entropy means that the gas must be spread evenly
throughout the box and have a constant temperature.

OPEN SYSTEMS

Now, all of this analysis depends on the gas being isolated in its
box from outside effects. This is what we call a closed system.
What has been discovered since then is that many systems of

Open systems
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interest are not closed, and are not in the equilibrium state. If a
system is not closed, it is called an open system. This means that
there is energy and/or information flowing into or out of the
system. To take a very British example, imagine boiling some
water to make a pot of tea. In order to see what is going on, we
heat the water in a saucepan, rather than using the more tradi-
tional kettle. We put the pan of water on the heat (a gas ring).
To start with, not much appears to happen (except perhaps
some odd looks from other members of your family as you
stare at the pan of water). The system, consisting of the pan
and the water, is certainly an open system: we are deliberately
putting energy in the form of heat into it; energy is flowing across
the boundary of this open system. A constraint has been applied to the
system, because heat is going in at the bottom, so the tempera-
ture at the bottom and top of the pan are different; that is the
constraint we apply. In the early stages, turning up the gas
slightly just increases this constraint slightly; the system is still
in the linear state.

After a few minutes, however, something very interesting sud-
denly happens. We see on the surface of the water an ordered
structure of cells. These are called Benard cells and they corre-
spond to columns of water rising and falling in the saucepan.
This represents large-scale and long-range order within our
system, and is certainly not linear. The energy from the gas
ring has been transformed into a type of order. Turn off the gas
and the order dissipates. Only by constantly injecting energy
into the system can the order be maintained. This new type of
order is called a dissipative structure. It depends on the flow of
energy across the system boundary in order to be sustained.

Before the Benard cells appeared, the water in the pan looked
very boring—it was homogeneous or symmetric—and any part of

Open systems
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Rising columns of bubbles in boiling water

the water looked much the same as any other part. Once the
Benard cells appear, however, we have structure—the symmetry
of the system has been broken. These cells also rotate, and there is
structure here too. If one cell rotates to the right, the next will
rotate to the left. There is a correlation between what one part of
the system is doing, and what another is doing. Even more
intriguing is the fact that we cannot predict in advance whether
a particular cell in a particular place will rotate right or left.
The system has multiple modes of behavior. We are no longer in the
linear world where one cause has one predictable effect. We
have a nonlinear system where small changes in input can lead to
large changes in effect. These behaviors, which we can see
every day of our lives, pull the rug from under the Newtonian
view of the world as a completely predictable system, if only we
knew the initial conditions. As the number of possible modes of
behavior multiplies, we head towards a chaotic system where the

Open systems
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behavior can appear to be completely indeterminate and ran-
dom, even though the underlying system is deterministic.®

Still under the sorry gaze of your family, you stare at the pan
and continue to watch. Energy from the gas ring continues to
pump into the system. Suddenly a new thing happens. The
water begins to boil. The small elegant structures of Benard
cells are swept aside and the whole pan of water bubbles.
Chaos and turbulence have set in. We are no longer looking at
local correlations across the system—this is a global effect
across the whole volume of the water. It is caused by the local
networks of bonds between hydrogen atoms being disrupted
and then forming a global effect.

SELF-ORGANIZATION

Let us broaden our horizons from a pan of water to an entire
ecosystem of interacting species of animals. In doing so, we
increase the number of degrees of freedom of our system signif-
icantly. If the parts of our system still interact locally in a
nonlinear way, then we transition from a chaotic system to a
complex system with emergent behavior. If the local interactions
are not of this form, then we have a system that is complicated,
but not complex—the whole is the sum of the parts, and the
behavior of the whole system can be understood by examining
the parts. In a complex system, the whole is more than the sum
of the parts, and thus we need to focus on the global emergent
behavior of the system.

Sunlight flows into this complex system, and takes the place of
our humble gas ring in the previous example, so our ecosystem

9 Gleick, Chaos: Making a New Science.

Self-organization
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is an open system. Of course, different species interact with
each other, both within species and between species, in all sorts
of complicated ways. They roam around, they fight, they com-
pete for territories and mates—and they coevolve. Over the
longer term, the environment also changes. In order to think
this through, we need to boil all these interactions down to
their simplest form.

Since Darwin, we have known that the key driver in evolution
is the natural selection of the fittest. Thus, in its simplest form,
we can ignore the other characteristics of an ecosystem of
interacting species, and just focus on one thing. This is the way
in which species evolve, and in so doing, affect the ability of
“neighboring” species to survive. We call this local coevolution.
Neighboring here means close in terms of species-to-species inter-
action and evolutionary effect. It does not necessarily (although
it could) imply physical closeness.

The rest of this description follows that in Moffat,'® while
avoiding the mathematical details that just prove that it really
does work like this. We can thus think of all of the species mak-
ing up an ecosystem as being arrayed as the nodes of a grid,
connected to each other by the lines of the grid, in order to
capture this fundamental, local interaction between species.
Figure 2.1 shows what this looks like.

If we plot the fitness of each species on this grid, we have a fit-
ness landscape. How does this fitness landscape evolve over time?
Each of the species can only interact with the species at neigh-
boring nodes of the grid. Thus if the fitness of a species changes
(for whatever reason), only the fitness of species at neighboring

10 Moffat, Complexity Theory and Network Centric Warfare.

Self-organization
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Figure 2.1: A schematic of the grid of interacting species in an ecosystem

nodes are affected. To start the system off, we just randomly
assign a number (between 0 and 1) to each species that repre-
sents its relative ability to survive (i.e., its fitness in evolutionary
terms). Now we let the ecosystem evolve through local
coevolution.

Firstly we assume that the species with the smallest fitness is
most likely to disappear and thus has the greatest pressure put
on it to evolve. We thus scan across the fitness landscape (the
grid) and find the species with the smallest fitness value.

Now we have to represent the evolution of this species and the
resultant coevolving effect on the fitness of the neighboring

Self-organization
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Figure 2.2: A network of size four of locally coevolving species
within the ecosystem

species. Keeping things as simple as possible (but no simpler),*

we do this by changing the fitness of the species and its next
door neighbors on the grid by random values (so the new fit-
ness could be higher or lower than it was before).

We scan across the grid again to see which species has the
smallest fitness. If the same species or one of its neighbors is
again chosen, then we call this a cluster or network of size one.
Otherwise, we start with a new species at some other node on
the grid.

11 A concept articulated by Albert Einstein.

Self-organization
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By repeating this process over and over again (on a computer)
we can amass statistics regarding the size of such neighborhood
networks. Each such network corresponds to a series of con-
nections due to local coevolution of neighboring species (i.e., a
ripple of coevolution across the grid).

The questions we want to consider are: What is the overall
emergent behavior of such an ecosystem? Is it just some
kind of meaningless chaos, or is there a higher order struc-
ture that emerges?

In fact, what happens is very surprising—a characteristic of the
way in which higher level order can emerge from such a com-
plex system. This is due to the large number of degrees of
freedom of the system (i.e., the large number of species) and the
local nonlinear interactions caused by coevolution. If there
were only a small number of interacting species, the ecosystem
would either produce rather predictable linear behavior, or else
it would show evidence of chaos, with small changes to initial
conditions leading to unpredictable and disordered behavior.1?
As we increase the number of species, we transition to a new
type of behavior that we call complex. With a large number of
species, we have a large number of degrees of freedom and as a
result we get emergent ordered behavior. However, the ordered
behavior that emerges for this open ecosystem, in which energy
(sunlight) and information (the fitness of species) are flowing in
and out of the system is entirely at odds with what we would
expect from a closed system, such as a box full of gas particles.

As we discussed earlier, we know that a box full of “ideal” gas
particles, starting in a random state without energy or informa-

12 May, Simple Mathematical Models. pp. 459-467.

Self-organization
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tion moving in or out of the box (so it is a closed system), will
tend toward a state known as thermal equilibrium. This means
that the final state of the system is homogeneous and symmet-
ric. However, for our open ecosystem, in fact the opposite occurs.
From an initially random state (remember we just allocated
random fitness values to the species at each node of the grid), it
self-organizes itself into a very ordered state. Here, all of the spe-
cies in the ecosystem have a fitness value above a certain
critical value (and we can calculate this value, it is strictly non-
zero). This is equivalent to all of the gas in our box self-organiz-
ing to be only in part of the box, and dramatically illustrates
the difference between closed and open systems. Our open sys-
tem is far from equilibrium. A small nudge to the ecosystem
will lead to a network of coevolution interactions that could be
almost infinite in extent; whereas the closed system at equilib-
rium is resistant to change. A nudge to such a closed system
(such as a fluctuation in temperature) leads to a rapid move
back to equilibrium.

Systems that show these kinds of self-organizing, complex, and
emergent effects are of particular scientific interest. They do
not have any characteristic scale and can thus exhibit the full
range of behavioral options within the system restraints. This
means that such systems are in a position of optimal flexibility in
some sense.

POWER LAWS

The next question that arises is: If the ecosystem can generate
networks of interaction of all sizes, can we characterize in some
way how often networks of a particular size arise?

Power laws
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Going back to our ecosystem, it turns out that the distribution
of sizes of coevolving networks is a power law with a negative
power value. This implies that there are likely to be a small
number of large networks of coevolution, and lots of small ones
created at or near to the self-organized critical point of the sys-
tem. The answer is yes. To do this, we need to introduce the
idea of a power law. This is a simple idea that is best described
by a simple example. Suppose we have a number of piles of
building blocks. We can define the size of the pile by the num-
ber of blocks in the pile. We then want to know how often we
can have a pile of particular size. If this frequency is equal to
the square of the number of blocks, then we have what is called
a power law; in this case the power involved is two from the
squaring relationship. Thus, a pile of four bricks will be present
four squared times, which is sixteen times more often that a
“pile” consisting of a single brick. In general, we can have any
power value. If the power value is bigger than one, then larger
piles are much more frequent than smaller ones. This starts to
even out when the power value is between one and zero. If the
power value is negative (i.e., less than zero), then smaller piles
are much more frequently present than larger ones—this is in
fact what normally happens. Small clusters or networks are
normally much more frequent than large ones.

FRACTALS AND POWER LAWS

We say that an object has self-similarity if its characteristics are
“similar” at different resolutions. An example is the Koch
“snowflake.” We start with an equilateral triangle. A third of
the way down each side, we draw equilateral triangles sticking
out, (with sides one third the original length). This figure now
has twelve sides. Similarly, a third of the way along each of

Fractals and power laws
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these sides, draw an equilateral triangle. By repeating this pro-
cess as long as we please, we create a figure whose boundary is
a fractal. This means that if we magnify or reduce it, its bound-
ary still looks the same. We call this property self-similarity, and
objects that enjoy this property are called fractals.

A X % %

The Koch Snowflake

We have already seen, in our example of a complex ecosystem,
the correlation in space or time between species as they locally
coevolve. Correlation in space or time is a signal of local clus-
tering and collaboration spatially, (e.g., within an open plan
office environment) or in time (e.g., across an office intranet—
reading email creates a correlation in time between individuals,
taking a phone call creates a coincidence in time). The proper-
ties of fractals and their link to correlation have been examined
intensively over the last two decades. To study them more
closely, we now need to go on holiday. If you have small chil-
dren, this means going to the beach.

THE SANDPILE MODEL

So there you are, lying on the sand in the sunshine, looking for
something to exercise your mind. Testing yet again the
patience of your family, you start to make a pile of sand (the
sand is dry, that’s why you are lying there). You make the pile

The sandpile model



Chapter 2 35

by slowly dribbling sand through your fingers, rather like an
egg timer.

At first, nothing very interesting happens. We are in the linear
regime of system behavior where the system in this case is the
pile of sand grains slowly growing beside you on the beach.
The sandpile is an open system; energy in the form of addi-
tional sand grains is flowing into the system across the
boundary. There are a large number of grains of sand, and
they interact locally through nonlinear friction effects. In terms
of our previous discussion, we know that the sandpile is poten-
tially a complex system with emergent properties. The grains
of sand interact locally with each other (one grain only inter-
acts with the grains right next to it in the pile, like species in the
ecosystem) and nothing surprising happens because, so far,
these interactions are not rippling through the system.

However, something surprising does happen when the slope of
the pile reaches a critical value. If we now add another grain of
sand to our pile, the extra grain causes an avalanche (a cluster
or network of local sand grain interactions), which is global—
the effect reaches across the whole sandpile, or at least a signif-
icant portion of it. Local correlations between the grains of
sand have turned into global emergent behavior, characterized by
space and time characteristics such as the total number of sand
grains involved in the avalanche and the time for which the
avalanche lasts. These both form power law relationships. This
means that if we plot the frequency with which an avalanche of
sand of a particular size occurs, or for how long it lasts, then we
get a power law plot. Normally the avalanches will be small,
but occasionally they will be large. These large avalanches are
ripples of local interaction cascading across the system.

The sandpile model
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There is more. If we plot the time and place at which each
sand grain takes part in an avalanche, then our plot turns out
to be a fractal. In a sense, we should expect this because our
sandpile “system” has no preferred scale (large sandpiles act in
the same way as smaller ones). Thus our plot should look the
same at different scales (i.e., it should be a fractal).

WHERE HAVE WE GOTTEN TO SO FAR?

Let us pause on our journey through the ideas of Complexity
to take stock and see where we have gotten to. We have now
looked in some depth at the complex behavior of natural bio-
logical and physical systems. From our analysis of these open
and dissipative systems, it is clear that there are a number of
key properties of Complexity that are important. A list of these
is given here.

1. Nonlinear Interaction. The interaction between
neighboring entities is nonlinear. Small changes can
have large effects.

2. Decentralized control. The natural systems we have
considered, such as the coevolution of an ecosystem, are
not controlled centrally. The emergent behavior is gen-
erated through local interactions.

3. Self-Organization. We have seen how such natural
systems with a large number of degrees of freedom can
produce extended ordered structure, without the need
for guidance from outside the system.

4. Non-Equilibrium Order. The order (for example
the space and time correlations) inherent in an open,
dissipative system existing far from equilibrium.

5. Coevolution. We have seen how such systems are con-
stantly coevolving. Clusters or avalanches of local
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interaction are constantly being created across the sys-
tem. These correspond to dispersed correlation effects
in space and time, rather than a central imposition of
large-scale coincidences in space and time.

6. Collectivist Dynamics. The cascades of local inter-
action that ripple through the system.

SELF-ORGANIZING SOCIAL GROUPS

Self-organization in this context is taken to mean the coming
together of a group of individuals to perform a particular task.
They are not directed by anyone outside the group. This is not
the same as “self-management,” as no manager, outside the
group, dictates that those individuals should belong to that
group, what they should do, or how it should be done. It is the
group members themselves who choose to come together, who
decide what they will do, and how it will be done. A feature of
these groups is that they are informal and often they are tem-
porary. Enabling self-organization can often be a source of
innovation. Some military commanders have always under-
stood this: a commander must regard his superior’s intention as
sacrosanct and make its attainment the underlying purpose of
everything he does. He is given a task and resources and any
constraints, and within this framework he is left to make his
plan. Critically, he is also expected to adapt to changing cir-
cumstances. Chapter 3 pursues this thought much further in
the context of political and social systems.

Consider now the list of key concepts from Complexity Theory
listed above, and see how they relate to ideas for the future—
for a new theory of warfare. In this context, we first quote from
Moffat in terms of thinking about the future:

Self-organizing social groups



38

The Agile Organization

In his recent book,*® Dr. David Alberts, Office of the
Secretary of Defense at the Pentagon, has placed the
concept of ‘network centric warfare’ at the core of
what the future of war might look like. The essential
idea is that of a force structure which allows the ‘edge’
self-synchronization of autonomous units in the bat-
tlespace, in order to achieve specific mission
objectives. These objectives are recognized through a
shared awareness which all units have of the situation
and of the overall goals to be achieved. What are the
key drivers which have led him to this conclusion?

First, he is impressed by Alvin Toffler’s argument that
modern civilization has gone through three ‘ages.’
These, Toffler calls the agricultural age, the machine
age, and the information age. The first of these was
facilitated by the Neolithic agricultural revolution
which domesticated animals and plants; the second by
the Industrial Revolution, which harnessed steam and
steel; and the third by the computer revolution, which
has transformed the assemblage and processing of
information.

Toffler also points out that in each age, warfare has
been waged using the technology existing or emerging
at that time: spears and arrows to guns; now from
kinetic to non-kinetic forms of warfare; for as we move
from the machine age into the information age, the
same is true for us as it was for our forbears. Thus,
Alberts asserts, the key technology for future warfare is
the management of information.

13 Alberts et al., Network Centric Warfare.
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The second key driver was initiated by the fall of the
Berlin wall. As we continue to peer through the dust of
its collapse, the disintegration of the Soviet Union,
and follow-on events, what we see is not one future,
but a range of possible futures, characterized by
uncertainty. This military uncertainty mirrors the eco-
nomic uncertainty engendered by sharply interacting
market-based economies.

From the commercial perspective, the reaction to such
economic uncertainties has been to adopt institutional
structures, which are much more flexible and adaptive
to change. We have moved from the Dickensian hier-
archy where Bob Crachett sat and shivered on his
scribe’s stool at the bottom of the heap, to the
informed network (the flat management structure).
Commerce too has been swept along by the forces
identified by Toffler, and information is the glue which
holds the future company together. We can see this
happening in the use of company-wide Intranet ser-
vices by organizations such as Shell and 1BM, which
span the globe.

Driven by the same underlying forces of increasing
global uncertainty and transition to the information
age, it is not surprising that the armed forces should
consider more loosely based federations of functions
to perform a mission in a self-synchronous way. This
seems to be the essence of the network-centric
approach. In this sense, the armed forces are not copy-
ing the commercial world: they are merely reacting in
a similar way to similar forces of change. Flat com-
mand structures to maximize agility and force
flexibility in response to the transition to the informa-

Self-organizing social groups
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tion age and uncertainty can be seen as inevitable
from this perspective.t*

We thus need to think in terms of the transition from the
Industrial Age to the Information Age and the implications of
that. In Table 2.1 is an interpretation in terms of an Informa-
tion Age force structure of the key concepts of Complexity that
we have considered.

Complexity Information Age
Concept Force
Nonlinear Combat forces composed of a large num-
interaction ber of nonlinearly interacting parts.

Decentralized
control

There is no centralized control dictating
the actions of each and every combatant.

Self-organization Local coevolution induces long-range

order.

Non-equilibrium
order

Military conflicts, by their nature, proceed
far from equilibrium. Correlation of local
effects is key.

Coevolution Combat forces must continually coevolve
in a changing environment.

Collectivist Cascades of local effects ripple through

dynamics the system.

Table 2.1: Relation between Complexity and a new theory of warfare

The nature of Network Centric Warfare for such future Infor-
mation Age forces can be outlined as: within a broad intent
and constraints available to all the forces, the local force units

14 Moffat, Command and Control in the Information Ag.
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self-synchronize under mission command in order to achieve
the overall intent.1® This process is enabled by the ability of the
forces involved to robustly network. We can describe such a
system as loosely coupled to capture the local freedom available to
the units to prosecute their mission within an awareness of the
overall intent and constraints imposed by high level command.
This also emphasizes the looser correlation and non-synchronous
relationship between inputs to the system (e.g., sensor reports)
and outputs from the system (e.g., orders). In this process, infor-
mation is transformed into “shared awareness,” which is
available to all. This leads to units linking up with other units,
which are either local in a physical sense or local through an
information grid or intranet (self-synchronization). This in turn
leads to emergent behavior and effects in the battlespace.

THE CONCEPTUAL FRAMEWORK OF
COMPLEXITY

Prof. Murray Gell-Mann traces the meaning of complexity to the
root of the word. Plexus means braided or entwined, from
which is derived complexus, meaning braided together, and the
English word “complex” is derived from the Latin. Complexity
is therefore associated with the intricate intertwining or inter-
connectivity of elements within a system, and between a system
and its environment. In a human system, connectivity means
that a decision or action by any individual (group, organiza-
tion, institution, or human system) will affect all other related
individuals and systems. That effect will not have equal or uni-
form impact, and will vary with the state of each related
individual and system, at the time. The state of an individual
and system will include its history and its constitution, which in

15 Alberts et al., Network Centric Warfare.
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turn will include its organization and structure. Connectivity
applies to the inter-relatedness of individuals within a system,
as well as to the relatedness between human social systems,
which includes systems of artifacts such as information systems
and intellectual systems of ideas.

The term complexity is used to refer to the theories of Complex-
ity as applied to Complex Adaptive Systems (CAS). These are
dynamic systems able to coevolve and change within, or as part
of, a changing environment. It is important however to note
that there is no dichotomy between a system and its environ-
ment in the sense that a system always adapts to a changing
environment. The notion to be explored is rather that of a sys-
tem closely linked with all other related systems making up an
“ecosystem.” Within such a context, change needs to be seen in
terms of coevolution with all other related systems, rather than
as adaptation to a separate and distinct environment.

COMPLEX NETWORKS OF INTERACTION

There has been an explosion of research in the academic com-
munity over the last few years on the characteristics of
networks.1® Networks, in this context, cover everything from
information networks to the Internet, the World Wide Web,
the sharing of roles in Hollywood movies, and the interaction
between cellular components in a metabolic system. We talk
loosely about networking, meaning interacting with other peo-
ple. That also is a form of network. How do we begin to make
some kind of sense out of all of these types of networks?

16 Albert and Barabasi, Statistical Mechanics of Complex Networks.
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Let’s start with some simple properties that all networks share.
First, there is the idea of nodes. These are the Web sites on the
World Wide Web (WWW), for example. They are the funda-
mental entities that interact with each other. Then there are
the links. In the case of the Web, these are the hyperlinks
between Web sites. If we choose a particular node of our net-
work, there will be a certain number of links going out from
that node, linking to other nodes of the network. We can count
these links at the node, and we call this the degree of the node. If
we do this across all nodes of the network, then we have a
range of values of degree, which is called the degree distribution.
For our example of the WWW), the degree of a Web site is just
the number of other sites it is hyperlinked to. The interesting
question for the WWW is: What is its degree distribution? We
now know the answer to this—but more of that later.

In real life, there are many ways in which networks could arise.
However, it turns out that there are three key different types of
networks, and the degree distribution is one of the main ways
we can tell one from another.

RANDOM NETWORKS

Now we are going to play a game. Imagine you have a blank
sheet of paper. Spread across the paper are a number of dots.
Choose two dots, and throw a pair of dice. If the dice add to 2,
then join the dots, otherwise don’t. Do this for every pair of
dots. This is the simplest way of creating a network, and due to
the use of the dice, we call it a Random Network. This was the
first type of network to be analyzed sytematically, and indeed
until a few years ago was the only type of network to be prop-
erly understood. The key question that was studied was:

Random Networks
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As we make the network size (i.e., the number of dots),
or the chance of making a link, bigger and bigger, do
the properties of the network change, and if so, is this
a smooth or a sudden change?

It turns out that in fact the key properties of the network (such
as whether or not it is connected, i.e. whether you can get from
any node to any other node by walking along the links) do
change. What is interesting is that they change suddenly. What
IS even more interesting is that this sudden change can be
related to something that happens in complex systems called
percolation. To understand this, we need to put our piece of
paper to one side, go outside, and consider a wall of rock.

PERCOLATION

If we look at a slab of crystalline rock, it is a mass of small
grains. Some of these are porous (i.e., they allow water to seep
through them) and some are not. As we gradually increase the
proportion of porous grains, the chance increases that water
will be able to flow—to percolate—from one side of the rock slab
to the other. This is important in looking at oil or water flowing
in rock beds, for example. It turns out that there is a certain
critical proportion of grains such that below that, water cannot
flow, and above it, water can flow all the way across. This is the
percolation phase change effect. The sudden change in proper-
ties of a Random Network can be shown to be equivalent to
this sudden type of phase change in percolation.

If we are given a network, can we tell if it is a Random
Network?

Percolation
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Marble, a porous metamorphoric rock formed from limestone

Yes we can, and the key to it is to look at the degree distribu-
tion. But we also need to look at another aspect of the network
called the clustering coefficient. This is a measure of how well-
linked the neighbors of a given node are in the network.

In a Random Network, the average of the degrees of each of
the nodes is easy to predict, based on standard statistical the-
ory. If the number of nodes (i.e., the number of dots in our
example) is large, and the chance of creating a link between
two nodes (i.e., the chance of getting a sum of 2 on the dice in
our example) is small, then this average degree is just these two
values (number of nodes and chance of a link) multiplied
together. So if there are ten thousand nodes, and the chance of
a link is one in a thousand, then the average degree is about
ten. There is a scatter about this value, because of the chance
nature of making links using rolls of the dice. The shape of this

Percolation
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curve is like a bell, rising smoothly to the average value, then
going down smoothly beyond the average value.!” This kind of
shape is the signature of a Random Network.

SMALL WORLD NETWORKS

Until just a few years ago, we thought that Random Networks
were the only kind of network that could be analyzed. How-
ever, recently there has been an explosive increase in interest in
this area, and two further key types of networks have been dis-
covered. The first of these is called a “Small World” Network.
To understand what this means, we have to introduce another
idea. Imagine that the U.K. is a network—a network whose
nodes are all those currently living in the U.K. If two people
know each other well enough to be at least acquaintances, then
we define this as a link of the network. Research on such
acquaintance networks indicates that if we choose two people
at random living in the U.K., then the number of links across
the network (i.e., the number of intermediate acquaintances
that link one person to the other) is low—in some cases as low
as six on average. This is at first sight very surprising, given the
millions of people in the U.K., and the fact that we just chose
two at random.

One reason that this occurs in a network is because there are a
number of “shortcuts” across the network that link together
clusters of communities that are otherwise isolated. As a net-
work, what we have just considered is the average distance
between two nodes of the network chosen at random. We call
this the average path length through the network. Formally, if a
network has a small average path length, and is highly clus-

17 Formally, it is a Poisson Distribution.
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tered (so it has a high “clustering coefficient”), it is called a
Small World Network. This combination of small average path
length and high clustering coefficient tends to produce net-
works that consist of essentially local communities that are
highly interlinked, with a number of longer range links linking
these local communities together. If the number of long range
links is very small, the network is almost a collection of isolated
communities (e.g., the villages of England prior to the use of
proper roads). As the number of long range links increases, the
network becomes more richly interconnected as a whole.

SCALE FREE NETWORKS

The third key category of networks focuses on how certain
types of networks grow and evolve over time. When we consid-
ered Random Networks, the number of nodes (the number of
dots to join) was given in advance. No longer. Suppose we have
a few dots (say 10) on the paper to start with, linked in some
way. Now a new dot is added (the network grows). How does it
link with the existing dots? We assume that a fixed number (say
2) of new links are added to the network, each starting from the
new dot. Which dots of the existing network should we choose
to link these to? Here comes the difference. The appeal of each
of the existing dots is assumed to be proportional to the num-
ber of links it already has (i.e., to its degree). We choose our two
dots on the basis of this richness of connection—the richer a node,
the more likely it is that we will choose it. Because we are
choosing nodes preferentially in terms of their richness of con-
nections, this process is called preferential attachment.

If we continue adding more dots to the paper, each having two

new links, and linking them into the existing network (all dots
created up to now) using preferential attachment, what kind of

Scale Free Networks
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network do we end up with? One way of approaching this is to
look at the range of values of the degree of a node. For a Ran-
dom Network, this gives a curve in the shape of a bell.
However, for this new type of network we get something com-
pletely different—a power law. This means that the chance of a
node having a certain number of links (its degree) is related to
the number of links by a power value. We have already come
across the idea of power laws in complex systems. It is no sur-
prise that they also emerge from complex networks that have
no preferred scale. This power value is a key characteristic of
such a network. For this type of relationship, there is no bell-
shaped curve with a well-defined highest point—there is thus
no scale by which we can define the network. Because of this,
such a network is called scale free.

NETWORK VULNERABILITY

Scale Free Networks tend to have a small number of richly con-
nected nodes and a large number of sparsely connected nodes.
This is because of the power law distribution of connectedness
(degree) across the nodes of such a network. They are thus vul-
nerable to targeted attack of these “rich hubs,” which can very
quickly disconnect the network into fragments. However, if a
node is attacked at random, it is unlikely to be one of these rich
hubs (unless you are unlucky). Because of this, a Scale Free
Network is more robust that a Random Network to such ran-
dom attack. In a biological ecosystem for example, a random
“attack” might be the equivalent of the random loss of species.
Ecosystems are much more tolerant to such loss, but not to the
loss of the most connected (keystone) species. When these are
lost, the ecosystem decays quickly. Similarly, within a cell, the
set of metabolic reactions is scale-free. This is then robust to
“random attack” by DNA mutations.

Network vulnerability
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The sea otter: a keystone species that controls the sea urchin population,
thus protecting kelp beds and the ecosystem supported by them

Scale Free Networks appear to be widespread in natural sys-
tems, presumably because of this robustness to random errors
or attacks. It has also been shown that both the World Wide
Web and the Internet are examples of Scale Free Networks.

PATTERNS OF INTERACTION

Small World Networks, in general, have the same type of
degree distribution (i.e., the plot of frequency of degree at a
node of the network) as a Random Network. Thus, this cannot
be used as a way of discriminating between them, although a
network in transition from a Scale Free Network to a Small
World (which we discuss in depth later) will have a longer “tail”
in the degree distribution as the rich nodes (those with high
degree) remain and then gradually disappear as the network
changes over time.

Patterns of interaction
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What does discriminate between Small World and Random
Networks is the combination of average path length (the aver-
age number of links in the shortest path between two nodes)
and the clustering coefficient (which measures how richly con-
nected the network is locally). In general, Random Networks
have a low average path length and a low clustering coefficient,
whereas Small World Networks have a low average path length
but a high clustering coefficient.

COMPLEXITY AND CASCADING EFFECTS:
A REAL EXAMPLE

In complex systems, as we have seen, one effect (such as the
change in the fitness of a species) leads to a cascading of effects
(such as the resultant coevolution of the fitness of other species
in the ecosystem). Such cascading of effects results in either
intended or unintended consequences. The cascading of
intended effects can be considered to be an important part of
what is now termed Effects Based Operations.

In simple terms, this expression means that in warfare, a blow
is delivered to the enemy, which has an initial consequence, but
it is the further cascaded intended consequences at both the
political and military levels that are of importance, and are sought
after. These effects, both physical and psychological, ripple
through the system.

An example of this kind of coevolved effect is drawn from the
experiences of author Jim Moffat when working as a young
analyst in the Headquarters of the Ministry of Defence in Lon-
don, in 1982. It is told in the first person for ease of description.

Complexity and cascading effects: A real example
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THE ATTACK ON PORT STANLEY AIRFIELD:
THE FALKLANDS WAR, 1982

My office was on the first floor of the main headquarters build-
ing of the Ministry of Defence, in Whitehall, London, just
opposite Downing Street. Back in 1982, | had just finished
doing a piece of analysis to help decide the mix of weapons
that should be procured for the Tornado ground attack air-
craft, so | had established good links with the group of military
officers in the building who had responsibility for such opera-
tions. Our bosses were away on business at the time (in the
United States, as | recall) when an urgent message came down
for me to have a meeting with the military. (This was just after
the Argentine forces had invaded the Falkland Islands.)

The military officers had been asked by the Secretary of State
for Defence to establish a way of attacking Port Stanley airfield
using one or more Vulcan aircraft. This airfield was the one
useful concrete runway on the Falkland Islands, and was being
used by the Argentinean forces as one of their main links back
to the mainland. The analysis had to be done in a matter of
hours. They turned to me for advice.

A 1-star (high ranking) officer was immediately nominated as
my point of contact with the military staff, and a senior MoD
scientist peer reviewed my analysis before it was handed over
to the 1-star. An Operations Cell to manage the initial response
to the Argentinean invasion had been set up in the building on
the fourth floor, and | was given direct access through two steel
barred doors to the RAF Group Captain (an ex-Vulcan pilot)
who was in control of this. His desk sat at the rear of a long, low
room festooned with cables, TV monitors, and the desks of
very busy people. In discussion with him, | established some of

The attack on Port Stanley Airfield: The Falklands War, 1982
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the parameters of the operation such as the height of the air-
craft over the target. | then retrieved a large scale map of Port
Stanley Airfield from the map store in the basement of the
building, several floors underground. With some help, I rapidly
established the name of the construction firm that had con-
structed the airfield in the first place and phoned them up.
They gave me the precise composition of the runway surface
(such as the thickness of the concrete and what was underneath
it). Colleagues at the Royal Aircraft Establishment (as it then
was) could then calculate for me the size of a crater made by a
1,000 Ib. bomb dropped from a Vulcan.

The Group Captain worked out the potentiometer and inter-
valometer settings that would need to be used (this was not
trivial because the Vulcan was designed to deliver nuclear
weapons). This gave (with a bit of calculation) the spacing
between the craters on the ground. The key question was then:
Should we use 7, 14, or 21 bombs? The more bombs used,
then the higher the chance of hitting the runway, of course.
However, the more bombs used, the more weight and hence
the more fuel required. Carrying 21 bombs meant a large
number of refuellings of the Vulcan on its several thousand
mile transit to the target. In fact, it meant refuelling aircraft
refuelling other refuellers to get them into the right position to
refuel the Vulcan.

I drew the bomb craters on three strips of plastic (seven on
each strip) to the correct scale of the large map of the airfield,
and wrote out my analysis of the chance of getting a bomb on
the runway in terms of the number of bombs, the height of the
aircraft and the angle of the aircraft track relative to the run-
way (all of which were important in deciding the final aircraft
flight path). The senior scientist peer reviewed my calculations,

The attack on Port Stanley Airfield: The Falklands War, 1982
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RAF Vulcan Bomber

and | then briefed the 1-star RAF air commodore. He told me
later that this information was first briefed to the Secretary of
State later the same day, and then briefed by the Air Commo-
dore to the War Cabinet, chaired by Mrs. Thatcher, the Prime
Minister (now Baroness Thatcher). Mrs. Thatcher herself
played around with the strips of plastic and the map before
declaring that 21 bombs would have to be used, and so it was
decided. The attack went ahead, and one bomb struck the run-
way, as reported across the world’s press and media the
following day.

THE CASCADE OF EFFECTS

The immediate (military) effect was disruption of takeoffs from
Port Stanley airfield. However, | was informed much later, by
someone working in the embassy in Argentina, that in response
to the attack, the Argentineans decided to withhold a signifi-

The cascade of effects
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cant proportion of their airforce back in Argentina in order to
protect their home airfields. This was confirmed subsequently:

Operation BLACK BUCK (as it became known) not
only reached and bombed the targets but, in doing so,
showed the Argentineans that the RAF had the poten-
tial to hit targets in Argentina. This forced them to
move their Mirage fighters farther North, [thus pre-
venting] Mirages from escorting the Sky Hawk attacks
against the British, especially the RN and Merchant
Ships in San Carlos Water. The Vulcan raids also
impacted upon morale, damaging that of the Argen-
tine forces but uplifting that of the British, especially
before the landings at San Carlos. Furthermore,
BLACK BUCK was considered a strategic success,
forcing Argentina to re-deploy Mirage fighters to pro-
tect Buenos Aires.!8

This then reduced the pressure of attacks on the Royal Naval
task force (cascaded military effect). At the political level, the con-
sequent success of the task force (due of course to the brave
men and women on board, many of whom gave their lives dur-
ing that action) bolstered the Prime Minister’s position in
helping to confront the Soviet Union during the Cold War
period (cascaded political effect).

From this example, we can see then how a network of coevolv-
Ing consequences occurred, and how they propagated not just
at the military level, but at the political-military level.

18 AP 3003, A Brief History of the Royal Air Force. pp. 271-273.
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As is clear from the description, the way in which this work was
carried out was through an informal task-based network. The
formal hierarchy of the organization tolerated this way of
working due to the scale of change with which it was dealing
(the sudden shift from peace to war). This interaction between
informal trust-based networks and the formal organization is
one of the key aspects discussed in later chapters.

The cascade of effects






CHAPTER 3

POLICY THROUGH CHANGE19

Complexity ==» Networks

n this chapter, we focus on some real and telling examples of

how Informal Networks of interaction were created that
complemented the formal institutional structures they were
“blessed” by.

Writing in the London Times in 1939, George Orwell foresaw
the left and right joining forces to fight the threat of Nazism as
part of an ongoing revolution in British politics along socialist
lines?>—necessary “if the country were to pull together to win
the war.” From some perspectives, this joining of forces worked
and Britain successfully resisted Nazism while avoiding internal
“violent change.” But that would be a superficial reading of
both history and revolution. In many regards Britain did expe-
rience a period of “great change and reconstruction” at almost

1 “Change is inevitable in a progressive country. Change is constant.” Prime
Minister Benjamin Disraeli, speech in Edinburgh, Oct 1868.

20 As developed further in his essay: “The Lion and the Unicorn: Socialism and
the English Genius.” 1941.
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every level of society and every sector as it fought first for
national survival, and then engaged in the new international
politics of the Cold War and post-colonialism. During these
short 8 years, Britain moved from Empire to Commonwealth;
from independence to co-dependence; international lead to
subordinate; private to national; league to union—the individ-
ual to the collective.

Orwell had been proven right in many regards; it was the con-
script armies of the Western and Soviet publics that produced
the weapons, sailors, soldiers, and airmen necessary to wage
total war. It was they who fought and won against the tyranny
of Nazism, from Africa, Europe, and the Atlantic to the Pacific
and the Far East. The young men and women who went off to
fight as their fathers had before them returned to very different
countries from those that had borne them. And they had
changed too, as evidenced by the “Khaki Election” of 1945
when Churchill, the Conservative hero of wartime Britain, was
rejected for Attlee, his Labour Deputy, and the social ideals of a
Britain changed permanently. The new constructs might not
have lasted long in the type of unfettered (interactive) interna-
tional society of free people and trade envisaged by the Atlantic
Charter of 1945, but the post-war peace rapidly solidified both
states and societies?? into the form of cohesive mass required
institutionally to defeat and resist the threat now posed by the
Soviet Union on an international scale.

It may be considered that changes to the ways in which we
manage, organize, and govern ourselves tend to be evolution-
ary unless the threat posed is of such a scale as to necessitate

2 As predicted by Churchill’s address at Fulton, Missouri, heralding the fall of
the “Iron Curtain” across Europe.
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rapid change and make new connections. If we can understand
how Britain dealt with the threat posed in 1939 and re-con-
nected its resources over this period, albeit across and between
the same institutional bodies, it may be possible to gain an
understanding of how formal organizations and people may
behave as they reorganize to face the new challenges of the
21st century.

INSTITUTES OF STATE

In the context of this work, formal organizations are consid-
ered essentially to be rule-based, linear, bureaucratic, and
hierarchical constructs, whereas networks are taken to be trust-
based, self-organized groupings—complex systems. Each can
work across, within, and/or beyond the other, but both also
need the other. Formal organizations and networks are not
new. They have forms that have found expression from classi-
cal times onwards. This includes the period of the 12th and
13th centuries (as maintained by Paul Ormerod and Andrew
Roach) during the Inquisition, between the organizations of
the Holy Roman Empire and opposing “heretical”?? networks
(more of this particular example in chapter 4). Their relation-
ship to power is also different. Whereas formal organizations
act more as power capacitors, seeking to retain power within,
they need networks to distribute that power effectively and effi-
ciently. To be effective, networks work to create effects from
their associated organizations.

So how do such organizations operate?

22 Brooks, “Dangerous Liaison.”
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The departments of defense within a Western state can be bro-
ken down into four inter-linking levels,?®> which also have
parallels across other government departments:

» The government with its senior policy makers and deci-
sionmakers occupy the grand strategic levels of power
with responsibility for resources including the economic
and technical, and for setting out and delivering medium
and longer term policies.

 Linking with government and advising upon grand stra-
tegic policies is the strategic level, populated by senior
civil and military servants and advisers with responsibil-
ity for planning and applying resources in accordance
with the grand strategic vision.

» The operational level is where, in military terms, Com-
mand is vested and is responsible for administering,
implementing, and commanding campaigns and major
operations to realize grand and strategic objectives.

» The tactical level is where the grand and strategic
visions are effected—the sharp end, responsible for con-
trolling and directing resources as commanded and in
order to gain operational objectives.

If this hierarchy is working perfectly, the grand vision is broken
down at the strategic level into the different policies necessary
to deliver the required context and tools for the operational
level to create the necessary effect at the tactical levels. Today,
management gurus argue for “flat structures,” and de-layered
organizations where everyone knows their job, trusts each
other, and can be trusted. It is this question of “trust” that in
turn is linked to both scale and bureaucracy and so to the his-

23 As outlined also by British Military Doctrine.
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torical—some say industrial—hierarchical management
structures typical of the 19th century and the Industrial Age, as
introduced in chapter 2. It is the question of trust that also
besets government—for superimposed across the grand, strate-
gic, operational, and tactical levels is the temporal—the policy
cycle that, for most Western governments, repeats every 2
years.>* This does not give much time for a government to
implement policies and to verify/establish trust with the elec-
torate between elections.?

Returning to the question of formal organizations and the pur-
pose they fulfil, we need perhaps to ask ourselves what they do
(or do not do) well. Formal organizations are not trust-based,
which is not to say that they cannot be trusted or that we do
not place our trust in them. But formal organizations can and
do remain effective even when no longer trusted. For example,
President Nixon’s administration continued in office long after
he had lost the moral and popular trust of the U.S. public. So,
on the one hand, while formal organizations may be consid-
ered as non-trusts, on the other, a newly elected government,
coming to power for the first time in many years,2® needs to be
able to trust in the organs of government without which it will
be unable to govern. In democracies, this requires an apolitical
civil (and indeed military) service capable of transcending party
politics and bridging the differences between the incoming and

24 In the U.S., UK., Sweden, and Australia, there is a 2-year grand strategic
decisionmaking cycle, and in between, new policies are planned,
implemented, and affected.

2 |n the UK., the government can call an election at any time within 5 years of
coming to office. Other nations (e.g., the U.S.) have fixed terms of 4 years.

26 por example, the return of the British Labour party to power in 1997 for the
first time in almost 20 years.
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outgoing parties. This, in turn, requires trust between the insti-
tutes of government and those elected.

In the U.K., the loyalty of the civil service is to Her Majesty
The Queen as in the U.S. it is to The President, although in
recent years it has been argued that this trust has been broken
by the appointment of “special advisers” loyal to their political
masters and not to the head of state. By implication, unlike for-
mal organizations, political parties are fundamentally self-
organizing and trust-based. When organs of government are
not trusted by the incoming party, problems can arise—partic-
ularly in a democracy. The fact that the civil service is not
elected means that while they are servants of the elected party,
their loyalty is to the head of state. The organizations them-
selves were created by government to support government and
to provide the tools for doing so over time and at a scale that
could not be done by the party itself. They are not random.
Because the organizations rely on the patronage of the govern-
ment (in whom they must trust), they are institutionally and
indeed constitutionally constrained from speaking out or dis-
obeying the “lawful” government. The Nazi party is a case in
point. Elected as a growing minority between 1928 and July
1932, it suborned both government and its organs to the will of
the Flhrer (the de-facto head of state) and itself in a very short
order, with little “organized” opposition.

It follows that formal organizations would appear to serve a
purpose where a condition for their existence is the trust placed
in them to fulfil a particular function over scale and time. For
example, even in the most disparate, disaggregated, dispersed,
and de-layered of organizations, the role of paying people in
any business with five or more employees is usually highly for-
malized and often remote from the core business itself. Yet,
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with very little interaction we place our trust in these organiza-
tions to make our regular salary payments. Indeed, given the
highly centralized payments made directly to the banks of Brit-
ish servicemen, the blow to a non-conscript service of a hacker
attacking and stopping these payments could potentially be
immense. A crucial trust would seem to have been broken or at
least damaged severely.

Chapter 2 suggested that there are other ways by which we
organize ourselves and to which we have given the broader
term of networks. Networks are not new, but perhaps their ubig-
uity and strength has been revitalized in an information-rich
and highly connected age, increasingly used to self-organize in
order to get things done.

BACK TO THE FUTURE AND
OUT OF THE WILDERNESS

Institutionally, the Allied armies that began the Second World
War looked and fought very much like those that had ended
the First, but there were differences too. Political inertia and
entrenched resistance to the military (not so much pacifism as
anti-militarism) since the end of the First World War had deter-
mined that any expenditure upon the armed forces was to be
done cheaply; in effect reinforcing the “old and tested” over
the “new and untried.” The great military advances and les-
sons of the First World War in terms of command and control
(air-land-sea), self-organization, air power from/to sea and
land, submarine warfare, tanks, close support, and communi-
cations were largely ignored in favor of the static: the Maginot
Line over Blitzkrieg and battleships over aircraft carriers.
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But they were not overlooked by Germany and Japan. And in
warfare, as in so much, it is not just about the equipment
with which one fights, but more about the state of mind with
which one fights. Not a return to the old French notions of
élan?’ that saw so many French soldiers slaughtered unneces-
sarily in 1914 to outmoded tactics poorly supported and
rigidly enforced, but a state of mind that is in itself agile and
“maneuverist,”?8 expecting the unexpected and prepared to
“adapt and overcome.”

The British and certainly French forces in 1939 went to war
expecting to sit in trenches alongside the French Army for the
next 5 years while victory was “attritioned” out. The German
Army did not.

When Churchill re-entered government in 1939, he was 65
years old and had spent much of the previous 10 years not just
in opposition to government and his own party, but as an out-
cast from the establishment?® and the perceived wisdom of the
time. Here, after all, was the man who had resigned after the
disastrous Gallipoli campaign, had “crossed the house” twice
and had—through the introduction of the Gold Standard in
1926—caused great strain to British, Empire, and interna-
tional trade. The welcome he was given by the Admiralty,

27 Espoused originally by Foch in his prewar book Les Principles de la Guerre as a
combination of “élan” and the “sureté” of the elements provided by firepower,
discipline, and tactics to protect the “offensive & outrance,” the idea was taken
forward by Colonel Grandmaison and others as one of élan not of sureté—
offence at the expense of defense.

See also: Tuchman, The Guns of August. pp. 32—36.

28 British Army Doctrine.

29 Not least from Queen Elizabeth, the Queen Mother, who regarded Churchill’s
earlier support for Edward V111 and pivotal advice during the abdication
crisis with considerable misgiving.
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heralded as it was by the famous signal “Winston is back was
not as well received as it may appear to imply30 and his time as
First Lord of the Admiralty was not particularly successful.3
Yet, from 1940 onwards Churchill was able to influence the
creation of almost every institute of worth32 within Britain and
beyond. Without the support of the Establishment that had
largely resisted and even outmaneuvered him before the war,
Churchill had to appeal to a wider polity—a polity, to their
lasting credit, who had listened to Churchill and had come to
trust in his wider international vision for the near future. It is
this question of trust that is so fundamental and marks a signif-
icant difference between the organizations that frustrated him
out of government and the trust placed in him by the greater
polity when in government. Yet, it was these formal organiza-
tions who “blessed” Churchill, giving him the reins of power
necessary to prosecute “total” war. And in 1945, it was the
same polity that signalled a new trust by selecting a Labour
government to lead the peace. Perhaps in 1940, the Establish-
ment had little choice but to bless Churchill or seek
compromise and possibly even base surrender by choosing
Halifax at the price of breaking the trust of the people. By
1945, the Establishment had “anointed” Churchill as their
leader, but by then new trusts had emerged by people anxious

30 For a fuller account see: Jenkins, Churchill. Chapters 29-30.

31 The Norwegian Campaign was, in Roy Jenkins’ terms a “disaster.” Certainly it
could not be considered a success either at sea, through the losses of many
ships including the aircraft carrier HMS Courageous, or on land, with retreat
from Narvik. Interestingly, significant German naval losses were to lead to a
much reduced role of the surface fleet than had previously been considered.
Not perhaps as marked as the “post Crete” decision not to deploy German
paratroopers from air again, but significant nonetheless.

32 From those of the British Empire to the creation of the U.N. and NATO
through to support for the European Steel and Coal Pact, that in turn led to
the Common Market, the EEC, and thence to the EU.
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to deliver peace and the same organizations had no choice but
to reflect the will of the demos.3

RETURNING TO POWER

Churchill on his return to power may not have been trusted
individually by many of his political colleagues and the civil
and military services, but in a sense this was unnecessary; more
important was his ability to work within government. In those
early days, the Establishment served its purpose in allowing the
transition of power from Chamberlain to Churchill and in the
latter days, even when individuals were not won over, they sup-
ported his intent, effectively and efficiently. We talk nowadays
about someone being a good “networker,” of being “richly
connected.” Churchill was clearly that and he continued to
develop new connections throughout his life. Although he
brought into office some specialists in the spring of 1940,34 he
quickly reached out to establish a remarkable coalition govern-
ment consisting of standing Labour and Tory MPs, military
and civil servants, indeed placing much of his trust in the oppo-
sition Labour Party. Until late 1942, it was opposition from his
own back benches that was of most concern®® to him.
Churchill was able to encourage a series of highly connected
clusters, each branching out from him and cascading across the
levels of government.

33 The will of the people; the personification of democracy:

34 e.g. Brendan Brackan, Lord Beaverbrook, and Baron Solly Zuckerman.

35 Churchill won a vote of confidence debate in early 1942 after the fall of
Singapore but on the back of bringing the U.S. successfully into the war on
Britain’s side following the Pearl Harbor attack in December 1941. However,
the censure debate he faced in July 1942, following the fall of Tobruk, was
much more serious and led from the Tory benches.
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Arguably, Churchill had a remit for change and the urgency of
the moment gave him access that few peacetime Prime Minis-
ters would be afforded, or indeed, need or demand. This,
perhaps, is another temporal perspective of formal organiza-
tions. Not only do they operate over time, where managing the
continuum is an important factor, but, because they are scaled,
they also can cause (if not effect) change quickly when the
imperative to do so is sufficiently high. Therein lies another
distinction between formal organizations and networks, for
while it was the Establishment that blessed Churchill, it did not
effect change directly but encouraged clustered Small World
Networks®® to form, so to do. Hierarchies need a rule set to run
by and by applying this set of widely understood and trusted
rules, they become excellent bodies for preserving scaled con-
stitutional arrangements and managing the status quo. (We use
“scaled” here to indicate control over the number of connec-
tions between one member and another in the organization.)

This very rule set—itself constructed to suit a particular
moment and context—is not intended to be easily adaptable.
In a legal setting, these rules are usually open to wider interpre-
tation, acting effectively as buffers beyond which interpretation
is no longer permitted (within the meaning of the law). And to
interpret the law, we usually create a Small World Network of
jurists and the judiciary to bound its flexibility, limits, and
meaning. On the one hand, we have the institutes of law and
law making, with all their associated powers, and on the other
a networked arrangement for interpreting and applying (not
enforcing) the law. Beyond the judiciary, there are organs of law
enforcement responsible for directly implementing the decision

36 By a Small World Network, we mean a network of highly interconnected
individuals (high clustering coefficient) who can easily interact with each other
(small average path length through the network). See chapter 2.
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of the courts, without interpretation, and in accordance with
the wider previously ordained rights and rules of the individ-
ual. This move from network to formal organization to
network and so on may in fact be the norm. In government,
the Small World (party) Network that assumes power then uses
formal organizations to deliver and exercise power. However,
formal organizations when confronted with significant change
often create more loosely coupled networks. These networks,
blessed by formal organizations, exist for a specific reason or
function for managing complex change. Although networks
may be quickly created, they can take many years to fade away,
provided that the mutual trust upon which they are based has
not been broken and key players remain connected. Networks
serve specific functions. Once these are completed, or their
remit exhausted, if they are to preserve purpose over time and
require to do so, they need to transfer their rules to a suitable
custodian—normally back to a formal organization.

Formal organizations and networks can be permanent struc-
tures but their costs vary greatly. An institute or body of laws
can exist to give expression to rules even when there is no call
upon them. The Football (soccer) Association (FA) and its
member clubs continue to exist and to function over the sum-
mer months even when the season has ended. Yet the teams no
longer exist practically—the momentary networks in which
players have been brought together to play no longer exist tan-
gibly—as the club continues to. When the players return at the
start of the next season they form into new teams, with new
players. The scaled FA and the clubs, as formal organizations,
pervade over time whereas, by contrast, their teams fade away
continually, like old soldiers. Certainly, except when a member
ceases to exist, teams continue to “be” although in a vital and
formal sense they cease to “be” once the club “dispenses with
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Some organizations may only come together on certain occasions

their services.” By contrast, a club declared bankrupt ceases to
“be” in any tangible or reconfigurable way, its assets perma-
nently dispersed and lost to memory.

Formal organizations exist to embody and empower a scaled
rule set and exist, de jure. Networks do not need a rule set to
exist: they can and do exist, de facto. But, networks need recog-
nition from formal organizations if they are to have resources
and effect. The football team at the start of the season is
brought together by the legal entity of the club and is blessed
by it—the team now has the legal authority to represent the
club. Yet networks can exist without formal organizations. The
Sunday afternoon soccer team comes together spontaneously:
not because members have been ordered to, but because the
context in which they play is known, a priori. But, if they are to
progress through a “Sunday League,” they need a rule set to
do so. By contrast, formal organizations cannot rely on self-
organizing, spontaneous gatherings—they need a context in
which to gather and the rules and power to control, not the
game, but the occasion and moment of it. The team (or net-
work) plays the game; the club (or organization) plays the rules.

Returning to power



70 The Agile Organization

The de facto and de jure relationships between playing the
game and playing the rules and the context in which formal
organizations and networks exist are essential to their under-
standing. In Bosnia, Kosovo, Sierra Leone, Afghanistan, and
Iraq a pre-condition of peace and reconstruction has been the
re-establishment of law and order necessary to give a society
back the trust needed to start rebuilding—when the roofs start
going back on and people start making bricks®’ and mortar
again. Within government, a similar set of contexts and trusts
need to exist. At the grand strategic level resides a Small World
Network of politicians and senior advisers whose power is exer-
cised by the institutes of state, existing at the strategic level. The
strategic levels also bless the operational levels, enabling them
to carry out their bidding and they in turn bless the tactical
level. This is a type of top-down, institutional approach more
reminiscent of the Industrial Age. In practice, networks and
formal organizations exist in different shapes, sizes, and group-
ings across, between, and at every level—one scaled, the other
more likely to be scale-free. Returning to the idea of networks
playing the game and formal organizations playing the rules, it
is also a question of from where one is looking. To a network at
one level blessed by a higher organization, the organization is
the rule giver and provider—the network plays its game within
the rules provided. Yet, within the organization itself other
Small World Networks exist, blessed by the organization to
have influence, not necessarily power, over its rule (or policy)
making. Rules within games and games within rules. It is these
relationships between formal organizations and networks, intra
and inter alia, that are key to managing change successfully.
Formal organizations that cannot change to ensure that their

87 “Finally you can believe in the brick maker, alone with his five year old son in
downtown Kabul: ‘We have a government now. People need houses.””
Ignatieff, Empire Lite. p. 108.
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context remains trusted will not endure—to endure they need
networks to influence and lead change. Networks without
power do exist and endure (they may fade away), but to be
effective, they need the blessing of formal organizations.

INTO OFFICE AND ALL AT SEA

Churchill knew before 1939 how badly prepared Britain was.
If the Battle of Britain was a close run thing, the battle for sur-
vival before America and the Soviet Union entered the war
against Germany was to be a closer run thing yet—indeed it
was to regularly keep Churchill awake at night. But for
Churchill to be effective, he required the Establishment to trust
him, allowing for others to play the game to a new set of
rules—rules that they would need in order for the U.K. to sur-
vive in some future context, moment, or time. Churchill did
not always play by the rules—he made mistakes, failed, and
disenfranchised significant elements of his cabinet—but he
played the game. This is also perhaps an important element of
the relationship between formal organizations and networks.
Whereas formal organizations often cease if they fail, networks
can exist and fail, even exist to fail. Networks are expendable in
a way that an institute may not be, giving the possibility for dis-
posability, collapsibility, and the re-shaping of constructs from
within. Failure is also inimitably associated with risk and pro-
portionality, particularly with regard to decisionmaking and
policy making. In his examination of Party-Army relations in
Mao’s China, Fang Zhu concludes that:

...the more authoritarian the regime, the more
focused the elite will be on power and status rather
than policy making. Candid policy debates require
strict legal and procedural protection, without which it
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is simply too risky for elites to act solely on their ideo-
logical convictions and policy concerns.3®

In other words, Zhu observed that “without the legal and pro-
cedural protection” of the People’s Republic of China, a
context in which “the elite” could meet to “debate” their
“ideological convictions and policy concerns” would not exist.
It was the formal organizations of Mao and the PRC that
needed to bless such a Small World Network of the elite with
the safe context necessary for “candid policy debate.” Thus, in
blessing a network, formal organizations also need to provide
the authority and power for creating and protecting its net-
works, whilst accepting the risk of failure to itself. In some
instances, crucially those involving high personal risks, a net-
work will not form wunless protected by its associated
organizations. This also brings another tension, for if a formal
organization can fail, it needs to be able to recognize its risks of
failure. So, although a formal organization may embed within
it post-modern rules that deny any single truth, the one truth it
must always be aware of and protect (through gatekeepers and
gamekeepers) is that of its own existence. Whilst we might deny
individual culpability or responsibility, formal organizations
need always to remain acutely aware of their own truth and
accountability for failure: where the buck stops.39

By extension, networks become a necessary part of successful
organizations—directly, or in association, allowing them to
test, interpret, and develop the rules and truths embedded
within them. Mao’s China did not allow for its ideologies and
convictions to be exposed to “candid policy debate.” As a

38 Zhu, Gun Barrel Politics. p. 229.
39 Unattributed Memo on President Truman’s Desk.
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result, the Party was not strengthened or annealed through
policy debate. Instead it was stultified and made brittle
through competing factions within the party, the army, and
the political elites.

The Battle of the Atlantic*® was a struggle for Britain’s survival
and so the successful prosecution of the war. Churchill knew in
1940 that Britain could not defeat Nazi Germany alone, but in
1940 it was only Britain and its Empire that stood against Hit-
ler. To remain in the game until the mantle could be
transferred to the U.S. and the Soviet Union, Britain had first
to survive. To do this, it needed to preserve the flow of muni-
tions, personnel, and materiel to and from Britain, the Empire,
the battlefields of Africa and the Mediterranean and, above all,
the United States and Canada. Managing flow is relatively
easy, being rule-based over time it is simpler to codify. What it
Is not so easy to create rules for is the management of connec-
tions or “choke points” or hubs, be they ashore or at sea.
Choke points would provide the asymmetric vulnerabilities
that Germany needed to attack if it were to defeat Britain.

Over recent years a myth*! has grown that victory in the
Atlantic was the result of Ultra and the work of Bletchley Park.
In his book Decoding History, W.J.R. Gardner addresses the
myth and concludes that:

40 A phrase, like that of the Battle of Britain, devised by Churchill to describe a
series of complex military and civil campaigns and skirmishes, spread over
time and space. One of Churchill’s many strengths was to give common
expression and identity to otherwise complex concepts.

41 Winterbotham, The Ultra Secret. This first broke the Ultra story—a story
subsequently developed in literature and film.
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... itis difficult to sustain the argument that Ultra was
a critical factor at a sufficient number of levels and
times to say that it was a factor of great, far less ubig-
uitous, criticality. This in no way denies either [its]
utility or purpose...whilst Ultra was no mere member
of a chorus but neither was it a star shining above all
others—[there] were other spear carriers and...
actors.*2

The Battle of the Atlantic was a complex series of many differ-
ent civil and military campaigns that cut across and connected
every level of government, society, and the economy requiring
the close coordination, command, and control of resources,
manpower, and materiel at the grand, strategic, operational,
and tactical levels. So how did the organizations of 1940 cope
with this challenge?

One response might have been to create a command type
economy with the center orchestrating and controlling the dif-
ferent spears and actors down to the nth degree. This was the
response adopted by both Stalin and Hitler with control from
the center strengthening over time in order to meet particular
shocks and challenges. It has great advantage when the prob-
lems are not complex and the solutions relatively
straightforward, linearly probabilistic, and easily understood.*3
But, over time it weakens the “edge” or peripheral organiza-
tions as power is subsumed to the center and the control

42 Gardner, Decoding History. p. 218.

43 The Soviet Great Leap Forward and post-WWII rearmament and even the
space program and the German rebuilding and rearmament in the 1930s
were greatly needed to repair the damages caused by war and revolution.
Putting people back to work and injecting capital these programs created
more work and injected growth through Keynesian principles.
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necessary to define every perturbation within an economy
becomes excessively bureaucratized, slowing everything down,
removing individual initiative and substituting control of quan-
tity for quality** and mass.

Britain instead set about encouraging a series of networks,
including within them *heretical hubs™ such as Bletchley
Park. Their task was to start working on the problem of how
to identify, interpret, manage, and overcome the choke points
at sea and ashore. For example, from 1940 through almost to
the end of the war, the great London docks became untena-
ble and it was necessary to route convoys through Liverpool.
This in turn required the transport system to be re-routed
from London to Liverpool, Belfast, and the Clyde. Given also
the vulnerability of London and the southeast, it also meant
dispersing essential manufacturing industries and dockers
from predominantly the south and the Midlands to locations
harder to target, preferably west of the Pennine Mountains in
places like Manchester, Glasgow, and Belfast,*® whilst ensur-
ing that materiel and products were delivered. The complex
nature of this whole-scale reorganisation could not be
achieved without the initiative and self-organizing support of
all sectors of society—it could be ordained, influenced, and
blessed, but not controlled.

Churchill “was constantly initiating, asking why programs were
not fulfilled, why there were so many people on headquarter

44 50 broken had the Soviet system become that by the 1980s in one famous case,
1,000 tons of nails was misinterpreted as a 1,000 ton nail, which was
considered to be acceptable on delivery!

45 Both Plessey and Ferranti developed large factories in and around Manchester
during and after the Second World War, whilst Shorts of Belfast developed a
niche in missile manufacturing and light aircraft design.
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staffs...”*® People were inspired by Churchill. He was able not
just to empower the various networks with a sense of mutual
trust but to give them both a sense of urgency—action this day—
and a shared greater vision. He could also destroy trusts ruth-
lessly and sometimes mistakenly.

Alanbrooke makes some interesting comments in his diaries.
He found Churchill infuriating to work with because of his
hare-brained ideas and love of bypassing authority. However,
he also admitted that Churchill’s energy and charisma were
vital to the war effort by stimulating the public and the for-
mal organizations. In 1942, Alanbrooke was offered the
chance to take over as CinC Middle East (which Alexander
took instead), but refused because he thought himself the
only man who could corral Churchill. Nevertheless, Church-
il’'s overriding “Command Intent” provided a trusted
context within which many networks could exist—and initia-
tives thrive. Eventually this system of “small world committee
networks” was to extend beyond Britain and the Empire to
include the Allies—even at its peak attempting, through
Churchill himself, to accommodate the Soviet Union. Per-
haps, by then, the basic trusts upon which the committee
structures were founded had been over-extended and their
efficacy began to dwindle. But at its most effective, this sys-
tem was able to develop the capabilities and capacities to link
both sides of the Atlantic into an effective war winning
machine, capable of winning the Battle of the Atlantic and
taking the war to the enemy. It probably also formed the
basis upon which the Atlantic Charter, the UN, and NATO
were founded.

46 Jenkins, Churchill. p. 644.
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The Battle of the Atlantic was not won decisively—with the
enemy wiped from the sea. It was won incrementally—with
Allied and enemy forces continuing to face each other across
the Atlantic right through to the defeat of Germany in 1945. In
this type of close run series of indecisive skirmishes, flowing
across land and sea, victory was more about one side losing
than the other winning. Ultimately, an attritional battle of wills
and capabilities developed, where victory would depend upon
an accurate aggregated (stochastic) assessment*’ and under-
standing of successes and, as important, defeats.

The position in Germany was almost a complete reversal of that
pertaining in Britain. Hitler’s Germany did not have a tradition
of government through committee and compromise, typical of
most mature democracies,*® where power is based upon knowl-
edge and upon the sharing of information and knowledge
between bodies—a type of percolation (see chapter 2) with vacu-
ums and overpressures causing knowledge and information to
flow between the different linked committee networks: each one
trusting in the other and in its own authority to act. In the Third
Reich, the allocation of resources and policy responsibilities was
based upon Fihrerprinzip—controlled (Befehlstaktik*®) through and
by the Fuhrer. This created a situation where information was
power>°—focusing the elite on power and status, (not) policy making

47 Operational Assessment within Britain’s MoD grew out from the demand for
accurate pol-mil-civil assessments required to inform strategic decisionmaking
from the Battles of Britain and the Atlantic onwards.

“8 For example, the process of “pork-barrelling” to settle economic differences
between U.S. states and accounting for transfers of billions of dollars is based
upon close networks of trust, based upon a common trust.

49 Befehlstaktik being detailed order, tactics, and control, as opposed to
Auftragstaktik.

50 «“power is not a means, it is an end—one makes the revolution in order to
establish the dictatorship.” Orwell, Nineteen Eighty-Four. pt. 3, ch 3.
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Rather than being based upon trust, the Third Reich consisted
of competing and overlapping organizations, each jealously
guarding its own constitutional rule-base. The candid policy
debates necessary to make sense of a complex, hostile environ-
ment and, crucially, to learn from failures, not just successes,
simply could not exist. Without this type of environment, it was
simply “too risky for [the] elites to act solely on their ideological
convictions and policy concerns.”>?

In a tactical environment, where decisions were relatively
straightforward, Fihrerprinzip provided the type of rapid and
directed decisionmaking upon which Blitzkrieg was based, prov-
ing decisive in 1940 and in 1941. In the complex strategic
environment of the Atlantic and that which unfolded in Russia,
the system began to unravel. Information became ever more
filtered, ever more dangerous to the messenger. Hitler refused
to acknowledge the consequences of his own actions, and the
German people realized far too late that they were trapped by
a terrifying confusion (and complexity) of cause and effect.>?

EFFECTS BASED OPERATIONS AND THE
BATTLE OF THE ATLANTIC

To win the Battle of the Atlantic, the Germans needed to tar-
get accurately Allied choke points. This meant:

1. acoordinated bombing and (maritime) mining cam-
paign that disrupted the flow of materiel to and from
northwest England to the rest of the country and the
Empire;

51 Zhu, Gun Barrel Politics. p. 229.
52 Beevor, Berlin. p. xxxiv.
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2. acoordinated intelligence gathering campaign that
accurately identified congestion/choke points (or hubs
and clusters);

3. apolitical campaign to stop, or at least minimize, sup-
port from the U.S. to the UK,;

4. acombined campaign to deny Allied air cover over cru-
cial choke points;

5. atargeted maritime campaign, in enemy and interna-
tional waters—balanced carefully against maintaining
U.S. neutrality; and above all,

6. accurate political, diplomatic, and economic “effect”
assessments (as opposed to battle damage assessments
alone) that enabled the overall targeting of resources,
maintaining the aim and the flow of men and materiel
in a coherent and coordinated way.

To do this would require not only linking across the grand,
strategic, operational, and tactical levels of government, but
also between those levels—not just reducing their decision-
making cycle times, but also making more good decisions
than the enemy.

It is sometimes assumed that the Germans had a less capable
intelligence gathering, surveillance, and analysis system than
the U.K. The truth is somewhere between: in almost every
sphere, from sigint>® through to electronics, decryption (if not
encryption), communications, aircraft, ships, submarines,
armour, military production, and the quality of fighting man-
power and operational/tactical leadership (Truppenfiihrung:
troop leadership or unit command), the Germans were supe-

53 Signals Intelligence—which includes direction finding (DF) and spectrum
analysis as opposed to decryption.
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rior to Britain—uber alles. Churchill knew this.>* He also
knew that the only hope for Britain lay in bringing in the
United States on Britain’s side. The only advantage that
Churchill had, although probably he did not know it at the
time, was Britain’s capacity to create the self-organizing com-
mittee structures and Small World Networks necessary to
orchestrate a complex four-level®® battle in the timelines nec-
essary; for the time needed before the Americans could join
the fray. It was going to be damned close.

The Battle of the Atlantic was an attritional battle of capability
and will upon which the analysis of tonnage sunk would prove
crucial. To achieve an accurate assessment of the U-boat cam-
paign, GrossAdmiral Doenitz needed an objective flow of
operational data from his U-boats deployed tactically in the
North Atlantic. Such objectivity is based essentially upon trust
and the veracity of trusted individuals to make robust esti-
mates. In the heat of battle, this can be particularly difficult to
achieve—as seen by claims made, awarded, and later revised
downwards during and after the Battle of Britain. However, if
formal organizations need this type of veracity, then they need
to encourage it. Preferment of German U-Boat captains and
crews was based almost entirely upon a tonnage tariff that cre-
ated a systematic, possibly systemic bias, probably in the order
of at least ten to twenty percent56 more than was actually sunk.

54 Indeed in 1942, he openly questioned the fighting spirit of the British soldier,
which, after the fall of Singapore in 1942, he considered much less than their
fathers [in the 1914-18 war].

%5 Across the grand, strategic, operational, and tactical levels and the diplomatic,
information, military, economic, and political environments.

%6 Gardner, Decoding History. p. 49.
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-

USNR aircraft attacking and sinking U848, 1943

On entering the war, Britain had an estimated 20 million
tons®’ of shipping and an additional 4 million tons under char-
ter. German estimates for the sinking of British shipping, made
as late as 1941, indicated a requirement to sink 800,000 tons a
month>8 to take Britain out of the war, if not to submission. In
broad terms, this would have meant reducing British and
Allied ship-building and British flagged and chartered shipping
capacity by between eighty and ninety percent in the crucial 2
years between mid-1940 and mid-1942. In fact, this monthly
figure for tonnage sunk was only neared once, in June 1942.%°

57 Gardner, ibid. Amalgamating data from Adams in Howarth and Law, 160,
Table 3 and Behrens, Appendix VIII.

%8 Gardner, ibid. p. 49.

59 Gardner, Decoding History. p. 49.
Fuehrer Conferences on Naval Affairs. pp. 334-335.
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Crucially, to achieve such a strategic victory over Britain, Ger-
many required, at all costs, to keep the U.S. and its potential
ship-building capacity® out of the war until at least mid-1942.

By Doenitz’s own reckoning,! toward the end of 1942, a sub-
marine was sinking only 200 tons per day at sea compared to
1,000 tons a day in 1940. In 1940, to have achieved his target,
Doenitz would have needed about 75 submarines to preserve
25 in the Atlantic at any one time—by mid-1942, to sustain a
submarine loss rate of only ten percent and to make up for
over-reporting, he would have required sustaining 400 boats to
keep 130 on station. Consequently, Germany would have
required building, equipping, and crewing on average 20 sub-
marines a month from mid-1940 to mid-1942. From about 80
boats at the beginning of 1941 Germany had over 250 subma-
rines by the end of the year%?—a threefold increase but a vital
twenty percent short of the numbers needed to defeat Britain
by mid-1942. By early 1943, Germany had a submarine fleet
of some 400, but the hinge year of 1942 had been turned—
production was falling and Britain was still in the fight, joined
now by the U.S.

Tactically and operationally, Doenitz had the upper hand
through to the end of 1942 and into spring 1943.%4 But, from
the beginning, Britain held the grand and strategic advantage,

80 Rising to over 8 million tons a year in 1942, from less than 1 million in 1941.

61 Gardner, ibid. p. 63.
Fuehrer Conferences on Naval Affairs.

62 Gardner, Decoding History. p.19.
63 \an der Vat, Standard of Power. p xviii.

64 Towards the end of 1942 the monthly tonnage sunk had reached 500,000 tons
a month, falling to 300,000 tons a month in May 1943, thereafter to 150,000
tons and thence to 100,000 tons a month in 1944.
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which it never surrendered. Today we would consider a “net-
work of networks” placing a “net” across the Atlantic,
consisting of sigint, decryption, radar, aircraft patrols, shipping,
escorts, docking and undocking facilities, strategic foreign pol-
icy, dispersed industries, and trade all feeding stochastically®®
to the analysts and all connected and sensitive to “Churchill’s
Intent.” Not one factor was the more important—each net-
work had to be trusted to know what was required of it, and to
be rewarded accordingly. Not preferment based upon tactical
success but upon the knowledge, veracity, and trust of being
part of an esteemed close knit team, all reliant upon each other
with the confidence to express their truth and be listened to.
Churchill achieved this personal touch. The contrast with Nazi
Germany could not have been more profound. The institu-
tional rule bases created around the Fuhrer were never trusted
by Hitler and there was little trust between him and his formal
organizations. They were automatons—good at doing the bid-
ding of Hitler and excellent at managing the “flow” of linear
tactical and operational decisions (Truppenfihrung), but hopeless
at addressing or understanding the type of connected, com-
plex, nonlinear choke point effects they needed to.

Worse still, Nazi organizations were based upon fear and the
fear of failing. Unlike Churchill, Hitler never was told enough
to allow him to worry about grand and strategic policies for the
Atlantic, let alone keep him awake at night. Perhaps, if he had
been, history would have been very different, for to have won
the Battle of the Atlantic, and very probably the war, Germany
had at all costs to keep America neutral at least until the mid-
dle of 1942. Hitler, by declaring war on America after the

85 Governed by the laws of probability and complexity and not by simple linear
probabilities alone.

Effects Based Operations and the Battle of the Atlantic



84 The Agile Organization

Japanese attack on Pearl Harbour, took away that moment for
achieving a tactical victory/effect in the Atlantic—with all its
grand and strategic implications. Six months later and it may
have been a very different story.

BREAK OUT

The story of the Battle of the Atlantic did not finish until the
end of the war, but from May 1943 onwards, when Doenitz
ordered his submarines out of the Atlantic following the loss of
his son and five submarines in a single action with nothing to
show, it moved into its final phases. This time Churchill’s aim
was to open up the long demanded Second Front in the west.
Timing would be crucial and Churchill was determined not to
go until he and the Allies were ready. Despite huge pressure
from Roosevelt and Stalin and perhaps strengthened by the
setback of the disastrous Dieppe Raid in 1942, Churchill was
able to hold off until he—and the Allies—were ready.

This was risk-taking at its highest level. Churchill first entrusted
a junior Royal Engineer Officer to come up with workable
plans and then blessed the designs and approved the manufac-
ture of two entire docks to support the American and the
British/Canadian landings. First, Churchill took the risk of
bypassing his immediate colleagues and senior officers (not for
the first time) to locate a (suitably connected junior military)
engineer to work on the project and then, on his advice, he
took the huge grand and strategic risk of transferring Britain’s
ship-building industry to dock construction, in what was to
become the largest single civil-engineering endeavour in Brit-
ain’s history.
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At the same time as he convinced his cabinet colleagues to
make this decision, he also had to persuade Roosevelt both to
delay the invasion until 1944 and to take up Britain’s further
reduced capacity for ship-building—with its entire grand and
strategic implications. All this at a time when the Battle of the
Atlantic had yet to be won, against the prevailing wisdom of
many senior British and American officers, President Roo-
sevelt’s 1944 election campaign, the Pacific versus European
debate, and all in very short order. In April 1943, at Churchill’s
insistence, work began in secret on developing what were to
become known as the “Mulberry Docks.” The reasons for
Churchill’s personal involvement went back to failure at Gal-
lipoli, reinforced by recent experience of the Dieppe Raid and
his determination that success on the beaches of Normandy
required a decisive tactical victory supported immediately by a
strategic build-up and onslaught through France to Germany.
To achieve this, he required the adaptability and agility to
move vast strategic stockpiles of men and materiel from the
U.K. to France and beyond. Tactically, this convinced Church-
ill of the need to have an expeditionary shipping point of
disembarkation to have the effect of moving troops and equip-
ment across the beachhead, autonomously, without the need
first to capture ports and infrastructure.

An interesting example of the Soviet network of sympathetic
Britons from across the social spectrum (and which persisted in
one form or another well into the 1970s), then operating at
Stalin’s direction, was the outspoken demand for a Second
Front to relieve the pressure on Russia—Stalin was fearful that
the U.S. and the U.K. would let Russia bleed white before they
came in to win the war and reparation. | (SRA) can remember,
as late as the early 1970s, seeing an example of their graffiti on
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the railway arches between Putney and Queenstown Road sta-
tions in South London, demanding the “2"9 Front Now.”

Thirteen months later, Churchill had his two Mulberry Har-
bors operational on the Normandy coast and, in those vital few
days whilst the Germans awaited the expected onslaught in the
Calais area,®® with “Pluto” (the sub-channel fuel pipe-line)
they provided the strategic build-up of tactical effect necessary
to prevent the Germans from driving the allies back into the
sea. By the time of the great storm of the 19 of June, which
destroyed the American Mulberry Harbor, the allies were
beginning the break out and on the 30" of June, the Ameri-
cans captured the much damaged port of Cherbourg.
Designed to last only 6 weeks, the British Mulberry continued
to support the allies through to November 1944, when Cher-
bourg came “on line.”®”

EXPERIMENTATION

In modern terms, we might consider the production of the
Mulberry Docks as a worked example of Experimentation—by
which, in a policy sense, one would mean the testing of differ-
ent concepts and ideas so as to inform grand and strategic
decisionmaking in order to deliver timely tactical and opera-
tional effect. Experimentation, as regarded currently in the
U.S. DoD and the U.K. MoD, is necessary to make better,
more agile policy decisions, reduce grand to tactical risks, and
so as to enable capabilities and create desired effects in much

66 Reinforced through the deception operation “Bodyguard,” which included the
fake “First United States Army Group (FUSAG)” under Lieutenant General
Patton, until he took command of the U.S. 3rd Army in Normandy.

67 “Eventually, Cherbourg would take more than half of all the cargo landed in
France for American forces.” Weinberg, A World at Arms. p. 689.
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reduced timelines. The concept is inclusive, in that it brings in
the military, corporate, academic, and civil sectors into the
cycle, and Small World, in that it creates close interconnection.
Above all, it is intended in peace time to get at the type of mili-
tary advances and timelines only usually available in wartime.
This is a means to better engage the grand and strategic with
the operational and tactical.

Two key challenges are posed by Experimentation: first, per-
suading formal organizations to empower the process (when
they may not see the need and, or, threat by doing otherwise)
and second, creating a culture that learns from, adapts to, and
anneals to failure—the testing of nulls, not just successes—risk-
taking rather than risk-averse. It is by no means certain that the
grand and strategic levels can be convinced—and they are
unlikely to be so unless they see the advantage to themselves
and not the operational and tactical levels attempting to con-
trol the grand and strategic, as per Truppenflihrung.

Returning to the Mulberry Docks and to Experimentation:
why, for example, did one harbor fail and the other survive?
Both harbors were identical and both placed adjacent to each
other along the same piece of coastline—in fact the British
Mulberry may have been the more exposed—and they both
experienced the same storm on the 191 of June 1944. In hard
traditional, thereby, measurable terms, there should have been
no difference. Both should have failed or both succeeded. Yet
one failed and the other did not. Something was clearly going
on. Although conjecture, it is known that the Americans took
less care in anchoring and placing their pontoons and docks,
despite working from the same “song sheet.” Why? Is it possi-
ble that the success of the one and the failure of the other had
more to do with cultural differences? Could it be, as for the
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early oil exploration in the North Sea, that the Americans
underestimated the hostility of the Channel and therefore they
did not hear the same song of Charybdis? If Experimentation
is to work, it will need to include these types of cultural and soft
questions and seek to understand how they link across to the
hard and technical values we are more used to dealing with, in
order to create the type of networked effects we are looking for.
This will require us to look again at the soft issues of Com-
mand balanced against the hard ones of Control.

One solution, attempted by the Soviet economies in the 20th
century, was through commanding the different sectors (such
as the economy), but which ended up trying to control them
instead. Control in a military sense, or probably any other, has
to be paid for in terms of time, rules, and bandwidth—and in
achieving this type of end state, one loses the very advantages
and fidelity provided by constructs such as Truppenfiihrung—the
end becomes the means. Ideally, one needs a balance between
Truppenfihrung and Fihrerprinzip, the grand and strategic to the
operational and tactical, Command to Control, and formal
organizations to networks—and the point of balance may vary
at different organizational levels. This new balance is likely to
change the way we see ourselves and each other, what we say
and how we understand, and will have cultural implications to
the way we do our business. There may be experiences from
which we can learn, but we may have little choice but to
change—the context in which we are working is changing and,
if formal organizations are to survive and networks to endure, a
new relationship may be emerging.

Experimentation
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INFORMAL NETWORKS

Complexity == Networks s

I n this chapter, we want to consider what we mean by Infor-
mal Networks in an organization, how they form, what they
are, and why they are valuable. From the management per-
spective, we also want to think about how such Informal
Networks can be encouraged to form, and how they coexist
with the formal management system.

WHAT IS AN INFORMAL NETWORK?

One answer is that it is a group of individuals in a company or
organization that finds it mutually beneficial to stay connected
to each other. It is a human, social interaction based on trust,
shared values, and beliefs, and allows the sharing of informa-
tion. This sharing in turn helps to build a shared
understanding of issues important to the group. In such a net-
work then, a node is a person, and a link is a bond or
connection between two people, based on some level of mutual
trust, which allows sharing of information. In a sense, this for-
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mality of definition then turns the Informal Network into
something more formalized. These networks exist or develop
in order to produce “action” where formal processes inhibit
such channels.%®

We can think of three levels of knowledge and information
within such a social network.%® Tacit knowledge is so deeply
embedded in the individual that it is inexpressible. Implicit
knowledge is embedded knowledge within mental models and
beliefs that can be accessed and expressed. What is shared
around the network is information. This information is then
taken by an individual and given meaning within their individ-
ual context. Thus, even in a network where there is a high
degree of mutual trust and extensive information sharing, each
person will still have a different perspective on the key issues.

A key aspect of such networks is that they come together by
mutual consent. No one imposes the membership of the net-
work, or the links that are created. An important role for
management is thus to create an environment in which such
networks can thrive and have value. Managers have to learn
in this case to “let go” of detailed control and to influence
rather than direct the shape of the organization. To do this,
they have to be convinced that such Informal Networks have
value for the enterprise. Experience in the commercial
world,”® particularly from advertising and software develop-
ment companies, indicates that this is most likely to happen
in the following context:

88 \errall, “Exploring the Human Aspects of Information Management.”
see also: Gabriel et al., Organizing and Organizations.

69 \errall, ibid.

0clo enterprise magazine. April 15, 1998. http://www.cio.com/archive/
041598/index.html (May 2005)
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When managers genuinely value relationships in the
workplace, and truly listen to people and act on their
suggestions, a culture of care and connection emerges
in which people are highly responsive to the needs of
the organization. Teams can form spontaneously and
powerfully in this context, and the job gets done.

This quote does of course dodge the difficult issue of blending
a team together from a number of disparate people (a process
known as team hardening”?).

A key aspect of such groups is that each individual in the group
ideally becomes empowered—becomes a decisionmaker. Deci-
sions are made by “us” not “them,” although social dynamics
such as group polarization and groupthink’? can create barri-
ers to such empowerment. We explore this duality a little bit
further now. Who decides in an organization also depends on
who learns, as we will see.

WHO DECIDES?

When the environment is stable (for example, the market for
a product remains the same for a significant period of time,
or the geopolitical context remains the same for a period, or
the key management goal is to perform well-known tasks
more and more efficiently), this leads to an emphasis on spe-
cialization, on defining boundaries, and on management by
detailed instruction.

1 perry et al., “Exploring Information Superiority.”
2 Janis and Mann, Decision-Making: A Psychological Analysis.
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The linear production line in the car industry is a clear
example of a series of bounded and unchanging specializa-
tions that form part of a management by detail
(micromanagement). This works wonderfully well provided
that everyone wants a black Model T Ford. However, in
today’s and tomorrow’s market environment, demand is
more likely to include small batches of complex products,
each with varied characteristics. In this much more variable
and dynamic environment, the response has been to aban-
don the production line in some cases in favor of a number of
very specialized cells that can self-organize in different ways
through a process of mutual negotiation.”

In the same way, for an organization to thrive in a fast chang-
ing world, it has to allow such networking to flourish.

One way of looking at this is to consider how management
style and the environment interact in terms of a two-by-two
matrix (Figure 4.1).

On one axis of the matrix, we have plotted “Management
Style,” varying from “tightly coupled” to “loosely coupled.” By
tightly coupled, we mean management by detailed instruc-
tion—or Control, leading to a hierarchical management
process. By loosely coupled, we mean the tolerance and
encouragement of self-organizing Informal Networks of key
individuals who share trust and knowledge—by Command.
On the other axis, we have plotted the external environment
ranging from “stable” to very dynamically varying and uncer-
tain (“turbulent”). A tightly coupled management system
succeeds when conditions are stable. In the defense context,

73 Neubert et al., “Automated Negotiations.” pp. 175-187.
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Figure 4.1: Management Style and the External Environment

the period of the Cold War was an example of awful stability—
the threat stayed essentially constant for over 40 years. As a
consequence, detailed roles and specialist forces were engi-
neered, operating inside well-defined sectors of operations, and
managed by an unchanging hierarchy of command. Opera-
tional research of this *“scenario” went into more and more
detalil of particular pieces of the puzzle. A loosely coupled man-
agement process succeeds when conditions are very uncertain
and dynamic. Again, relating to the defense context, multiple
scenarios of the future now have to be considered, each with
huge uncertainty associated with them. It is this uncertainty
and a potentially very dynamic battlespace that is driving
defense in the direction of “Edge Organizations”’* that have
the agility to cope. Operational research of these situations puts
the emphasis on the spread of likely futures, rather than on the
detail of a specific scenario.

4 Alberts and Hayes, Power to the Edge.
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Such a loosely coupled management process comes from the
formal management structure “blessing” and encouraging the
development of self-organizing networks within the enterprise.
We have already seen some real examples of this in chapter 3,
drawn from the defense context, where turbulence in the envi-
ronment is real and failure to respond is severely p