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CHAPTER XXIX

Information Sharing in Kosovo:
A Humanitarian Perspective

Molly Inman

T he idea of Inform ation sharing am ong actors supporting com plex
em ergency operationshasbeen gaining favorforanum berofyears,
but only recently has the technology becom e advanced, nexpensive,
and w despread enough to m ake it feagible. The om nipresence of the
Intemetand the ever Increasing use of geographic nform ation system s
G IS) to analyze data have tumed the notion of creating an Inform ation-
sharingm echaniam forcom plex em ergencies into a reality. I the evolution
of the conosptof com plex em ergency operations, them ission n K osovo
hasbeen on the cutting edge Tnm any fields Including nform ation sharing .
Though serious gaps I this aspect of the m ission rem ain, they have
becom e much m ore nanow over the course of the m ission and are
1eceiving seriousattention . This chapterdescribes the infom ation sharing
efforts am ong the m em bers of the Intermational com m unity i K osovo
and discusses the lessons leamed from theirexperience.

Complex em ergency operations are frequently beleaguered by poor
coordination and cooperation that could be subsantially in proved if
know Jedge aboutconditions on the ground w erem ade readily available
T an organized m annerforoollective use. n the absence of inform ation
sharing, organizations m ust collect their ow n data on affected areas
and asM axx D illey of the G eographic Thform ation SupportTeam * notes,
" [slom e areas are never visited. O thers are visited once and never
visited again. O r, the sam e village m ay be assessed repeatedly
fpartdcularly along the main roads) to the point of potentially
endangering the lives of the nextassessm ent team ” because the local
population becom e frustrated by continually being assessed w ithout
receiving aid orseeing progress ? Such mefficiencies can e partally
1em edied by creating am echaniam o sandardize and to coordnate the
collection and sharing of inform ation .

651
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Tnform ation sharing in planning and executing com plex em ergency
opertonsresults n:

¢ Im proved coordnation of sectoral activitdes;
e Tncreased acoountability;
e Tm proved program efficiency; and

e Supportfora transition from reliefactivites to reconstruction
and rehabiliation ?

O ranizationsknow w hatdata have already been collected and w here
there is a dearth, Increasing efficiency and prom oting cooxdination
am ong collecting organizations. O nce relief providers have analyzed
the data, they know where supplies have been distoibuted and what
areas have yet to receive any, resulting In better allocation of relief
resources. The coordination of the assesam entprocess and sharing of
the results are vital because “gragping the torality of a com plex
em ergency requires m ore Infomm ation and understanding than m ost
organizations can gatherand analyze alone * O rganizationsneed not
abandon their independent Inform ation collection and analysis
processes. By coordinating w hat they w ill assess and sharing their
results, all organizations can benefitfrom them ore thorough and w der
assesam ents w hile expending few erresources.

Though the m ission In K osovo charted new territory in the readm of
Inform ation sharing, the process stll requires m uch In provem ent to
operate at its full potential. An unprecedented am ount of resources
w ere poured into K osovo by the intemational com m unity, w hich as
experience has show n, can actually hinderinfom ation sharing . Tn other
hum anitarian assistance operations such as the one In M ozam bique,
resources w ere so scarce that the intemational com m unity incliding
the U S.m ilitary w ere required to share Infom ation and coordinate
their efforts if they were t© be I any way successful. Tn Kosovo,
how ever, m any agencies, organizationsand NATO in particular, brought
w ith them som any resources that inform ation sharing and coordination
did notappearasurgent.M uch w aste could have been elin nated form
the outsethad there been a fimctioning Inform ation sharingm echanian ,
especially one that conveyed to the Intemational com m unity w hich
omganizations and agencies had com petencies n w hich sectors.
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A cocountability has also been raised asan issue thatplagued the efforts
Tn Kosovo. There are so m any different actors w orking tow ard the
sam e goal but w ith different perspectives and agendas. W ithout
know Ing w hat each organization is doing, none of them can be held
accountable to the intemational comm unity for their activities.
O manizations rarely hide theiractivites, but few organizationshave
the resources to expend to find out what the other 400-plus
organizations are doing. How ever, a m echanism that m akes this
Inform ation readily available encourages organizational peerpressure,
causing them t be self-regulating. An additional concem about
accountability : once the inform ation sharing m echanisn for the
hum anitarian com m unity w as under developm ent, no real verifying
m echanian existed to prevent an organization from providing false
nform ation . esoon becam e evident, how ever, that if an organization
did provide false or maccurate data, that there w as adequate expertise
am ong the m em bers of the hum aniarian comm unity t correct the
problen W ere ittobecom e a regularpractice of a particularorganization,
thatnegligentorganization w ould lose credibility.

Geographic Information Systems

In discussing Infomm ation sharing for hum anitarian assistance
operations in general, including K osovo, onem usthighlightG IS . This
technology enables users to ntegrate locationdased data sets and
digplay them togetherto provide am ore com plete view of an operational
environm ent.A stheU S.GeologicalSurvey USGS) definesit, "G IS is
a com puter system capable of assem bling, storing, m anjpulating and
displaying geographically referenced inform ation... ”* G IS digplays
Inform ation graphically to clarify the resultsof and allow foranalysis
by decisionm akers.A Tldata m ustbe geo-referenced o thatthe sofiw are
can plot iton a digital m ap. Th Kosovo, this w as acoom plished by
assigning a unigue place code fp-code) © approxim ately 2,000
populated areas. Forunately, G IS technology has becom e relatively
Thexpensive and w dely availbble, so thateven em allernongovernm ental
omganizations NGO ) m ay afford it. Though developing the data sets
and the param eters requires relatively highly skilled techniciansto w hich
NGO s may have lim ited access, they then have the mcentive to
coordinate m ore closely w ith larger 10 s such as the U N . to benefit
from theirtechnology staff. O noe the inform ation is organized, relief



654 Lessons from Kosovo

personnelcan m anjpulate iteasily even w ith only lin ited training that
can be delivered via a com puterdased tutorial.
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Figure 1. G IS for Repatriation Planning {from presentation by
Dr. William B. Wood, Geographer and Director of the Office of
the Geographer and Global Issues, U.S. Department of State,
“Cross-Border Crisis Intervention: The Use of GIS in Kosovo”)

G IS is also valuable to the nform ation sharing effort In com plex
em ergencies because itprovides increased incentive foragencies and
organizations to agree on a stendard m ethod of recording and collecting
data.Few disagree thatsharing inform ation to supporta hum anitarian
cause is a positive developm ent, but the practical m atter of getting
them to agree on standard m ethods isdaunting . The Inform ation sharing
effort n K osovo has been a pioneering one and w illpave the w ay for
firture operations.H ow ever, even after18 m onths, the parties involved
are sdll working tow ard this goal. N evertheless, the advantages of
using and sharing G IS data are so readily apparent thatorganizations
are com m itted to finding stendardson w hich they can allagree.

Anotheradvantage of G IS is its sim plicity of use thatm akes itam enable
o the often low -t=ch, chaotic field environm ent.G IS data can now be
recorded and m anipulated on a variety of devices including hand-held
and ruggedized laptop com puters that can be equipped w ith satellite
com m unications capabilities. G IS data is also readily shared
electronically, which allow s it to be posted on a central W eb site or
shared via em ailorCD . The Intemet allow s organizations to access
nform ation nstantly from Jocationsalloverthew orld.The CD allow s
organizations to use the data w ithoutaccess to the ntemet. Ttisalsoa
suitable fom at for sharing informm ation that rem ains relatively
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unchanged such as topography. Practitioners n the field can view and
use the sam e nform ation thattheirstategic planners atheadquarters
are using . D onors can also use this inform ation to assess the progress
Tn theirareasof interest.

G IS is so valuable foruse in hum anitarian operations because it can
enable the Intemational comm unity t assess the operational
environm entn aggregate. The problam sand progress n various regions
can be com pared easily to assess the situation and assist
decisionm akers. C learly, G IS isnotsynonym ousw ith an inform ation
sharing regin e, but itdoes encourage actors to cooperate and lays the
foundation forcollaboration .

The Kosovo Experience

O ne of the first advocates of inform ation sharing in K osovo betw een
the K osovo Verdfication M ission KVM ) and the United N ationsH igh
Comm issionerforR efiigees UNHCR )wastheU S.State D epartm ent
w hich proposad the Hdea 1 O ctober1998 to Am bassadorW illiam W alker,
KVM Head of M ission. The proposal focused on using G IS as the
catalyst for mform ation sharing.The KVM used G IS to identfy the
Jocation ofm inefieldsand unexploded ordinance, and the UNH CR used
it o record housing dam age and the Jocation of Intemally digplaced
persons. By com bining these data setsalong w ith the Jocation of potable
w ater, they w ere able to collaborate In betterm anaging the resettlem ent
process. K ey to thisprocessw as the contribution by the U S .N ational
In agery and M apping Agency of the electronic base map and the
findam ental data sets on wads, topogrEphy, place nam es, etc. The
State D epartm ent’s O ffice of the G eographerand G lobal Issues also
contributed enom ously, tainingbothKVM and UNH CR personnel to
useG IS .U nforumately, the escalating violence h early 1999 thatcaused
thew ithdraw alofthe KVM halted the program .H ow ever, tcould not
elin mate to need forinform ation sharing w hich w ould increase in the
nextiteration ofhum aniarian assisance n K osovo.

Repatriation

Th anticipation of theend ofthe N ATO lom bing cam paign, the Intemational
com m unity began 1 ate oring 0£1999 o pln forthe eventualepatriation
of over750,000 refugees to the severely dam aged province. H oping that
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this m assive undertaking would be gradual, the K osovo R epatriation
Tform atbdon Support KR IS) program com m enced and againw as largely
driven by the State D gpartm entin cooperationw thUNHCR asw ellasthe
NGO communiy.ThegoalsofKR IS w ere thresfold :

1.To dentfy sourcesand availdbility of U S .G ovemm ent-supplied
nform ation relevant forsafe repatriation of K osovarrefugees;

2. Tobuild nfom ation m anagem enttools thatallow 1epatriation
m anagers to... usem ulbdple sources of data forstategic planning
and tactical operations; and

3.To ensure thatasm uch useful inform ation w as shared w ith
NATO,UN .,andNGO agencies involved in repatriation

1n plem entation ¢
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Figure 2. Kosovo: Reported Locations of M Ines and Explosive H azards
{from Dr. William B. Wood, Geographer and Director of the Office of the
Geographer and Global Issues, U.S. Department of State)

TheUNHCR es@blished aG IS unitin Pristnaandworkedw th NGO s
o develop a sandardized R apid V illage A ssessm entform RVA ) forthe
relief organizations and KFOR to collectessential data on dam age t©
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housing and hfrastucture asw ellas population and civil society. This
featw as a m onum ental accom plishm ent for the lnform ation sharing
effort for com plex em erxgencies. The data collected w as =latively
accurate and gave the hum anitarian com m unity a usefiil first ook at
whatneeded to be done. Resum ing collaboration w ith UNHCR , the
State D epartm ent sent a team o the Fom er Yugoslav R epublic of
M acedonia FYROM ) t© begin using the data collected n planning for
the coordnation of repatriation activites. Tn additon to the RVA data,
NATO flew U 2 sorties I early June to provide unclassified in agery of
Kosovo which provided valuable infom ation for the resettlem ent
process asw ell. Though the spontaneous retum of refuigees foiled the
Thtemational com m unity’s intention of oxderly, planned repatriation,
and thuspreclided the use of the G IS data foradvanced planning, the
effortw as lncorporated nto the H um anitarian C om m unity Tifom ation
Center HCIC) in Pristna.

The Kosovo Humanitarian Community Information Center

TheH C IC hasbeen very successfiil n faciliating the sharing of inform ation
T Kosovo and w ill undoubtedly e used as a m odel for future com plex
em exgency operations. Trprovides its services from theUNH CR building
T Pristhaw hilebeing saffed and resourced prin arily by the U nied N ations
O ffice for the Coordnation of Hum anitarien A flars OCHA) and is
supported by the U S . A gency For temational D evelopm ent, the UK ’s
D epartm ent for Itemational D evelopm ent, Catholic Relief Services,
Thtemational Rescue Comm itee (IRC), O rganization for Security and
Coopetation h Europe, W orld Food Program ,and Save the Children . The
Centerprovides the follow ing services:

e Suppliesa database of localand htemational organizations
w orking in K osovo;

® G ivespracticaladvice and mform ation of interestto the
hum anitarian com m unity;

e Provides centralbulletin boards;
e Providesagency m ailboxes; and

e Prom otes the free exchange of Inform ation .
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A dditionally, the centerdissem tnates Infom ation through isW eb page
twww reliefiweb Int/heic/), especially n the form of m aps and geo-
referenced data forw hich the codes have been standardized and are
com patblew ih the tw om ajoroom m excialG IS sofiw are packages.One
such softw are package isA rcExplorer, w hich isavailable fordow nload
online, free of cost from Environm ental System s R esearch nstitute.
U sing these softw are packages, agencies can custom izem aps tom est
their specific needs view Ing data sets In any com bination they w ish.

The data sets are categorized nto three groups depending on their
source and accuracy. Those developed by the HC IC are derived firom
originalYugosiav G overmm entdocum entsand thefrcoverage is lin ied
to Kosovo. The data sets provided by the European Union are the
m ostaccurate geographically and contain the w destrange of fimctional
areas, butexclude am allareas of Kosovo. The NIM A data sets have
Jow erspatial accuracy than the othertw o groupsbutprovide coverage
of all of Kosovo as well as of neighboring A Ibania, M ontenegro,
FYROM ,and Serbia-proper. The site also provides a shorttutorialon
how to m anjpulate these data sets. T addition to data sets, the HC IC
also provides:

e An atlasof Kosovo;
e Planning m aps forthe regions of K osovo;
e HCIC Kosovo EncyclopediaCD ;

e Kosovo Rapid V illage A ssessm entD ata (discussed above) ; and

e U N .agency r=pous.

Oneofthem ostusefiil item savailable on the site (w hich is sdllunder
developm ent) is the "W ho isdoing w hat, w here” inform ation, w hich
provides mform ation on w hatorganizations and agenciesare w orking
T whatregions. Sharing this nfom ation notonly allow s forthe better
allocation of resources but also allow s KFOR o assess In advance
w here they m ight be needed to provide security t© m em bers of the
Tntemational com m unity. Though sponsored by the U N ., the HCIC
prom otes and faciliates coordination notonly am ong U N . agencies
butalsoam ongNGO g, 0 s,K FOR and donorsproviding hum anitarian
relief n K osovo.
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The Internet in Kosovo

M any of the services provided by the HCIC would not be possble
w ithoutthe presence of the Tntemet in K osovo,and in fact, UNM K is
the firstm ajorpeace building m ission thathas centrally integrated the
htemet. A flerSerb forcesw ithdrew from Kosovoondune 12,1999, the
ntemationalcom m unity had the enom custask of providing inm ediate
hum anitarian reliefand long-tem reconstriiction and developm ent for
a badly dam aged province whose hfiastucture had not been well
m antained orupdated form any years before the conflict. D uring the
NATO bombing, most of the telephone lines betw een cites In the
province had been severed . A s the mtemational com m unity retumed
o begh orto resum e aiding the people of K osovo, itbroughtw ith it
exorbitantly expensgive satellite phones and m ore affordable but less
reliable m obile phones that depended on the Yugoslav com pany
M OBTEL and its one gm all antenna in Pristna for service. A few

residents of the province w ho had subscribed to Setbian itemetservice
providers before the w arcould Jog on, and the G rand H otel in Pristina
allow ed clients to Jogon for1DM perm nute, w hich w agbeyond the
m eans of m ost localpeople at the time. W ith g0 m any organizations,
agencies and individuals trying to coordinate the hum aniarian effort
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and begin the reconstruction effort, the itemetProjectK osovo (IPKO )
w as form ed to begin to fll the com m unicationsgap .

The first proponents of this project were Teresa Craw ford of the
A dvocacy Projectand PaulM eyer of the IRC . Both agreed that the
IPKO should “[glive the Intemational hum aniarian com m unity an
efficienttool thatenables them to share nform ation, coordnate their
activitesand com m unicate m ore efficiently,” asw ellas * fp]lrovide free
Intemet access to key Kosovar mnsttutions and build a lasting
hfrastucture fork osovo’s Intemet”” B ecause the telecom m unications
netw ork In Kosovo w as badly dam aged and would require years to
repair fully, the best solution for connecting K osovo to the Intemet
quickly was via satellite. During the bom bing, a com pany called
Tnteypackethad loaned the U S .hum anitarian efforta satellite dish and
1 yearof satellite tin e forthe refiigee cam p n Stenkovac,M acedoni,
w hich had been abandoned along w ith the cam p during the spontanecus
and 1apid repatration of the refuigees to Kosovo. M eyer convinced
Tntevpacket to m ove the dish and associated equipm ent to Pristina to
beusad to setup the non-profit IPKO .The IPKO team decided thatthe
safestand m ostneutral site to insall the equiom entw ould e on top of
the building being used forB ritish KFOR C ivil-M ilitary C ooperation
(CM IC) personneland enlisted the aid to the B ritish R oyal Engineers
to ensure that the equipm ent received adequate electricity. IRC also
procured theaid of M icroT ik, a com pany based MR iga, Latvia to provide
the necessary equipm ent and software to allow the netw ork
adm istatorto m anage the netw ork . A s netw ork adm histrator, the
IPKO team pursued a K osovarA Jbanian who w asw ellknown forhis
hard w ork, resourcefulness, experience, and strong comm im ent to
1ebuilding K osovo, and finally persuaded hin t© jpin the IPKO initiative.

Though eventually successfirl, the IPKO team faced severalhurdles in
getting the service online: having to replace faulty parts, rew iring the
electricity to the building lnw hich itw ashoused, and tryIng to getthe
satellite to confim its signal. The IPKO isnow serving m ore than a
hundred organizations including every U N .agency in K osovo,0 SCE
andm ostlarge NGO s, charging betw een 1500 DM and 2950 DM per
m onth, depending on the type of connection, and is providing is
services free of cost to K osovar civic organizations. Eventually, the
TPK O w illbe handed overto the peocple of K osovo and w illcontinue to
provide Intemet sevvice to the Jocal population foryears to com e.
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Information Sharing and the Transition from Relief to
Development

A s the m ission continues to transition from hum aniarian rlief ©
reconstruction and developm ent, the H C IC hasbegun t© support the
otherpillarsofthe UNM IK , specifically civiladm inistration, lnstitution
building and reconstruction. The H C IC hasbeen an excellenttool for
supporting the hum anitarian com m unity and has the potential to have
the sim ilarof successes n prom oting nform ation sharing am ong the
pillars. Though the pillars support the sam em ission, there have been
significant instances of the lack of coordation . Forexam ple, an EU

entity, the IntemationalM anagem entG roup, developed a $5 m illion
database thatem ployed over60 saff, but itw ould notsulom itto U N .
standards to ensure com patibility and refuised to share itsdata w ith the
U N .untljustbefore the EU phased itout.

Though theH C IC w asorighally envisioned asa pem anent nstitution
to support rlief, rehabilitation, reconstruction, and developm ent In
K osovo, there w asno form al, guiding plan until the gradualelin ination
of the hum anitarian pillar prom pted the drafting of one. The three
objectives are prioritized in this nitdaldocum entare:

1.Expand and stengthen nstitutional linkages particularly w ith
UNM K andKosovarNGO s;

2 .Es@blish a noninding A dvisory B oard to provide guidance on
policies and practices; and

3.Expand Inform ation gathering, m anagem entand dissem nation
system s8

Though the H C IC w illcontinue to faciliate inform ation sharing am ong
them em bers of the ntemational com m unity, italso plans to reach out
t© Jocal NGO s to support capacitybuilding efforts and to becom e
Thstutionalized w ithn the com m unity. Specifically, theH C IC ispursuing
efforts tom ake its servicesand resources available In the Jocal languages
and isprom oting the H C IC asaneutralm esting place to help to reduce
the gap betw een JocalN G O sand the Intemational com m unity.

The docum entalso lays out four scenarios forpotentialm anagem ent
structures forthe H C IC . The firstm antains the satus quo having the
HCIC r=m ahundertheH um anitarian C oordhator'sO ffice and continue
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o be finded by O CHA . Though itw ould continue under its cunrent
nam e, itwould be not only of service to those in the hum anitarian
com m unity, butw ould also support reconstuction and developm ent
activites. The second and third scenarios incorporate the U N .
D evelopm ent Program (UNDP). The second would give the
responsibilities of the H um anitarian C cordmnatorto the D evelopm ent
Coordinator, but the HCIC would retan its nam e and some OCHA
fimding forits fimctions associated w ith the hum anitarian com m unity.
The third specifies thatthe duties of the H um anitarian C ocordinatorbe
elin nated and the HCIC be placed under the UNDP that would
necessitate a nam e change to indicate to the com m unity its change in
focus. The fourth scenarib placesthe H C I underan UNM K departm ent
or pillar, relieving OCHA of its adm inistrative and financial
responsibilities. This queston, how ever it is resolved, w il lnfom
planning efforts forfuture operations.

Tw om ore Innovations thatare ain ed at in proving in the inform ation
sharing effort in K osovo are the form ation of the nform ation G roup
(G ) and the creation of the position of C hiefof Tnform ation C cordination
CIC).Thepurposeofthe IG is:

e Toprovide relevant Inform ation t be shared overthe ntemet;

e To prom ote existing standards and the developm entof new
ones;

e Todevelop guidelines for inform ation sharing; and

e Tocreate am echanism forca@loging databases and providing
appropriate access to legitin ate users.

T isavoluntary group com posed of infomm ation m anagers, consum ers
and providers n Kosovo. Though the IG ain s t© serve the whole
com m unity contributing to the effort in K osovo, itespecially focuses
on supporting the Infom ation requirem entsof the pillarsof UNM 1K,
the Joint terin A dm nistative Sticture, and regionaland m unicipal
adm nistators. The C IC , being assigned to the UNM K chiefofsaff's
office, w illactasam em berof the strategicm anagem entteam and w 111
generally help t© set inform ation sharing policy for the m ission and
liaise w ith the IG and otherentites on nform ation issuesw ithin the
com m unity.Am ong the C IC 'sm any gpecific asksare:
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e M anaging the infom atdion process through the shift from
peacekesping t© developm ent;

¢ D eveloping m easures of effectiveness forefforts to hamess
nform ation technology in K osovo; and

e Comm unicating lessons leamed to the U N .and other
organizations thatare likely be involved in supporting peace
operation in the future.

W hiletheCIC w illbean elem entw thinUNM IK ,the 15 is ntentionally
less form alto give it flexibility and independence asw ellas to attract
the participation of entities that m ay be w ary of associating w ith a
form alU N .agency. rw illclearly be vial forthe CIC , the head of the
HCIC,and the G to coordinate and com m unicate aboutthefractvites.

KFOR CIMIC Contribution

The review s have been m ixed about KFOR and its contribution to
Inform ation sharing in Kosovo. KFOR has had the onerous
responsibility of es@blishing and m aintaining security in the r=gion
and understandably w ould notw ant to participate In any activity that
m ay com prom e itsability to accom plish thism ission .H ow ever, ithas
been criticized heavily for restricting the release of essential yet
Tnnocuous inform ation .D uring the spontanecus repatriation of refiigees
T Kosovo, those In the hum anitarian com m unity recognized the danger
of unexploded ordnance to the retuming civilian population.NATO
w asrelicantto release this Inform ation and salled until pressure firom
the hum anitarian com m unity forced itto rlease itor suffera public
rlations em barasam ent.

Since that rocky start early in the m ission, KFOR CIM IC and the
ntemational com m unity have in proved theirrelations and developed
strong w orking relationships.Oneof C M IC ‘s significantoontributions
to Inform ation sharing is its daily situation reportthatw asw ritten for
Suprem e Headquarters A 1lied Pow ers Europe (SHAPE) butwas
valiable o the ntemational comm unity. The CIM IC officers
assin ilated inform ation from unclassified sources and becam e brokers
of infom ation, creating adialogam ong KFOR ,UNM K and theNGOs.
U nforunately, during sum m er2000,SH A PE decided thatthe nfom ation
being released w as too sensitive (though itwas derived solely fiom
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unclassified sources) and halted itsdissem nation.OneC M IC officer
expressed his frustration w ith the decision, explaining thatm any In the
Thtemational com m unity relied on that report for infom ation on the
securty situation and the blocking of its release lessened CIM IC 'S
credibility and w ent directly against its obctives. Eventually, the
situation w as resolved by allow ing the release of the situiation reports,
butlim itng itto the Jocal htemational com m unity on the ground.

Lessons Learned

Tn general, the feedback on the Inform ation sharing effortw ithin the
ntemational comm unity in Kosovo thus far has been positive, but
there are sill severalareas m w hich toould be in proved . ;i com parison
w ith othercontem poranecus hum anitarian operations, the contributing
nations have spent lavishly and w ith so m any resources being poured
nto the province, there needed to be better coordnation to ensure
equible distrbution . The follow Ing isa com pilation of lessons leamed
from varous sources and agencies In the field about the Infomm ation
sharing efforts n K osovo.

U N .M ission:

¢ A llplanning and equipm entneeded foran nform ation-charing
m echanism m ustbe nplace from the outset. “Ihcrem ental, ad
hoc in plem entation sin ply m eans that the Inform ation and
products are alw ays behind schedule and unavailable w hen they
arem ostneeded ”®

e Have an Infom ation plan forthem ission thates@blishesan
authoritative civil-m ilitary coordation m echanism . The dosence
of such am echanisn has led to redundancy, lapses In coverage,
andw asted inform ation . The H C IC hasperform ed w ellasthe
coordinatingm echanisn am ong civilian hum anitarian
organizations, how everits coordination w th KFOR on
Inform ation issueshasbeen spotty. The m ission w ould have
benefited from having an inform ation plan constructed w ith the
Tnputofthem iliary, the intemational organizations,and NGO s
o ensure that their interests and concems w ere addressed.
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GEB:

The Intemetisan excellentm edim to com m unicate Inform ation
and it should be developed fordata and docum ent exchange
w ith public access !

B ecause of the high tumoverofboth civilian and m ilitary staff,
the relationships am ong them need consantattention t be
m aintained.

Though there has been m uch focus on the technological

elem entsneeded to in prove Infomm ation sharing, itis in portant
notto abandon or ignore face-to-face “soft” nfom ation sharing
w hich offen enables the sharing of “hard” data by establishing
trustam ong the differentactors.

“Staffing and equipm entneeds forthe G IS unitm ustbe
adequately anticipated and m et to ensure an ability tom est
Tncreasing dem and fordata collection and m apping services .

A basem ap m ustbe prepared ahead of tim e.0 fien 1n regions
w here com plex em ergencies erupt, the Inform ation needed to
develop an adequate base m ap w hich show s topography,
regionalborders, districtlbboarders, and othersem ifperm anent
features is lacking . Even once this Inform ation isobtained,
creating the basem ap istim e consum ing . Policy m akersm ust
anticipate potential com plex em ergencies and devote resources
to gathering nform ation ahead of tim e.

The response tim e of an nform ation sharingm echanism m ustbe
In proved.G IS data sets are particularly usefulatthe sartofa
hum anitarian m ission beforem any ntervening organizationsand
agencies have firsthand know ledge of the area. The agency or
agencies thatassum e leadership foran nfom ation sharing

m echanism need to develop a surge capacity to regpond

Inm ediately to an unfolding disaster.

D ata collection m usthbe standardized . The 1rapid village

assesam ent form paved the w ay for sandardized data collection
T Kosovo. H ad different criteria been used t© collectand

m easure the datg, itw ould have been ncom patible and

In possible to com pile nto m eaningfilldata sets.H ow ever, the
RVA fom itselfbecam e som ew hatofa problem n thatoften they
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w ere lncom plete orillegible, leading t© a lessaccurate

assesam ent. New technology can allow data collectors o take
1muggedized com puters and hand-held com puters into the field o
record data In an electronic form atand then upload itto their
central system s via satellite connections orafter they retum
fiom the field.

KFOR:

® M ore professionalm fliary education needs to be devoted t©
peacekesping operations.M any of the decisions from
headquartersaboutC M IC infom ation sharing dem onstrated
theirlack of understanding aboutC M IC .M iliary education is
stdll focused on educating officers to fight the nextGulfW arand,
therefore, leaving them unprepared tom ake Inform ed decisions
n them issionsthem ilitary isactually facing and w illcontinue to
face. kisgenerally a significantchallenge to cbtain the trustand
respectof the mtemational com m unity w hen itcom esto
Inform ation sharing in a peace operation and transparency iskey
to overcom Ing thischallenge . KFOR CIM IC had been using their
daily situation reports to w in the trustof the other intervening
actors In the region w hen the plug w aspulled .Even w ere itto
sartreleasing them again, itw ill take tim e to regain the trustof
the hum anitarian com m unity.

e M ore isoften less; keep itsim ple! The resources poured nto the
m ission i K osovo are unprecedentad In com parison w ith other
contem poraneous peacekesping m issions. U nforunately,
having so m any resourcesm assed has discouraged the m ilitary
from having t© share inform ation and has encouraged itto seek
com plicated solutions. In operations w ith less funding, the
m ilitary had to w ork w ith the Intemational com m unity and share
nform ation using local resources and open sources. In K osovo,
how ever;, KFOR expendsm any resources to collect classified
Tntelligence thatoften the intemational com m unity already
know s.

e Bilateralism hurtsunity of effort.W ith am ission ashighly
publicized as the one n K ogovo, it isunderstandable the that
nations contributing forces to KFOR w ould w ant to getpositive
m edia coverage to m aintain dom estic public support n theirown
countries. H ow ever, m any have noted thatattem pts to receive
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positive m edia coverage results In negative effects upon unity
ofeffortam ong theM NBs.

The Intemet:

e “The Itemetcannot function in a vacuum . tneeds
money... electricity, and a legaland adm histative fram ew ork /2

e The IPKO team faced allof these obsacles. Though they
received generous loans and donations from various
sources nitbally, donors eventually becom e less
enthusiastic and theirfinds are alw ays lin ited . To address
this issue, the IPK O decided to charge the Intemational
com m unity forits sevvices to recoup its costs, w hile
providing theirservice free of charge to the local
population.

e Electricity w asalso an cbstacle mitially. Tw o pow erplants
thatw ere n previously in poorcondition and had been
dam aged during the bom bing w ere supplying the entire
province w ith electricity. There w ere often pow eroutages
and pow ersurges, w hich the highly sensitive high-tech
equipm entcould nottolerate. To overcom e this obstacle,
the IPKO team had thew hole room housing the sexver
1ew ired and connected to a generator thatw ould provide
pow erto the projectautom atically In the eventofa pow er
outage. They also nstalled ssveral U ninterupted Pow er
Sources (U PS) to protect against pow er surges.

® Signing theM OU waskey to giving the IPKO the authority
o provide its services. Tn the post-conflictenvironm ent,
there w asno functioning legal system , leaving am biguity
aboutw hat Jaw s stillapplied in the province.By signing the
MOU wihUNM IK , the IPKO establiched its legitin acy.

e Ttisin poranttom ake certain the system benefits the local
people In the Jong-temm and not justthe ntemational com m unity
n iswelefefforts.

* An appropriate organization m ustbe chosen to develop and
adm misteran ISP n post-conflictsituations. The hitemational
O ranization forM igration,whosem ain function is to transport
refugees, w as tasked by the U S . Inform ation A gency to provide
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Intemet connectivity to refligees at the refiigee camp In
Stenkovac,M acedonia, butitlacked the expertise and capabilityy
o m ake this efforta success.

A cquiring data:

e Any inform ation sharingm echanisn m ustsolicitinform ation; it
cannot justw ait forNG O sand D sto com e to itw ith data sets.

e Tn thatsam evein, itm ustbe w orth an organization’stim e and
effortto share Inform ation ; forexam ple, forcooperating w ith the
Inform ation sharingm echanism , they receive com m unications
capabilities for free orata reduced rate, orhave donors require
the sharing of infom atdion orrescind funding.

e Ttm usthbe acknow ledged thatsom e organizationsw llnever
share certain kinds of Inform ation . They cannotlbe forced to do
this, but it isvaluable to know whatinform ation they w illnot
share.

e A tsom e level, Inform ation m ustbe analyzed and given som e
meaning.

e KFOR isan untapped source of infom ation, especially atthe
brigade level

Conclusion

The process of sharing infom ation in K osovo hasbeen very successfiil
and continues to evolve . Futuire operationsw illundoubtedly do w ellto
replicate these efforts, but one hopes that they w i1l also give som e
attention to its lessons leamed. The HCIC has revolutionized
Infom ation sharing am ong them em bersof the Intemational com m unity
w ith its form alm echanisn .A dvances In technology also continue to
facilitate iInform ation sharing n Kosovo. The U N . is begining to
recognize that the requirem ent for sharing Infomm ation In com plex
em ergency operationsnecessitates the creation of a position underthe
chiefof saff fora Chief of lfom ation C cordation .A dditionally, the
CIM IC comm unity, pethapsm ore than any othergroup, has recognized
the need to share infom ation and has w orked hard to fill thisneed,
Jaboring to overcom e lin itations placed on it from higherup i the
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NATO comm and stucture. W ith som any entitiesw orking tow ard this
sam e goal, the Intemational com m unity w il continue t narow the
nform atdon gap and work toward more effective inform ation
coordnation foroom plex em ergencies.
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CHAPTER XXX

Peace Support Operations
Cooperation, Coordination, and
Information Sharing:

Lessons from Kosovo

Larry Wentz

A Matter of Political Will

creased civilm fliary Itvolvem entin peacskesping and hum anitarian
Ilperations around the w orld ism atched in partby the escalation in
the num berand com plexity of these operations. The need to in prove
cooperation, coordnation, and infom ation sharing ison the rise. There
are m any m ore actors n today’s peace m aneuvers than everbefore.
They have com peting as w ell as com m on Interests and expectations.
These peacekesping effortsm ustovercom e a continuing lack of trust
am ong the digparate participants, and differences in their cultural
traditions and behavior pattems. A 1l actors need o understand each
otherand the roles they can and should play better. They m ustdevelop
relationships based on m utual trust and recognize that change is a
two-w ay process.

Since no tw o operations are really the sam e, one should be careful
aboutgeneralizing too m uch about the lessons leamed . N evertheless
the experiences of previous operations can give the com m unity ahigher
levelofaw areness and facilitate the tailoring of regponses to m est the
needs of a new operation. Still, even dem onstrated changes for the
betterw ere not necessarily applied to the challenges of K osovo. For
exam ple, degpite extensive Bosnia experience, com m unications and
Inform ation-system Interoperability continued to be problem atic. This
state of affairs created security breaches and Inconsistent aw areness
of shared situations.

671



672 Lessons from Kosovo

O ne should also realize thatw ew ere lucky n Bosnia and K osovo . Even
though ground operations in both B ognia and K osovo w ere essentially
unopposed and given the overw helm ing foroe of NATO air pow er,
conflicting political, diplom atic, m ilitary, and legal pressures
com prom ised the airw ar. These pressures threatened to tearapartthe
alliance.O ne hasto w onderw hetherNA TO couldm aintain itspolitcal
w 111, the solidarity of the alliance, and its com bateffectiveness n a real
shooting w ar, w ith casualities.

A Tthough inform ation-charing progress has been m ade In K osovo by
m eans of local collaboration and inform ation technology driven
idatives, there is sdll much more to do to meet the needs for
cooperation, coordnation, and nfom ation sharing. The Balkan
experience highlights the urgency forin provem ent. This, coupled w ith
the Inform ation technology revolution, offers an avenue of approach.
Ttis, how ever, am atterofpoliticalw illvatherthan a technology solution.
Technology w illbe only an enabler.

Setting the Stage

Peace Operations: “...All mischief short of war.”
— — SIW Inston Churchill

The pattems of conflict n the postcold-w ar environm ent have been
changing. The traditional peace operation environm ent in w hich
com batants signed an agreem ent n good faith and asked abody like the
Unied Nations U N .) to serve asa neutral cbserver looks to be a thing
of the past. The Bakan experience could lead one to doubt the true
Tntentions of parties to a peace agreem ent I today’s world. It isno
Jongerclearw hetherthe partieshave signed to w ork togetherto achieve
apeacefiil settlem entorw hetherthey are using thisasaw ay tobuy tine
o regroup and pursue thefrgoals by otherm eans, Including violence.

Earlierpeace operationsw ere prin arily m ilitary, w ith possibly a em all
police contingent. M ore recent operations have involved relief and
reconstruction team s, election supervision personnel, and m ulthational
civiladm inistration staffs, asw ellas largerpolice contingents. nstead
ofm onitoring a cease-fire Ine, the ntervention force is likely to havea
much broader m andate. A ctions are lkely to mchide disam ing
belligerents and cantonm entordestruction of theirw eapons, arresting
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suspected w ar crim inals, distribution and protection of hum anitarian
aid, civil nfrastructure reconstruction, nation building, and assisting
and protecting the resettlem entof digplaced persons. A s a result, the
requirem ent for a m ore mtegrated and collaborative civil-m iliary
Tnvolvem ent isbecom Ing critical in an environm ent that isbecom ing
ncreasingly difficultand dangerous forthe peacekespers.

M any conflicts no longer take place betw een states that are stong
enough to conquer one anotherbutw ithin nations that have becom e
0 weak they collapse. "W ars of the am ateurs” occur w here the
population coalesces into dentifisble factions.D ishtegration of public
law enforcem ent and the m ilitary and other security forces occur
concurrently. The am ed am ateurs use the fiill range of conventional
w eapons for unconventional operations, such as scorched-earth
actions, ethnic cleansing, terrorism ,and ntin dation of local nhabiants
(seeFiguresland?2).

Figure 1.Kosovo Church Bom bing
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Figure 2.0ver 800,000 Kosovo A Ibanian R efugees

Political factions w ith their ow n agendas led by chariam atic leaders
w ork onm Jnority fearsand ancientgrievances.M any refiise tobeheld
acocountable fortheiractions. There are no clear front lines and rear
areas, butare nstead fluid zones of conflict. There are w e extrem esof
w eatherand terrain, and am x of utban and miral, m odem and prin itive,
upscale and slum Jocales. Trangportation routes are nadequate, and
m assive problem s develop from digplaced persons and destroyed
nfrastucture. Such w as the case forthe Balkans.

Post-conflict reconstriction and nation building have changed asw ell.
The financial and other resource comm im ent of donors and other
nations are uncerain . A yearafterthe U N .-led K osovo Intervention,
supported by the OSCE, EU ., and NATO , pledges for financial
assistance m ade at the outset by Intemational financial msttitions
and nations have asyetto fully m aterialize. C learpolitical objectives
and end states and definitions for successful nterventions and
resolution of conflicts rarely exist. For nstance, there is stdll no
Tntemationally agreed upon K osovo stategy and plan o guide the
efforts. There was no civil adm inisttation or law enforcem ent
nfrastucture when UNM IK and KFOR were deployed. Ik was
essentially a "W idW est” environm ent- and to som eextentitstill isa
year later. Pow er, w ater, telecom m unications, and transportation
frastmicture w as lacking or n poor condition and is only slightly
betternow . There w as little desire on the partof the K osovarA Ibanins
and Serbs to work together to rebuild the country, and that rem ains
e today.
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The challengesfacingUNM K and KFOR w ere enom ous.The K osovar
A Toanians openly supported continued Intemational presence since it
provided the cover fortheircontinuing efforts tow ards independence.
The Setb position w as equally trangparent. They continued to oppose
K osovar independence and denounced the intemational presence asa

basis for it. Kosovo was not Bognia. It was not an htemationally
reoognized sate, and unlike B osnia, no finalpolitical solution lke the
D ayton A coordshad been gpplied .A s Jong as the fimdam entalquestion

of Kosovo’s status rem ained undecided, there w as the possibility of
the continuation of violence and, atbest, a com plete fieeze on A Toanian
and Sexbian political nteraction . UNM K and KFOR w ere comm itted to
am ultethnic society, albeitn a place w here the dem ographic, linguistic,
religious, and culural realitiesm ade the pursuitof thisgoala practically
futile effort. The future of the nextgeneration, w how erebeing influenced
by presentevents and Indoctrination, m ay already have been sullied.

Complex Dynamics at Work

U nderstanding the relationships and m otivations of the playerson the
peace operations battlefield raquires an understanding of the com plex
dynam ics at work. The em exging need for stronger civil-m iliary
relationships and forcooperation are mfluenced notonly by the political
context and conditions of the operations but also by the shared
m om ents of the participants on the ground . The decision to Intervene
n a conflict is political. The m ilitary m ission In support of the
ntervention reflects the political process.

M ilitary support to such operations is just that, a m ilitary operation.
Them iliary’s function is to create a safe and secure environm ent. h
Kosovo, KFOR soldiers guarded Serb enclaves and churches (see
Figure 3) and escorted those Serbs w ishing to leave the enclave ©
travel to Serbia orelsew here, forshopping and m edical treatm ent.

The m litary also provides assistance as approprate and necessary to
the Intemational O rganizations (I0) and N on-G ovemm ental
O ranizations NGO ).They are not there, how ever, to do the Jobs of
these organizations.
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Figure 3.KFOR Guarding Church

The essence of the m ilitary’sm ight is its credible coercion. Credible
coercion preventsw ould e instigators from dismupting hum anitarian
efforts. The m ilitary’s presence also prom otes the healthy, daily, and
politcal life of the country, and can aise expectations of afflicted pecples.
On the otherhand, there is the dow nside risk that such presence m ay
delay stabilization, or create tensions once the situation is stabilized.
Potential adverse consequences need to be carefully m anaged by the
senior civilm ilitary Jeadership on the ground and factored into the
Tnitbatives taken by them ilitary supporting them .

The process of es@blishing security and restoring sufficient sability
T orderto address hum anitarian needs is therefore inherently political.
Hum anitarian htervention m ay notbe abloodless exercise nonetheless.
Labeling efforts as peace operations, plus a low er threshold for
responding to violence, can create false perceptions and Inply a
casualty-free procedure. Senior political leadership, not only when
assessing the need for the use of credible coercion, butalso afterthe
forces are sent In, m ust recognize the on-the-ground risks of such
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operations. These risksneed to be clearly articulated to the public from
the outset, and the comm unication w ith the public m ust continue
throughout the operation— egpecially since public nterest In peace
operations can be rathershort lived.

Force Protection

For extended operations, such as In the Bakans, the tolerance for
casualties on the part of the public decreases as tim e passes and
com placency sets n. Therefore, the risks n generalbecom e lessobvious
o the public.C om placency isalso som ething them ilitary on the ground
m ay experience, and needs to be carefiilly m anaged over tim e. If the
resident population is not kept adequately inform ed throughout the
ntervention period, and do notopenly support the operation, then the
deployed forces can becom e a target, som etin esasa possible m eansof
forcing a national policy change. The public does not Iike nordoes it
1eactw ellto surprises, egpecially if the lossof life ofa soldierin apeace
operation is ivolved . Thew ithdraw alofU S.forcesfiom Som alaw asan
exam ple of apolitical response to a public reaction, and m ay have shaped
theU S.m iliary force protection policy forsom etimeto com e.

A com plaintabouttheU S.m iliary support the B akans often heard
from civiland non-U S.m ilitary peace supportelem ents, particularly
theU K .A m y elem ents, is thatsecurity isan end In itself, ratherthan
an enabler of broader hum anitarian goals. Tt should be noted thata
m ilitary com m ander’s firstpriority is to bring the ttoopshom e safely—

recognizing that the realities are such thatsom em ay not. A potential
problem arisesw hen casualtesbecom e politically intolerable.Such a
political in petus can overly enhance a com m ander’s desire to bring
one’stroopshom e safely, and can be am plified to the pointofdistortion .

D efense of the protective forces can develop nto the param ount
concem.O nem ghtargue thatthishasbecom e the case forU S . forces
n the Bakans. Kevlar helm ets, flack vests, the carrying of loaded
w egpons, and the use ofm ultple vehicle convoys form ovem entaround
theU S.sectors nBosiaand K osovo are sdllthenom (seeFigure4).
This isnotgenerlly true of the other sectors— norof the restof the
Tntemationalm ilitary and NA TO headquarters contingents supporting
operations n theBakans (see Figure 5).
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Figure 4. Authorw ih Civil A fiafrs In V ina

Figure 5.NonU S.KFOR Soldier
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B ecause of the perceived surface-to-airm issile threat, m ostallied air
operationsw ere conducted above 15,000 feetduring O peration A Thied
Force In oxderto keep sophisticated and expensive aircraft, pilots, and
crew outofham ‘sway.UAV sw ere used extensively in supportof the
airw arand the cease-fire com pliance and peace operation m issions.
A Ithough m ore than a couple of dozen UAV sw ere Jostdue to enemy
fire orcrashes, allied Jeaders counterad criticiam aboutthe heavy losses
by citing zevo pilotdeaths orinjuries.N evertheless, som e have pointed
out that operating at the higher altitudes affected the accuracy of the
oom bing cam paign.

Theheightfiom w hich thelbom bsw ere dropped notw ithstanding, nobody
should expect 100 percent accuracy from any bom bing program .
Furthem ore, although refened to as the firstvideo w arand despite the
m edia hype thatraised expectations forw egpon system precision, notall
the w egponsem ployed w ere precision guided and O peration A 1lied Force
w asnota video gam e. tw asw arin ism osttraditional sense, inw hich
unntended consequencesunforumately transpire . Forexam ple, civilian
causalities occured as a result of allied bom bings. There w ere other
Tcidents, such as the accidentallbom bing of a refiigee convoy in K osovo
and of the Chinese em bassy n B elgrade . Even during the peace operation,
regrettable accidents w ere occasioned. One such Incident w as the
Tadvertent shooting of a young A Ioanian boy In V itha by a KFOR

soldier.M oreover, I oirofextensive KFOR force protectivem easures,
there w ere ground operation causalities caused by land m e explosions.
Peace operations can be justas dangerous asw ar.

Self-Interest and Accountability

Contrary o popularbelief, giving hum anitarian aid ispolitcal. Supplying
aidm ay notalw aysbe the rightrem edy foragiven situation In a peace
operation. In som e ns@nces, it can w orsen the hum anitarian crisis.
This isegpecially tue ifthe aid isnotcoordnated and m anaged properdy.
For exam ple, food can becom e the cunency of political power. A sa
result, the controland distribution of food can becom e a Jocus of Jocal

pow erpolitics.

Unooordinated and com peting hum anitarian assistance efforts serve
o exacerbate the difficultes n any given operation.W ell-intentioned
Jocalm ilitary orN GO actions thatare notproperly synchronized w ith
the broader Intemational O rganization led effort can and do cause
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problem s.D espite theirtraditional apolitical stance, N G O sare political
as well. They have their own reputations, agendas, and spheres of
activity tom alntan . Tn fact, allactors on the peace operation battlefield,
Thcluding the participating nations’ civil, political, and m ilitary elem ents
and the ntemationalO rganizations, such astheU N .,0SCE ,E U .,and
NATO , have theirown self-interests. The challenge is to coordnate
and leverage these Iterests forthe good of the whole.

M ost- but not all- of these organizations are accountable for the
oconsequencesof theiractions. Like itornot, the civilm flitary leadersin
the field, through theiractions, create and establish policy— w hether
there is a clear, intemationally agreed political strategy ornot. The
NGO s, on the otherhand, have m ore varied nterests, tend to be less
structured, and operate autonom ously. A sa result, mm any cases, they
are less Iikely to be held fully accountable fortheiractions.

There w ere a Iotof good Sam aritans trying to provide aid during the
Bosnia and K osovo operations. Tn Bosnia, there w ere m ore than 500

NGO s already in the country when NATO and elem ents of other
Intemational O rganizations, for exam ple, the O ffice of the High
Representative OHR) and the O SCE, arrived. A t the outset of the
K osovo operation, therew ere over300 N G O s In addition to the KFOR

troopsandU N .,0SCE ,E U .,and otherpersonnel. A llof thisactivity
took place in an area aboutthe size of C onnecticut. A ttem pting to help
and coordmnate the hum anitarian efforts w as a m onum ental task for
both the Itermational O rganizationsand NATO forceparties— which
they som e tim es referned t© as “hexding cats” It is cbvious that the
civil-m fliary actors, mcluding theN G O s, m ustin prove theircollegial
aw areness and understanding of the political aspects of the peace
operation environm ent, as w ell as of the m yriad ram ifications of the
actions of all of the participants.

Shared Understandings

To the plus side, no m atterhow com plex the situation, there alw ays
seem s o be a comm on understanding of the nature of the situation
am ong the players on the ground. The challenge is to transglate this
com m on understanding to a shared vision and strategy, and to m ake
sound plans.H ow ever, no tw o situationsare everreally the sam eand it
tBkestin e to determ e the requirem entsof each situation, to understand
the dynam ics that expedite or im pede goals and to assess the
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com parative advantages of the participants. It is also I perative t©
figure out how the different organizations fit together in the grand
schem e of things. Ideally, these appraisals should be com pleted before
the operation begins; but this is rarely, if ever, the case. Instead, the
process ism ore episodic and evolutionary.

In tem s of traditional rles, the m ilitary is m ore than lkely to be
frustrated w ith the am biguous nature of the political process and
politicalend state. (Political processes and politicalend satesalw ay's
w illbe fuzzy) .A nd the civilian sidew flltend to see them flitary asbeing
too rigid. B oth w illbe suspicious of each other’s true intentions. The
realities are that the m litary bring to the @ble an infrastructure that
provides com m unications, logistics, and security, and the civilian side
brings hum anitarian expertise, fam iliarity w ith the affected area, and
sustained com m im ent. B oth need each other- and in the end, success
T the civilian arena provides them litary w ith its “tcket” togohom e.

A dditionally, there are pressures to elevate them ilitary to the dom nant
10le atthe outsetofpeace operations, orat leastuntila credible civilian
organization can be msttuted. If the m ilitary are put in this position
and if the civilian organization does not step up t© its comm im ents
prom ptly, there isthe dangerthatthem fliary w illeither leave too soon
or say too long. The m ilitary w ill also be enticed Into taking on
responsibilities that the civilian agencies should be in charge of,
because it has the infrastucture In place t© do so. This is precisely
w hathappened to the NATO -led In plam entation Force (IFOR ) nBomi
due to the late arrivalof the O ffice of the H igh R epresentative OHR)
and its saff. By default, the m ilitary perfom ed services itw ould not
nom ally have done, and then itw as expected to continue to do them
afterthe anrivalofthe OHR . ;n K osovo, theU N .asked KFOR tohelp to
bridge the gap untdl UNM K could get es@blished and assum e its
appropriate responsibilides. A sa regult, there w agam uch betterw orking
relationship between UNM IK and KFOR from the outset of the
operation. "M ission creep” w as notpartof the KFOR vocabulary in
Kosovo. Stll, KFOR continued to be used t© plug the holes 1n the
UNM IK civilcapabilities, and thisneeded to bem anaged carefully.

Blurry Organizational Arrangements and Strategies

In Bosnia, the es@ablishm ent of the OHR and other temational
O 1ganization elem entsoccurned significantly laterthan theN A TO m fliary
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force deploym ent. Tn addition, the OHR was not given the overall
authority thatw as required to directand synthesize m ultple civiland
m ilitary actions.The NA TO -led TFOR did notreportto the OHR .The
OHR wasnotaU N .SpecialR epresentative, w th U N .authority, since
theU N .wasrlucentto play a lead ol asaresultof isUNPROFOR

experience. In fact, there w as no intemationally recognized political
organization to provide the ultm ate leadership, and this ham pered
synchronization of civil-m iliary activites.A sa consequence, the actors
operated autonom ously, w ithin a Joose fram ew ork of cooperation, but
w ithouta formm al stucture fordeveloping unified policy and efforton

the ground.

In Kosovo, UNM K tred to advance. It Inplem ented a fourpillar
structure underits leadership:

1.UNHCR— Hum aniarin assisance

2.U N .C vilA dm inistration -D istricts, UN 1P, and judiciary
3.0 SCE— Police schools,m edia, and elections

4.E U — Reconstuction Investm ents

Thisw asa firsteverciviladm nistration operation forthem ,how ever,
and the procedures w ere Tnadequate to the task . A though KFOR was
am iliary successand the UNM K organization show ed good potential,
there w agsan absence of a clear intermational vision and uniform stategy
and plan for Kosovo. For one thing, KFOR was asked to supply
hum anitarian assistance on a prolonged basis. Th som e cases, there
was a lack of UNM K authority for directing and synchronizing
activitesof the civilm iliary players, w hich frustated isachievem ents.
KFOR had itsown reporting chain and COM KFOR wasnottheU N .
Force Comm ander. D egpite these difficulties, the early collaborative
efforts of UNM IK and KFOR resulted In som e progress being m ade
after1 year. N evertheless, achieving s@ble civil adm histration and
mleoflaw In K osovo rem ainsa significantchallenge.

Unforumately, them ore com plex the situation, the less Tkely itisthata
shared vision and com m on strategy w illem erge. The in plications for
notachieving success are enom ous. O ne m ight conclude that this is
the state of affairs n K osovo, and hence, question the likelihood that
nationsw illtake the risksand em ploy the resourcesnecessary to rEbuild
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w ith any speed. Som e argue that a cooling-off period m ight be
advantageous before tryng to pursue m ore am bitious reconstruction
efforts. n any case, the decisions of the on-the-ground leaders alw ays
w Illcanry a Jotofw eight, and they alw aysw ill collectively be creating
policy. Therefore, they must be em pow ered by their respective
headquarters and nations to actw ith w ide latiude . Enlarging on their
presence and understanding offers at least de facto govemance and
unity of vision, w hich can guide neartem efforts.

The personnel rotation policies of the m ilitary, lmtemational
O anizations,and N G O sunfortunately add uncertainty to a conclusion
Tn the Bakans. Forexam ple, KFOR comm anderand s&aff tum over
about every six months, including the M ultnational B rigade
com m anders, staffs, and m ulthationalunits assigned to them .A tthe
end of one year n Kosovo, there was not only com plete m ilitary
tumover but there was also a sizeable tumover of som e of the
nonm ilitary organizations such as UNM IK police and U N . civil
adm inistration staff. This m eans m ajor continuity and coordination
problem s. The Joss of nsttutional know ledge introduces unneeded
obstacles to achieving and susaining a stable operation. Th K osovo,
UNM K also suffered from an unusually high tumover of saff
throughoutthe firstyearof operation . There w as also a lack of skilled
saffw illing to fillkey vacancies. Them iliary-exit stategy n K osovo
isdirectly tied to the successof UN M K . The 1im ited progress to-date
suggests thatthem liary and htemationalO rganizationsm ay be there
forsometimetocome.

Mindsets Need Changing

The foregoing discussion Jleads one to the conclusion that all parties
need to w ork hard at coordnation and cooperation, because com plete
agreem entm ay never be achieved. The old m Indsets of the players
need to be alterad . The Inear, m ilitary m Indset isunsatisfactory forthe
task, and the NG O s, In particular, need to am eliorate thelir stance of
totalorganizational autonom y, w hich prom otesa behaviorof do-w hat-
w e-w ant, w hen-and-w here-w e-w ant.N G O g com pete for funding and
seek vigibility fortheirdonors. Therefore, theiractions can be closely
ted to m edia coverage of a particular operation. This 1ink betw een
publicity and fimding ultin ately in pacts the extentof NG O participation
and continued presence 1 the area.



684 Lessons from Kosovo

Luckily, there are a num ber of NGO s that are focused on providing
grassroots, prim ary elief, and are com m itted forthe longterm .NGO s
are usually on the ground before them ilitary arrive, rem ain during its
presence, and s@y after it leaves. Hence, the m ilitary needs t© be
prepared to dealw ith N G O supon anrivalasw ell thereafter.

TheU N ., lke theN GO s,needs to discard old, bureaucratically oriented
politics, a turf-guarding corporate culture, and lingering anti-m ilitary
perceptions and behavior. Tk needs to cast off fears that is pow ez,
security, and prestige w illbe sacrificed if itm akes com prom ises.

To obtain the mtegrated regponse required forthe future, som e tough,
nsttutional culture and organizational behavior changes w ill be
necessary. A lthough firll cooperation is the goal, in the end, lin i=d
parmerships m ay be the best that can be achieved for some tine to
com e.This isespecially tme oftheN GO com m unity, w ho do notoperate
w ithin eitherthem ilitary orthe govemm entalhierarchies.

A Reality Check

Fortunately, w hen presenton the scene, m any of the higherechelon,
nhsttutional attiideshave lesseffect, since the em phasis ison problem
solving, m aking things happen, and personal relationships and
assistance. These operations place trem endous physical, em otional,
ntellectual, and spiritual dem ands on the players. Ihdividuals who
have w orked In these efforts frequently recall how m eaningfiil their
participation was, and in gpite of their political orientations,
organizational perspectives, and insularvisions and core values, that
they as Individualsw ere In ittogether. B oth the civilian and m iliary
saffsare dedicated, selfless, professional people, w ho w ork eighteen-
hourdaysunderextrem e conditions, m aking life-and-death decisions.
M any of the participants view peace and hum anitarian assistance not
asaprofession, butasa calling. Forthem iliary, tactical decisions and
action can have Imm ediate, strategic and national, political
In plications— the em exgence of w hat is called the strategic corporal.
These are endeavors thatone eats, drinks and sleep, and they can have
trem endousw ear-and-tearon body and soul.A s Inw ar, friction isever-
presentand needs to be dealtw ith quickly.
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Information Superiority—or Not

There are casesw here coalition m ilitary actions such asairand naval
operationsm ay need to be done In supportof a civil-m iliary ground
Ttervention. Forexam ple, theN A TO -led O peration A llied Force arw ar
overSerbia enabled the UNM K and K osovo force KFOR ) ntervention.
These types of m ilitary operations are highly stuctured and use the
latest Infomm ation technologies to m eet ntelligence, situation
aw areness, and com m and-end-controldem ands.

Tn the airw ar; Infom ation superiority allow edNA TO to acquire excellent
battlefield infom ation. This provided mtelligence to assist w espon
targeting and the opportunity t deploy m ore advanced w eapon
system s. The latter Included comm and and control platform s and
precision-guided m unitons that locate and destroy targets.

H ow ever, notall of the high-tech system s finctioned perfectly all of
the tim e. For Instance, som e w ere unable to operate under the poor
w eather conditions that prevailed during the early phases of air
operations. There w ere other issues: A s In the ground operations, the
hum an elem entw asan in portant factor. The plannersand usersof the
Inform ation w ere notalw aysadequately prepared .NA TO analystsdid
notalw ayshave a com plete understanding of the Infomm ation.

Furthemm ore, there w ere coalition nfom ation-charing problem s.These
were associated w ith situation aw areness and dissem ation of air
tasking orders. Th som e cases, toom uch Infom ation created nfom ation
overload for comm anders and their saffs. Th spie of NATO ‘s near-
toalihform ation superiority, isbattle gpace aw arenessw asm anjoulated
by Serb am ed forces m ore often than was expected. Setb m ilitary
Iterosption of som eNATO in-the-clearcom m unicationsand allegations
of Intemal leaksof sengitivem ilitary inform ation raised concems about
coalition Inform ation security and the ability to protect tim e-sensitive
m ilitary operation nfom ation.

Some Information-Sharing Challenges

C oalitdon inform ation sharing hasm ultidin ensional issues, ranging from

technical and procedural to language and culture. There are also policy
and doctrinal considerations. A sw asnoted earlier, atthe outset, policy,
vision, and strategy to guide civiland m iliary, Intervention-planning
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actvides n the Bakansw ere vague . itemationally agreed-upon policies
and doctrines forconducting peace operations are sdllevolving K FOR

w asdeployed to in pose orderand to preventethnic violence .Butthey
soon found out they w ere In a policing operation, requiring them to
dealw ith things such as organized crim e and other law enforcem ent
activitdes. Policing is a civil fimction, but there w as no civil judicial,
policing, oradm Tnistration bodies at the beginning of the operation,
norw as there an equivalentU N .orother Intemational O rganization

provided capability. A sa result, them ilitary found it=elf in the position

of not only being the policem an and judge, but also the m ayor, fire
chief and all of the other civil positions necessary to establish order,
help those n need, and r=tum to sEbility. T found itself alone In this
regard Tnitially, although itnow perfom s these duties in cooperation

w ith theUNM IK Police.

Tnform ation sharing forthem flitary versus law enforcem entisdifferent.
Police operations require training in police tactics and technigues such
as crim e scene procedures. These differ from m iliary training and
capabilities, egpecially as they rlate to fighting a w ar. The m iliary
does have its own Intemal crim nal investigation facilities and these
w ereused to satisfy inm ediateM N B needsand to bridge gapsuntilan
UNM IK -Police organization could be put nto place.

Tn Bosnia, the political decision-m aking processw as slow and NATO

and nationalguidance w askeptclosely held .A sa result, planning w as
dispinted atthe outset, and there w as nadequate sharing of intelligence
and force-deploym ent infom ation am ong the coalition players. Tn both
BosmibandK osovo,NA TO comm and stmicture experienced difficulties
operating In a politicaland civilvacuum . Tn addition, there had been
only lim ited m ilitary precoordation planning w ith ntemational
O ranizations and NGO elem ents. And although thers were pre-
deploym entexercises thatdealtw ith civil-m flitary issues, therewasa
critical lack of representation from the civilorganizations.

Special Information Security Arrangements

Tnform ation security and dissem tnation differ for the NA TO i ilitary
versus the Tntemational O rganizations. The NA TO B akans operations
(IFOR ,SFOR ,A llied Force, and K FOR ) required the establishm entof
goecial Inform ation security categories, inform ation release procedures,
and inform ation dissem nation netw orks.N ationalaeleassblem ateralw as
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notnecessarily NA TO rleassble,and NATO -1eleasable Infomm ation w as
notautom atically TFOR ,SFOR ,A 1lied Force,orK FOR elkassble.

Tn Bomia there w ere separate data netw orks to dissem Tnate nationally
sensitive and classified inform ation, e g, SIPRNET fortheU S.elam ents.
Tn addition, NATO esablished aNATO SecretW AN foruse by allied
m em bernations; L,O CE w asused forIFOR ASFOR -“elkassble ntelligence
dissem ation,and the IFOR SFOR SecretW AN CRONO S)wasforOps-
ntelto headquarters and m ulthation division headquarters. N on-NATO
m em bernations of the coalition w ere notallow ed directaccess to these
netw orks.NATO established a separate data netw ork fordissem ating
sengitive inform ation to nonNA TO troop-com m itting nations.

Durng the airw ar, both NATO and nationalnetw orks supported C 2
needs.SACEUR £ INCEUR and hiscom m anders forA irO perationsC 2
usedNATO andU S.VTC netw orksextensively NATO andU S.da@a
netw orks supported general officere-m ail traffic, and becam e the de
facto form alm essaging system .

There w ere separate m essage system s for tasking the airoperations:
theNATO A rTaskingM esssge ATM ) and theU S.A ¥rTasking O rder
@ATO), the latterbeing used to task U S . stealth operations during the
Tnital phases of the operation. Interestingly, for the non-stealth
operations, the NATO LOCE wasused to dissem hnate the ATM ATO
U S.airelem ents at co-located operating bases.

T K osovo, once again there w ere separate nationalnetw orks:aNATO
SecretW AN ,aKFOR SecretW AN ,and a KFOR Unclassified W AN
(Intemet) . LO CE supported KFOR as well. Operation Allied Force
used CRONO S and LO CE forO ps-ntel and also to dissem inate the
NA TO -comm on operational picture aswellas the NATO airtasking
message (MU S .parlance, the airtasking order) .

The issues for the htemational O rganizationsand the U N .diverged
fiom theNATO /n ilitary problam sofm ultfaribusand rdundantsystem s.
The IO s, w hich operate on the basis of trangparency, in partality, and
the mle of law ,now are leaming thatw ith expanded responsibilities in
peace operations, such aselection m onitoring, am scontrolverification,
and law enforcem ent, there is a new need for active mtelligence
oollection. The U N . is finding itself n vulherable positions w here
conflicting parties are taking advantage of itsnaivetg, know ledge gaps
and otherw esknessesw ith Increasing frequency. This createsa com plex
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dilem m a for it; that is, In trying to live up to high ethical sendardsw hile
attem pting to determ Tne the degree of secrecy to em ploy In a peace
operation . Ttisalso a particularly difficultproblem fortheU N .since it,
unlke nationsand thefrm flimriesorNA TO , forw hich tried and proven
procedures exist, is justatthe inception of form ulating itspoliciesand
procedures for such operations.

A s a result of early experiences in Bosnia, where U N . n-the-clear
m essagesw ere being ntercepted and exploited by the Setbs, theU N .
now has a Il ited, secure comm unications capability deployed mn
Kosovo. Th addition to selectively em ploying secure com m unications
and infom ation system s, the U N .also needs to establish capabilities,
processes, and procedures to deal w ith collection, classification/
declassification, storage, and dissem hation of sensitive infomm ation in
a system atic fashion .C om patdbility w thNATO and national capabilities
o faciliate sharing of sensitive inform ation and secure hteroperability
are yet to be determ ned.

Information Sharing Not a Natural Proclivity

Infom ation sharing is not a natural proclivity for m any of the
organizationsand actors mvolved in coalition operations.M iliary and
Tntelligence organizations are not accustom ed to sharing data w ith
ntemationaland NGO organizations, and vice versa. Foroperational
security reasons, there is a continuing reluctance on the part of the
m ilitary to share tin e-sensitive operational inform ation w ith anyone
otherthanm iliary— egpecially m ulthationalpoliticallbodies. Even for
m iliary-to-m flitary sharing, strictnesd-to-know milesare applied .Fears
thatdata w illbe m isused or that dat@bases contain haccuracies also
w ork againstopen infom ation sharing.

Even Inm iliary-to-m ilitary sharing, notallnations n am litary coaliton
are treated as equals.M any partmers In today’'s operations are form er
enem ies In the cold w ar, o there are different levels of need-to-know
restrictionsplaced on sharing sensitivem flitary-related inform ation w ith
them . On the otherhand, there is a need forthe W estem nations to
Jeam how tom ake betteruse of the m ilitary mtelligence and political
and cultural nsights that these form er enem ies bring to the able in
support of coalition peace operations, egpecially In areas w here they
m ay havem ore experience and understanding of the environm ent, the
Bakansbeingaprin eexam plk.
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NGO sand them edia are concemed aboutm aintaining the perception
of thefrneutrality and are afraid ofbeing perceived aspaw nsofm iliary
Tntelligence organizations. Therefore they are hesitant to work too
closely w ith them ilitary. Tn addition, they do notalw ays share the sam e
dbectives, and are sugpicious of nationalgovernm ent ntentions. NGO s
need certain Inform ation orassistance fiom them litary, such asw eather,
threats, m ilitary m ovem ents, and hostage rescue or evacuation
param eters, if needed. For exam ple, they need to know about the
availability ofm ilitary trangportation services in orderto carry outtheir
hum anitarian support activitdes. On the other side, the NGO s in
particular, have nsights usefiil to the m flitary regarding as how to
accom plish things In the Jocale, brokering cooperation from key locals,
and dentifying potential problem and hum anitarian assistance areas.

There isaneed in peace supportoperations to increase tmistand in prove
the ability to share the Inform ation necessary to achieve both the civil
and m ilitary goals. This must be done w ithout undem ning the
Tntemational O rganizations’ and N G O s’ neutrality and them ilitary’s
sensitivities to exposing operational security Inform ation. This isa fine
Iine to w alk ; but it can e done if everyone is sensitive to one other's
concems.  Kosovo, UNM IK ,KFOR ,andtheNGO sseem ed tohavea
reasonably good working relationship. They m et frequently to
coordinate and nform each other on activities of m utual nterest.
Tnform ation centers w ere esablished throughoutK osovo. They w ere
used by UNM K ,0SCE,KFOR and isM N B sto provide am eans for
In proving collaboration , coordination, and nform ation sharing am ong
the various actors, including the intemationaland localN G O sand all
Jocalethnic groups.

The Media: Friend or Foe?

Them edia’s b isto tell the story asthey see it. Them edia, how ever; are
an assem blage of com peting organizations, each w ith its own agenda.
The m edia are neither parmers nor opponents of policy-m akers and
m ilitary com m anders; yetw hatthey coverand how they coveritaffects
both . Frequently jpumalistand reporters find them selves n hamm ‘sw ay
w hile trying to getthe story.Som e, In the end, m ake the ultim ate sacrifice.

There appears t© be a grow Ing concem that today’s m edia m ay be
focusing too m uch on getting the sensational stories that sellm agazines,
new spapers, and airtim e on radio and TV, rather than on reporting a
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balanced m ix that includes otherequally in portant, butperhaps less
visualand dram atic stories. Them edia are everyw here and report live
events around thew orld— In som e cases even before the com m anders
on the ground are aw are of them . Them ilitary is sensitive to the CNN

effectof instant, w oridw ide reporting and its potentially adverse in pact
on ongoing operations. It is also w ary of unsubstantiated reports to
w hich itm ustreactto h orderto clarify siiations to higherauthorities.
The latter had to be done m any tim es In Bosnia and K osovo, and
required diverting scarcem ilitary resourcesurgently needed elsew here.

Them edia on the otherhand, are very Jleery of them ilitary’sattem ptsto
overtly control their activities, and also react negatively to the
governm entandm litary’suse of ot doctors. IFOR ,SFOR ,and KFOR
had quite good w orking relationships w ith the press, m ainly because
public affairs had the com m ander’s personal attention and them edia
had direct contactw ith the m ilitary. D uring the airw arover Serbia,
press relationships w ere som ew hat sratned during the initial phases
of the operation . Thisw agdue tom ilitary restrictionson the release of
operational nfomm ation and the inability of NATO gookespersons to
counter m edia skepticiam about the exercise. But the =lationship
1n provedm dooursew ith the esablism entofaN A TO m ediaoperations
center. It linked NATO w ith SHA PE and key national capials, and
In proved the quality and tin elinessof inform ation released to them edia.

Them iliary and temationalO rganization public affairs officersare
justasdefensive asthem edia are to Josing in partality and legitim acy.
They are the honestbroker spokespersons for theirorganizations and
leaders. A lesson repeatedly leamed by the m flitary is that m edia
coveragem atters and thatthe role of m ilitary public affairs should not
e underestin ated . The delicate balance betw een operational security
and providing open nform ation continues to drive the m litary t© be
m uchm ore cautious and selective In sharing inform ationw thNGO s,
m edia, and othernonm iliary organizations.

The Balkans have been a good leaming experience, and progress is
being m ade to In prove m ilitary inform ation sharing w ith them edia,
N GO sand others such asm ultnational political bodies like the U N .
andNA TO .Forexam ple, them edia operations centersetup atN A TO

headquarters during the airoperation facilitated national coordnation
and In proved theNA TO public inform ation office’saccesstom iliary
nform ation .M oreover, theU N .,,UNHCR ,0SCE,E U .,,KFOR ,and the
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Jead-nationm ilitary elam entsoftheM ultnational B rigadesestablished
public inform ation centers throughout K osovo forN GO s, the public,
and other Interested parties.

A Tthough every effortw asm ade to place the public Inform ation centers
outside thew Ire ofm iliary insallations h orderto faciliate htemational
and Jocal press access o the m ilitary, this w as not alw ay's done. For
exam ple, unlke KFOR and the otherM NB s, the G em an and Unied
States’ press centers w ere Jocated Inside the w ire of the base cam ps,
Iim iting fieedom of access. Putting public inform ation centers outside
thew fre did require som em flitary security m easures to ensure the safety
of jpumalists should an attack occur. The KFOR Coalition Press
Tnfom ation Center (CPIC ) w as Jocated n dow ntow n Pristing, nextto the
gonssadim .Each oftheM N B shad publicaffairsLN O satthe CPIC .
The CPIC wasused for press briefings and as an infomm ation center
w herenotonly KFOR andM N B wlated Infom ation w asavailable, but
alsoUNM K ,UNHCR ,0SCE,W orldH ealth O rganization,and others'.

Some Other Hurdles

There are culural and language differences that affect collaboration,
coordination, and inform ation sharing . Players on the peace operation
battlefield com e w ith differing expectations, skills, capabilities, and
experience, and notall gpeak the language of the coalition operation or
the country In w hich they are operating .

Plan-We-Must Versus Plan-If-We-Can

The m ilitary approach is plan-we-must and is highly stuctured,
disciplined and focused. Tt places a w ide footprint on the ground in
term sofan overw helm ing capability, forw hich itattem ptsto definea
clearend sate, w ith the ultin ate cbjective to getoutas soon aspossible.
Conversely, forthe temational O rganizationsand NGO s itism ore
Tkepln-if-w e-can.They lack the stmicture and discipline of them iliary,
plus they have am uch broader focus. Their footprinton the ground is
muchm ore lin ited, asare theircapabilities, and theirend state is less
w ell-defined, w ithm any of them rem aining in the country long afterthe
m ilitary leave.

Language Remains a Challenge
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Figure 6. Local H re A Joanian Ihterpreter

Language continues to be a m ajr prblem for the m ilitary. These
operations tend to occur in areas w here the m flitary language training
program s do notprovide an adequate supply of qualified Iinguists. n
Kosovo, the nterpreterswere am ix of U S.m flitary and civilians and
Jocally hired A Tbaniansand Serbs. There w as som ething on the orderof
400 contractnterpreters nM NB E) alone .M any oftheU S . citizenshad
clearances, and w ere used for sengitive m ilitary assignm ents, such as
being attached to Special Forcesteam s.M ost nterpretersw ere fluentn
one language and had a w orking know ledge of the other. O ne therefore
had to be carefiil aboutusing A Toanian nterpreters in Serb areas, and
visaversa, since Jocals could quickly tell the difference .M any tim esthe
m ilitary had no choice and had to em phasize thatthey w ere there to help
everyone regardless of ethnicity. This w as particular difficult in Setb
areasw here the use of an A Joanian nterpreterw ould provoke anger.

M any of the m ale Interpreters w ere easy to dentify. They w ere the
Jong-haired guys in fatigues sanding In them esshall line.O thers such
as the one shown In Figure 6 (the person next to the soldierw ith the
helm eton) Jooked like any othersoldier. Thisparticularindividualw as
alocalA banian from Gnjinew how orkedw ththeU S.tactcalPSYOP
team s.H e said he leamed hisEnglish fiom watchingU S.TV andm ovies
and from theG Is.
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Locally em ployed interpreters som etim es explained rather than
transglated, oradded theirow n spin, and required carefiilm onitoring . Tn
K osovo, anum berof soldiersw ho could notspeak A Tbanian orSerbian
found itm ore usefirl to try to gpeak t© locals in G erm an or Falin rather
than use nterpreters. This practice established direct com m unication
and had a positive effect.

M ostof the mterpretersw ere hired locally via an A m y conttactw ith
TRW .Therew ere alsom any Jocalem plyees through B rown and Root

forobably the largestem ployer K osovo) w ho w ere engaged to support
Camp Bondsteel and Camp M onteith day-to-day operations, eg.,
laborers, dining facility, PX , and laundry and cleaning sexvices. The
use of Jocals has a downside security risk thatneeds to be w atched
closely and m anaged daily.

Interpersonal Skills and Training Make a Difference

Inform ation sharing am ong organizations also has personality,
education, training, and experience aspects that nfluence the degree
of cooperation, coordination, and sharing thatm ay be achievable in a
m ulthational operationalenvironm ent. Picking key leaders thatprom ote
and dem onstzate open com m unication and cooperation hasa prin ary
constructive effecton how w ell the restof the organizations fimction
together. The value of collaboration needs to be an ntegralpartof the
education and training of the participants.

The use of pintplanning and training before deploym entalso has a
cmicialeffecton successfully in plem enting civil-m ilitary cooperation

and infom ation sharing when ntervention takes place. NATO and
U S. forces are em ploying pre-deploym ent exercises to prepare
replacem ent forcesand the U S .m ilitary usesw hatis called right-seat
training to faciliate the transferof responsibilities on the ground . Tn
Kosovo,attheUNM IK SpecialR epresentative of the Secretary G eneral
and COM KFOR Jevel, there w asexcellentcooperation, and this flow ed
dow nw ard n thefrrespective organizations. The SR SG and COM KFOR

m etdaily,and K FOR provided assisence o UNM K to help itdevelop

anUNM K Stategic Planning D ocum ent.
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Ad Hoc Arrangements Pave the Way

The success of peace operations continues t© rely heavily on the
professionalism , dedication, and ingenuity of the Individualm en and
wom enw ho w ere there . A gility and accom m odation rem ain key asthe
civil-m ilitary com m unity persist in tryIng to understand how m odem
Inform ation technology can be usad to synchronize activities in support
of peace operations and to faciliate m ore open mfom ation sharing.
M any tin es, ad hoc arrangem entshelped to resolve the collaboration,
ocoordnation, and nfom ation-charing challenges in the envivonm ent.

Whatever Works

A cottage ndustyy of liaisons em erged in Bosnia, and h K osovo to a
lesser extent. There were liaisons betw een IFOR SFOR and the
M ultnational D ivisions M ND ), among the M ND headquarters,
betw een theM ND lead nationsand non-N A TO m iliary unisassioned
o them ,betw een TFOR SFOR M N D sand ntemationalO rganizations
such asthe OHR ,U N .and O SCE, and betw een these organizations
and NATO , the NGO s, and the Bosnian civil agencies, such as the
w ater, pow erand telecom m unicationsutilities.

Tn K osovo, liaison exchangesw erem ostprom hentbetw een the KFOR

and isM N B s,and betw eenM N B Jlead nationsand them iliary elem ents
assigned to them .K FOR headquartersw ere regoonsible foraoordination
and synchronization of M NB activities; but a plan and process for
doing this was lacking. KFOR efforts were focused m ore on
collaboration and cooperation w th UNM K .K FOR provided liaisons
©UNM K and UNM K provided liaisons to the M NB headquanters.
Therew ereno laisons exchanged betw een the five M N B headquarters,
and this served tom ake crossM N B leveraging thatm uchm ore difficult.
The M NB civil affairs units played a m ajor wle in interfacing w ith
nonm iliavy organizationssuchasUNM K ,0SCE, theNGO s,and local
omganizations.M iliary liaisonsw ere nsttuted by som e of the larger
NGO stohelp in prove theiroverall relations.

IhtheU S.sector, M NB E),U S.C ivilA fiairs team sw ere co-located
w ith the UNM IK regionaloffice in G njilane and m unicipaloffices in
m ajorcites such asV iina, K am enica, Stypce, and K acanik . TheU S.
M Psw ere co-locatedw thUNM IK PoliceatU N ~established m unicipal
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police headquarters.U S . Intelligence and Special Forces liaison team s
provided specialized support to the non-U S. elem ents assigned to
M NB E).Ialian Cabhierof theM ulthational Specialized Units that
reported to COM K FOR also had units assigned to each of theM NBs.
There w ere also liaisons at other com m and and organization levels,
such asatSH A PE headquarters and the Partnership forPeace nations,
and there w ere Russian liaison elem ents. The NATO Combined A ir
O perations C enterem ployed resident, nationalm ilitary air iaisons to
SUppOrt air operations’ cooperation, coordination, and nfomm ation

sharing.Therew ereNA TO civilaviation laisonsw th EUROCONTROL

and the national C ivilA irTaffic C ontrolorganizations during the air
w ar,and theNATO M edia O perations C enterhad national, civilian and
m ilitary lHaisonsand NA TO -m ilitary representatives. These are justa

few exam ples of som e of the liaisons that were utilized to bridge
language, culture, doctrinal, procedural, and com m unicationsgaps and
to facilitate coordination, cooperation, and nfom ation sharing n a
m ultnational operational environm ent.

Strong Jeadership and collaboration skillsare critical to achievingm ore
open fom ation sharing. Lack of trust is a fundam ental source of
tension In coalition operations. Trustrelationships are eamed and can
e easily broken . Therefore, selecting senior leadersw ho can build and
sustain trustrelationships and w ork together forthe com m on cause is
an in porant consideration In building the team . In reality, how ever,
these do not seem 1o be the m ajor factors w hen selecting leaders for
peace operations.M ore often than not, it seem s to be the Tuck of the
draw forthe coalition peace operation team .

A t the outset of the Bosnia operation, the senjor-level civil-m iliary
rlationshipsw ere notas strong as those established 1n K osovo, w here
the SeniorR epresentative of the U N .Secretary G eneraland C om m ander
K FOR w ork very closely togetherand m etdaily. Theirsaffsalso w orked
togethervery closely, enabled by the co-location of some KFOR CIM I

saff atUNM K headquarters in Pristina. A s noted earlier, UNM IK

liaisonsw ereplaced atM N B headquarters to faciliate the exchange of
Inform ation.The early COM KFOR Jeadership established friequentand
cbeseditrecttiesw ih theM NB comm anders,w thw hom theym etw eskly;
butw ith the transition of KFOR leadership to EURO CORPS, directties
seem ed to occur less frequently, and w ere m ore often at the deputy
COM KFOR Jevels.The COM KFOR focus during the EUROCORPS
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12gin e seem ed to bem ore politically oriented, and aim ed atUNM IK ,
O SCE and otherpoliticalbodies.

There were form al and many ad hoc joint working groups, joint
com m issions, and other pintactvites form ed to facilitate collaboration,
coordination, and inform ation sharing in the B alkans. Tn Bosnia there
w asthe JointC wilComm ission and the JontM ilitary Comm ission that
w ereused to synchronize civiland m flitary activitdes regpectively, and
o dealw ith faction m ilitary leadership and theiradherence to the term s
oftheM iliary A nnex to the D ayton A greem ent. Th K osovo, there w as
the Jontiterin A dm nistrative Structure and the Joint Im plem entation
Comm ission.The form erdealtw ith civiladm hnistation and the latter
ensured com pliance w ith the provisions of the M iliary Technical
Agreem ent. The JIC w asalso used to oversee activities of the K osovo
Protection C orps, w hich w as com posed of leadersand m em bersofthe
dem ilitarized UCK K LA .TherewasanM NB £ )-chaired JomtSecurity
Comm ittee (JSC) thatdealtw ith regionaland m unicipal security m atters.
TheM NB &) JSC m etw eekly attheUNM IK m unicipaloffices.These
m eetings provided an opporunity forthem iliary, UNM IK ,andNGO
Epresentatives to discuss activities and issues and to assign actions
forresolution. nM NB E) sector, therew asalsoaweskly UNM K four-
pillarm eetingheld attheUNM KK regionaloffice n Gnjilane, forw hich
Task Foroe Faloon represented KFOR .

TheU N .,0SCE,and KFOR and itsM N B s setup inform ation centers
thatw ere located In them ajprcites and provided free and open access
to all who wanted t© use the facilities. Th Pristna, there was the
Hum anitarian Com m unity nform ation C enterthatw as supported by
U N .elem ents, asw ell as otherorganizations, and itencouraged and
enabled the exchange of Infomm ation am ong the w ide range of actors
working In Kosovo.KFOR CIM IC used the HCIC facilides as itsde
facto CIM I Center.The O SCE esabliched inform atfon centers inm ajpr
citbdes to faciliate coordination w ith JocalN GO s.TheM N B sestablished
Inform ation centerseitherco-located mm unicipalUNM K facilibesor
T facilites they took over for this purpose. In the case of the latter,
these centers w ere Jocated as storefront operations w ithnn the cides,
usually near Serb enclaves.

KFOR PublicA flatrs created a Jont nform ation B ureau and em ployed
a Joint Infom ation Coordnating Comm ittee to focus efforts and
coordinate, collabormate, and share mform ation am ong public affairs
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units and the m edia. There w ere joint coordination w orking groups
egblished by C ivilA flairs (MNATO term s,C vilM liary C ooperation,
orCIM IC),PSY O P,and nform ation operations to fostercollaboration,
coordination, and sharing of inform ation betw een these m ulthational
parties. The activites of the com m iteesand w orking groupsw erenot
directive Th nature, butw ere consensus building . The purpose w as to
establish a shared aw areness of ongoing efforts and concemsof K FOR
and theM N B s.The w orking groupsalso served to help resolve conflicts
and to boost overall efforts. Th m ost cases, NGO s were Invied to
participate, butrarely did, exceptforthe CA £ M IT w orking groups.

There were a number of UNM IK and HCIC initatives to create a
voluntary Inform ation group com posed of consum ers and providersof
nform ation, t broaden the HCIC infomm ation databases and
Ihfom ation-charing ke, to selectaG IS softw are sandard €g.,M aphifo
w asused by anum beroforganizations) ,and to ins@llanUNM K Chief
Tnfom ation O fficer.

M any otherad hoc activitdes ebbed and flow ed asdictated by operations
on the ground.

Intelligence is Always a Challenge

The Itelligence com m unity em ployed N ational htelligence Cells N IC)

o facilitate collaboration and coordnation atheadquarters levels, and
Jead nations used ntelligence support team s to faciliate exchange of
Inform ation w ith non-lead nation m ilitary unitsassigned to theirarea of
responsibility. Forexam ple, nM NB E) theU S. Intelligence support
team w ith the Russian brigade not only translated releasable KFOR

telligence o Russian, but also translated new s stories from the
Intemet that related to Chechnya and provided these to them asw ell.
The Russians did not have good access to new s and the units in

Kosovow ere from the Chechnya operation.M any w ould be retuming
o this operation at the com pletion of theirK osovo tour.

TheNATO Combined A irO perations C enter created an ntelligence,
Surveillance, and Reconnaissance Cell to coordmate collection
m anagem ent n supportof IFOR ,SFOR ,KFOR ,and Operation Allied
Force requirem ents.D uring the airwar, aU S. Intelligence cellw as
esablished atSA CEUR ’sChateau h orderto be able to provide G eneral
C lark w ith continuous current ntelligence even w hen he w asathom e.
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There w asalso an operations officeravailable at the chateau to provide
hin w ith operational inform ation as eventsunfolded.

ForBosna, therew asan Intelligence C cordination Cell (T C ) egablished
and staffed by m ultinational representativesatthe U S .JomntA nalysis
Center (R C) mM olesw orth, England . The ICC supported field requests
forinfom ation, the ntegration ofm ultnational ntelligence nputsand
the dissem ination of processed mtelligence to IFOR SFOR elem ents
using the LO CE netw ork .The ICC supported KFOR aswell. Twasade
facto ntelligence help desk, w here nationals n the field, w hose English
goeaking skillsw ere 1im ied, could ask national counterparts atthe I°C
forinfom ation In theirnative language.

TheBalkansisaHUM IN T -ntensive environm ent, and asw as the case
for FOR SFOR ,a 2X wasused by KFOR and aG2X by M NB E) to
coordnate and resolve conflicts Inm ulbdpleHUM IN T actvides.M ND (V)
T Bosiausad the conosptofaHUM IN T coordator, aG 2X ,w ith great
success. Th Kosovo, the 1ole of the G2X wasm ore of a challenge for
M NB ) andnotquirassiccessfiilasexperienced nBosnabyM ND IV ).

Ihterpreting requests for infomm ation athigh-level centers such as the
ICC and national reararea intelligence and infom ation centers, m ay
notonly have a liteval com ponent (w hatw assaid, w hatw asm eant, and
w hatw as understood m ay notbe the sam e thing) butcan also have an
understanding, orappreciation, com ponent, since perspectives differ
asonem oves up the comm and levels and gets furtheraw ay fiom the
actionson theground.TheU S .em ployed N ational telligence Support
Team satisN IC sasaw ay to bridge com m unicationsbetw een the rear
area capabilities w ith the comm ander on the ground. Intelligence
analysts w ere also frequently sent nto the field w ith the troops in
order to address potential gaps as w ell. These approaches served to
n prove the overall understanding and responsiveness of the
ntelligence com m unity to the on-the-ground com m anderneeds.

O pen source Inform ation publications such as Pentagon Early Bird
equivalents w ere produced daily n the U S. sectors. n Bosnia itwas
the Night Owl ,and I K osovo, the Daily Falcon .The O SCE m onitored
the Jocalm edia activitdes in K osovo, reported daily on the contentof
the Serb and A Ibanian radio and TV netw ork broadcasts and print
m edia articles, and reported violationsof U N .m ediapolicy directives.
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TheO SCE also produced aw ecky sum m ary report, and all reportsw ere
available in hard copy orelectronically overthe ntemet.

Interoperability and Information Sharing: It’s Not a Technology Issue

A swas the case In Bosnia, com m unications and inform ation-system
Iiteroperability and sharing of infom ation am ong NATO , national
m iliaries, htemationalO rganizationssuch astheU N .,and theNGO s
w as problem atic In Kosovo too. In fact, there were fewer
Tnterconnections of netw orks n K osovo than there w ere in Bosnia.
W hen inform ation sharing did take place, sneakernets tended to be the
m ode of choice .M ultple stovepiped system sand duplication of effort
proliferated In the K osovo battlefield . The root cause of this situation
w asnottechnical, butlargely am atterof politicalw ill. The issuesw ere
coupled w ith som e continuing distusthbetw eenm litary and nonm iliary
organizations and outdated, restrictive NATO and national policies
regarding the sharing of so-called m ilitary inform ation. The
unw illingness to provide som e lin ited-guard gatew ay nterconnection
for the respective data netw orks exacerbated the situation.
hteroperabiliy of NATO STU -IIB and U S.STU -IIIA continued bea
problm K osovo In spite of the factthatthishasbeen aw ell-publicized
issue n the Bakansand elsew here. The U S . solution w ould be quite
sin ple:deploy w ith the N A TO -com patiblke key.
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Figure 7. PTK Buiding i Pristna

A nothercom plicating factorw as thataltthoughm any lessonsw ere learmned
In Bosnia, Kosovo was not Bosnia. The Kosovo public
telecom m unications services (PTK ) w ere hadequate before the airw ar,
and O peration A llied Force solved this problem by neutralizing any
fimctioning capabilities that m ay have existed. This becom es vigbly
cbvious in places Ike dow ntow n Pristing, w here one can see the effects
ofaCmiseM issike attack thatdestoyed the telecom m unications center
(see Figure 7) across the street from  the facilities now being used for
UNM K headquarters.The U N ., KFOR , and m ilitary voice netw orks
w ere not Interconnected o the degree they were In Bosnia. In m any
cases, fthecam e necessary, and even easier, sin ply tom eetface to face.

Use of Commercial Products on the Rise

A w e variety of com m excial productsand servicesnow offerm liary-
grade features, including rapid, globally deployable, self-susaining
com m unication capabilities and voice and data netw ork encryption.
NATO and isalliedm ilitariesare m oving tow ardsm ore extensive use
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ofam x of comm ercialand m iliary system s, and the com m excial sector
is becom ing a dom iate player n providing com m unications and
Inform ation system s supportforpeace operations.A dding m om entum
to this trend is the fact that the num berof sim ultanecus peace support
operations being conducted around the world by the m ilitary is
accelerating. Coupled w ith today’s m ilitary Insatiable appetite for
Inform ation, the bandw idth needs farexceed thatw hich curentm liary
tactical system s can effectively support forglobally deployed forces.
Hence, comm excial products and services have becom e a necessary
and viable altemative to m estrealw orld operationalneeds.

The com m ercial sectorsupports deployablem ilitary C 2 packages such
astheU S.AmyFlyAway,theU S.M arine CorypsJT'F Enabler, and the
U S.A IrForce Com m unicationsR ecsption Team s.The em erging shategy
for susaned operations is to replace m ilitary tactical capabilites as
soon as possible w ith com m ercial capabilides such astheU S.Amy
D ragon package and the U S. A ir Force Theater D eployable
Com m unications-ntegrated C om m unications A ccess Package. The
Tntelligence com m unity also uses com m excial capabilities extensively
o support forw ard-deployed elem ents and to provide access t© r=ar
area ntelligence centers and analysis team s.

Enhancedm flitary-like servicesderived firom com m ercial productsand
servicessuch asV TC , datanetw orking, and e-m ailhave both lnnovative
results— and unintended consequences.D uring the airw ar, virualC 2
of the airoperation becam e the w ay of doing business.VTC wasussd
o link geographically dispersed com m anders, and the data netw orks
facilitated near real-tim e sharing of Infom ation am ong com m anders
and saff. VTC and the data netw orks allow ed the com m anders and
saff to rapidly reach anyw here In thew orld forw hateverexpertisew as
required. IFOR, SFOR, and A 1lied Force comm anders used VTC

extensively forcom m and control; butin the case of KFOR , itw asused
less frequently, and seem ed t© be used more for mfom ing and
coordinating than forcom m and and control.

E-m ail becam e the form al m essaging system . This raised questions
regarding w hate-m ailsw ere directive n nature and w hich ocnesw ere
sim ply action officers sharing nfom ation, ideas, oropinions. S gnature
authority control, audit, and assured delivery requirem ents forform al
m ilitary m essaging w ere violated as well. A lthough there were
videotapes of VTCs, there w ere no w ritten transcripts that could be
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used o inform others, and there w as no com plete w ritten record of
operational decisions forhistorical purposes. A sa result, them ilitary
comm anders feel stongly that a key lesson of the Balkans is the
In perative to clarify the role of e-m ail in com bat operations and to
Tnsilldiscipline n theuse of both e-m ailand VTC .

Experiencesand lessons from ongoing peace supportoperations should
Jead to a furtherbreak dow n of the barrers to infom ation sharing, and
ultm ately t© a w illingness to consider selective, operationally
appropriate nteroonmection ofm ilitary and nonm iliary system stom eet
peace support operations needs. U sing comm excial products and
servicesm ay beam eansto achieving thisend . Forexam ple, in K osovo
the Intemetbecam e, In effect, the Inform ation sharing netw ork am ong
the civiland m ilitary participants. Hotm ailand W b sites w ere used
extensively forsharing relevantpeace operations’ inform ation.

Extending Services into Kosovo

TheU N .extended its com m ercially based globalcom m unication and
nfom atdon system nto Kosovo t© provide voice and Inform ation
netw ork services, mcluding e-m ail and Intemet access, to all of its
deployed elem ents. TheUNM K netw ork isam ixture of leased sevvices
and U N provided services.NA TO contracted a com m excial, tumkey
service forisK FOR voice and da@ netw o1k services. Therew asalso a
m ilitary tacticalnetw ork overlay to supportessential K FOR comm and
and conttolneeds.

The comm ercial- and m iliary-provided services supported K FOR
headquarters and extended connectivity and accessto itsM ultnational
B rigade headquarters, K FOR supportelem ents,andNATO and SHA PE
headquarterunits.Each of the five M ultinational B rigadesdeployed a
m ix ofm litary-tacticaland com m ercial capabilites.

Forthe susained operationsphase, the U S .A my deplyed isDragon

package, w hich isa com m excially based, conttactor-m antained-and-
operated capability. The Dragon package fulfills the com m unications
and inform ation needs of Cam p Bondsteel and Cam p M ontieth, the
majr U S. support bases n Kosovo, and Camp Able Sentry in

M acedonia.U S.m iliary tactical system sw ere usad to supportdeployed
unitsand essentialM N B &) headquarters com m and-and-controlneeds.
I MNB E), the Amy Trojn Spirt, soecial-purpose system s and
national ntelligence system s, used by the N ational Intelligence Support
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Team ,provided itsow n independentand stovepiped capabilites, w hich
ncluded comm excial products and leased sevvices. The U S.UAVS
w ere used extensively— Hunterm ore than Predator in K osovo— and
theirvideo w asbroadcast real tim e overthe JointB roadcastSystem t©
theM NB E) andKFOR U S.N I' ntelligence cells.N ational itelligence
Cellsof the United States, United K ingdom , France, G emm any, Taly,
and other nations provided intelligence sexvices to KFOR 2. The
NATO provided LOCE and CRONO S netw orks were also used by
KFOR forintelligence dissem ination.

Commercial SATCOM and Cellular

Leased, comm excial SATCOM  is the m ajor long haul provider of
connectivity form ilitary and nonm ilitary system sdeployed I K osovo.
Comm ercial satellite phones such as INM AR SAT continue to beused
forcontingency operations; butcom m excial cellilarphones, European
G SM Joased system , em erged as the com m unicating m eansof choice n
Kosovo, egpecially forthenon-U S. forces.

Internet Comes of Age

Figure 8. Sign for Iitermet Café n Pristna
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The Intemetplayed am aprmok h inform ing and faciliating hfom ation
sharing am ong the varous partes. Intemet W eb sites were used
extensively foropen infom ation sharing and nform ing.E -m ailprovided
an altemative m eansof com m unications to public telecom m unications
and served to faciliate inform ation sharing across traditionalm iliary
and nonm ilitary boundaries.

A nonprofitorganization, IPK O , Instituted an htemetservice provider
Tn Pristina, w hich supplied access to several of the larger cites and
offered temetservices to organizations such astheU N .,0 SCE ,and
anum berofthe larxgerN G O s.They also supported “ThtemetCafes” for
generalpublicuseasw ell (see Figure 8).

There w ere, how ever, som e difficulties associated w ith the use of the
Tntemet, such asthe YILOVEY O U ” vis thattem porarily dissbled som e
NATO and nationalm flitary data netw ork capabilities in K osovo .N ot
only that, the Setbsused the Imtemet forpropaganda purposes.D uring
the airw ar, they used com puternetw ork attack techniques to m odify
NATO andnationalW eb site hom e pagesand to take down the NATO

publicaffairsW eb site. They furtherused spam m ng and m ailbom bsto
dismipt ntemete-m ail taffic directed t and fiom NA TO headquarters.

Creative Uses of Off-the-Shelf Products

Therew erenew , creative uses of com m ercial products thatem exged in
Kosovo.IntheU S.sector, theM otorola TalkAbout recreational Tw o-
W ay radio was used extensively for dism ounted, convoy, and base
area com m unications purposes. It becam e a real satus sym bol, and
nearly everyone had one clipped to his orher flack vest. There w ere
also othertypes of com m ercially available hand-held radios thatw ere
used by the NGO s, UNM K, and KFOR personnel. Use of these
unprotected radios introduced m litary O PSEC risks thatneeded tobe
careflly m anaged.

Another surprise entry w as the extensive use of the 3Com Palm Pilot
fornote taking and exchanging nfomm ation . Ttw asnotunusualto see
U S.m ilitary saff officer’s scratch notes on theirPaim Pilotduring a
m eeting and then use the infrared link to exchange notes or send a
tasking. Comm ercial ram ote sensing and G eographic hform ation
System sw ere used by them ilitary forin proved m ission planning and
by thenonm litary, such as, the U S.StateD epartm entand theU N ., for
Hum aniarian A ssisance and nation building planning and assessm ent
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activites, such as refugee retums, reconstruction and m ne Jocation
and clearing actions.

Kosovo—An Information-Poor Environment

K osovo civilian radio and TV satonsw ere desttoyed by the airw ar.
The fact that a Jarge portion of the educated and technically skilled
K osovo w ork force w ere Serbsw ho fled w hen the bom bing started or
when K FOR occupied K osovo furthercom plicated the situation. They
stdllhave not retumed . The m ass exodus of Setbs also resulted In the
print m edia being reduced t© A bania-only products. Comm ercial
enterprises, such asR adio Shack orCom pU SA equivalents, w ere, and
stllare, nonexistent n K osovo A fiera year, com m ercialradio, TV, and
printm edia are recovering ; how ever; there isyetto be a Setbian language
daily new spaperproduced In K osovo forthe Setb com m unity. Serbian
language papers com e fiom Serbia. Rem ote villages lack adequate
accesstom edia outlets, so little cunentinform ation getsto them .Som e
villageshave radio;butfew have TV orprintm edia access.

The Ihtemethasbecom e a lifeline to the outside w orld forthe civilian
population n them ajorcites such as Pristna. Form any people n the
new Kosovo, e-m ailw as the only m ail. A though progress has been
m ade over the last year, much stll needs to be done for K osovo
com m unicationsand nform ation .

Information Operations

Like Bosia, coalition infom ation operations in K osovo dealtw ith
tuth projection. A s a reault, all of the peace operation parties got
Twolved . Furthem ore, there w erem ultple Infom ation cam paignsbeing
conducted sim ultaneously n oitr of K FOR effortstopullthe UNM IK ,
OSCE,KFOR ,M NB andNGO com m uniy togetherin orderto ntegrate
their efforts. KFOR did not issue orders but sought collaboration.
M eetingsw ith the M NB sw ere held w eskly in an attem ptto create a
shared understanding and agreem enton the Inform ation cam paignsto
be conducted by theM N B s, and o thatthey at leastgenerally m etthe
COM K FOR priortiesand ntent.O therorganizations suchasUNM 1K

and theN G O sw ere Invited butrarely cam e.
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“Weapons of Choice”

The KFOR infom ation operations “w eapons of choice” w ere public
nform ation, PSYO P, C vil-M ilitary Cooperation, and the Joint
T plem entation Com m ission .U se of disinfom ation and deception w ere
notallow ed.Only “whie” PSYO P was em ployed, and there w as no
K FOR -led counterpropaganda cam paign in spite of extensive use of
propaganda by the Serbs. The general mule of thum b w as “do notreact
to disinfom ation . Instead,, react to selective issues of in portance and
tellthe tuth ” The goalw as o create conditions forthe in plem entation
of a political setflem ent. This resulted in them es such as: prom ote a
safe and secure environm ent, deter violence and crin nal activides,
encourage a free and open society, prom ote a positive UNM IK and
KFOR Inage,andm neandUX O aw areness, tonam ea few . The target
population was m ainly 20 t© 50 yearolds and wasam ix of Rom a,
Turkish,A Tbanian, and Serbs. Teenagersw ere notam ajpriactorin the
KFOR Inform ation cam paign . Bosia, the G erm an PSY O P product
"M IRKO " w as specifically targeted forteenagers, and w as one of the
m ore useful products produced by the IFOR SFOR inform ation
campaign. A sin ilar product w as not fimded for K osovo and little
effortw as directed ataddressing teenagers’ needs.

The K FOR infom ation operations cell activities focused on planning,
coordinating, collecting data, analyzing the effectiveness of the
nform ation cam paign, assessing all activites of KFOR fiom an
nform ation operations perspective, and advising COM KFOR
accordingly w hen conflicts arose.

M NB inform ation operations cells such as the M NB (E) Task Force
Faloon Cellem ployed a sin ilar focus for theirarea of regponsibility.
TheM NB [E) activity w asm ore ntense than the K FOR and otherM NB

efforts. A dditionally, itw asa stuctured processw ith directcom m ander
nterest and Involvem ent and brought all players of the Task Force
Faloon team (theComm ander, PA ,CA ,PSYOP,32,J3,M Ps,M aneuver,
and others) Into the planning and execution process. The U S.Land
Inform ation W arfare A ctivity w asused by theM NB E) comm anderto
lead and orchestrate its fom ation cam paign. KFOR sponsored
separate w eekly Inform ation operationsand PSY O P w orking groupsas
aw ay to faciliate collaboration and coordnation, to encourage building
comm on them es and objectives, to share Insights on activites being
pursued by the various players, and to resolve conflicts w here

necessary and possible.
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Approaches and Products

UNM IK ,0SCE,KFOR andM NB approaches and products Included
the use of new spapers, ncluding inserts for local papers, m agazines,
posters, handbills, radio/TV, press conferences and releases, and
htemetW eb sites. UNM K published the UNMIK News ,0 SCE, the
UPDATE , UNHCR , the Humanitarian News, KFOR, the KFOR
Chronicle ,and, attheM NB level, theU S ., the K-Forum and Falcon
Flier , forexam ple.Paid nserts forlocalnew spapers m ainly, A banian
since there w asno Serb press n country) w ere em ployed by KFOR and
MNB E).TheU S.Task Forre Faloon PSY O P team had the responsibility
fortheM NB E ) products.K FOR produced am onthly m agazine called
the Dialogue .

Forfocused activiies such as land m neand UX O aw arenessand stop-
the-violence and safe-and-secure-environm entm essages, KFOR and
theM N B PSY O P team sused postersand handbillsextensively. K FOR
andM NB E) both fimded radio sationsand K FOR TV programm Ing as
well A im ew aspurchased by KFOR forRTK TV broadcasts 1 Pristina.
Popular m usic and KFOR m essage scripts w ere provided to 1adio
stations for broadcasting, and w eskly comm ander a2k show s w ere
em ployed to get the KFOR m essage on the afrw aves and to discuss
Jocal issues and mitatives. W here telephone service existed, people
oould callin o @k t© the com m anderw hile on the air.

TMNB E),theM edicalC wilA ction Program M ED CA P) alsoplayed
an in portantiole n supportof the infom ation cam paign in addition to
its prim ary 1wl of providing m edical services. Several tin es a w ek
M ED CA P units w ould visit different rem ote com m unities to provide
Inm ediate m edical care to persons suffering from m nor conditons.
TheM A SH style hogpialtentcom plexon Cam p BondsteelinM NB &)
provided em exgency m edical services for not only the m ilitary, but
Jocal nationals as well. The Gemans in M NB (S) also em ployed
M ED CA P-equivalentactivites, and they too had a field hogpital that
provided em ergency m edical services for local nationals. The
outstanding services provided by these activities served to re-enforce
KFOR legitim acy and to prom ote a very positive in age of the United
States, G erm an, and otherK FOR forces n K osovo.

Fially, the iInform ation operations team created @king points that
addressed key KFOR and sector issues and objectives for the
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Infom atton campaign MM NB E).Typicalsubjectsaddressed aw ide
1ange of nteregts, ke refligee retums, civilregistation, m Ine aw areness,
transfer of authority forthe 1 ID t© 1 AD transfer, mule of law, and
stopping the violence, the ol of the K osovo Protection Corps, the
1le of the Kosovo Police Service, and the satiuis of UNSCR 1244.
These @lking ponts were updated weekly or as required, and
distrbuted to all levelsof com m and . They served to provide a com m on
perspective and to educate those Involved in the operation. Thusw hile
they w ere on patrol orengaged in discussionsw ith the Jocalpopulace
and com m unity leaders, the soldiers could be preparad to discuss issues
and nitiatives in som e detail.C om m anders on the ground view ed this
asa veyy effective toolin the conductof theircam paigns.

Unlke Bosnia, w here the new spaperHerald of Peace w asprinted In
tw o Janguages, thisw agsnotpossible In K ogovo because of the strong
ethnic differences. Separate papers had to be publiched. The only
source of Serb language new spapers locally w as Serbian papersoutof
Belrade, and In fact,0 SCE helped to have them distrdbuted in K osovo.
The Serbian new gpapers contained propaganda asw ellasnew s.

Other Challenges

There w ere num erous other challenges. The Serbian Red Crossw ere
finded and controlled by the Serbs. Tt w as r=ported that they were
t@king USA ID and other intemational aid packages and covering the
sourcem arkingsw ith Serbian R ed C rossm arkingsbefore distributing
o the K osovo Serb com m unity. hterpretersfranslators needed o be
kepttrack of to ensure the radio/TV transcripts and new gpaper nserts
Tnidally w ritten In English w ere translated properly nto Serbian and
A Tbanian and that the right w ords used before being broadcast and
distrbuted. Broadcasts w ere m onitored to m ake sure that conect
m essagesw ere actually aired on the radio and TV . Ttw asalso in portant
that printed m aterial targeted for Serbs In fact went to the Serb
comm unitdes, and likew ise for A Ioanian m aterial. Frequently those
distributing printm aterialhad tom ake a special effortto determ e the
hom es that w ere Serb and the hom es that w ere A banian in m ixed
com m unities before delivering the m aterial. KFOR and the M NBs
needed a professionally trained and experienced radio and TV team in
orderto com pete effectively w ith the Serbian m edia activides, w hich
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em ployed professional jpumalists, new scasters, scriptw riters, and R /
TV producers and broadcasters.

Product Testing

Tnform ation cam paign producttesting and assessm entsof effectiveness
used m ultple, but sin ple, approaches. Localhiresw ere used, asw as
andom streettesting, before issuing a publication orproduct.A G allop
Pollw as sponsored by K FOR and conducted K osovo-w ide every three
m onths. Radio show sw ere taped and review ed as partof the quality
m onioring.0 SCE perform ed dailym ediam onitoring and provided daily
and w eekly sum m ary reports of radio, TV, and printm edia activites.
KFOR and itsM M Bs also used open-source m onitoring, mcluding
IntemetW eb gites, to assess inform ation cam paign effectiveness.

Complexities of the Air War

Tnfom ation operations during the airw arw asm uch m ore com plex.
Propaganda, com puter netw ork attack, deception, poor NATO and
coalition O PSEC posture, and other factors w ere exploited quite
effectively by the Serbs to m anipulate N A TO ‘shattle space aw areness
and its ability to conductan effective Inform ation operations cam paion.
Since NATO did not engage In counterpropaganda, only truth
projecton, there w ere only national-led efforts to counterM ilosevic’s
activides. Forexam pl, during theafrw ar, the U S . nfom ation A gency’s
(USIA) Infomm ation Bureau, now operating as the U S. State
D epartm ent’s O ffice of Iitemational lhfom ation Program s, ailored a
num ber of inform ation cam paign and counterpropaganda activities
that exploited the Intemet. TheirK osovo W eb site distrbuted video,
prnt, and audio lmform ation In eightlanguages.A public outreach list-
serverprovided nform ation to foreign and nationalopinion leaders. Tn
a publicprivate parmership, Intemet centers w ere esablished at
refugee centers in Europe and the U nited States thatallow ed refugees
o access mfom atbion and send e-m ails t© trace fam iy mem bers.An
online new spaperw as distributed to all Jocations hosting refilgees to
nform them of item s of nterest to theirw elfare and tracking fam ity
m em bers. The Infom ation A gency’s cyberw atch group rem ained active
throughoutthe conflict n orderto track K osovo coverage on the ntemet
and m onitor Serbian dismform ation. These initatives can serve as
m odels forfuture nform ation cam paigns.



710 Lessons from Kosovo

U S. Congressional testinm ony suggested that both NATO planners
and users of inform ation w ere not adequately prepared t© conduct
nform ation operations. The pool of personnel available to perform
certain key finctions such as language translation, targeting, and
Intelligence analysis was 1im ited, and the conduct of an integrated
Infomm ation cam paign was delayed by the lack of both advanced
planning and strategic guidance to define key objectives. A dditonally,
getting the attention of the senior, fighting com m anders to convince
them thatinform ation operationsw ere a forcem ultdplierw asa challenge
aswell. n theview of Adm ialE 1lis, U SN and Com m anderdointTask
ForceN cbleA nvil, “A tonce agreatsuccess.. and perhaps the greatest
failure of the war. A properly executed Inform ation operations could
have halved the length of the cam paign ” Progress isbeing m ade; but
there isstilla Jotto be leamed aboutconducting a coalition nfom ation-
Operations cam paign.

The Way Ahead

C vilm flitary unity of effort has been an essential, yet frustratingly
elusive, requirem entforsuccess in post-cold-w arpeace operations.A t
the outsetof the K osovo operation, the politicalend state w as {l1defined
and there w asno political-m ilitary stategicplan . The planning am ong
the participants w as fragm ented . The K FOR com m and anangem ents
w ere politically driven and the C 2 relationships lacked specificity and
were com plex. Contrbuting to the confusion were the nadequate
definitions of the cold war derived NATO C2 sates of comm and—

OPCOM ,0PCON ,TACOM ,and TACON .Theyw erevague kaving the
nationsto nterpretthem asthey w ished. The civilm iliary anangem ents
and processes w ere com plex as well. The UNM IK in plem entation
lagged KFOR and thisputpressure on the m ilitary to tem porarily 1l
the gap untl the civil agencies were capable of assum Ing their
responsibilities. Expectations of the m ulttude of participants needed
o be carefully m anaged— there w ere com peting nterests and fearsof
Joss of pow er and prestige. There continued t© be a general lack of
trust am ong the players and a Jack of a shared understanding of the
value-added through m ore open and In proved Infom ation sharing.
N eedless t© say, the ability to coordinate, collaborate, and share
Inform ation betw een civilian and m ilitary entities w as problem atic.
Inform ation sharing am ong the actors on the peace operations
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landscape continued t© be largely a manual process. Im proved
Inform ation sharing w ould certainly be am eans to an end and could
serve to enhance operational efficiencies and thereby avoid w asteful
duplication of effort, conflicting advice, contradictory program s, and
com peting actions. The obstacles t m ore open sharing need to be
recognized and, o the extent possible, practical recom m endations
developed foram eliorating them .

Tw o types of Inform ation em erged as essential for peace operations.
They w ere the need forcunent inform ation aboutthe situation on the
ground and accurate m aps. M ilitary sharing of situation aw areness
and otherinform ation w ith civilagencies continued to e problem atic.
Tn K osovo, attem ptsw erem ade to in prove shared situiation aw areness
though the use of civil-and m ilitary-provided nform ation centers.An
excellentexam ple of such a centerw as the H um anitarian C om m unity
Inform ation Center in Pristina, w hich w as mun by civilians and w as
available foranyone’suse, be they NG O , localnationals, regardlessof
ethnic origin; them ilitary, or ntemational organizations. A vailbility of
accurate m aps continued t© frustrate the m ilitary on the ground.
A Tthough the U S .N ational In agery and M apping A gency had taken
significant steps forw ard t© In prove m ap quality and m ake them
electronically available to the U S .m ilitary, the processw asnotgood
enough at the outset of the K osovo operation. Tourist m aps once
again becam e them ap of choice fornavigating the streets of them ajor
city areasand neitherthem iliary nortouristm apsw ere sufficientenocugh
fornavigating along the poorly defined and m arked borderareas.G PS
receiversw ere a constantcom panion of them aneuverand other forces
m oving around the area. M ap quality in proved but sharing NIM A
m aps am ong coalition parmers and foruse by nonm iliary elem ents
suchastheUNM IK -Police proved to be the nextchallenge . There isan
urgentneed foran ntemationally agreed strategy on sharing in oxder
to ensure nations and htemational organizations provide the w ays
and m eans necessary t© accomm odate the sharing of approprate
situation aw areness and otheroperations relevant Inform ation am ong
the civilm ilitary participants.

Agreed comm unications and inform ation system s architectures did
notexistto guide the planning and in plem entation of the civil-m iliary
system s used In Kosovo. Furtherm ore, there was no single civil or
m ilitary organization responsible for system implem entation and
m anagem ent. A sa result, m ultple, independent (eferned to as stove-
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piped) system sw ers in plem ented creating Interoperability challenges
and security disconnects. The Independentcivilam iliary netw orksw ere
Joosely nterconnected and did notfom a federated netw ork forshared
use o there w asonly am arghal operational ability forthe participants
o comm unicate and share Inform ation am ong the com m unitdes of
nterest. Th m any cases, itwas easier to visit the person than t© call
them .M ilitary and civil organizationsboth relied to a large extenton
the use com m excialproductsand services— these ranged from tumkey
com m unications and mform ation system sm anaged by contractors to
m ixed tacticalm iliary and deployable com m excial capabilites. Satellie
phones, cellular and the Intemet w ere m ajor players as well. The
m ountainous terran of K osovo proved to be a perform ance challenge
for the tactical line of sightm ilitary com m unications and this led to
w orkarounds that included creative use of com m excialhandheld radios
such as the M otorola TalkAbout sports radios for dism ounted
operations, convoy com m unications and base com m unications. The
use of com m ercial com m unications and inform ation system sproducts
and services to satisfy operationalm ilitary C 2 needs is feasible, on the
rise and costeffective but there are O PSEC risks thatneed to be planned
forand m anaged w hen using these products and services, especially
w hen used w ithoutappropriate security protection . The need exists for
agreed coalition com m unicationsand nform atbion system sarchitectures
o guide the planning and im plem entation of the system s and the
Tnteroperability arvangem ents necessary to faciliate civilm iliary
Ihfom ation sharing . There isalso aneed foran nform ationm anagem ent
and security plan thatdetails the inform ation sharing and protection
requirem ents forsuch operations.

Today’s Inform ation and com m unications technologies can serve t©
faciliate exchange am ong the digparate players of peace operations. The
Tntegration of social, econom ic, political, geographic, w eather, m iliary
activites, threats, refligee retum, reconstimction, hum an rightsviolations,
crim nal activites, and other relevant inform ation and the tin ely
dissem fnation of the processed nform ation t© Interested parties In the
field, are well w ithin the realities of today’s technology. How ever,
uncontrolled use of mfom ation tedhnology can result - nfom ation
overbad, blur operational mitatives, and kengthen decision tim es for
m ilitary operations n particular. h the end, tcom esdow n to the hum an
elem ent;, the ability to find, ntepret, and use infomm ation effectively, and
the w {llingness to tmist each other, openly share mfom ation, and t©
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coordnate, cooperate, and w ork togetherforthe good ofa comm on cause.
A snoted atthe outsetof this chapter, this isnota technology issue, itisan
owganization and politicalw illissue. Technology isan ensbler.

A lthough agility and accom m odation continued to be keystom ilitary
successasw ellas som e plain old good luck, In the finalanalysis itw as
good people thatm ade ithappen.The successof KFOR ,andM NB &)
T particular, was because of the professionalism , dedication, and
genuity of the men and women who were there and those who
supported them .
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APPENDIX A

Military Technical Agreement

Military Technical Agreement Between the
International Security Force (KFOR) and the
Governments of the Federal Republic of
Yugoslavia and the Republic of Serbia

Article I: General Obligations

1.The Parties to this A greem ent reaffirm the docum entpresented by
President A htisaari to PresidentM flosevic and approved by the Serb
Parliam entand the Federal G overmnm enton June 3, 1999, to Include
deploym ent in K osovo underU N . auspices of effective intemational
civil and security presences. The Partes further note that the U N .
Security Council is preparad to adopt a resolution, w hich has been
Tntroduced, regarding these presences.

2. The State Govemm ental authorities of the Federal R epublic of
Yugoslavia and the R epublic of Serbia understand and agree that the
Ihtemational security force K FOR ) w illdeploy follow ing the adoption

ofthe UN SCR refenad to in paragraph 1 and operate w ithouthindrance
w ithin K osovo and w ith the authority to take all necessary action to

esablish and m aintain a secure environm entforall citizens of K osovo

and otherw ise canry outitsm ission . They furtheragree to com ply w ith

allofthe cbligationsof thisA greem entand to faciliate the deploym ent
and operation of this force.

3 .Forpumposes of the agreem ent;, the follow Ing expressions shallhave
the m eanings as described below :

a.The Parties are those signatories to the A greem ent.
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b.Authorities m eans the appropriate regponsible individual,
agency, ororganisation of the Parties.

c.FRY Forces ncludesallof the FRY and R epublic of Serbia
personneland organisationsw ith am ilitary capability. This
ncludes regularam y and naval forces, arm ed civilian groups,
associated param iliary groups, air forces, national guards,
borderpolice, am y reserves, m ilitary police, htelligence
sewvices, federaland Setbian M inistry of Intemal A flairs local,
goecial, riotand anti-tervoristpolice, and any othergroups or
ndividuals so designated by the mtemational security force

KFOR ) comm ander.

d.The Air Safety Zone ®SZ) isdefined asa 25-kilom etre zone
that extends beyond the K osovo province border into the restof
FRY temitory. t inclides the airspace above that 25 -kilom etre
zone.

e.The Ground Safety Zone G SZ) isdefined asa 5-kilom etre zone
that extends beyond the K osovo province border into the restof
FRY teritory. Encludes the ternan w ithin that5-kilom etre
zone.

f. Entry into Force Day ETF Day) isdefined as the day this
A greem entissigned.

4 . The purposes of these obligations are as follow s:

a.To establich a durable cessation of hostilities, underno
circum stances shall any Forces of the FRY and the R epublic of
Serbia enter nto, reenter, orrem an w ithin the territory of
K osovo orthe G round Safety Zone G SZ) and the A ir Safety
Zone (A SZ) described in paragraph 3 . A rticle Tw ithoutthe
priorexpress consent of the Intemational security force K FOR )
comm ander. Localpolice w illbe allow ed to rem ain ln the GSZ.

The above paragraph isw ithoutprejudice to the agreed retum of FRY
and Serbian personnel which w ill be the subject of a subsequent
separate agreem ent as provided for n paragraph 6 of the docum ent
m entioned In paragraph 1 of thisA rticle.
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b.To provide forthe supportand authorization of the
Tntemational security force K FOR ) and n particularto
authorize the Intemational security force K FOR ) to take such
actions as are required, mcluding the use of necessary force, t©
ensure com pliance w ith this A greem entand protection of the
Tntemational security force K FOR ), and to contribute to a
secure environm ent forthe intemational civil m plem entattion
presence, and other intemational organisations, agencies, and
non-govermm entalormganizations details n A ppendixB).

Article II: Cessation of Hostilities

1.The FRY Forces shall inm ediately, upon entry nto force E1F) of
this A greem ent, refrain from comm itting any hostle or provocative
acts of any type against any person In K osovo and w ill oxder amm ed
forces to cease all such activitdes. They shallnotencourage, organise
or support hostile orprovocative dem onstrations.

2.Phased W ithdrawalof FRY Forces (ground): The FRY agreesto a
phased w ithdrawal of all FRY Forces fiom Kosovo to locations In
Serbia outside Kosovo.FRY Forces w illm ark and clearm nefields,
booby traps and cbstacks. A s they w ithdraw , FRY Forces w ill clear
all lines of com m unication by rem oving allm ines, dem olitions, booby
traps, obstacles and charges. They will also mark all sides of all
m nefields. htemational security forces’ K FOR ) entry and deploym ent
Into Kosovo w ill be synchronized. The phased w ithdraw al of FRY
Forces from K osovo w illbe 1n accordance w ith the sequence outlined
below :

a.ByET + 1day,FRY Forces ocated In Zone 3 w illhave
vacated, via designated routes, that Zone to dem onstrate
com pliance depicted on them ap atA ppendix A to the
Agreem ent) .Once itisverified that FRY forceshave com plied
w ith this subparagraph and w ith paragraph 1 of thisA rticle,
NATO airstrkesw illbe suspended. The suspension w ill
continue provided that the obligations of this agreem entare
fiaTly com plied w ith, and provided thatthe UN SC adopts a
resolution conceming the deploym entof the mtemational
security force KFOR ) so rapidly thata security gap can be
avoided.
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b.ByET + 6 days, allFRY Forces n K osovo w ill have vacated

Zone 1 depicted on them ap atA ppendix A to the Agreement).
Establish liaison team sw ith the KFOR com m anderin Pristna.

c.BYyETF + 9days, allFRY Forces n K osovo w ill have vacated

Zone 2 (depicted on them ap atA ppendix A to the Agreement).

d.ByETF + 11 days, allFRY Forces n K osovo w ill have vacated

Zone 3 (depicted on them ap atA ppendix A to the Agreem ent).

e.ByETF +11 days, allFRY Forces in Kosovo w illhave

com pleted theirw ithdraw al from K osovo depicted onm ap at
Appendix A to the Agreem ent) o locations in Serbia outside

K osovo, and notw ithin the 5 km GSZ .A tthe end of the
sequence ETF + 11), the senior FRY Forces com m anders
responsible forthe w ithdraw ng forces shall confirm n w riting
o the mtemational security force K FOR ) com m anderthatthe
FRY Forceshave com plied and com pleted the phased

w ithdraw al. The Intemational security force KFOR)

com m anderm ay approve specific requests for exceptions to the
phased w ithdraw al. The lbom bing cam paign w ill term nate on
com plete w ithdraw alof FRY Forces as provided underA rticle
II. The mtrmational security force KFOR ) challretain, as
necessary, authority to enforce com pliance w ith this A greem ent.

f. The authorities of the FRY and the R epublic of Serbia w ill co-

operate fully w ith intemational security force K FOR) In its
verification of the w ithdraw al of forces fiom K ogovo and
beyond the ASZ 5 SZ.

g.FRY am ed forces w ithdraw ing h accordance w ith A ppendix

A, ie.In designated assem bly areas orw ithdraw ng on
designated routes, w {llnotbe subjectto airattack .

h.The htemational security force K FOR ) w illprovide

appropriate control of the borders of FRY 1n K osovo w ith
Albaniaand FYROM (1) untlthe arrivalof the civilian m ission
oftheU N .

3. Phased W ithdraw al of Yugoslkvia A ir and A ir D efence Forces
(YAADF)
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a.AtETF + 1 day,no FRY aircraft, fixed w Ing and rotary, w i1 fiy
Tn K osovo airgpace oroverthe A SZ w ithout prior approval by
the ntemational security force K FOR ) comm ander. A Tlair
defence system s, radar, surface-to-airm issile and aircraftof the
Partiesw ill refram from acquisition, argetttacking or
othemw ise iTim nating Intemationalsecurity K FOR ) air
platform s operating in the K osovo afrgpace oroverthe ASZ .

b.ByETF + 3 days, allafrcraft, radars, surface-to-airm issiles
(iIncluding m an-porable airdefence system s M ANPADS)) and
ant-afrcraftartllery in K osovo w illw ithdraw to other locations
T Serbia outside the 25 kilom ere ASZ .

c.The ntemational security force K FOR ) comm anderw ill
control and coordate use of airgpace overK osovo and the
A SZ comm encing atE IF . V jolation of any of the provisions
above, ncluding the Intemational security force KFOR)
com m ander’s mules and procedures goveming the airgpace over
K osovo, asw ell ag unauthorized flight oractivation of FRY
Ihtegrated A irD efence (A D S) w ithin the A SZ , are subjctt©
m ilitary action by the Intemational security force K FOR ),
ncluding the use of necessary force. The Intermational security
foroe KFOR ) comm anderm ay delegate control of norm al
civilian airactivities to appropriate FRY instifutions to m onitor
operations, deconflict intemational security force K FOR ) air
traffic m ovem ents, and ensure sm ooth and safe operations of
the airtraffic system . It is envisioned that controlof civilair
taffic w illbe retumed t© civilian authorities as soon as
practicable.

Article I11: Notifications

1. This agreem ent and w ritten orders requiring com pliance w ill be
Inm ediately comm unicated to allFRY forces.

2 .ByYETF +2 days, the State govermnm entalauthoritiesofthe FRY and
the R epublic of Serbia shall fumish the follow Ing specific inform ation
regarding the satusof allFRY Forces:

a.D etailed records, positions and descriptions of allm ines,
unexploded ordnance, explosive devices, dem olitions,
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obstacles, booby traps, w Ire entanglem ent, physical orm ilitary
hazards to the safe m ovem entof any personnel in K osovo laid
by FRY Forces.

b.Any further infom ation of am liary or security nature about
FRY Forces In the territory of K osovo and the GSZ and A SZ
requested by the Intemation] security force K FOR )
comm ander.

Article 1V: Establishment of a Joint Implementation Commission
(JIC)

A JIC shallbe es@blished w ith the deploym ent of the intemational
securty forre KFOR) t© Kosovo as directed by the intemational
security force K FOR ) comm ander.

Article V: Final Authority to Interpret

The intemational security forve KFOR) comm ander is the final
authority regarding nterpretation of this A greem entand the security
agpects of the peace settlem ent it supports. H is determ nations are
binding on all Parties and persons.

Article VI: Entry Into Force

ey Y Forces Phased Withdrawal, Routes ained Assembly

Il EIF+8&
o EIF+3
[ III EIF #1811

B Asvembly Areas
O s
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This agreem entshall enter Into force upon signature.

1.Consistentw ith the general obligations of the M ilitary Technical
A greem ent, the State G overmnm ental authorities of the FRY and the
R epublic of Serbia understand and agree thatthe intemational security
force KFOR) will deploy and operate w ithout hindrance w ithin
K osovo and w ith the authority to take allnecessary action to establish
and m aintain a secure environm ent forall citizens of K osovo.

2 .The Intemational security force K FOR ) com m andershallhave the
authority, w ithout interference orpem ission, to do all thathe judges
necessary and proper, ncluding the use of m iliary force, to protect
the Intemational security force KFOR), the ntemational civil
In plem entation presence, and to carry outthe regponsibilities mherent
nthisM ilitary TechnicalA greem entand the Peace Settlem entw hich
it supports.

3.The Intemational security force K FOR ) norany of its personnelor
saff shallbe liable forany dam ages to public orprivate property that
they m ay cause In the cour=e of duties related to the in plem entation

of thisA greem ent. The partiesw {llagree a Statusof Forces A greem ent
(SOFA ) as soon aspossible.

4 .The Intemational security force K FOR ) shallhave the right:

a.Tom onitorand ensure com pliance w ith this A greem entand t©
respond prom ptly to any violations and restore com pliance,
using m ilitary force if required.
This mcludes necessary actions to:
1.Enforce w thdraw als of FRY forces.

2 .Enforce com pliance follow ing the retum of selected FRY personnel
o Kosovo.

3. Provide assistance to other intemational entities involved n the
In plem entation orotherw ise authorised by the UNSC .

b.To esablich liaison anvangem entsw ith JocalK osovo
authorites, andw ith FRY Serbian civiland m ilitary authorities.
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c.To cbserve, m onitorand ingpectany and all facilities or
activities In K osovo thatthe intemational security force
(K FOR ) com m anderbelieves has orm ay have m ilitary or
police capability, orm ay be associated w ith the em ploym entof
m iliary orpolice capabilites, orare otherw ise relevantto
com pliance w ith thisA greem ent.

5 .N otw ithstanding any otherprovision of this A greem ent, the Partdes
understand and agree that the intemational security forve KFOR)

com m ander has the right and is authorised to com pel the rem oval,
w ithdraw al, orrelocation of gpecific Forces and w eapons, and to order
the cessation of any activitiesw heneverthe intemational security force
(K FOR) comm ander determ Ines a potential threat to either the
Thtemational security force K FOR ) orism ission, orto anotherParty.
Forces failing to redeploy, w ithdraw , relocate, orto cease threatening
orpotentially threatening activities follow Ing such a dem and by the
Intemational security force K FOR ) shallbe subkecttom ilitary action
by the intemational security force KFOR), Including the use of
necessary foroe, t ensure com pliance.

Turk izes the Republic of M acedonia w ith its constitutional nam e.
ey 1ecognizes
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United Nations Security Council
Resolution 1244 (1999)

UNSCR 1244 Adopted by the Security Council
at its 4011th meeting, on 10 June 1999

The Security Council,

Bearing Inm ind the purposesand principlesof the Charterof the United
N ations, and the prin ary regponsibility of the Security C ouncil forthe
m alntenance of ntemational peace and security,

Recalling s resolitions 1160 1998) of31 M arch 1998,1199 (1998)
of 23 September 1998, 1203 (1998) of 24 O ctober 1998 and 1239
(1999) of 14 M ay 1999,

R egretting thatthere hasnotbeen fiillcom plisnce w ith the requirem ents
of these resolutions,

D eterm ined to resolve the grave hum anitarian situation In K osovo,
Federal R epublic of Yugoslhvia, and to provide forthe safe and fiee
retum of all refiigees and displaced persons to theirhom es,

Condem ning all acts of violence against the K osovo population as
w ell as all tenorist acts by any party,

R ecalling the statem entm ade by the Secretary-G eneralon 9 A pril1999,
expressing concem atthe hum anitarian tragedy taking place in K osovo,

R eaffim Ing the rightof all refiigees and digplaced persons to retum to
theirhom es in safety,

R ecalling the jarisdiction and them andate of the Itemational T ribunal
forthe Fomm erYugoskvia,



B2 Lessons from Kosovo

W eloom ing the generalprincipleson a political solution to the K osovo
crisisadoptedon 6 M ay 1999 (S/1999/516,annex 1 to this resolution)
and w elcom Ing also the acceptance by the Federal R epublic of
Yugosilavia of the principles set forth in polnts 1 t© 9 of the paper
presented in Belgrade on 2 June 1999 (S§/1999/649, annex 2 to this
resolution), and the Federal R epublic of Yugoslavia’s agreem ent to
thatpaper,

R eaffirm Ing the comm im entofallM em berStates to the soversignty
and territorial ntegrity of the Federal R epublic of Yugoslavia and the
other States of the region, as set out In the H elsinki Final A ct and
annex 2,

R eaffirm ing the call n previous resolutions for substantial autonom y
and m eaningfiil self-adm nistration forK osovo,

D eterm ning that the situation in the region continues t constihite a
threat to ntemational peace and security,

D eterm Tned to ensure the safety and security of ntemational personnel
and the In plem entation by all concemed of theirregponsibilitesunder
the present resolution, and acting for these purposes under Chapter
V I of the Charterof the United N ations,

1.D ecides thata political solution to the K osovo crisis shall be based
on the general principles in annex 1 and as furtherelaborated I the
principles and otherrequired elem ents n annex 2 ;

2.W elcom es the acoeptance by the Federal R epublic of Yugoslavia of
the principles and other required elem ents referred to in paragraph 1
above, and dem ands the fi1ll cooperation of the Federal R epublic of
Yugoslvia in theirrapid in plem entation;

3.D em ands I particular that the Federal R epublic of Yugoskvia put
an in m ediate and verifiable end to violence and repression h K osovo,
and begin and com plete verifiable phased w ithdraw alfrom K osovo of
all m ilitary, police and param iliary forces according to a mpid
tim etable, w ith which the deploym ent of the Intemational security
presence n K osovo w il be synchronized;
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4 .Confim s thatafter the w ithdraw al an agreed num ber of Yugoslav
and Serb m ilitary and police personnelw illbe pem ited to r=tum to
K osovo to perform the functions n accordance w ith annex 2;

5. Decides on the deploym ent In K osovo, under United N ations
auspices, of mtemational civiland security presences, w ith appropriate
equipm entand personnel as required, and w eloom es the agreem entof
the Federal R epublic of Yugoslavia to such presences;

6 .R equests the Secretary -G eneral to appoint, In consulation w ith the
Security Council, a Special R epresentative to control the
In plem entation of the intemational civilpresence, and furtherraquests
the Secretary-G eneral to instruct his Special R epresentative to
coordinate closely w ith the Intemational security presence to ensure
thatboth presences operate tow ards the sam e goalsand in am utually
Supportivem anney;

7 .AuthorizesM em berStatesand relevant ntemational organizations
o establish the Intemational security presence In K osovo as setoutn
point4 of annex 2 w ith allnecessary m eans to fi1lfil its responsibilities
underparagraph 9 below ;

8. A ffimm s the need for the rapid early deploym ent of effective
Intemational civiland security presences to K osovo, and dem ands that
the parties cooperate fully in theirdeploym ent;

9.D ecides thatthe responsibilities of the ntemational security presence
o be deployed and acting In K osovo w ill Include:

a.D eterring renew ed hostlities, m aintaining and w here necessary
enforcing a ceasefire, and ensuring the w ithdraw aland
preventing the retum into K osovo of Federal and R epublic
m litary, police and param litary forces, exceptas provided in
pointé ofannex 2;

b.D em ilitarizing the Kosovo Liberation Amy KLA ) and other
arm ed K osovo A Ibanian groups as required 1n paragraph 15
below ;

c.Es@blishing a secure environm ent n w hich refugeesand
displaced persons can retum hom e in safety, the Intemational
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civilpresence can operate, a transitional adm nistration can be
established, and hum anitarian aid can be delivered ;

d.Ensuring public safety and orderuntil the ntemational civil
presence can take regponsibility forthis task;

e.Supervising dem ning untilthe ntemational civilpresence can,
as appropriate, take overregponsibility forthistask;

f. Supporting, as approprate, and coordnating closely w ith the
w ork of the Intemational civil presence;

g.Conducting borderm onitoring duties as required ;

h.Ensuring the protection and freedom ofm ovem entof iself, the
Tntemational civilpresence, and other intemational
organizations;

10. A uthorizes the Secretary-G eneral, w ith the assistance of elevant
ntemational organizations, to establish an ntemational civilpresence
T Kosovo In order to provide an terin  adm histration for K osovo
underw hich the people of K osovo can enjpy substantialautonom yw ithin
the FederalR epublic of Yugoslavia, and w hich w il provide transitional
adm mistration w hile esablishing and overseeing the developm ent of
provisionaldem ocratic self-govermning insttutions to ensure conditions
fora peacefiil and nom al life forall nhabiants of K osovo;

11.D ecides that the m ain regponsibilities of the intemational civil
presence w il include:

a.Prom oting the establishm ent, pending a final setflem ent, of
substantial autonom y and self-governm ent in K osovo, taking
fiull accountof annex 2 and of the R am bouilletaccords S/1999/
648);

b.Perform Ing basic civilian adm nistative functonsw here and as
Jong as required;

¢.0 ™anizing and overseeing the developm entof provisional
Tnsttutions fordem ocratic and autonom ous self-govemm ent
pending a political setflem ent, ncluding the holding of
elections;
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d.Transfernrng, as these Institutions are established, its
adm inistrative regponsibilities w hile overseeing and supporting
the consolidation of K osovo’s Jocal provisional lsttutions and
otherpeace-building activities;

e. Facilitating a political process designed to determ ine K osovo’s
future status, eking Mito accountthe R am bouilletaccords S/
1999648);

f. In a final stage, overseeng the transferof authority from
K osovo’s provisional insttutions to instifutions established
undera political settlem ent;

g.Supportng the reconsttuction of key nfriastucture and other
econom ic reconstruction ;

h.Supporting, In coordination w ith Intemationalhum anitarian
organizations, hum aniarian and disasterreliefaid;

1M aintaining civillaw and order, including establishing local
police forces and m eanw hile through the deploym entof
Tntemational police personnel to serve I K osovo;

j. Protecting and prom oting hum an rights;

k.A ssuring the safe and unin peded retum of all refugees and
displaced persons to theirhom es n K ogovo;

12 .Em phasizes the need forcoordnated hum aniarin welief operations,
and forthe FederalR epublic of Yugoskavia to allow unin peded access
to Kosovo by hum anitarian aid organizations and to cooperate w ith
such organizations so as to ensure the fast and effective delivery of
Intemationalaid;

13 .Encourages allM em berStates and mtemational organizations to
contribute to econom ic and social reconstruction asw ellas to the safe
retum of refugees and digplaced persons, and em phasizes in this context
the in portance of convening an ntemational donors’ conference,
particularly for the purposes set out In paragraph 11g above, at the
earliestpossible date;
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14 . Dem ands full cooperation by all concemed, Including the
Tntemational security presence, w ith the Intemational T ribunal forthe
Fom erYugoshvia;

15.D em andsthatthe KLA and otherarm ed K osovo A Ibanian groups
end in m ediately alloffensive actionsand com ply w ith the requirem ents
for dem ilitarization as laid down by the head of the mtemational
securty presence n consulation w ith the Special R epresentative of
the Secretary-G eneral;

16 .D ecides that the prohibitions in posad by paragraph 8 of resolution
1160 (1998) shallnotapply to amm sand rlated m atériel forthe use of
the mtemational civiland security presences;

17.W eloom es the work In hand In the European Union and other
Tntemational organizations to develop a com prehensive approach to
the econom ic developm entand sEbilization of the region affected by
the K osovo crisis, Including the in plem entation of a Stability Pactfor
South Eastem Europe w ith broad lntemational participation in oxder
to further the prom otion of dem ocracy, econom ic prosperity, stability
and regional cooperation ;

18. Dem ands that all States In the region cooperate fully in the
In plem entation of all agpects of this resolution;

19. D ecides that the Intemational civil and security presences are
established foran mitdal period of 12 m onths, to continue thereafter
unless the Security Council decides otherw ise;

20.R equests the Secretary -G eneral to reportto the Councilatregular
Intervals on the In plem entation of this resolution, including reports
from the leaderships of the intemational civiland security presences,
the first reports to be subm itted w ithin 30 days of the adoption of this
resolution;

21.D ecides to rem aln actively seized of the m atter.
Annex 1

Statem entby the Chaim an on the conclusion of them eeting of the G -
8 Foreign M histersheld atthe Petersberg Centtreon 6 M ay 1999:
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The G 8 Forrign M nisters adopted the follow ing general principles
on the political solution to the K osovo crisis:

— Imm ediate and verifiable end of violence and repression In
K osovo;

— W ithdraw al from K osovo ofm iliary, police and param iliary
forces;

— Deploym ent in K osovo of effective mtemational civil and
security presences, endorsed and adopted by the United
N ations, capable of guaranteeing the achievem entof the
comm on obEctves;

— Esablishm entofan lmterin adm histration forK osovo to be
decided by the Security Council of the United N ations to ensure
conditions fora peacefiil and nom al life forall inhabitants in
K osovo;

— The safe and fiee retum of all refiigees and displaced persons
and unin peded access to K osovo by hum anitarian aid
organizations;

— A political process tow ards the es@blishm entof an interin
political fram ew ork agreem entproviding fora substantial self-
govermm ent forK osovo, taking firll accountof the R am bouillet
acoords and the principles of soversignty and terrtorial
Itegrity of the Federal R epublic of Yugoslavia and the other
countries of the region, and the dem litarization of the KLA ;

— Com prehensive approach to the econom ic developm entand
stabilization of the crisis region .

Annex 2

A greem ent should be reached on the follow Ing principles to m ove
tow ards a resolution of the K osovo crisis:

1.An Immediate and verifiable end of violence and repression in
Kosovo.

2. Verifiable w ithdraw al from Kosovo of all m ilitary, police, and
param iliary forces according to a rapid tin et@ble.
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3.D eploym ent n K osovo under U nited N ations auspices of effective
Tntemational civil and security presences, acting as m ay be decided
under Chapter V IT of the Charter, capable of guaranteeing the
achievem ent of com m on cbjectives.

4 . The mtemational security presence w ith substantialN orth A tlantic
Treaty O rganization participation m ust be deployed under unified
com m and and controland authorized to establich a safe environm ent
forallpeople in K osovo and to facilitate the safe retum to theirhom es
of all digplaced persons and refugees.

5.Es@blishm entofan nterin adm Tnistration forK osovo as a partof
the Intemational civilpresence underw hich the people of K osovo can
enjpy substantialautonom y w ithin the FederalR epublic of Yugoslavia,
o e decided by the Security C ouncilofthe U nited N ations. The Interin
adm Tnistration to provide transitionaladm nistation w hile esablishing
and overseeing the developm ent of provisional dem ocratic self-
goveming Insttutions to ensure conditons fora peacefiil and nom al
life forall inhabitants n K osovo.

6. A fter w ithdraw al, an agreed num ber of Yugoslav and Serbian
personnelw e pem ited to retum to perform the follow Ing fimctions:

— Liaison w ith the Intemational civilm ission and the
Tntemational security presence;

— M arking/clearingm nefields;
— M aintaining a presence atSerb patrin onial sites;
— M alntaining a presence atkey border crossings.

7.Safe and fiee retum of all refuigees and digplaced personsunderthe
supervision of the O ffice of the Unied N ations H gh Comm issioner
for R efiigees and unin peded access to K osovo by hum anitarian aid
or™anizations.

8.A politicalprocess tow ards the establishm entofan nterim political
fram ew ork agreem ent providing for substantial self-govermm ent for
Kosovo, taking fiill acoount of the R am bouillet accords and the
principlesof sovereignty and tervitorial ntegrity of the FederalR epublic
of Yugoslavia and the other countries of the region, and the
dem ilitarization of UCK . N egotiations betw een the partes for a
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settlem entshould notdelay ordismuptthe es@blishm entof dem ocratic
self-goveming nstitutions.

9.A comprehensive approach t the econom ic developm ent and
sabilization of the crisis region . Thisw ill Include the in plem entation
of a sability pact for South-Eastem Europe w ith broad Intemational
participation in oxder to further prom otion of dem ocracy, econom ic
prosperity, stability and regional cooperation.

10. Suspension of m ilitary activity w ill require acceptance of the
prnciples setforth above in addition to agreem entto other;, previously
dentified, required elem ents, which are specified in the footmote
below 1A m iliary-technical agreem entw ill then be rapidly concluded
thatw ould, am ong otherthings, specify additionalm odalities, including
the roles and functions of Yugoslav /Serb personnel n K osovo:

W ithdrawal

— Procedures forw ithdraw als, Including the phased, detailed
schedule and delneation of a bufferarea n Serbia beyond
w hich forcesw illbe w ithdrawn;

R etuming personnel

— Equipm entassociated w ith retuming personnel;

Tem s of reference fortheir imctional regponsibilities;

T im etable fortheirretum;

D elineation of theirgeographical areas of operation;;

Rulesgoveming theirrelationship to the intemational security
presence and the mtemational civilm ission.

Notes
O therraquired elem ents:

— A 1apid and precise tin etable forw ithdraw als, m eaning, eg., 7
days to com plete w ithdraw al and airdefence w espons
w ithdraw n outside a 25 kilom etre m utual safety zone w ithn 48
hours;
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— Retum of personnel forthe four finctions specified above w ill
e underthe supervision of the Intemational security presence
and w llbe lin ited t© a an all agreed num ber hundreds, not
thousands);

— Suspension of m ilitary activity w ill occurafterthe beginning of
verifiable w ithdraw als;

— The discussion and achievem entof am ilitary-technical
agreem ent shall notextend the previously determ Ined tim e for
com pletion of w ithdraw als.
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Acronym List

A

AAFES A m y and A irForce Exchange Service

AAR A fierA ction Review

ABC Am erican B rmoadcasting C om pany

ABCCC A itbome Battlefield Com m and and ControlCenter
ACE 2 Tlied Com m and Europe

ACE Analysisand ControlE lem ent

ACOS A ssisentChief of Staff

ACT AnalysisControl Team

AC2ISRC A erogpace Comm and and Controland Intelligence,
Surveillance, and R econnaissance C enter

AD A m ored D ivision

ADAM A irD efense and A Irgpace M anagem entD frectorate
ADAMS A D gialAvionicsM ethodology Schem a
ADCON 2 dm histative C ontrol

AFAC A itbome Forw ard A irC ontroller

AFN A m ed Foroes N etw ork

AFSOUTH A 1lied Forces, Southem Europe
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AIRSOUTH A 1lied A irForces Southem Europe

AJP-9 A Tied Joint Publication #9,NATO Civil-Military
Cooperation (CIMIC) Doctrine @th Study D 1aft), July 2000

ALOQO A irLiaison O fficer

AMF ACE M obile Force, A Tlied M cbile Force

AMF (L) ACE M obile Force (Liand)

AMIB A Tlied M IBatialion

AMPS Autom ated M ission Planning System

AOQO A re=a of O peration

AOR A rea of R egponsibility

APOE A erial Portof Em barkation

APV A m ored PersonnelVehicles

ARRC A Tlied Comm and Europe Rapid Reaction Comps NATO)

ASD(C3I) A ssistantSecretary of D efense (Comm and, Control,
Com m unications, and Intelligence)

ASG A rea SupportG moup

ASZ A irSafety Zone

ATM A rTaskingM essage

ATM A irTrafficM anagem ent

ATO A rTasking O der

AUTODIN A utom aticD gialN etw ork

AUTOFU A utom ated Funkm ess (adar) G em an tactical system s)
AUTOKO A utom ated Corps (G exm an tactical system )

AWACS A ibome W aming and Control System



Appendix C c3

BDA BattleD am age A ssesam ent

BDE Brigade

BDU Battle D ress Unifomm

BRASs BubbasRunning A round

BSMC BalkansSpectum M anagem entCell

BUB Battle U pdate B refing

C

C2PC Comm and and C ontrol Personal C om puter
C3 Comm and, Control, and C om m unications
C3I Comm and, C ontrol, C om m unications, and ntelligence

C41ISR Comm and, Control, Com m unications, C om puters,
Intelligence, Surveillance, and R econnaissance

CA CivilAa fiairs

CAC CdsisActionCell

CALL Center forA m y Lessons Leamed

CAOC Combined A erogpace O perations C enter

CAS Camp Able Sentry

CAS Close A ir Support

CAT Com puter2 ided Translation

CCIR Comm ander’sC ritical Inform ation R equirem ents

CCRP Comm and and ControlR egearch Program
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CEC CentralE lection Comm ission

CECOM C om m unications-E lectronics Com m and
CERT Com puterEm ergency R egponse Team s
CEU Comm ission of the European Union
CFMU CentralFlow M anagem entUnit
CHATS CIHUM INT Autom ated ToolSet
CHE Com plex Hum anitarian Em ergencies
CIA Central Intelligence A gency

CID Com bat dentification

CID Crin inal lvestigation D ivision

CI C ounterintelligence

CIM Chiefof the Tm plem entation M ission
CIMIC C ivil-M ilitary C ooperation

CINC Comm anderin Chief

CINCEUCOM Comm ander n Chief, United States European
Comm and

CINCSOUTH Comm ander-in-C hief, A 1lied Forces Southem
Europe

CINCUSNAVEUR Comm ander-in-Chief, U S.N avy, Europe
CIS Comm unications and Inform ation System s

CISCC C1Is ControlCenter

CIVPOL C ivilian Police

CJCMTF Combined JointC ivil-M iliary Task Force

CMD Comm and

CMO C wilM ilitary O perations
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CNA Com puterN etw ork A ttack

CNBC Consum erN ew sand B usiness Channel
CNN Comm erxcialN ew sN etw ork

CODAN CarrierO perated D evice, A ntd-N oise
COE Councilof Europe

COMINT Com m unications ntelligence
COMKFOR Comm ander; K osovo Force
COMMZ Com m unications Zone

COMSEC Com m unications Security

CONOPS Contingency O perations

CONUS ContinentalUnited States

COYOTE Canadian Surveillance System

CPIC Coalition Press Tnform ation Center

CRC CombatR eplacem entCenter

CSCI Comm ercial Satellite C om m unications hitiative
CSIS Center forStategic and Intemational Studies

C-SPAN Cablk Satellite Public A fiairs N etw ork

CTAPS Contingency TheaterA irControl System A utom ated

Planning System

CUDN Common UserD ata N etw ork

D

DAMA D em and A ssigned M ultple A coess

DANIDA D anish A id A gency
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DASH D eployable A utom ation SupportH ost
DCSINT D eputy Chief of Staff for htelligence
DCSLOG D eputy Chief of Staff for Logistics
DEAD D estoying Enemy A irD efense System s
DENCAP D ental C ivic A ction Program

DFAC D ining Facility (& dm Inistration C enter)
DFSCOORD D eputy Fire SupportC cordmnator
DIA D efense ntelligence A gency

DISA D efense Infom ation System s A gency
DISA-EUR D efense Tnform ation System s A gency— Europe
DISN D efense Infom ation System sN etw ork
DoD D epartm entof D efense

DOIM D irectorate of Inform ation M anagem ent
DOS D epartm entof State

DP D isplaced Persons

DPKO D epartm entof Peacekeeping O perations
DRSN D efense Red Sw itched N etw ork
DSACEUR D eputy Suprem e A Tlied Com m ander, Europe
DSCS D efense Satellite C om m unications System
DSN D efense Sw irhed N etw ork

DTG D ate-Tin eG roup

DTG D »ial Transm ission G roup

DTRAC D ataTrac (Inform ation tracking system sm anufacturer)



Appendix C c-7

E

EAC Echelons2Above Corps

EADRCC Eurm A tlantic D isasterR egponse C cordination C enter
EAPC Euro-A tlantic Parmership C ouncil

EBU European B roadcasting Union

ECAC E lection Com plants and A ppeals sub-Comm ission
ECB Echelons Corps and B elow

ECHO European Com m unity Hum anitarian O rganisation
EIF Entry nto Force

EJS Em erxgency Judicial System

ELINT E lectronic ntelligence

EMG Em ergency M anagem entG roup

EOD Explosive O rdnance D isposal

EPS EJektroprivieda Stbik (Serbian E lectricity Provider)
ERT Em exgency R esponse Team

EU European Union

EUCOM United States European Com m and

EURCERT Europe Com puter Em ergency R esponse Team

EUROCONTROL European O rganisation forthe Safety of A ir
N avigation

EUROCORPS European m ultinationalam y corps
EW ElectonicW arfare

EWS Expeditionary W eatherSquadron
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F

FAADCS Fleetaccounting and disbursing centers
FAC Fow ard A irControllers

FAP Fly Away Package

FEMA Federal Em exgency M anagem entA gency
FHT FieldHUM INT Team

FM Force M odule

FM Frequency M odulation

FMD Flow M anagem entD ivision

FOB Fow ard O perating Base

FRAGO Fragm entary O der

FRY Federal R epublic of Yugoskhvia

FSE Fire SupportE lem ent

FSO Fire SupportO fficers

FST Field SupportTeam

FYROM Fom erYugoslv R epublic of M acedonia

G

G2X Genemlgaff forHUM INT coordination
GCCS G IobalComm and and Control System
GFSU G reek Force SupportUnit

GIS G eocgraphic Tnform ation System

GP G roup
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GPS G Iobal Positioning System

GSA G enemlServicesA dm nistration
GSA G eneral SupportA rtllery

GSM G round Station M odule

GSZ G round Safety Zone

HA Hum anitarian A ssisance

HARM H igh-Speed Anti-Radiation M issile

HCIC Hum anitarian Com m unity Inform ation C enter

HESCO B rand nam e: H esco B astion Concertainer® DefenseW all
HF H igh Frequency

HMMWY H igh M ability M ulbpurpose-W heeled Vehicles

HOC Hum an Intelligence HUM INT) O perations Cell

HQ H eadquarters

HS-MUX H igh-Speed M ultplexers

HUMINT Hum an Intelligence

TAC Interim A dm istative C ouncil

TADS Itegrated A irD efense System

IATA Ihtemational A ir T ransportA ssociation
IC Inform ation Cam paign

ICAO Intemational C vilA viation O rganization
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ICITAP IntemationalC rim e Investigative T raining A ssistance
Program

ICRC mtelligence Contingency R eadiness C enter
ICRC ItemationalComm itee of the Red Cross
ICTC htemationalCM IC Training Center

ID Ientification

IDA Istitute forD efense Analyses

IDNX Itegrated D ata O igial) N etw ork Exchange
IDP mtemally D isplaced Person

IDR TitalD esign Review

IFONE Telecom m unications service provider
IFOR In plem entation Force

IMF IntemationalM onetary Fund

IMINT Im agery Intelligence

IMS Inform ation M anagem entSystem

IMS ItemationalM ilitary Staff

INFOSEC Infom ation Security

INMARSAT IntemationalM cbile Satellite C om m unications
Com pany

INSS Istitute forN ational Strategic Studies
INTELINK SCIkvelW ebbased acoess
INTELINK-S Secretlevel com ponentof ntelink
INTSUM Intelligence Sum m ary

10 Inform ation O perations

10 IntemationalO rganization
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IOM IhtemationalO rganization forM igration

IOR Indian O cean Region (ocation of GEO satellites)
IOWG Inform ation O perationsW orking G roup

IPB Intelligence Preparation of the B attlespace

IPKO Ihtemet ProjectK osovo

IR Inform ation R equests

IRC ItemationalR escue Comm iee

IRIDIUM G emm an satellite telecom m unications system
IRT IndividualR eadiness Traning

ISB Interm ediate Staging Base

ISP IhtemetService Provider

ITC Irish TransportC om pany

IVSN Inital Voice Sw itrhed N etw ork

J

J-2 Intelligence JontStaffD frectomte)

JAT JomtA nalysis Team

JCC JomntC wilComm ission

JCCC JointComm unications ControlC enter

JDISS JointD eployable telligence Support System
JEOC JointE lections O peration C enter

JFACC JointForces A irC om ponentComm and
JFLCC JointForces Liand Com ponentComm and

JFMCC JomtForcesM aritim e Com ponentComm and
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JIAS Jointnterin A dm histative Stucture

JIC JointInm plem entation Comm ission

JOC JointO perations C enter

JOIIS JointO perations/ telligence hfom ation System
JSC JointSecurity Comm ittee

JSEAD JointSuppression of Enem y A irD efense
JSTARS JointSurveillance TargetA ttack R adar System
JTF JomtTask Force

JTIDS JointTactical nform ation D istribution System

JVB JomtV isitors Bureau

K

KDG K osovo D evelopm ent G roup

KFOR Kosovo Foroe

KLA Kosovo Liberation Amy

KPC K osovo Protection Corps

KPN N etherlands Postaland Telecom m unications Services
KPS Kosovo Police Service

KPSS Kosovo Police Service School

KRIS K osovo R epatriation nform ation Support
KSN KFOR SecretN etw ork

KTC X osovo Transitional C ouncil

KU Ku Frequency Band

KVM K osovo V erification M ission
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L

LAN LocalA rea N etw ork

LANDCENT A2 1lied Land Forces C entral Europe
LBD United D em ocratic M ovem ent

LCAC Landing CraftA irCushion

LDK D em ocratic Lieague of K osovo

LIWA Land Inform ation W arfare A ctivity

LNO Liaison O fficer

LOCE L inked O perations-ntelligence C enters Europe

MA M unicipalA dm histator

MAAP M asgterA irA ttack Plan

MACC M ine A ction C cordination C enter
MANPAD M an-Porable A IrD efense System
MASH M cbile A my Surgical H ogpial
MASINT M easurem entand Signature ntelligence
MCM M obile Comm unicationsM odule
MCU M ultpointContolUnit

MDMP M ilitary D ecisionm aking Process
MEDCAP M edical C ivic A ction Program
MEDEVAC M edical Evacuation

METL M ission-Essential Task Liist
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MEU M arine Expeditionary Unit

MI M ilitary itelligence

MILSATCOM M ilitary Satellite C om m unications
MITEL C anadian telecom m unications com pany
MLRS M ultple Launched R ocket System

MNB M ultinationalB rigade

MNB-C M ultnationalB rigade Central)

MNB-E M ultnationalB rigade (East)

MNB-N M ultinationalB rigade IV orth)

MNB-S M ultinationalB rigade (South)

MNB-W M ultnationalB rigade W est)

MND M ulthationalD ivisions

MNICC M ultnational Intelligence C cordination Cell
MOBTEL M cbile Telecom m unications (Yugoslavian com pany)
MOC M edia O perations Center

MOD M mister M Tnistry) ofD efense

MoE M easure of E ffectiveness

MoM M easure of M erit

MOU M em orandum of U ndersanding

MP M ilitary Police

MPAD M obile Public A flars D etachm ent

MRE M ealReady-to-eat

MRE M ission R ehearsal Exercises

MRP M nistry of Public O rder
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MSE M obile Subscriber Equipm ent

MSF M edecins sans Frontieres

MSNBC M icrosoft/N ational B roadcasting C om pany
MSU M ultinational Specialized Unit

MTAM iliary Trahning A greem ent

MTA G overmm ents of the Federal R epublic of Yugoslavia and the
Republic of Setbia

MTI M oving Target Indicator
MUP M nistry of mtemalA flairs Police (ranslation)

MWR M oralk, W elfare, and R ecreation

N

NAC North A tlantic Council

NAC2 NATO A irComm and and Contiol

NACOSA NATO CIS O perating and Supportng A gency
NAEW NATO A itbome Early W aming

NAMIS NATO Autom ated M eteorological nform ation System
NAMSA NATO M aintenance and Supply A gency

NATMC NATO A irTrafficM anagem entCenter

NATO N orth A tlantic T reaty O rganization

NC3A NuclearComm and, C ontrol, and C om m unications (C3)
Assesament

NCO Non-Comm issioned O fficer
NDU N ational D efense University

NEWSKY Comm ercial satellite com m unications provider
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NGO N on-govermm entalO rganization

NIC N ational Intelligence Cells

NIC N ational Intelligence C ouncil

NIDTS NATO hitalD ata Transfer System

NIMA N ational In agery and M apping A gency
NIPRNET N onsecure Intemet Protocol R outerN etw ork
NIST N ational Ihtelligence SupportTeam

NSA N ational Security A gency

NSA NATO Standardization A gency

NSE N ational SupportE lem ents

0

OAF O peration A 1lied Force
OASD O ffice of the A ssistant Secretary of D efense

ODCSIM O ffice of the D eputy Chief of Staff, Infom ation
M anagem ent

OHR O ffice of the H igh R epresentative

OIC O fficerin Charge

0JG 0 peration JointG uardian

OmniTrac Comm excial Satellite Tracking System
OPCOM O perationalComm and

OPCON 0 perational C ontrol

OPLAN O perationsPlans

OPORD O perationsO der
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OPSEC 0 perations Security
OPTEMPO O perations Tem po
OSCE 0 ranization forSecurity and C ooperation n Europe

OSINT 0 pen-Source Intelligence

P

PA Public A fiairs

PABX Private A utom atic B ranch Exchange

PACOM Pacific Comm and

PAG Public A flairs G uidelines

PAIS Public A fiairs Taform ation Service

PAO Public A fiairs O fficer

PASOS Portable A utom ated Surface O bserving System
PBX Public Telephone Sw itching

P/DSRSG Principal D eputy Special R epresentative of the Secretary
General

PDD PresidentialD ecision D frectives

PfP Parmership forPeace

PGOK Provisional G ovemm ent of K osovo
PI Pointof Impact

PI Procedural iem

PIO Public aform ation O fficer

PIR Prim ary Intelligence R equirem ents

PIR Priority Intelligence R equirem ents
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PJP M UP Specialized Units

PMSYVS Pibtto M eteormlogical Service Voice System
POLAD Political A dvisor

POP Pomntof Presence

POW PrisonerofW ar

PPDK Party forD em ocratic Progress in K osovo

Promina Comm ercial netw orking system provided by Logistca
Telecom

PSE PSY O P SupportE lem ent

PSO Peace SupportO perations

PSYOP Psychological O perations

PT Physical Training

Ptarmigan B ritish A m ym ilitary radios

PTK Kosovo Public Telecom m unications

PTT Pos@zl, Telephone, and Telegraph Services
PVO Private Voluntary O rganization

PX PostExchange

e

QRF Quick R eaction Force

RAND R essarch and D evelopm ent

RATT Radi Telktype
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RELNATO Releassble Intelligence NATO
RELKFOR Releassble Intelligence KFOR
RELSFOR R eleasable Stabilization Forces
RFMC Regional Frequency M anagem entCell
RIP R eplacem ents n Place

RJEOC R egional JomtE lection O peration Cell
RMWS RemoteM miatire W eatherStation
RSO Receiving, Staging, and O nw ard M oving
RSO Regional Securdty O fficer

RTK Radio Television K osovo

RTS Radio Television Setbia

RVA Rapid V illage A ssessm ent

S

SA Security A ssistance

SA Selective Availbility GPS)

SA SeniorAdvisor

SA SiationalA w areness

SACEUR Suprem e A Tlied Com m anderEurope
SACLANT Suprem e A Tlied Com m anderA tlantic
SAJ M U P Special A nt-tenorist U nits

SAM Surface to A irM issiles

SATCOM Satellite C om m unications

SC SIGN IT Conelation
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SCI Sensitive C om partm ented Tnform ation

SEAhuts SoutheastA sia Huts

SETAF Southem European Task Force

SFOR Stabilization Force

SHAPE Suprem e H eadquarters A 1lied Pow ers, Europe
SIGINT Signals Intelligence

SINCGARS Single-Channel G round and A itbome R adio System
SIPRNET Secret Intemet Protocol R outerN etw ork
SITREP Situation R eport

SNC Serbian N ational C ouncil

SOCCE SpecialO perations Com m and and ControlE lem ent
SOF Special O perations Forces

SOP Standard O perating Procedure

SpaceLink Comm ercial satellite com m unications com pany
SPOD Sea PortofD ebarkation

SPOE Sea Portof Em barkation

SPRINT Special Psychiatric R apid Intervention Team

SPS Socialist Party of Serbia

SRSG Special R epresentative of the Secretary G eneral
STEP Standard Tactical Entry Point

STU-III Secure Telephone Unit TIT

SWO s@affW eatherO perations
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T

TACMET TacticalM eteorological

TACOM TacticalComm and

TACON TacticalContiol

TACSAT Tactical Satellite

TAMSCO Am erican telecom m unications com pany
TEMA Taning, Education,andM utualA ssistance
TF Task Force

TFCICA Task Force C ICoordnating A ctivity
TFE Task Force Eagle

TFF Task Force Faloon

TFMC TheaterFrequency M anagem entC ell
TMK K osovo Protection Corps (TmupatE M brojoes se K osoves)
TOA Tmnsferof A uthority

TOC TacticalO perationsC enter

TO&E Tables of O rganization and Equipm ent
TPN Tactical PacketN etw ork

TPT Tactical PSYO P Team

TRANSEC Tranan ission Security

TRAP TacticalR ecovery of A Ircraftand Personnel
TROPO Troposphers

TRRIP TheaterR apid R egponse telligence Package

TRW Thom pson Ram o-W ocoldridge C om pany
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TSM TargetSynchronization M atrix

TST Tactical SupportTeam

U

UAE United A 12b Em irates

UAYV Unm anned aerialvehicles

UCK Ushtria Clirimtare E Kosoves

UCMJ United States) Uniform Code of M ilitary Justice

UCPMB FomerUCK KLA (L iberation A my of Prescvo,
M edcedf, and Bujnovac)

UHF U lzahigh Frequency

UNHCR United N ations H igh Comm issioner forR efiigees
UNITAF Unified Task Force

UNMIK Unied N ations Interim A dm Inistrattion M ission In K osovo

UNMIK-P United N ations Tnterim A dm nistration M ission in
Kosovo Police

UNOSOM I United N ations O peration In Som alia IT
UNPROFOR United N ations Protection Force
UNSCR United N ations Security Council R esolution (s)

UNTAES United N ations T ransitional A dm Inistration In Eastem
Slavonia BarmnpandW estem Sirum )

UPS Uninternupted Pow er Sources
USA United StatesAmy

USACAPOC U S.Amy C wilA ffairs and Psychological
O perations Com m and



Appendix C c-23

USAF Unied SatesA irForce

USAFE United States A irForce, Europe

USAFE/SA United States A ir Forces Europe Studies and A nalysis
USAID United States A gency for Intemational D evelopm ent
USAREUR United States A m vy, European Com m and
USCINCEUR Comm ander-in-Chiefof U S.European Comm and
USEUCOM U nited States European Comm and

USGS U S.Geological Survey

USIA U S. Inform ation A gency

USKFOR Unied States K osovo Force

USMC United StatesM arine Corps

USN United States N avy

USNAVEUR United StatesN aval Forces Europe

UXO Unexploded Explosive O rdnance

V

VERP V illage Em ploym entR ehabilitation Program
VJ Yugoslavian Amy
VSAT Very Sm allA perture Temm Tnal

VTC Video Teleconferencing

W

WACW eaponsA uthorization Card

WAN W de-A rea N etw otk
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