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Preface

t will be decades before the real book on Network

Centric Warfare will be written. This effort is designed
to help prepare for the journey that will take us from
an emerging concept to the fielding of real operational
capability. The success of any journey depends in
great measure upon the preparations made. These
preparations include a shared sense of purpose, a
destination, education and training, and provisions.
Many challenges remain. One that is already causing
problems is not having a concrete destination, but
rather a broad vision of the characteristics of the
destination. In a journey such as this, the process
becomes the concrete objective for those who are
guided by a vision. It is hoped that this book will
contribute to the preparations for this journey in two
ways. First, by articulating the nature of the
characteristics of Network Centric Warfare (NCW).
Second, by suggesting a process for developing
mission capability packages designed to transform
NCW concepts into operational capabilities. The
CCRP is continuing to work with others to undertake
research and outreach initiatives aimed at developing
a better understanding of network-centric concepts
and their application to national security. We are
interested in hearing about your efforts and ideas.

Given the velocity of the evolution of ideas and
experiences about NCW, it is impossible for a “print
media” to keep up. Consequently, we find ourselves
literally updating and expanding the material in this
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manuscript from the moment it left on its journey to
the “presses.” While we may in the future publish an
updated edition, readers should visit the CCRP
website at www.dodccrp.org for updated versions and
additional material on the subject.

David S. Alberts
Director, Research OASD(C3I)
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Introduction

War is a product of its age. The tools and tactics
of how we fight have always evolved along with
technology. We are poised to continue this trend.:

Warfare in the Information Age will inevitably embody
the characteristics that distinguish this age from
previous ones. These characteristics affect the
capabilities that are brought to battle as well as the
nature of the environment in which conflicts occur.

Often in the past, military organizations pioneered
both the development of technology and its
application. Such is not the case today. Major
advances in Information Technology are being driven
primarily by the demands of the commercial sector.
Furthermore, Information Technology is being applied
commercially in ways that are transforming business
around the globe.

The purposes of this book are to describe the Network
Centric Warfare concept; to explain how it embodies
the characteristics of the Information Age; to identify
the challenges in transforming this concept into a real
operational capability; and to suggest a prudent
approach to meeting these challenges.

In the commercial sector, dominant competitors have
developed information superiority and translated it into
a competitive advantage by making the shift to
network-centric operations. They have accomplished
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this by exploiting information technology and
coevolving their organizations and processes to
provide their customers with more value. The
coevolution of organization and process is being
powered by a number of mutually reinforcing, rapidly
emerging trends that link information technology and
increased competitiveness.

Similar concepts are beginning to take root in military
thinking, new concepts, plans, and experiments. It is
for this reason that developments in the commercial
sector are significant and worthy of note, for they
provide insights into the potential power of information
superiority in the conduct of military operations.

Network Centric Warfare is the best term developed
to date to describe the way we will organize and fight
in the Information Age. The Chief of Naval Operations,
Admiral Jay Johnson, has called it “a fundamental shift
from platform-centric warfare.” We define NCW as
an information superiority-enabled concept of
operations that generates increased combat power
by networking sensors, decision makers, and shooters
to achieve shared awareness, increased speed of
command, higher tempo of operations, greater
lethality, increased survivability, and a degree of self-
synchronization. In essence, NCW translates
information superiority into combat power by effectively
linking knowledgeable entities in the battlespace.

Joint Vision 2010's (JV2010) parallels to the revolution
in the commercial sector are striking, with JV2010’s
stated emphasis on developing information superiority
and translating it to increased combat power across
the spectrum of operations, as well as the key role of
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experimentation in enabling coevolution of
organization and doctrine.

To reach its full potential, Network Centric Warfare
must be deeply rooted in operational art. As such, we
cannot simply apply new technologies to the current
platforms, organizations, and doctrine of warfare.
There is ample historical precedence for the
coevolution of organization, doctrine, and technology
in the warfighting ecosystem. For example,
performance advantages at the platform level have
often led to the emergence of new doctrine, tactics,
techniques, or procedures. During World War Il, Army
Air Corps commanders increased the survivability and
lethality of daylight bombing operations by coevolving
tactics to exploit the improved range and endurance
capabilities of the P-51 and the improved capabilities
of the Norden Bombsight to conduct daylight precision
bombing with fighter protection for the otherwise more
vulnerable bombers.:« Similarly, coevolution played a
key role in the eventual Allied victory in the Battle of
Britain. In this decisive air campaign, the introduction
of radar coupled with the change it enabled in the
command and control structure and system provided
Allies with a critical competitive advantage.s
Consequently, as we continue to apply emerging
information technologies, we should not be surprised
by the need to explore new warfighting concepts that
employ new organizations or new processes.

Different organizations have different time constraints
with respect to change. Within the private sector there
are many organizations in the vanguard of a shift to
network-centric operations. These organizations
provide us with a look into a possible future. We need
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to closely examine the experiences of these
organizations and if they are applicable, apply the
lessons learned.

We set the stage with a discussion of the myths
currently circulating about NCW; a description of the
nature of the changes taking place in the commercial
sector, and a discussion of their implications for military
organizations and operations. The concept of NCW is
then introduced and reviewed in detail. Given the
profound implications for how the military organizes,
equips, trains, and fights, we then address the process
by which technology is introduced into organizations.
The book concludes with a discussion of the road
ahead and a strategy for moving from NCW-based
concepts to NCW-based operations.

Since successful adoption of NCW requires a cultural
change, it cannot be achieved without widespread
discussion, debate, experimentation, and ultimately,
broad acceptance. If this book stimulates and
contributes to this process, it will have achieved its
intended effect.



NCW Myths

We are sure that many readers have already read
a lot and heard a lot about Network Centric
Warfare (NCW). Certainly there is no shortage of
exaggerated claims, unfounded criticisms, and just
plain misinformation about this subject. Sorting out fact
from fancy will be among the community’s principal
tasks as we grapple with how to apply network-centric
concepts to military operations. The following
discussion of a number of myths currently circulating
about the nature, limitations, and dangers of Network
Centric Warfare will set the stage for the detailed
exploration of Network Centric Warfare concepts
offered here. It will do so by alerting the reader to a
number of important issues that must be addressed
and widely understood if we are to achieve the critical
mass of consensus needed to rapidly move ahead.

The Myths

Myth 1: We are experts on NCW and this book
has all of the answers.

The truth is that we are not experts on NCW and far
more importantly, in our opinion, no one is. In fact at
the current time, NCW is far more a state of mind than
a concrete reality. Despite this, scattered evidence is
now beginning to emerge in the form of “existence
proofs” that document the value-added provided by
NCW capabilities. These are referenced in later
sections. This book will be only one of many attempts
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to understand and explain the concepts of NCW and
their application to specific military organizations and
operations. It will be some time before the full potential
of NCW concepts will be understood and even more
time before we begin to realize their potential. We need
to move beyond bumper stickers to fully explore and
debate this important subject. It is our hope that this
book will stimulate and contribute to such a discourse,
helping to make all of us more aware of the potentials
and pitfalls of NCW.

Translating this concept into a real operational
capability requires far more than just injecting
information technology in the form of an information
infrastructure or infostructure. It requires concepts of
operation, C2 approaches, organizational forms,
doctrine, force structure, support services and the
like—all working together to leverage the available
information. We call this a Mission Capability Package
(MCP). How NCW concepts will ultimately be
manifested in Mission Capability Packages designed
to leverage Information Superiority is the central
guestion we all face. The answer, despite premature
predictions to the contrary, will unfold only after much
hard work.

Myth 2: NCW is all about the network.

Actually, NCW is more about networking than networks.
It is about the increased combat power that can be
generated by a network-centric force. As we will show,
the power of NCW is derived from the effective linking
or networking of knowledgeable entities that are
geographically or hierarchically dispersed. The
networking of knowledgeable entities enables them to
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share information and collaborate to develop shared
awareness, and also to collaborate with one another to
achieve a degree of self-synchronization. The net result
Is increased combat power.

Myth 3: NCW will change the nature of warfare.

Obviously, the word nature means different things to
different people, but if you take a look at the principles
of war, only the principles of mass and maneuver need
to be somewhat reinterpreted to reflect the massing
of effects, not forces. The other principles remain as
meaningful as ever.

NCW does however offer us an opportunity to improve
our ability to achieve these principles by reducing the
tensions among them. We will show that the principles
related to the offense, economy of force, surprise, and
unity of command can clearly be helped by the
application of NCW concepts. And despite some well-
founded concern, we believe NCW can also contribute
to achieving the principle of simplicity.

Myth 4: NCW applies only to large-scale conflict
with a peer competitor.

If one associates NCW with the kind of tactical sensor-
to-shooter low hanging fruit that early experiments are
focusing on, then one might be tempted to reach this
conclusion. However, if one takes a look at the principles
of war, which apply pretty broadly across the mission
spectrum, then one is forced to conclude otherwise.

For example, the principle of offensive is to act rather
than react and to dictate the time, place, purpose,
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scope, intensity, and pace of operations. This is all
about battlespace awareness, speed of command, and
responsiveness. As will be demonstrated later in this
book, the application of NCW concepts has enormous
potential for improving our ability to achieve
battlespace awareness, speed of command, and force
responsiveness. We will also show that the application
of NCW concepts have proven useful in Operations
Other Than War (OOTW) including Desert Fox,
Deliberate Force, and in Bosnia.

While it is true that our collection systems are not
currently designed for OOTW, this does not negate
the promise that NCW has for improving upon our
current approaches to these kinds of operations. Thus,
rather than saying that NCW is not applicable to
OOTW, it would be more accurate to say that we could
not hope to fully realize the promise of NCW without
proper attention to the collection and analysis of
appropriate information. But even in the case where
information is far less than perfect, it could reasonably
be argued that being able to have a shared
understanding of what is known and what is not known
would be preferable to a situation in which units
operated in isolated ignorance.

Myth 5: NCW makes us more vulnerable to
asymmetric attacks.

We are, of course, far too vulnerable for comfort. We
cannot tell you NCW will make us less vulnerable. The
truth is that nobody knows. This is because it depends
on how the concepts of NCW are translated into
concepts of operation, doctrine, force structure, and
each of the other elements that comprise a mission



NCW Myths 9

capability package. Our increasing dependence on our
“system of systems” and our potential vulnerabilities
to problems like Y2K, information warfare, or simply
malfunctions due to sheer complexity should give us
pause. These vulnerability issues need to be more
fully explored as the number of our systems and our
dependence upon their proper functioning continues
to grow and as they individually and collectively
become more complex.

However, it would be foolish to discard the concept of
NCW because of these concerns. Rather we need to
keep our vulnerabilities in mind as we proceed to
define and build our future infostructure and take steps
to rigorously test proposed NCW solutions, subjecting
them to information attacks.

Myth 6: We are already well on the road to NCW.

To fully leverage Information Superiority and apply the
concepts of NCW to the full range of tasks we in DoD
undertake in support of our many mission challenges,
two things are required—first, a suitable infostructure
and second, coevolved mission capability packages.

While we are taking steps in the right direction, and
indeed are making useful progress, unless we take
appropriate action now, we will fall short in both areas,
hampering our ability to make further progress. First,
the infostructure we can reasonably expect, given
current plans, investments, and acquisition processes
will have shortfalls in several significant dimensions.
We can expect continued vulnerabilities, a lack of
connectivity and bandwidth, particularly for that
stubborn last mile, and problems with mobility and
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survivability. One problem we grapple with is the
program-centric way we acquire capabilities. Another
is the need for improved approaches to the challenges
associated with integrating a federation of systems.

Second, unless we do a better job of nurturing and
rewarding innovation, our applications of NCW
concepts are more likely to be linear extensions of
current concepts and practices rather than being truly
innovative. We may be thus trapped in a vicious cycle,
where a lack of infostructure will hamper the ability of
innovators by making it difficult to imagine what is
possible and to test out new ideas, and by making the
concepts that are developed seem beyond reach.

Myth 7: The commercial world has shown us the
way, all we need to do is follow.

In fact, network-centric concepts do not automatically
translate into effective organizations. This is true
whether or not one is trying to apply this concept in
the commercial sector or to DoD. This assertion that
“what is good for business is good for DoD” is a
dangerous oversimplification. However, the converse
assertion that “lessons learned in the commercial
sector have no application to the domain of warfare”
is equally untrue and if believed, would deny us an
opportunity to learn from the experiences of others
when they are applicable.

Myth 8: NCW will give us the power to dominate
our adversaries.

Obviously, anyone that claims that NCW concepts are
“the answer” clearly misunderstands what NCW is all
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about. As we will show, NCW allows us to get the
most out of our people and our assets. However, better
awareness depends upon not only sharing what we
know but also upon our ability to collect and analyze
needed information. Improved collaboration, speed of
command, and other attributes of command and
control will not make up for weapons that are
insufficient or inappropriate for the task at hand. Thus,
it is important to remember that we need balanced
mission capability packages to satisfy our operational
warfighting requirements.

There are some types of operations that we are not
as well equipped to do as others. Clearly, in some of
these cases we need to invest in other capabilities in
order to make significant gains. Thus, while NCW has
the potential to improve upon current performance, it
is clearly not a panacea.

Myth 9: NCW will not survive first contact with
the real fog, friction, and complexity of war.

The fact that warfare will always be characterized by
fog, friction, complexity, and irrationality circumscribes
but does not negate the benefits that network-centric
operations can provide to the forces in terms of
improved battlespace awareness and access to
distributed assets. While predicting human and
organizational behavior will remain well beyond the
state of the art, having a better near real-time picture
of what is happening (in situations where this is
possible from observing things that move, emit, etc.)
certainly reduces uncertainty in a meaningful way. We
would argue that better battlespace awareness and
increased responsiveness could help us shape the
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battle to our advantage. This notion is not new, but an
extension of the classic principal of offensive. NCW
concepts hold the promise of giving us more to work
with.

Myth 10: NCW is an attempt to automate war that
can only fail.

NCW is not about turning the battle over to “the
network” or even about relying more on automated
tools and decision aids. It is really about exploiting
information to maximize combat power by bringing
more of our available information and warfighting
assets to bear both effectively and efficiently. NCW is
about developing collaborative working environments
for commanders, and indeed for all our soldiers,
sailors, marines, and airmen to make it easier to
develop common perceptions of the situation and
achieve (self-) coordinated responses to situations.
However, there is definitely a place for automated tools
and decision aids on the battlespaces of the future.
As we will explain, there are different types of decisions
to be made and different tools and approaches to these
decisions are appropriate. Potentially, a lot could be
gained from the prudent application of automated
processes—arguments ad absurdum not withstanding.

Myth 11: NCW will result in our chasing our tails
rather than responding to battlespace events.

There has been some concern voiced about NCW'’s
effect on the speed of command. The worry is that we
will develop a pace that is so rapid that we will “get
ahead of ourselves” on the battlefield, responding not
to an adversary’s actions and reactions, but to
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ourselves (chasing our tails, as it were). Obviously,
one can easily construct situations and circumstances
where “speed of command” is irrelevant or worse,
harmful. But there are many circumstances and
missions where, all things being equal, speed of
command will be decisive. The pointis that NCW gives
us an opportunity to increase speed of command when
it is appropriate; it does not force us to do so when it
is not. Thus, the point we can take away is the need
to better understand how we can leverage speed of
command in military situations and dispel the myth
that speed (or any other single factor) is either a
panacea or an unmitigated good.

Summary

It is important to realize that each of these myths
contains the germ of a valid concern. It would be
unfortunate if, because of the way in which these
concerns are expressed, they were not given due
attention as we proceed on our journey into the future.






The Information Age

Recent advances in Information Technologies (IT)
and the ability of organizations and individuals
to take advantage of the opportunities these
advances provide are profoundly altering the nature
of the world in which we live. The Information Age is:

1) changing how wealth is created,;

2) altering the distribution of power;

3) increasing the complexity;

4) shrinking distances around the world;
and

5) compressing time, which increases the
tempo of our lives.

This chapter examines the nature of those changes.

The Technology

Information Technology is the DNA of the Information
Age—the fundamental building block of dominant
competitors. The underlying trends in Information
Technology (which are discussed in Appendix A) are
coalescing to create orders of magnitude increases
in the ability of human beings to operate in the
information domain. At the most basic level, the
primary observable of this quantum improvement in
the information domain can be observed in the
dimensions of speed and access.

15
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Across a broad range of activities and operations,
the time required by individuals to access or collect
the information relevant to a decision or action has
been reduced by orders of magnitude, while the
volume of information that can be accessed has
increased exponentially. In some competitive
domains, the timelines for creating value have been
reduced from hours to seconds (e.g., on-line trading).
Consequently, across a broad range of value-creating
activities, the fundamental limits to the velocity of
operations are no longer governed by space or time.
Instead, the fundamental limits are governed by the
act of deciding, by the firings of neurons, by the speed
of thought.

Clearly, these revolutionary changes in the
information domain have the potential to have the
same level of impact on the fabric of society that
previous revolutionary technologies have wrought
(e.g., the steam engine, the internal combustion
engine, the airplane). These changes created new
opportunities for creating and distributing wealth and
power. At this phase of the Information Age, it is clear
that we are poised to continue compressing time and
space beyond the physical limits ofthe Industrial Age.

Wealth and Power

The original recipe for wealth creation featured land,
labor, and capital as its key ingredients. In the
Industrial Age the relative importance of land
diminished as factories required mainly capital and
labor. Capital was needed for machinery and raw
materials. The demand for labor, still needed for
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production, abated somewhat as productivity
increased.

Creating wealth involves adding value, turning raw
ingredients into products. Energy in one form or
another is required to accomplish this transformation.
Our progression from one age to another has been
propelled by a change in the source of energy, freeing
us from former constraints and making energy more
available and less expensive. In the Age of
Agriculture, primarily humans and beasts of burden
supplied energy. Steam, the combustion engine, and
electricity derived from a variety of fossil fuels fueled
the Industrial Age. Later, nuclear energy was added
to the mix. In the early stages of the Information Age,
we continue to use large quantities of the fuels
associated with past ages, but as technology
advances, we require less and less power and hence
less of the traditional fuels to accomplish a given
task.®

The explosive growth in wealth and the changes in
its distribution we are experiencing in the Information
Age are being driven by three factors. All involve
information, one as a product, one as a raw material,
and the third as a fuel.

The nature of the product mix has changed over time.
Products were once exclusively a mix of natural
materials with minimal processing (e.g., food, fibers,
stone, and wood). This changed to a mix that was
dominated by invented and manufactured products.
Information and intellectual property are now playing
increasingly important roles as their percentage of
the mix increases. The importance of information as
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a raw material will increase with the proliferation of
products that are manufactured from information.
These information products serve as fuel for other
enterprises in the processes that add value to their
raw materials. There is hardly an enterprise anywhere
that does not increasingly rely on information products
to keep abreast of its competition or to make itself
more productive. Many organizations now devote
significant amounts of resources to collect and mine
the information that is integral in their day-to-day
operations (e.g., using the information collected by
point-of-sale scanners to understand the buying
habits of customers). Others subscribe to a variety
of information services whose aim is to reduce
uncertainty. Information is playing an increasingly
important role in the processes that add value to raw
materials, whether these raw materials are in the
traditional sense animal, mineral, or vegetable or
whether the raw material is ideas.

In some enterprises, information is the main raw
material, the predominant fuel, and the product (e.qg.,
information services such as Bloomberg and
Reuters). In Information Age factories, products such
as software, once developed, can be duplicated and
distributed at very low marginal costs. Ideas, always
important, now for the first time can result in the
creation of wealth without a substantial capital
investment.

Wealth and power have always been closely
interrelated, with significant capital being necessary
to obtain the instruments of power (weapons and
armies). Today’s world is, in some ways, a far more
dangerous place because more players can afford
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the investments needed for weapons of mass
destruction (WMD) and terror. The affordability of
WMD is reaching a level where they are no longer
the exclusive property of nation states. They can now
be increasingly found in the arsenals of terrorists,
financed by rogue states or even wealthy individuals.
The advent of Information Warfare exacerbates the
problem. The tools and techniques of information war
are even less expensive and more widely available
than the traditional WMD. Moreover, the havoc they
could wreak is not yet fully understood. Imagine what
would have happened if tanks, planes, ships, and
munitions could be copied and distributed like
software. The platforms and weapons of information
warfare can.’

But weapons are not the only instruments of power.
Information, as it has often been said, is power. But
when this expression was coined, information (like
WMD) was a relatively rare, expensive, and restricted
commodity. This saying is more applicable today than
ever, butin a different sense. Information technologies
are greatly improving our ability to collect and store
data, process and analyze it to create information,
and distribute it widely. Information is being
transformed from a relatively rare product into a
plentiful one; being turned from an expensive
commodity into an inexpensive one; and being freed
from the control of a few to make it almost universally
accessible.

The increasing availability and affordability of
information, information technologies, and Information
Age weapons increases the potential for creating
formidable foes from impotent adversaries.
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This explosion of information is affecting the
distribution of power among and within societies, both
democratic and autocratic alike, by increasing public
awareness. Not only are people more aware of what
is going on and of views that may not conform to
those of their governments, but the governments are
more aware of what the people are thinking. All of
this is happening in real time. Fewer and fewer
governments can risk the loss of public support. Thus,
we are seeing a shift of power to the people
unequaled in history.®

In a parallel movement, more organizations and
institutions are becoming international and
transnational as the Information Age has reduced the
importance of location and contributed to the process
of globalization. The interests of these organizations
are becoming less aligned with those of particular
governments. Taking sides in conflicts between
countries is usually not in these organizations’ self-
interest. This also represents a shift in the distribution
of power, creating more players on the world stage.

Complexity, Time, and Space

The proliferation of significant players and the global
nature of markets and economies are increasing the
complexity of doing business, whether that business
is in the public or private sectors. Complexity is
increasing in large part due to the impact that the
Information Age is having on the dimensions of time
and space.

The Information Age is making distance less relevant.
Information, and the decisions that result, can travel
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almost instantaneously to the place(s) where they
are needed, making the location of those who gather,
analyze, make decisions, and possibly those who act
on these decisions, largely irrelevant.

The Information Age is also compressing the time
dimension. First, by making location less important,
it reduces the need for time-consuming travel, whether
local or long distance. Second, to the extent that
information gathering, analysis, and decision making
are activities on the critical path, advances in
Information Age concepts and technologies are
compressing process cycle time. The intensity of
these effects is more pronounced in the many
processes where information is playing an
increasingly important role.®

These changes in the dimensions of time and space
are increasing the pace of events, or operating tempo,
in many different environments. This phenomenon is
seen in the rapid fluctuations of the stock market
around the world, in the shortening half-life of a
breaking news story, in the shrinking time it takes for
a product to reach the market, and in the waning
attention span of the public. Responsiveness and
agility are fast becoming the critical attributes for
organizations hoping to survive and prosper in the
Information Age.

In the Darwinian world of business, those
organizations that are emerging as winners are those
that can be described as being information enabled.
These organizations have found ways to leverage
the available information and make the right decisions
and right products quickly and efficiently.
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The emergence and ascendancy of information-
enabled organizations is the result of coevolution in
the domain of business. Coevolution, in the sense
we use it in this book, is derived from the Santa Fe
Institute’s research into complex adaptive systems.
Biologists have observed that over a large number
of life times, species coevolve with each other. We
apply this logical construct to the domain of warfare
where concepts of operation coevolve in response
to changes in their ecosystem.® These changes can
be quite diverse and include changes in the
geopolitical landscape, social and economic changes,
changes in the nature of the threat, and advances in
technology. In the domain of warfare these ecosystem
changes serve to stimulate a series of interrelated
changes in concepts of operation, doctrine,
organization, command and control approaches,
systems, education, training, and people. All these
elements come together to form mission capability
packages designed for specific tasks and missions.

Summary

Even at this early stage of the Information Age,
we are experiencing profound changes in the
nature of our world. Wealth and power, for so
long the providence of the few, are being created
with new time constants and distributed far more
widely. For example, it is now possible for
entrepreneurs behind successful Internet-based
companies (e.g., Yahoo, Amazon.com, and eBay)
to become billionaires in periods measured in
months, and for the public to share in this value-
creation process.1ll This is creating a plethora
of significant new players. Among these are the
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public who have been empowered by information;
transnational organizations that have been
created by the phenomenon of globalization; and
a host of state and non-state adversaries made
more dangerous by the proliferation of the
instruments of power, including WMD and
Information Warfare. The Information Age has
also resulted in greatly increased complexity
arising out of a need to deal with more players
and at a much faster operating tempo.






Information Age
Organizations

Commercial organizations are leading the way in
adopting Information Age concepts and
technologies and in adapting to a changing world.
These organizations are being driven by a need to
keep abreast of invigorated competition, facilitated by
the lowering of barriers to entry and by the elimination,
or reduction, in the competitive advantage that
established organizations have developed and held
for some time. These incumbent advantages have
been eroded by changes in cost structures, methods
of production and distribution, and characteristics of
the marketplace resulting from the introduction of
Information Age concepts and technologies.

There have been striking successes and notable
failures. By and large, organizations that have been
able to fully leverage the power of information and
information technologies (IT) to develop a competitive
advantage have dominated their competitive domains.
Those that have been slow to recognize the potential
for information and information technologies to
transform their organizations and processes, or have
failed to go far enough and fast enough to change the
way they do business, are being acquired by their
competitors or swept away.

This chapter focuses upon the lessons that can be
drawn from the experiences in the commercial sector.

25
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We begin by first examining the underlying value-
creation processes that are central to developing
competitive advantage, then the role played by
information and information technologies in enabling
and enhancing these processes. The chapter
concludes with some examples of how successful
organizations have become dominant in their
competitive domains by employing information-based
strategies and translating information superiority to a
competitive advantage.

Some have argued that insights from other domains,
such as those we will be drawing from the commercial
sector, are not really relevant to military organizations
because business is not warfare.*? It is true that business
is not warfare. Myth 7 clearly addresses the
inappropriateness of attempting the wholesale transfer
of experience from the business domain to the domain
of warfare. But to dismiss a potentially rich source of
hypotheses for us to examine is as foolish as it is
unnecessary. While caution is the watch word, there is
a good argument to be made that the basic dynamics
of the value-creation process are domain independent.
Further, there are significant insights that can be gained
from the experiences of dominant competitors who have
successfully exploited information technology to create
competitive advantage. We see the lessons learned in
the commercial sector not as gospel to be blindly
followed, but as inputs to our concepts, development,
and experimentation processes.

History supports the view that valuable insights have
relevance across disparate domains. A fundamental
lesson that has emerged from multiple domains, including
business and warfare, is that the power of a new
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technology cannot be fully exploited to create competitive
advantage without the simultaneous coevolution of
organization and process. This lesson has been learned
by those who have explored how militaries have exploited
advances in warfighting technologies, such as the long
bow, the rifled barrel, the machine gun, the tank, the
airplane, radar, and telecommunications. Each of these
technologies changed the complexion of warfare. Some
of these technologies (airplane, radar, and
telecommunications) also had significant commercial
applications. In both military and commercial applications,
it can be seen in retrospect that effective exploitation of
these technologies required the coevolution of
organization and doctrine. Thus, technologies have not
only migrated from warfare to other domains, but from
other domains to warfare. The lessons generated in the
initial domain of application have proven useful to those
in other domains.

The predominant market for information technology
today is the commercial sector. Presently, the defense
sector represents a relatively small fraction of the $600-
billion-plus information technology market (the
percentage varies between 1- and 10-percent-plus of
the total market for computing and terrestrial
communications, but is much higher for some
segments, such as communications satellites).?
Consequently, the commercial sector is the
competitive space with the preponderance of case
studies that address the coevolution of organization,
process, and information technology in creating
competitive advantage. The trajectory of innovation
associated with creating competitive advantage in the
commercial sector is protrayed in Figure 1, Coevolution
and the Shift to Network-Centric Operations. This
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figure highlights the imperative to simultaneously
pursue the changes in organization, process, and
technology highlighted in the case studies that follow,
and to avoid change efforts that focus on only a single
dimension of the solution space. The insights that we
can gain from the commercial sector can help make
DoD a preeminent Information Age organization.

Value Creation

Creation of value is at the heart of creating competitive
advantage. As introduced by Michael Porter, the value
chain describes the links or processes that transform
inputs and/or raw materials into value in the form of
products.'* The value chain concept postulates that
competitive advantage can be better understood and
hence improved by breaking down the value-creation
process depicted in Figure 2 into its constituent parts
so that the contribution of each activity to the firm can
be assessed. The primary value-creating activities
include operations and production, marketing, sales
and service, and logistics (both to get the raw material
or the inputs to the place where they are processed,
assembled, and/or integrated, and get the final product
to the customer). Other activities contribute to the
value-creation process by playing a supporting role.
These support activities include technology
development, financial and human resource
management, and general infrastructure. The concept
of value creation applies equally well to services
(referred to as value shops, or in the case of brokering
or market-creation operations, value networks.*s)
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Figure 3 depicts the key components of the value-
creation process. In short, it involves producing an
attractive product or service, and making it available
in a timely manner at a competitive price.

Increasing competitive advantage requires an increase
in the relative value delivered (to customers) vis-a-vis
competitors. Value can be enhanced by increasing
the attractiveness of a product or service by
incorporating the features that customers desire,
including the ilities (reliability, maintainability, usability,
etc.); increasing responsiveness and tempo of
operations by reducing time lines (between product
innovations and the time from order to delivery);
creating concurrent processes; or lowering prices.
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Attractive
Product/
Service
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Figure 3. Value-Creation Process
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Information and IT are providing the means for
innovative companies to create value in ways that were
not possible before the advent of the Information Age.
The obvious question is: “Where does the value come
from, and can it be quantified?”

Insight into the answer to this question is provided by
Metcalfe’s Law.'® Metcalfe’s Law (Figure 4) describes
the potential value of a network. It states that as the
number of nodes in a network increases linearly, the
potential “value or “effectiveness” of the network
increases exponentially as the square number of
nodes in the network.

The source of potential value is a function of the
interactions between the nodes. For every “N” node in
a network, there are “N-1 ” potential interactions
between the nodes. Therefore, in a network of “N”
nodes, the total number of potential value creating
interactions is: N” (N- 1), or N2 N. For large N, the
potential value scales with N2, or “N squared.” (A more
in-depth discussion of Metcalfe’s Law is provided in
Appendix A.)

The existence of the network enables the interactions
between nodes to be information intensive. We can
observe that information has the dimensions of
relevance, accuracy, and timeliness. Therefore, an
upper limit in the information domain is reached as
information relevance, accuracy, and timeliness
approach 100 percent. Of course, organizations may
not be able to achieve these 100-percent conditions.
Consequently, the objective in the commercial sector
is to approach these upper bounds faster than a
competitor. Figure 5 portrays a superior information
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position relative to a competitor in the information
domain. The objective is to leverage this superior
information position to create and maintain a
competitive advantage.

Information Superiority is a state that is
achieved when a competitive advantage is
derived from the ability to exploit a superior
information position.
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100%1
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Competitor
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4 Information
Position
Dominated
Competitor
P %
0 / 100% Accuracy

Timeliness

Figure 5. Superior Information Position
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The mechanism for creating and exploiting information
superiority is a function of the dynamics of competition
in a domain of competition. Across broad sectors of
the economy, dominant competitors such as Dell
Computer Corporation and Cisco Systems (information
technology), Federal Express and American Airlines
(transportation), Charles Schwab, Deutsche Morgan
Grenfell, and Capital One (financial services), and Wal-
Mart and Amazon.com (retailing) are successfully
employing information-based strategies to create a
competitive advantage in their respective domains.
Across these domains a number of fundamental
themes and concepts have emerged that have
coalesced to enable the Network-Centric Enterprise.
A Network-Centric Enterprise is characterized by an
information-based strategy for creating and exploiting
information superiority. The elements of this strategy
are depicted in Figure 6.

It all begins with the infostructure (“the entry fee”),
which in turn enables the processes that create vastly
improved competitive space awareness and share this
awareness through the enterprise. This in turn enables
a set of processes for exploiting this awareness that
results in an improved “bottom line.” The remainder
of this section explores the nature of the Network-
Centric Enterprise.



36 Network Centric Warfare

Enabler Infostructure “The Entry Fee”
A 4
Process for Sensor Netting
generating Data Fusion
awareness

Information Management

A 4
Enabler Vastly Improved Awareness

Shared Awareness

A 4

Process for Virtual Collaboration
exploiting

awareness

Virtual Organizations

Substitution of Info for
People and Material

Self-Synchronization

A 4

Results Increased Tempo “The Bottom Line”
Increased Responsiveness (Measurable)

Lower Risks
Lower Costs

Higher Profits

Figure 6. The Network-Centric Enterprise

Competitive Awareness

The ability of a competitive ecosystem to generate
and exploit competitive awareness (an awareness of
one’s competitive domain or competitive space) has
emerged as a key enabler of effective decision making
and a principle component of competitive advantage
in multiple sectors of the economy. As is evident from
the case studies discussed later in this chapter,
dominant competitors have demonstrated the ability
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to generate high levels of awareness of what is going
on in their respective enterprises and extended
business ecosystems. This high level of awareness
has been key to both developing strategy and
improving effectiveness at the operational level.

Awareness of one’s customers, competitors, and the
environment is essential to allow organizations to
better understand what the characteristics or attributes
of their products or services are or need to be to
maximize value. Awareness of customer needs also
contributes to improved production, capacity, and
logistics planning that, in turn, can improve product
availability and reduce business risk. For example,
decisions often have to be made on how to allocate
finite resources against competing needs.

Consider the decisions that need to be made in
outbound logistics when demand for product
temporarily exceeds supply. From a purely logistical
perspective, it would be hard to fault the logic of filling
orders on a first-come, first-serve basis. Although this
decision logic might be the easiest for logisticians to
implement, it could be far from optimal from an
enterprise perspective.

To maximize the return for the enterprise, multiple
perspectives and factors have to be considered. The
history of customer relationships and urgency of
customer needs clearly merit consideration. The net
profitability of particular customers is a key factor that
may influence allocations. Similarly, accounts
receivable is likely to place a priority on credit history.
The shipping department is likely to be focused on
immediate, already scheduled destinations.*’
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The ability of an enterprise to share information across
functional areas can enable resource allocation
decisions to be made that maximize value from an
overall enterprise perspective rather than a purely
functional perspective.

Increased awareness of emerging technology will also
contribute to leveraging technology to make all of the
activities in the value chain more effective and efficient,
thus reducing costs and risks. Finally, awareness of the
future contributes to the ability to adapt value-creation
processes over time to maintain and increase value.

Virtual Organizations

Virtual organizations bring the necessary people and
processes together to accomplish a particular task.
When the task is over, these resources can be
released for other tasks. Virtual organizations, enabled
by networking, allow enterprises to take advantage of
the potential gains in productivity that are associated
with virtual collaboration, virtual integration, and
outsourcing. Since networking makes location less
important, the opportunities for collaboration,
integration, and outsourcing are increased.

Virtual collaboration enables individuals to collaborate
in a virtual domain. These individuals can be
geographically dispersed. One of the major payoffs of
collaboration is an improved product design process—
one that is not only faster and less costly, but also
produces better designs. Major design efforts, such
as the design of aircraft, ships, or automobiles, have
been facilitated by the implementation of collaborative
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digital design processes.*® A well-publicized case study
is Boeing’s success in the design of the 777.%°

Virtual integration enables companies to operate with
others as if they were a single, vertically integrated,
company. This enables product or market-specific
virtual entities to be formed as required to reduce time
lines, reduce costs, and improve responsiveness.

Outsourcing is an approach for focusing an
organization on its core activities or competencies by
divesting activities that must be done but are not where
the organization’s expertise or experience lies—in
other words, areas where it does not possess a
competitive advantage. Many organizations have
found that outsourcing some of their activities to
companies that specialize in a particular service can
achieve economies of scale, keep them current with
the latest in concepts and technology, or relieve them
of the burden of a non-core function. Increasingly,
companies have employed outsourcing to accomplish
key supporting functions such as information
infrastructure, facilities and logistics management, and
legal and accounting services. In some cases,
activities that used to be considered primary, such as
production, have been outsourced and bought as a
commodity or turnkey operation. For example,
computer manufacturers Compaq and IBM use Ingram
Micro to assemble some of their computers. Another
example is provided by Sara Lee, which recently
announced that it was going to outsource key aspects
of production and focus on marketing and product
development.?°



40 Network Centric Warfare

Virtual organizations reduce time lines and increase
the tempo of operations. They do this by turning 8-
hour days into 24-hour days, by reducing dead times
in processes, and by facilitating concurrent processing.
In many sectors, increasing the tempo of operations
is the key element in achieving competitive advantage.
It contributes to reducing costs as well as differentiating
products or services based on responsiveness to
customer needs. Successful organizations have been
able to increase the tempo of their operations by
organizing in a manner that allows them to leverage
both available information and available assets.

Additional gains can be realized when some of the
collaborators are, in fact, automated processes or
expert systems that can provide both greatly increased
functionality and simultaneity, along with significant
reductions in task processing time.

One of the benefits of adopting network-centric
operations is the ability to work projects continuously
across time zones. For example, IBM is one of the many
companies that now develops and tests software across
multiple time zones. After a design team in one location
finishes a day’s work, another software design team in a
separate time zone picks up the ball to continue additional
development or testing. Sun Microsystems employs a
similar approach to provide support to customers
worldwide on a 24-by-7 basis. This basis of “following
the sun” can provide significant competitive advantage
when time-to-market or service responsiveness is a key
source of competitive differentiation.
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Cost and Risk Suppression

The ability to use information to suppress costs and
reduce prices is at the core of numerous information-
based strategies. Many of the approaches for
accomplishing cost suppression have been discussed
previously. They range from very high payoff, such as
being able to reduce the amount of scrap generated
in building a large aircraft, (e.g., the Boeing 777%) to
the truly mundane, such as reducing the time and cost
of processing travel claims. There is also the capability
in many situations to reduce the need for travel by
exploiting video teleconferencing.

A key theme of cost suppression, of which the Boeing
777 is but one example, is the ability to substitute
information for inventory. The capability to effectively
accomplish this can have a truly significant impact on
competitive advantage. As will be evident from the
examples that follow, the ability of Wal-Mart and Dell
Computer to substitute information for inventory is key
to their achieving a competitive advantage.

Risk translates directly into increased costs and/or
reduced value. Hence, the reduction of risk and its
proper management are an inherent part of value
creation. Information (competitive awareness) is, of
course, a key to risk suppression.

For example, Capital One, a leading provider of
consumer credit, employs very sophisticated analytic
techniques to manage operational risk in several ways.
First, they employ powerful analytic tools to identify
those customers which are likely to have the lowest
rates of defaults on their credit card balances. Second,
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they then exploit this information to focus their
marketing efforts on these customers. Third, they
employ equally sophisticated tools to align credit card
limits with estimates of income and exposure to
minimize losses in the event that a customer defaults
on loan amounts. The net result of the combination of
these approaches is an information-based strategy for
managing operational risk that provides significant
competitive advantage.?

As will be evident from the Dell Computer Corporation
example, Dell’s ability to substitute information for
inventory not only reduces the cost of goods sold, it
also significantly reduces two of the primary sources
of operational risk: excess parts inventory and excess
inventory of finished products.

The examples that follow all serve to illustrate how
organizations in the commercial sector are achieving
dominant competitive positions that are enabled by
information superiority. The first example shows how
manufacturing can become precision manufacturing.
The second example looks at the transformation of
logistics into focused logistics, while the third looks at
an example of precision retailing. The final example
looks at a case where the productis, in and of itself,
unique to the Information Age.

Precision Manufacturing

Dell Computer Corporation provides an example of
how information can be used to create a competitive
advantage in a value chain. Dell Computer Corporation
is the world’s leading direct computer systems
company, with revenues of $18.2 billion for the fiscal
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year ending February 1, 1999 (up from $12.3 billion
for the previous fiscal year, a 48 percent increase).
Central to Dell’s strategy for creating value is its direct
sales model, which offers in-person relationships with
corporate and institutional customers; telephone and
Internet purchasing; phone and on-line technical
support; and next-day, on-site product service.??

This approach enables Dell to “sense and respond”
to producing products only when there is real
demand.?* As aresult, Dell has developed a significant
competitive advantage over the “make and sell”
strategies of their competitors. Dell forges strong direct
relationships with customers, which among other
things allows it to more precisely sense the types and
kinds of product attributes that are important to various
segments of its customer base. This translates into
being able to design more attractive products. Equally
important, the direct model enables rapid response to
customer demand while simultaneously reducing
operational risk as well as the cost of the end product.

The rapid pace of innovation in the information
technology sector provides both risks and opportunities.
Two of the primary sources of operational risk are large
inventories in the form of excess finished product and
obsolete or high priced components (e.g., CPUs, RAM,
hard drives, batteries). In some cases, the need to write
off excess product and parts inventory has erased an
entire quarter’s profits.?® By producing only systems that
customers have ordered, Dell minimizes the risk
associated with product inventory. Dell reduces risk
further by operating with reduced levels of component
inventory, which are as small as 11 days for some
components. This provides Dell with the capability to
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respond more quickly than competitors (who in some
cases operate with levels of inventory that are over five
times larger) when new component technology
becomes available, or when prices for existing
component technology drop.

Minimizing operational risk in this fashion requires a
shift in focus from how much inventory there is to how
fast the inventory is moving. Dell manages the velocity
of inventory by using a constant flow of information to
drive operating practices, from performance measures
to how they work with suppliers. Dell describes its
relationship with its suppliers by using the term virtual
integration. Virtual integration requires an intensive real-
time sharing of information between Dell, its customers,
and its suppliers. The ability to share information in near
real time among all relevant elements of the ecosystem
enables Dell to substitute information for inventory and
to simultaneously increase flexibility and
responsiveness. The near real-time sharing of
information within the enterprise provides decision
makers with a common operational picture that helps
facilitate self-synchronization as well as increase the
tempo and responsiveness of operations.

Focused Logistics

In the transportation sector, traditional organizations
are entirely focused on the basic service of moving
objects from one place to another. In the Information
Age, information in the form of in-transit visibility has
been added to the product to transform logistics into
focused logistics. For many customers, this information
component of the transportation service often makes
or breaks their ability to succeed.
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In rail-based shipping, companies such as Union Pacific
and CSX now deliver transportation services by
combining a primary rail network with a supporting
information network. Similarly, shipping companies such
as Federal Express and United Parcel Service now
employ a primary hub and spoke architecture supported
by an information network. The supporting information
networks employed by these companies integrate both
sensing and transaction capabilities. The sensing
capabilities employ networked sensors to generate near
real-time awareness on the status and locations of 100
percent of their shipments.® In the case of railroads,
this translates to thousands of boxcars daily, and in the
case of Federal Express and United Parcel Service,
daily shipping volume is measured in millions of
packages. The ability to generate a high level of
awareness has been key to helping these companies
identify sources of operational problems and
significantly improve their operational performance.?’
Furthermore, the deployment of network enabled
transaction capabilities provides customers with
operational capabilities for performing on-line
transactions (such as placing an order for transportation
services, or modifying a transportation request) as well
as providing in-transit visibility, in near real time. Thus,
these innovative companies differentiate their services
in two ways: improved on-time delivery and increased
In-transit visibility.

Precision Retailing

In the transaction-intensive retail sector, dominant
competitors have used information superiority to create
a competitive advantage by adding information to
retailing to achieve precision retailing. The recognized
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leader is Wal-Mart. In 1997, Wal-Mart had earnings of
$3.334 billion on sales of $113.42 billion.?® These sales
were generated by a worldwide operation consisting
of over 3,000 stores supported by over 1,800 suppliers.
Part of Wal-Mart’s superior competitive position results
from its ability to significantly reduce its distribution
costs, which some have estimated to be less than 3
percent of sales, versus 4% to 5 percent for the
competition.?® In a sector where margins are razor thin,
the relationship between these reduced distribution
costs and Wal-Mart's profitability is clear. Furthermore
in this light, Wal-Mart’s ability to reduce inventory in
1997 by over $1 billion can be seen as a truly
significant accomplishment.

The competitive advantage that enables this cost
suppression emerged when Wal-Mart realized that it
could not cost effectively synchronize supply and
demand from the top down. Wal-Mart has moved from
a traditional retailer to a precision retailer by achieving
information superiority in its domain. Implementing this
strategy required the coevolution of organization and
process and, as part of the entry fee, an information
infrastructure consisting of a sensory capability and
semi-automated transaction capabilities. Wal-Mart
employs this infostructure to generate a high level of
competitive awareness in its retail ecosystem and
exploits this awareness to create value.

The sensors include point of sales scanners that collect
information on the 90 million (on average) transactions
that take place each week.* Sharing this information
with suppliers in near real time enables suppliers to
optimally control production and distribution, as well
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as manage their individual supply chains. In the words
of Jack Welch, the CEO of General Electric:

When Wal-Mart sells a [light]bulb on the
register, it goes to my factory instantly—I
[General Electric] make the bulb for the one
they just sold. The enterprise system is now
totally compressed with information.®!

This degree of self-synchronization emerged from the
coevolution of organization and process. Originally,
Wal-Mart had a central purchasing department. But
when the decision was made to share information
directly with suppliers, the need for this part of the
organization went away. Costs were reduced and
performance increased.

A high level of awareness is generated at each Wal-
Mart store by fusing real-time information with historical
and environmental information. To accomplish this,
all transaction information is stored in a large data
warehouse (24-plus terabytes) where it is analyzed
with sophisticated data mining algorithms to extract
trend data (e.g., seasonal trends, market basket
trends).®? This is then combined with real-time
transaction information to develop a high degree of
localized awareness within each Wal-Mart store. For
example, sales statistics for each 100,000-plus
products are generated on a store-by-store basis,
permitting department managers in each Wal-Mart
store (there are 36 departments in the typical Wal-
Mart store) to compare daily sales figures with historic
sales figures from the previous day, the previous week,
and the same periods the previous year. In addition,
each department manager is able to determine in real
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time existing inventory levels, the amount of product
in transit (in-transit visibility), and inventory levels at
neighboring Wal-Mart stores. This very high level of
awareness enables local section managers to identify
opportunities in near real time and take appropriate
action to increase sales and revenues. Actions include
repricing items to react to local competitors’ pricing
moves or prominently displaying items that are
experiencing increased volume or those that are
generating high margins.

Superior competitive awareness enables Wal-Mart to
suppress costs, increase sales, and improve net
earnings.

The Network Is the Market

In the financial services sector, where information is
the life-blood of markets, the emergence of real-time
awareness and real-time transaction capabilities is
changing the dynamics of competition. Companies
such as Charles Schwab and E*Trade have introduced
capabilities for real-time on-line stock trading that
create value by providing customers with new trading
capabilities and reduced costs. These companies are
using information and information technologies to
achieve time compression and cost suppression. Time
compression is enabled by capabilities that provide
near real-time price awareness and enable near real-
time transactions. Cost suppression is achieved in
large measure by replacing the traditional approach
of dealing directly with a broker via telephone or in
person with more direct digital access. Employing a
strategy based upon information superiority has
enabled Schwab to emerge as the leading provider of
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on-line trading services with a market capitalization
that recently exceeded that of Merrill Lynch.3

Similar value creation trends have emerged in the
worldwide multitrillion dollar market for interest-bearing
U.S. Government securities. In this market, the
introduction of the Autobahn automated trading service
by Deutsche Morgan Grenfell, Inc. (DMG) is
fundamentally changing the dynamics of competition
by creating a new trading ecosystem where The
Network is the Markets.

In the existing trader-centric ecosystem, the trader
holds important information, placing him in a position
of power. Customers potentially work with multiple
traders to initiate and complete a transaction. The
transaction is a three-step process involving
generation of price awareness, selection of a trader,
and execution of a transaction. Transaction timelines
are dominated by access timelines, and service
asymmetries emerge between large and small
customers. For large customers, a transaction takes
30 to 90 seconds or so under ideal conditions. For
small customers, a transaction can take an order of
magnitude longer. When major market movements
take place, competition based on time emerges as
the dominant competitive dynamic and service
asymmetries are amplified. When trading volumes are
extremely large, traders can exploit their position of
power by raising the minimum amount for trades.343°
With Autobahn, DMG eliminates asymmetry with
information superiority. The shift to network-centric
operations enables DMG to provide all customers with
100 percent competitive space awareness in real time.
This awareness is in the form of bid and ask prices for
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the 200-plus notes and bonds of varying yields and
maturities that make up the market. Price information
is broadcast to all approved customers, large and
small, over the Bloomberg Financial Services Network.
Customers can exploit this real-time awareness to
initiate and complete a transaction in 2 seconds 95
percent of the time. In making the shift to network-
centric operations, DMG has employed an operational
architecture with three primary components:

1) a sensing capability which collects and
fuses public domain information on the
market;

2) atransaction capability, which contains
several analytic engines which essentially
perform the function of command and
control, enabling the very high speed
2-second transaction timelines; and

3) an information infrastructure in the form of
the Bloomberg Financial Services
Network.

DMG has identified the competitive attributes required
to operate more effectively in its competitive space,
and it has also changed its business to reflect the value
of those competitive attributes. Because of that, it is
rapidly capturing market share and other firms, under
intense competitive pressure, are attempting to
coevolve their organizations and processes.**

Lessons and Insights

Integrating across the experiences of the firms that
have emerged as dominant in their competitive
domains, the following core themes are revealed.



Information Age Organizations 51

1) Information technologies enable firms to
create a high level of competitive
awareness within their organizations and
extended enterprises.

2) Networking is enabling the creation of
new types of information-based
relationships with and among
organizations that are able to leverage
increased competitive awareness.

3) Time is being compressed and, as a
result, the tempo of operations is being
increased.

4) The cumulative impact of better
information, better distribution, and new
organizational behavior provides firms
with the capability to create superior value
propositions for their customers and
dominate their competitive space.

As we will see in the chapters that follow, these
emerging themes have direct application across the
spectrum of military operations. If applied wisely, they
will transform DoD into an Information Age
Organization that will continue to dominate its
competitive domain.






Implications for Military
Operations

n the last section we have seen how the Information

Age is affecting organizations engaged in commercial
activities, noting that these changes are driven by
changes in the environments in which they operate and
the capabilities they have at their disposal. These
developments in the private sector are a harbinger of
change and provide us with an opportunity to anticipate
what factors have the potential to profoundly affect
military organizations and operations. Information Age
organizations achieve domination of their ecosystems
by developing and exploiting information superiority.
This section defines the concept of information
superiority in military operations and examines the
changes in the operating environment, or competitive
space of military organizations, and the emerging
capabilities that affect our ability to understand and
influence this competitive space.

Specifically, we will look at the changed nature of our
mission(s), the battlespace in which we operate, our
adversaries’ capabilities, our ability to sense and
understand the battlespace, the capability of the
weapons at our disposal, and—perhaps most
important of all—our ability to command and control.

53
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Information Superiority

JV2010 parallels the changes that are taking place in
pioneering commercial organizations that are being
transformed into Network-Centric Enterprises. JV2010
asserts that the operational concepts of dominant
maneuver, precision engagement, full-dimensional
protection, and focused logistics will be enabled by
information superiority. The desired end-state is full-
spectrum dominance. Information superiority, as
currently defined in Joint Pub 3-13 below, addresses
only the achievement of a superior information position.

The ability to collect, process, and disseminate
an uninterrupted flow of information while
exploiting and/or denying an adversary’s ability

to do the same.
—Joint Pub 3-13

In drawing a parallel from our discussion of the
commercial sector, we view Information Superiority in
military operations as a state that is achieved when
competitive advantage (e.g., full-spectrum dominance)
is derived from the ability to exploit a superior
information position. In military operations this superior
information position is, in part, gained from information
operations that protect our ability to collect, process,
and disseminate an uninterrupted flow of information
while exploiting and/or denying an adversary’s ability
to do the same.

As in the commercial sector, information has the
dimensions of relevance, accuracy, and timeliness.
And as in the commercial sector, the upper limit in the
information domain is reached as information
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relevance, accuracy, and timeliness approach 100
percent. Of course, as in the commercial sector, we
may never be able to approach these limits. Figure 7
portrays a superior information position relative to a
competitor in military operations. The desired effect
of offensive information operations is to drive one or
more components of the competitor’'s information
“volume” towards the origin. The desired effect of
defensive information operations is to keep our
information “volume” from being compressed.

Figure 8 depicts the achievement of full-spectrum
dominance resulting from generating and exploiting a
superior information position.

Clearly, information superiority is a comparative or
relative concept. Furthermore, its value is clearly
derived from the military outcomes it can enable. In
this sense, it is analogous to air superiority or sea
control. These capabilities are not valued for
themselves, but for making extended offensive and
defensive actions more effective.®” Achieving
information superiority increases the speed of
command preempting adversary options, creates new
options, and improves the effectiveness of selected
options. This promises to bring operations to a
successful conclusion more rapidly at a lower cost.
The result is an ability to increase the tempo of
operations and to preempt or blunt adversary initiatives
and options. Information superiority is generated and
exploited by adopting the network-centric concepts,
pioneered in the commercial sector, that allow
organizations to achieve shared awareness and self-
synchronization. The bottom line for value creation in
military operations involves the detection,
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identification, and disposal of the most important
targets at any given time. The biggest challenge lies
in fleeting targets, those that are mobile and whose
value is time sensitive.

What'’s Different about the Mission Space and
the Battlespace

The mission space relevant to U.S. national security
is expanding and becoming more complex. The United
States, as the only superpower, has a key role to play
in the post-Cold War era. Our roles and responsibilities
are somewhat different from those we had in a bipolar
world. Several important differences affecting military
organizations and operations have already manifested
themselves. The first is the increasing importance of
operations other than war (OOTW) in which military
organizations are being tasked to do a wide variety of
non-traditional missions, from humanitarian relief to
peace enforcement.® Second, while these differences
stem from geopolitical considerations, other changes
in the mission space are driven by technology. Third
is the emergence of the possibility of an entirely new
form of warfare, Information Warfare, or perhaps more
generically, Infrastructure Warfare. Finally,
asymmetrical forms of warfare have become
significantly more potent with the increased lethality
and accessibility of weapons of mass destruction
(WMD).

Each of these changes has important implications for
the types of capabilities we need and the constraints
and stresses that are placed upon us. The undertaking
of a wide variety of OOTW missions requires access
to new organizations and information. We will need to
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work closely with non-government organizations
(NGOs) and private voluntary organizations (PVOS),
associations that have relationships and agendas that
often place constraints on their interactions with military
organizations, and hence create a great deal of
stress.®® The need to operate effectively as part of a
coalition requires some modifications to our most
cherished notions about command and control,
particularly the principle of the unity of command* and
the ability to exchange information with others.
Information operations, in its cyberwar form, has the
potential to totally redefine the nature of warfare,** blur
the boundaries between civilian and military
responsibilities, provide a new set of weapons, and
create new vulnerabilities. Information operations is
an umbrella term that encompasses a wide variety of
offensive and defensive activities. Offensive
information operations is the subset of these activities
that involves the use of digital weapons against digital
targets anywhere in the battlespace. For example, it
may be the insertion of a virus in an adversary
command and control system or it may be a similar
attack on an adversary’s critical infrastructure systems
(e.g., power, communications, public safety).

All of these changes have profound implications for
the measures or indicators of success we use to
assess and analyze operations. In some instances the
line between war and peace and between friend, foe,
and neutral is blurred beyond recognition. Asymmetric
warfare presents a unique set of challenges, not the
least of which is finding successful strategies for
deterrence, detection, and response. Lethal weapons
may become of little value in many situations when
the political costs of using them far outweigh their
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effects. Asymmetric warfare involves each side playing
by its own set of rules that emphasize their respective
strengths, while attempting to exploit an adversary’s
weakness. It is a far cry from the tank-on-tank battles
or naval engagements of the past. This makes it very
difficult to develop indications and warnings to alert
us to someone preparing for war. Rather than working
around the clock to produce aircraft, an adversary may
be educating computer scientists or recruiting
computer hackers.

If we look at these changes as a whole, itis clear that our
missions have become far more complex and our
challenges and adversaries less predictable. The
information we need to sort things out has become,
simultaneously, more diverse and more specific. Our
measures of merit have also become more varied and
complex, and our tool kit needs to be greatly expanded
to handle more complex and varied situations. Dealing
with this complexity will be a major challenge requiring
us to approach problems and tasks somewhat differently.

In one sense, the battlespace of the 21st century will
be defined by the mission space, and in another by
the very nature of the Information Age. The term
battlespace recently replaced battlefield to convey a
sense that the mission environment or competitive
space encompasses far more than a contiguous
physical place. At the risk of oversimplification, the
Information Age is changing the battlespace in three
fundamental ways. The first involves the expansion
of the battlefield as just mentioned. The second is in
the nature of combatants in the battlespace, and the
third is in its loss of privacy and remoteness. Each of
these is discussed below.
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While it is true that targets have always ranged from
strategic to tactical, and have included the
psychological as well as the physical, Information Age
target sets will be expanded, and the relative priority
of different kinds of targets will change. The expansion
of the target sets is driven both by the growth in the
variety of missions and in the possibilities created by
advances in technology. The nature of OOTW or
strategic information operations certainly puts some
traditional targets out of bounds while placing more
emphasis on others. The employment of information
operations in traditional combat involves the use of
new weapons against both traditional as well as new
targets. For example, we will now have the option of a
variety of cyber attacks on a communications router,
a database, or a decision aid (to disrupt or degrade
an enemy air defense asset), in addition to physical
attacks on enemy air defenses. Or we could use both
types of attacks in a coordinated manner to achieve
the suppression of enemy air defenses. The costs,
nature of the effects, lethality, collateral damage, ability
to do battle damage assessment, covertness, and
adversary and public responses will likely differ not
only in our selection of targets, but also in the way
they were attacked. This adds a whole new dimension
that increases the complexity of a situation and the
task of developing a response. Further, even in
traditional combat situations with kinetic weapons, the
improved range, lethality, and precision will tend to
spread out the battlespace.

When these improvements in weapons are combined
with improvements in sensors and analysis,
concentrated forces will present high-value targets that
will become increasingly vulnerable in the Information
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Age. Furthermore, while the Information Age is making
information available almost anywhere, almost
anytime, and at reduced costs, it is not having the
same effect on the economics of transportation for
personnel and materiel.

Therefore, it will make the movement of information
far less costly than the movement of physical things.
Thus, the economic dynamics of the Information Age
will drive solutions that leave people and machines
where they are (a smaller in-theater footprint), and
use information to make those in theater more
effective—that is, to find ways to put them in the right
place more often, and mass effects rather than forces.
Only the pointy end of the spear will move on the
battlefield of the future. Thus, the battlespace is
extended by virtue of the increase in the number and
variety of targets of interest and their dispersion.

The nature of the combatants in the battlespace of
the future will of course depend upon the mission.
Although civilians have been involved as victims and
in supporting roles throughout history, they will play
an increasingly important role in the battlespaces of
the future. Again, this is driven by the nature of the
missions that will be undertaken. For example,
information operations may be conducted entirely in
the civilian sector. OOTW involve both civilian and
military organizations as participants.

To succeed in these missions requires that the actions
of the military and civilian organizations be coordinated
far more closely than they needed to be in traditional
combat situations. This puts opposing military and
civilian organizations in new juxtapositions. In addition
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to having new classes of combatants present in the
battlespace, their identities will be less clear. Guerrilla
warfare and sabotage were examples of this in the past.

One of the greatest challenges we will face will be to
ascertain the identity and location of our adversaries
in the battlespaces of the future. Terrorists using real
or logic bombs could strike from almost anywhere, and
the distinction between a foreign threat and a domestic
one will become blurred. (When does this become a
military vs. a civilian problem?) Even in traditional
warfare situations, one can expect that considerable
efforts will be made to become stealthy and develop
disguises. If what can be seen can be reliably killed,
then the response will be to avoid being seen and
thus the battlespace will become a place to play hide
and seek.*

The third characteristic of the battlespace of the future
is that it will no longer be private or remote. The
Vietnam War was an early example of this. It was
fought as much, if not more, in the living rooms of
America as in the living jungles of Southeast Asia.
More recently we experienced a similar visible “defeat”
in Somalia. The battlespace for these operations was
no longer confined to the battlefield.** The Information
Age has changed the access that combatants and
non-combatants alike have to information. This is
because militaries and national security agencies no
longer have exclusive control of real-time information.
The commercial availability of quality images, location
devices, access to vast stores of information, and high
bandwidth circuits provide even the poorest nations
or non-state actors with access to information recently
available only to superpowers.
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CNN and its competitors, combined with the Internet,
make this information available to almost any interested
person. Commercial satellites provide real-time images
that are used to support a wide variety of tasks, including
weather forecasting, oil exploration, and environmental
analyses. These very same images could provide
affordable information for potential adversaries.

The Information Age, by making it possible to collect
and disseminate images widely, is seemingly bringing
us a modern-day version of the Circus Maximus 24
hours a day, 7 days a week. To know is to get involved,
and in a democracy, involvement means public debate.
Learning to live with friends and foes alike looking over
one’s shoulder in real time will be a formidable
challenge and can be expected to affect how we
approach potential and real threats to national security.

With the glare of the public spotlight on everything,
each individual event takes on a potential importance
unlike anything in past times. This makes it necessary
to rethink how we allocate decisions and how we
educate and train our people. With one’s adversaries
having potentially increased visibility into our
deliberations, decision-making processes,
preparations, and operations, there is an increased
risk of being outflanked or disrupted. In one sense the
situation actually becomes more like chess, where
everyone gets the same pieces and sees the same
battlespace. The winner, of course, is the one who
can make the best use of the pieces.

Obviously, we will also do what we can to obscure the
board and alter the capabilities of the pieces. But none
of this will work unless we can prevent our adversaries
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from altering the rules of the game to their advantage,
so that we have no good moves and no good outcomes.

A major effect of the fishbowl environment of the
Information Age is its effect on the amount of time we
have to make a decision. Highly placed decision
makers around the globe have noted the greatly
increased pressures upon them to react quickly to
breaking events, often first finding out about these
potential crises, not from their traditional sources, but
from the news media. It is ironic that the Information
Age, which on one hand gives us vastly increased
capabilities to collect and process data that make it
possible to make better and better decisions more and
more quickly, is—with the other hand—reducing the
time available to make decisions. Thus, the race is
on. We need to either find ways to respond more
quickly with quality decisions, or to find ways to extend
the time for critical decisions by expediting other parts
of the process.

What's Different about Sensors and Actors

Technology will, of course, vastly improve the
performance of the sensors and actors we have.
Moreover, we will achieve increases in performance
while reducing unit costs, increasing the number of
sensors and actors we can afford to buy. However
significant these advances are, the real payoff will come
from four other differences between the sensors and
the actors of today and those of the Information Age.
The first will involve a transfer of intelligence from the
weapons or sensors to an information infrastructure or
“infostructure,” and a corresponding relocation of
complexity from the platform to the network. The
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technical term for this is the development of thin
clients—entities with a minimum amount of processing
and data storage capability that connect to servers. Of
course, the thin clients of tomorrow will have many times
the capability that current thick clients have today.

The second will involve the decoupling of sensors from
weapons platforms, in other words, the end of stove-
piping. The third will come from a decoupling of
sensors and weapons platforms from actors. The
fourth will be the development of new sensors to sense
new types of entities and new actors to provide us
with novel capabilities to damage our adversaries.
Each of these is discussed below.

First, the proper distribution of intelligence among the
entities of a system depends upon a number of factors
related to the nature of the tasks that need to be
accomplished, including the locations of the sources
of information, the relative costs and reliability of
computing and telecommunications, the costs of the
entities themselves, the relative values of different
types and levels of intelligence, and security
considerations. The economics of smart weapons
depend a great deal on where the smarts are located.
It will be feasible in the Information Age to make
relatively dumb weapons appear smart by embedding
dynamic intelligence in an infostructure. The dumb/
smart weapons will only need to know how to obey,
not how to determine what needs to be done.

Today’s smart weapons have a fairly sophisticated set
of capabilities on board. This degree of intelligence
enables them to be fired, perhaps to be updated with
the latest information, and forgotten, leaving the
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terminal phase to the smart weapon that engages the
target and pursues it if necessary. Dumb/smart
weapons only need to be able to navigate to a pointin
space and time. All other functionality would be
incorporated into the infostructure. The advantages
of this approach will be discussed later in the section
on implications.

The second and third significant changes both involve
decoupling. One involves the elimination of stove-pipe
sensor weapon pairings. Information Age technologies
will provide the means to achieve greater
interoperability and alter the micro-economic
incentives and practical considerations that often drive
us towards point solutions. This is the rough equivalent
of moving from producing rifles one-by-one by hand,
to manufacturing them with interchangeable parts.

The other involves decoupling sensors and actors from
the platforms that carry them today. Platforms serve
a multitude of purposes. The Information Age provides
us alternative means of achieving some of these for
the first time. Among the services the platforms provide
are transportation, power, integration, and connectivity
to decision makers. But platforms have large footprints
and are difficult to make stealthy. In addition, they are
very expensive to produce, man, and defend. The
economics of platforms and force structure limit the
number we can buy and operate. The limited number
reduces our flexibility to position them to respond to
simultaneous situations and their high value increases
their attractiveness as targets.

NCW has the potential to enhance the value of existing
platforms by extending the effective ranges of their
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sensors and weapons. Advances in technology
provide the opportunity to move the functionality
provided by platforms to either the infostructure, the
sensors, or the actor, thus permitting us to decouple
functions from traditional platforms.

The fourth change is the need to invent and deploy a
host of new sensors and actors:

1) sensors designed to sense new things
and maneuver in close to make
distinctions among things we cannot now
distinguish; and

2) actors designed to achieve new effects
while at the same time becoming far more
stealthy.

Information operations are the ultimate in stealth. For
example, one of the greatest challenges in information
operations is simply to know when one is under attack.
We are in the process of working on a new class of
sensors that could provide this information. These
need to be developed if we are to have adequate
defenses in this area.

The net result of all of these changes will be the
proliferation of lower cost, independent sensors and
actors that will contribute to and depend more upon
distributed rather than embedded intelligence. How
the capabilities of these dispersed entities will be
leveraged is the subject of the next section.
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Challenges and Opportunities for Command and
Control

Command and control is a broad term covering a
multitude of activities at all levels of an organization.
Folded into this term is everything from inspiring and
motivating the individuals in the organization, to setting
and conveying a common sense of purpose, to
assigning responsibilities, to assessing how well the
organization is performing.

Command and control is inherently an iterative decision-
making process, as feedback from the battlespace is
incorporated into plans and corrective actions. Warfare
has always been a challenging domain characterized
by the importance of the endeavor, risk to life, sheer
magnitude of the effort, and management of uncertainty.
Our approaches to command and control have been
honed over time to meet these challenges. However,
the Information Age-driven changes described in the
preceding sections present us with a host of new
command and control challenges. In this section we
will examine these challenges and catalog the
opportunities for improvement.

Military operations are (should be) designed to
accomplish a task or solve a problem. As in other
human endeavors, often the biggest problem is
recognizing that there is a problem and knowing the
nature of the problem. The art of military problem
formulation often involves recognizing and making
distinctions between tactical and strategic problems
and putting them into perspective (an overall context).
The development of a campaign is the formulation of
a series of interrelated problems. The campaign model
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for a military operation is the essence of long-range
or strategic planning.

Our current approach to developing a military
campaign plan is predicated upon a fairly well
understood set of relationships among events that take
time to unfold. Thus, the plan can be decomposed
into a series of steps, each one building in a linear
fashion on the preceding steps. Our ability to deal with
something as complex as a military campaign depends
upon our ability to break it down into these manageable
pieces. We can do so because of our ability to separate
events in time and space. Organizationally, we deal
at three levels—the strategic, operational, and tactical.
Geographically, we deal with sectors or theaters.
Functionally, we usually deal with specific jobs or tasks
in a sequential manner (e.g., first we do suppression
of enemy air defenses and achieve air superiority, then
we attack other targets). The battlespace is thus
segmented, and we can deal with smaller isolated
problems, tasks, or battles.

The nature of Information Age Warfare makes it more
and more difficult to operate in this reductivist fashion.
Technology has compressed the space and time
continuum, and political realities have collapsed the
clear separations among the strategic, operational, and
tactical levels by introducing more dynamic rules of
engagement. The new Circus Maximus introduces a
dose of chaos, and the Wired World makes the process
nonlinear. We will find it necessary to manage larger
and larger pieces, and do it more and more quickly in
situations that are unlike those of former ages.
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At the same time we will need to integrate orders of
magnitude more sources of information provided by
new armies of sensors to develop, in one way or
another, a coherent picture of the battlespace, and
fashion our responses in a distributed environment.
This is the basic nature of the command and control
challenge of the Information Age. It is not surprising
that some who are beginning to understand the nature
of the daunting challenge are not eager to take it on
and would like the past to hold on for a bit longer. This
approach ignores both the immediacy of the challenge
and the potential payoff.

All of this challenges our most basic assumptions
about command and control and the doctrine
developed for a different time and a different problem.
One of the most enduring lessons derived from the
history of warfare is the degree to which fog and friction
permeate the battlespace. The fog of battle is about
the uncertainty associated with what is going on, while
the friction of war is about the difficulty in translating
the commander’s intent into actions. Much of the fog
of war, or what is referred to today as a lack of
battlespace awareness, has resulted in our inability
to tap into our collective knowledge, or the ability to
assemble existing information, reconcile differences,
and construct a common picture. There needs to be
equal emphasis placed upon developing a current
awareness of both friendly and enemy dispositions
and capabilities, and in many cases, there needs to
be increased emphasis on neutrals. Traditionally, the
responsibilities for each of these interrelated pieces
of battlespace awareness have been parsed to
different organizations, resulting in significant barriers
to pulling together a complete picture. The rest of the
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problem is a lack of coverage resulting from limited-
range sensors and their ability to discriminate.

The friction of war derives from a variant of Murphy’s
Law, exacerbated by the difficulty in clearly
communicating information to people and resulting
differences of perception. Dealing with a battlespace
permeated with fog and needing to develop plans that
must survive the worst of Murphy have been preeminent
commander’s challenges since the dawn of warfare.
Command and control, as we know it, was developed
to meet this challenge. Dealing with the fog and friction
of war places the relative emphasis on:

1) not making a big mistake;

2) not harming one’s own;

3) achieving a semblance of cohesion;
4) maximizing effectiveness; and

5) achieving economies of force.*

Deliberate planning, massing of forces, use of
reserves, rigid doctrine, restricted information flows,
and emphasis on unity of command are among the
legacy of centuries of dealing with the fog and friction
of war.

While the Information Age will not eliminate the fog
and friction of war, it will surely significantly reduce it,
or at the very least change the nature of the
uncertainties. We need to rethink the concepts and
practices that were born out of a different reality. We
need to begin by looking at the way we currently
formulate military problems and the nature of the
solutions we favor. Individuals tend to formulate
problems based upon their expertise and experience.
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In other words, they tend to think in the box. Simply
put, the Information Age is changing the box in a
number of dimensions. In its most basic form, the
problem box consists of an objective function (mission
objectives), a set of options (courses of actions,
approaches, tools), and states (enemy actions,
circumstances, etc.). We have noted earlier that the
Information Age has altered mission objectives, limited
some earlier options, provided new options, altered
the nature of the states considered through changing
circumstances, and provided our potential adversaries
with new capabilities.

The Information Age has also had an effect on how
we solve problems and implement solutions. Solving
a problem boils down to making a decision or series
of decisions (selecting an alternative). In military
operations, formulating and making command
decisions are part of a well-understood planning
process, and the implementation of these decisions
is part of a well-oiled execution process.

The Information Age has changed the way we reach
decisions, allocate decision responsibilities within the
organization, develop options and evaluate them, and
the manner in which we choose among them. This has
obvious implications in how we design systems and train
people. The Information Age has created an
environment where collaborative decision making can
be employed to increase combat power, partly because
of the emergence of coalition operations, partly because
of the distribution of awareness and knowledge in the
battlespace, and partly because of the compression of
decision timelines. This alone would be challenging
enough, but the Information Age has also transformed
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the problem of warfare from a series of static events to
a more continuous one by greatly increasing the
operating tempo of events. The result is the need for
greater integration between the heretofore separate
planning and execution processes, requiring more
timely interactions between the two, and portents an
ultimate merging of these two processes into a
seamless form of command and control.

In the past the command and control process has been
characterized by an iterative sequential series of steps.
Various representations of this form all include
sensing, fusing, understanding, deciding, conveying
the decisions, and acting (execution). The cycle starts
again with battlespace damage assessment (BDA).

Three such models of the command and control
process are:

1) the observation, orientation, decision,
action (OODA) cycle attributed to former
Air Force Colonel John Boyd,;

2) a model consisting of sense, process,
compare, decide, and act steps,
developed by Dr. Joel S. Lawson;*

3) the headquarters effectiveness
assessment tool (HEAT) process,
consisting of monitor, understand,
develop alternative actions, predict,
decide, and direct steps, developed by
Dr. Richard E. Hayes and others at
Defense Systems, Inc., in 1984 4¢
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These decision or command and control loops exist
at various echelons and subordinate loops are
embedded accordingly. Planning is a form of decision
making that exists at a headquarters level. When
viewed over time, the activities at the different echelons
take place sequentially, with one level executing the
existing plan while another is developing the new plan.
This process has evolved to the point where planning
and execution are distinct activities. Efforts to speed
up the process so that more responsive plans can be
developed are fast approaching the laws of diminishing
returns (their natural limits).

In fact the entire loop concept for command and control
is becoming outdated and needs to be replaced with
a new concept of command and control—one that
recognizes the need to treat different types of decisions
differently and recognizes a merging of the now
separate planning and execution processes
(sometimes called dynamic planning).

Command and control practices have evolved over
time as missions and capabilities have changed.
Different military establishments have taken different
approaches to command and control to fit the qualities
and characteristics of their organizations.*’

Often new command and control concepts arise out
of a desire to leverage new capability that provides
increased information. An illustration of this is the
emergence of the concept of “Command by Negation”
within the U.S. Navy. In June of 1972, the U.S. Navy
introduced the F-14A into the Fleet as a replacement
for the F-4 as its front line Fleet air defense fighter.
The F-14A had a number of significant performance
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advantages over the F-4, one of which was its ability
to generate a superior level of onboard situational
awareness. This superior awareness was generated
by the AWG-9 radar, which provided the F-14A crew
with an actual target video symbol, as opposed to raw
radar returns provided by the AWG-10 radar deployed
on F-4s.

This superior situational awareness remained
unexploited for over 6 years, as the Fleet Air Defense
Mission continued to use the same command and
control doctrine employed with the F-4s. This doctrine
called for fighters to be directed to targets by controllers
operating in E-2s and Ship Combat Information
Centers with positive control enforced when available.

The potential for F-14As to generate increased combat
power became apparent in 1978 during exercise
Beacon South. During this exercise, Royal Australian
Air Force pilots, employing aggressive maneuvers
designed to make tracking difficult, were able to
penetrate the battle group’s air defenses with their F-
111s. During the exercise, U.S. Navy pilots flying F-
14As had the F-111s in track, but were directed away
from the F-111s by a ship-based CIC controller to what
turned out to be nonexistent targets. As a result of the
lessons learned from this exercise, the command and
control doctrine of “Vector Logic” was approved for
use in the 7" Fleet. The following year, the command
and control doctrine of “Command by Negation” was
approved for Fleet-wide use. Finally, this doctrine
provided F-14A crews with a rule set that enabled them
to exploit their superior onboard situational awareness
to engage targets at will unless otherwise directed by
operational commanders.*®
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The above example illustrated a change in doctrine in
order to take advantage of increased battlespace
awareness. Sometimes, a change in the very structure
of an organization is necessary in order to exploit
increased awareness. The emphasis on hierarchy and
other legacy concepts and practices that were needed
to accommodate the fog and friction of war have
remained mainstays of command and control (e.qg.,
unity of command and coupling information flow to
the command hierarchy). One basic driver of hierarchy
is span of control. Traditionally, the rule of thumb for
an acceptable span of control has been “5, plus or
minus 2.” This was based on how many relationships
an individual could effectively manage. This relatively
small span of control has resulted in large
organizations having many levels, creating a huge
middle management. Large organizations have
become ponderous and sluggish by today’s
Information Age standards. Information flow has
slowed and is reduced to a trickle of its potential.
Clearly this is not acceptable in the Information Age.
To break this mold we need to effectively increase
the span of control. Fortunately, the Information Age
gives us the tools to do so.

The characteristics of the Information Age and the
nature of the missions we will undertake in the 21st
century make it important that we reexamine these
basic tenets. We must realize that they are not
immutable laws of nature, but solutions to problems
that have been refined over the years. We have seen
from the lessons of recent coalition operations* that
unity of command may be infeasible, and one may
need to strive instead for unity of effort. We have seen
from the lessons of fledgling Information Age
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organizations that restricting information flow to the
hierarchy is a losing strategy.®® We are beginning to
realize that our advances in technology promise to
reduce the fog and friction of war to the point where it
no longer makes sense to devote scarce resources to
restrict information to the extent we have in the past.
Our freedom to search for a more appropriate way to
approach command and control in the Information Age
is our greatest opportunity. We cannot afford to let
this opportunity slip through our fingers, for our
potential adversaries will most certainly not. The
reason that our competitors cannot be counted on to
ignore this opportunity is that it offers a non-capital
intensive way to create an effective asymmetric
capability, and many of these competitors are neither
hampered by huge investments in legacy systems,
nor the tyranny of past successes.

Implications for Future Command and Control

Starting with a clean sheet of paper, how would we
describe the requirements for future command and
control, and what implications do these requirements
have for our approach to shaping and managing the
battlespace? It should be noted that the task has been
cast as managing the battlespace, not just managing
our assets or forces. (The use of the term management
here does not imply control, but should be read broadly
enough to include influence.)

We can start by identifying what needs to be managed,
noting that attention needs to be focused on the
interactions among entities. First, of course, are our
sensors and actors. Second is the supporting
infostructure. Third, and arguably the most important
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focus of command and control, is the need to manage
battlespace information (information should not be
confused with the systems that process and carry this
information, a part of our infostructure). Fourth, are
perceptions, including those of our own, our coalition
partners, neutrals, and adversaries. The importance,
indeed the centrality, of information is what distinguishes
warfare in the Information Age from warfare in previous
times. This is not to deny that information has always
been important in warfare, but argues that the nature
and amount of information available, and our improved
ability to distribute it, will have a profound impact on
the way warfare is conducted. This is discussed in detail
in the next section.

We will need to make investments in all of the elements
that comprise a mission capability package. This is to
ensure that we have:

1) an organization and doctrine that are
compatible with the concept of operations;

2) the information flows necessary to carry
them out;

3) properly educated and trained personnel;
and

4) a set of systems that are able to
exchange and utilize the available
information.

As we move to a thin client architecture, the unit costs of
our sensors and actors will be reduced. These savings
in unit costs will enable us to buy larger quantities of
sensors and actors and to invest in the infostructure we
need to support them by increasing our ability to fuse
information and disseminate it intelligently.
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Our next considerations are the different kinds of
battlespaces we expect to encounter. Each will be driven
by the characteristics of the mission, and each will have
its own set of requirements that will make it necessary to
tailor not only our force packages, but also our approach
to command and control. One size or approach to
command and control will not fit all situations. Thus, while
the basic function or objective of command and control
remains the same (that is, to make the most of the
situation and the resources at hand), how this is
accomplished (the command and control approach) will
differ significantly from situation to situation. To make
matters more challenging, significant differences will exist
within a single battlespace, and hence there may need
to be different approaches to command and control that
coexist in harmony.

Finally, we need to consider the impact of the
Information Age on the above as it relates to the job
of command and control. The Information Age will not
only have a dramatic effect on reducing the fog and
friction of war, but will also permit us to consider and
employ force with greater precision and granularity.

Currently the public’s perception of this ability appears
to be well beyond our actual abilities, which causes
expectations to be somewhat unrealistic. This in turn
puts considerable pressure on how we respond. The
military will be judged not only by whether or not a
mission was accomplished, but also whether or not it
accomplished the mission with an appropriate level of
force, or the minimum level to achieve the effect.
Traditional military operations, conceived and
conducted under the doctrine of overwhelming force,
may prove to have adverse political consequences.
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Thus, while our tool kit will be augmented by
Information Age capabilities, our ability to use them
all effectively remains unrealized. To take full
advantage of these new precise tools requires that
we not only achieve levels of battlespace awareness
significantly higher than we have today, but also be
able to deploy these tools without the large footprints
needed today.

Conversely, we will want to degrade our adversaries’
battlespace awareness. Requirements depend upon
our ability to effectively manage battlespace
information. Our current approach to command and
control (and organizations) has been designed to keep
the span of control within well-known human limits.
As we have seen, the traditional response to the
proliferation of entities requiring management is to add
layers to the hierarchy, keeping the span of control
manageable. This is an unacceptable response in the
Information Age because it adversely affects the agility
of the organization and slows the flow of information,
both of which are vital to an Information Age enterprise.
New approaches to command and new command
arrangements are needed to effectively flatten
hierarchies, free information flow (not orders) from the
chain of command, and enable the enterprise to
increase the speed of command to lock out adversarial
options and achieve option dominance.

When sensors and actors are decoupled from one
another and their supporting platforms, there will be a
great increase in the number of battlespace entities
that need to be managed. The pressures on
Information Age organizations to reduce, not add,
layers makes it important to develop new approaches
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to command and control that can handle very large
numbers of battlespace entities, while at the same time
increasing organizational agility. The answer can be
found in an altered notion of control that is inspired by
the study of chaos and complexity.>! The next section
explores these issues.

The Shift to Network-Centric Operations

Although the broad tapestry of network-centric concepts
is still emerging, there is clear evidence that a shift to
network-centric operations has begun. The U.S. Navy’s
Cooperative Engagement Capability has demonstrated
the increased combat power associated with the robust
networking of sensors, shooters, and C2 capabilities in
an Air Defense context. In the Tactical Warning and
Attack Assessment mission area, Air Force Space
Command’s Attack and Launch Early Reporting to
Theater (ALERT) capability is demonstrating the
operational benefit of the robust networking of sensors
in increasing battlespace awareness. The Space Based
Infrared System, currently under development, exploits
this same theme. In other mission areas, such as the
Joint Suppression of Enemy Air Defense (JSEAD),
ongoing Joint and Service experimentation explores
concepts for robustly networked forces to increase
combat power.>?

Joint and Service doctrine incorporating network-
centric warfighting concepts is beginning to emerge.
This doctrine is being developed in order to accelerate
the pace of movement of forces, maintain an
unrelenting operational tempo, and decisively engage
the enemy at the time and place of our choosing.*?
The operational level of war revolves around
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commanders, their staffs, and their relationships with
other elements of the warfighting ecosystem. The shift
to network-centric operations has the potential to not
only change existing command relationships, but to
create new kinds of command relationships, as well
as new types of commanders.>* For example, the
concept of a sensor network commander, with
responsibilities for synchronizing battlespace with
military operations across a Joint battlespace, has
been explored in the wargaming environment.*®

At the strategic level, senior leaders and leading
military strategists are asserting the potential for the
cumulative effect of closely spaced events (such as a
rapid sequence of local tactical disasters, occurring
over a period of hours) to dislocate and confuse an
enemy to the point that his warfighting structures
quickly disintegrate, and his feasible courses of action
are rapidly reduced, resulting in an unequivocal military
decision with minimum cost to both sides.® Realizing
this potential will require a focused effort to work
closely with allied and coalition partners as we move
forward with Network Centric Warfare.*” These
developments are not lost on existing and potential
adversaries, some of who are already demonstrating
the capability to network their forces to increase
combat power.%8

In recent years we have witnessed a blurring of the
distinctions among the levels of warfare. In particular,
we have seen how what would have been considered
relatively minor tactical events, or events with minor
military significance (e.g., the loss of 18 American
soldiers in Mogadishu, Somolia, in October 1993; the
accidental bombing of the Chinese Embassy by Allied
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Forces in Belgrade in May 1999 during Operation
Noble Anvil, and the SCUD attacks against Israeli cities
in the Gulf War) have had significant strategic
implications. NCW, with the significantly improved
capabilities that it brings to the table (in some mission
areas, an order of magnitude increase in combat
power), has the potential to significantly impact the
outcome of military operations and enable
commanders to change their operational and strategic
calculus. For example, by increasing battlespace
awareness, creating shared awareness, and helping
to ensure that the most accurate information is made
available to those who need it, situations like those
that arose in Mogadishu, Belgrade, and the Gulf War
can be avoided in the future, or have more favorable
outcomes. Similarly, it is clear that an improved
capability for performing the Joint Suppression of
Enemy Air Defense Mission during Operation Noble
Anvilwould have had significantimpact on the conduct
of military operations.

However, this is not the only relationship between NCW
and the coupling of tactical, operational, and strategic
levels of war. Historically, these levels exist because of
limitations in communications and span of control. As
NCW lessens these constraints, we will be free to organize
and operate differently. One can reasonably expect that
some of the existing allocation of responsibilities among
the levels of warfare will be modified as a result. This is
something we need to keep our eyes on as Joint and
Service experimentation proceeds.

Despite the immaturity of the Information Age and
associated concepts like network-centric operations,
efforts are being made to harness the opportunities they
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provide to generate value in the form of increased
efficiencies and enhanced combat power. If history is a
guide, the future will show that current efforts are tentative
first steps and incremental improvements that barely
scratch the surface. In the next chapter we step back and
formally define Network Centric Warfare and examine its
potential to create value for military organizations.






Network Centric
Warfare

etwork Centric Warfare (NCW) is based upon

the experiences of organizations that have
successfully adapted to the changing nature of their
competitive spaces in the Information Age. One of
the major lessons learned is that without changes in
the way an organization does business, it is not
possible to fully leverage the power of information.
NCW recognizes the centrality of information and its
potential as a source of power. This potential is
realized as a direct result of the new relationships
among individuals, organizations, and processes that
are developed. These new relationships create new
behaviors and modes of operation. It is the cumulative
impact of new relationships among warfighting
organizations that are the source of increased combat
power.

NCW provides a new conceptual framework with
which to examine military missions, operations, and
organizations. It is intended to provide a fresh
perspective to help ensure that new approaches and
solutions will not be constrained by outmoded ideas.

This chapter begins by defining Network Centric
Warfare and explaining its fundamentals. This is
followed by a discussion of the power of the network-
centric approach to operations and organizations, and
the manner in which this power is generated. The

87
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chapter concludes with a look at battlespace entities
through the lens of NCW.

Definition of Network Centric Warfare

NCW is about human and organizational behavior.
NCW is based on adopting a new way of thinking—
network-centric thinking—and applying it to military
operations. NCW focuses on the combat power that
can be generated from the effective linking or
networking of the warfighting enterprise. It is
characterized by the ability of geographically
dispersed forces (consisting of entities) to create a
high level of shared battlespace awareness that can
be exploited via self-synchronization and other
network-centric operations to achieve commanders’
intent.>® NCW supports speed of command—the
conversion of superior information position to action.
NCW is transparent to mission, force size, and
geography. Furthermore, NCW has the potential to
contribute to the coalescence of the tactical,
operational, and strategic levels of war. In brief, NCW
is not narrowly about technology, but broadly about
an emerging military response to the Information Age.

Figure 9, The Military as a Network-Centric
Enterprise, relates the basic elements necessary to
generate combat power to the Network-Centric
Enterprise model discussed earlier. As in the
commercial sector, it all begins with infostructure. This
in turn enables the creation of shared battlespace
awareness and knowledge. This awareness and
knowledge is leveraged by new adaptive command
and control approaches and self-synchronizing
forces. The “bottom line” here is increased tempo of
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Infostructure

Sensor Netting
Data Fusion

Information Management

Vastly Improved Battlespace
Awareness

Shared Battlespace
Awargness

Virtual Collaborations

Virtual Organizations

Substitution of Info for People
and Material

Self-Synchronjzing Forces

Increased Tempo of
Operations

Increased Responsiveness
Lower Risks
Lower Costs

Increased Combat
Effectiveness

Figure 9. The Military as a Network-Centric Enterprise
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operations, increased responsiveness, lower risks,
lower costs, and increased combat effectiveness.

There are several key concepts in this definition that
merit emphasis. The first key concept is the use of a
geographically dispersed force. In the past, due to
limitations in our ability to: 1) communicate, 2) move,
and 3) project effects, forces (and their supporting
elements) needed to be co-located, or in close
proximity, to the enemy or to the target they were
defending. As a result, a geographically dispersed
force was relatively weak, and was unable to quickly
respond to or mount a concentrated attack. Locational
constraints also paced a force’s ability to move rapidly
while maintaining cohesion and logistics support. The
technologies of the Information Age have made it
possible to free the source of combat power from
the physical location of battlespace assets or entities
and may, in the future, allow forces to be more
effective “on the move.” Eliminating geo-locational
constraints associated with combat has several
inherent advantages.

It allows us to move from an approach based upon
the massing of forces to one based upon the massing
of effects.

As the ranges of our sensors and weapons increase
and as our ability to move information rapidly improves,
we are no longer geographically constrained. Hence,
in order to generate a concentrated effect, it is no
longer necessary to concentrate forces.

This allows us to reduce our battlespace footprint,
which in turn reduces risk because we avoid
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presenting the enemy with attractive, high-value
targets. It also expands the concept of maneuver by
reducing the need for the transportation or movement
of physical objects, a very time-consuming and
expensive task. With NCW, we really can have the
same thing in more than one place at the same time.
This is because a sensor or shooter can now be in a
position to engage many different targets without
having to move.

The second key concept is the fact that our force is
knowledgeable. Empowered by knowledge, derived
from a shared awareness of the battlespace and a
shared understanding of commanders’ intent, our
forces will be able to self-synchronize, operate with
a small footprint, and be more effective when
operating autonomously. A knowledgeable force
depends upon a steady diet of timely, accurate
information, and the processing power, tools, and
expertise necessary to put battlespace information
into context and turn it into battlespace knowledge.

The third key concept is that there is effective linking
achieved among entities in the battlespace. This
means that:

1) dispersed and distributed entities can
generate synergy, and

2) that responsibility and work can be
dynamically reallocated to adapt to the
situation.

Effective linking requires the establishment of a
robust, high-performance information infrastructure,
or infostructure, that provides all elements of the
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warfighting enterprise with access to high-quality
information services.

The effectiveness of linking mechanisms and
processes affects the power coefficient or multiplier.
The nature of the links that will provide the best
performance under a wide range of battlespace
environments and conditions is one of the key
guestions that needs to be addressed as we take
NCW from concept to reality. A word of caution—
closer linking is not necessarily better for all
battlespace entities or mission circumstances. There
is no intrinsic value to be had for tightly coupled links;
rather, the goal is to build the configuration that
creates the most effective force.

Settling on a term to describe the likely nature of
warfare in the Information Age has been difficult, with
each suggested term having its shortcomings.
Network Centric Warfare, as we define it, is the most
appropriate term that has been suggested so far
because it directly, or indirectly, recognizes the
essential characteristics of the revolution taking place
in the commercial sector that will be manifested in
warfare in the Information Age.®® Network Centric
Warfare recognizes the potential for the decoupling
of sensors from actors, and each from platforms when
it specifies a geographically dispersed force. It
recognizes the centrality of information by specifying
knowledgeable assets. NCW, by networking our
forces, also focuses attention on the importance of
the interactions among battlespace entities that are
necessary to generate synergistic effects.



Network Centric Warfare 93

NCW, as a whole, has the characteristics
necessary for coping with an increasingly
important characteristic of warfare—its dynamic
nature. NCW provides commanders with the
flexibility to employ a broad range of command
approaches from existing approaches to
emerging concepts such as self-synchronization.
This operational flexibility will be necessary to
meet the challenges of the Information Age.

The term Network Centric Warfare also carries some
baggage. By mistake, some have focused on
communication networks, not on warfare or
operations where the focus should rightly be.
Networks are merely a means to an end; they convey
“stuff” from one place to another and they are the
purview of technologists. NCW does not focus on
network-centric computing and communications, but
rather focuses on information flows, the nature and
characteristics of battlespace entities, and how they
need to interact. NCW is all about deriving combat
power from distributed interacting entities with
significantly improved access to information. NCW
reflects and incorporates the characteristics
necessary for success in the Information Age—the
characteristics of agility and the ability to capitalize
on opportunities revealed by developing an
understanding of the battlespace that is superior to
that developed by an adversary.

Power of NCW

Specifically, as its name implies, NCW focuses on
reaping the potential benefits of linking together—or
networking—battlespace entities; that is, allowing



94 Network Centric Warfare

them to work in concert to achieve synergistic effects
(but not requiring them to always operate in a linked
fashion). NCW is built around the concept of sharing
information and assets. Networking enables this. A
network consists of nodes (entities) and the links
among them. Nodes do things (sense, decide, act)
and information, both as inputs to decisions and in
the form of decisions themselves, is passed over links
from one battlespace entity, or node, to another.

Linking battlespace entities together will greatly
increase warfighting effectiveness by allowing us to
get more use out of our battlespace entities. The
commercial experience has shown how information
can substitute for material and how to move
information instead of moving people. These
substitutions generate considerable savings in time
and resources and result in increased value in the
form of combat power for a given level of investment.

We can understand the source of increased combat
associated with network-centric operations by first
examining the combat power of “platforms” or
“nodes” operating in a stand-alone mode. In order to
successfully engage a target, all of the following must
be accomplished within a certain amount of time. First,
the target must be detected. Second, it must be
identified. Third, the decision to engage the target
must be made. Fourth, the decision must be conveyed
to a weapon. Fifth, the weapon must be aimed and
fired. Associated with a particular engagement is a
time budget and engagement range. The time budget
varies greatly as a function of whether the target is
mobile or employing countermeasures. The
consumption of time depends upon the ranges of the
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sensors and weapons, kill radius of the weapons,
time required to communicate and process
information, and decision-making times required. The
effective range depends upon both the range
characteristics of the sensor(s) and weapons, as well
as the effect of range on the consumption of time.
Figure 10, Platform-Centric Shooter, portrays a
platform-centric engagement where sensing and
engagement capabilities reside on the same platform,
and there is only limited capability for a weapons
platform to engage a target based on awareness
generated by other platforms. This figure describes
the functional components of an engagement for a
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single warfighter on the ground, in a tank, flying an
aircraft, or commanding a surface or subsurface
combatant.

In combat operations, the performance capabilities
of a sensor-weapon combination are governed to the
first order by the geometric argument portrayed in
Figure 11, Platform-Centric Engagement Envelope.
In this figure, the sensing envelope is represented
by a circle, and the maximum weapons employment
envelope by a shaded circle. In platform-centric
operations, value in the form of combat power can
be created only when the platforms onboard sensor
provides engagement quality awareness to the
warfighter and the target is within the weapons
maximum employment envelope. The effective
engagement envelope is the area defined by the
overlap of engagement quality awareness and the
weapons maximum employment envelope. The
effective engagement envelope, or E3, is portrayed
as the shaded area of the diagram. Consequently,
the instantaneous combat power for a platform-centric
engagement is proportional to the effective
engagement envelope. As is apparent from the
diagram, in platform-centric operations, combat power
is often marginalized by the inability of the platform
to generate engagement quality awareness at ranges
greater than or equal to the maximum weapons
employment envelope. This situation occurs
frequently in platform-centric air engagements, as a
result of the inability of an aircrew to positively identify
as friend or foe the objects that they can detect and
track at the full range of their sensors.
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Sensor Range

Weapons
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Figure 11. Platform-Centric Engagement Envelope

In the vast majority of combat operations, shooters
are employed in conjunction with command and
control capabilities. The operational situation that
exists when platform-centric shooters are linked to a
command and control node with sensing capabilities
via a voice link is portrayed in Figure 12, C2 and
Platform-Centric Shooters. The C2 node is capable
of developing a finite level of awareness based on
information provided by sensors, which may be
colocated with the C2 node or external to the C2
node. In most cases, the level of awareness available
to the C2 node is of sufficient quality to vector a
shooter to an engagement zone, but not of sufficient
quality to enable a shooter to engage directly.
Furthermore, since the link between the C2 platform
and the platform-centric shooter is a voice link, all
information exchanges between the C2 node and
shooter must take place via voice.
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For example, in counter-air operations, a weapons
controller onboard an E-2 Hawkeye or E-3 AWACS
(Airborne Warning and Control System) does not
necessarily have engagement quality awareness on
all objects that it has in track. Typically, either the
uncertainty associated with the position of the
potential target is large or insufficient information is
available to positively identify a target. Consequently,
the crew of the “shooting” aircraft must employ
sensors onboard the aircraft to develop engagement
quality awareness (in some cases this may require
performing a visual ID) and engage the target with
onboard weapons. Furthermore, since all information
exchanges are taking place via voice, it can be
extremely difficult for the crews of the C2 node and
platform-centric shooters to develop and maintain
situational awareness when there are large numbers
of blue and red forces operating in close proximity,

Heads-up Display with Heads-up Display with
Platform-Centric Network-Centric
Operations Operations

X FRIENDLY X FRIENDLY
B TARGET ® TARGET

Figure 13. Platform-Centric Operations
vs. Network-Centric Operations
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as depicted in Figure 13A, Heads-up Display with
Platform-Centric Operations.

In contrast, network-centric operations are portrayed
in Figure 14. In NCW, capabilities for sensing,
commanding, controlling, and engaging are robustly
networked via digital data links. The source of the
increased power in a network-centric operation is
derived in part from the increased content, quality,
and timeliness of information flowing between the
nodes in the network. This increased information flow
is key to enabling shared battlespace awareness,
and increasing the accuracy of the information as
portrayed in Figure 13B, Heads-up Display with
Network-Centric Operations.

Operational experience with tactical data links
provides an existence proof for the power of network-
centric operations. In an experiment which compared
the operational performance of Air Force F-15Cs
performing counter air operations with and without
data links, the Air Force found that the Kkill ratio
increased by over 100 percent with network-centric
operations. This increased combat power resulted
from the significantly enhanced battlespace
awareness that was provided to the pilots operating
with tactical data links. Components of awareness
included weapons loading of the blue force, real-time
position of the blue and red force, and status of blue
engagements. The net result was a significantly
improved capability for observing, orienting, deciding,
and acting. Findings from recent All Service Combat
Identification Evaluation Team (ASCIET) Exercises
reinforce these findings.
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Figure 15 compares a case (a) that portrays two
platform-centric shooters operating in close proximity,
supported by an external sensing capability that can
provide typing information. In this operational situation,
real-time engagement information cannot be shared
effectively and combat power is not maximized. In
contrast, (b) portrays a geometric argument for the
value-added combat power associated with a
network-centric operation.

In this mode of operation, near real-time information
sharing among nodes enables potential combat
power to be increased. The robust networking of
sensors provides the force with the capability to
generate shared awareness with increased quality.
This increase in awareness is proportional to the total
area covered by the sensor zones. This increased
awareness can be exploited by the robust networking
of C2 and actor entities, which enables cooperative
execution and self-synchronization of forces. The
potential increase in total combat power associated
with a network-centric operation is represented by
the increased area of the effective engagement
envelope. This simple example illustrates the
application of Metcalfe’s Law to military operations.

A word of caution is appropriate here. Metcalfe’s Law
is really about potential gains; there is no guarantee
that simply hooking things up across the battlespace
without appropriate organizational and doctrinal
changes will increase warfighting effectiveness. In
fact, there is every possibility that the unintended
consequences of wiring up the battlespace and
hoping for the best will, in fact, degrade performance
particularly if doctrine, organization, training, and
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other key elements of the process are now changed
to take advantage of the new configuration.®!
Therefore, the road to warfare based upon NCW
needs to be richly populated with analyses and
experiments in order to understand how we can reap
the huge potential of NCW, while avoiding the pitfalls
of unintended consequences.

The extent to which a network’s productivity exceeds
the sum of the productivity of its parts depends upon
two things. The first is the gain that can be achieved
by simply sharing resources (information) among the
nodes. To illustrate this point, consider an example
(over-simplified to make the point) in which
organizations or individuals are distributed globally,
each having a relatively small probability of
possessing a given piece of information that is needed
to make a plan successful. Let us say that this
probability is 5 percent. If the planner only has access
to organic information, he would only have a 5 percent
chance of generating a successful plan. If the planner
has access to the information that is available to a
second organization, the chance he would get the
information he needed to make the plan successful
would be about 10 percent.

In general, for n sources the answer is [1-.95"]. For
n=5, the probability of having the information
necessary to develop a successful plan is .226; for
n=10 it is .401; and for n=25 the odds start to look
much better at .723. Obviously, not all organizations
have an equal probability of having the needed
information. This actually works in our favor, provided
we use our knowledge about which organizations and
individuals are most likely to have the information
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needed. Given the development of reach-back
capabilities, anchor desks, and smart information
collection plans (or agents), we can, using the power
of a network, turn a very low probability of having the
information we need to a relatively high probability
event.

This is what most people think about when they think
about the power of a network. But there is also a
fundamental new hypothesis that suggests that
unlocking the full power of the network also involves
our ability to affect the nature of the decisions that
are inherently made by the network, or made
collectively, rather than being made by an individual
entity. This may not be immediately clear since these
collective decisions are often implicit, and therefore
not very visible. They have not been studied
adequately, the focus to date being on explicit
decision making. What this hypothesis implies is that
we need to focus more attention on the behavior of
the networked entities rather than just studying and
considering the behavior of individual entities.
Findings from Fleet Battle Experiment Delta, which
will be discussed in more detail later, lend support to
this hypothesis.

It is axiomatic, given almost any problem (e.g.,
assigning actors to targets), that one can always do
as well, if not better, if a constraint is relaxed (again
the ability is there, not the guarantee). However,
constraints are often used as a means to achieve
ends that are often as important as the objective of
the task at hand. For example, given the problem of
assigning actors to targets, constraints on the options
are often used as a means to reduce fratricide, even
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though they will reduce the number of targets killed
and increase leakage. The goal of NCW in this case
is to achieve a reduction in fratricide while minimizing
the constraints placed upon the weapons. One way
to achieve this is to make actors more knowledgeable
and their weapons smarter by providing them with
more information.

To illustrate the power derived from sharing
information, take the problem of assigning targets to
actors. This problem can be formulated either as a
centralized (unconstrained) or a decentralized
(constrained) problem. That is, either there is:

1) one decision maker with no constraints
on the information or processing power
available to this decision maker, or on the
decision maker’s ability to communicate;
or

2) there are several decision makers, each
with limited vision and limited processing
power (the sum of which may actually
exceed that of the single decision maker).

Let us consider the case where a single decision
maker could have the collective knowledge of targets;
a unified picture of the battlespace and the time
needed to process all of the information and transmit
targeting orders to each actor. Under these
conditions, an “optimal” decision could be reached.
The function of the network in this case is to bring
together partial pictures, assemble them into a unified
whole, and then convey the product of the decision-
making process to each actor. In other words, the
sensor nodes share their information with the decision
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node, which in turn shares the decision with the actor
nodes. Reality conspires against us and we rarely, if
ever, are able to centralize collection and decision
making to this degree. Thus, we rarely make “optimal”
decisions. To some the goal of centralized optimal
decisions remains at the heart of their vision of the
future. For us it does not.

We see the power of NCW being derived from
empowering all the decision makers in the battlespace
rather than just a few. The realities of complexity and
battle tempo will drive us to this use of the network.
The objective is to get all our players and assets into
the game at the same time. The ability to hit many
high-value targets simultaneously gives us the
wherewithal to employ a strategy of shock and awe
that can bring a situation to a conclusion far more
rapidly than an attrition-based approach.

Thus, contrary to some expressed concerns, NCW
does not inevitably take us down the road to
centralized control. In fact, from the explorations
conducted so far it seems to be taking us down the
road to increased (improved) awareness for all players
with more collaboration and decentralization in the
form of self-synchronizing forces.®> As we apply the
concepts of NCW to the “management” of battlespace
information, we can expect that, in absolute terms,
everyone will be more knowledgeable about the
battlespace of the future than even some, if not all
of, the best-informed entities are today. In the future
we can expect tactical level commanders will have a
better understanding of both the big picture and the
local situation than operational level commanders
currently have today.
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The potential for information overload is real and
great care must be taken to make sure that what is
provided is actually information and not noise.®® In
addition, access to tools and expertise will be
required to achieve battlespace knowledge. What is
of value and what is likely to distract depend to a
great extent upon what the entity is supposed to do.
Part of the challenge faced will be to develop a better
understanding of situational needs and to provide
the necessary education and training to deal with
the explosion of information.

Virtual Collaboration

In this chapter, we have examined the nature of the
benefits that can be obtained by sharing information
and assets. Earlier the point was made that the robust
networking of the warfighting ecosystem enables new
kinds of relationships to develop. One of the most
powerful relationships that emerges is virtual
collaboration. Virtual collaboration goes far beyond
simple sharing of information. It enables elements of
the warfighting ecosystem to interact and collaborate
in the virtual domain, moving information instead of
moving people and achieving a critical knowledge
mass. Key component technologies such as video
teleconferencing (VTC), virtual whiteboards, and
collaborative planning applications enable virtual
collaboration.

Virtual collaboration in the information domain has
numerous operational benefits. For example, virtual
collaboration enables the times associated with
existing planning and execution process to be
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reduced. These savings provide additional time to
rehearse, move to contact, or sleep. The net result
Is increased effectiveness.

In Expeditionary Aerospace Operations, moving
information instead of people changes the dynamics
of the force deployment process by enabling split base
operations. The concept has proven to be promising
during Expeditionary Force Experiment ‘98. Split
base operations has the potential to both decrease
the time required to initiate air operations and free
up transport aircraft to move combat capability into
theater. The ability to move information instead of
people also has significant benefits in other areas.
The seven examples that follow highlight some of
the benefits of the shift to network-centric operations.

Example 1: New Relationships Between
Commanders—Battle Command via VTC

Old Way: Corps and division commanders travel
across the battlefield to be in the same place at the
same time to plan ground operations.

Network Centric Warfare: Commanders interact via
VTC, which results in a significant reduction in
planning time and elimination of time to travel.

Value: Decreased planning time provides
commanders with the operational flexibility to enable
their forces to rehearse, move to contact, re-supply,
repair, or rest. Net result is increased combat power.
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Concept Status: Demonstrated by U.S. Army in
operational exercises.

Example 2: Split Base Operations

Old Way: Air Force deploys 1,500 to 2,000 warriors
into theater to set up and operate a Joint Air
Operations Center. Moving the personnel and
equipment requires 25 C-17 missions and takes over
10 to 15 days.

Network Centric Warfare: Air Force moves an order
of magnitude less people into theater to operate a
Forward Joint Air Operations Center (JAOC), which
is supported by a robustly networked force in the
form of a Distributed Air Operations Center based in
CONUS. With a significantly reduced logistics
footprint, the forward JAOC can be deployed into
theater with less than five C-17 missions and be
operational in 24 to 48 hours from receipt of
deployment order.®* This concept is portrayed in
Figure 16.

Value: Air Operations Center is operational in 24 to
48 hours, enabling operational commander to more
effectively employ expeditionary Air Forces moving
into theater. Furthermore, the C-17 missions which
are freed up can carry enough material to deploy
two Tactical Fighter Wings into theater.

Concept Status: Explored by the U.S. Air Force in
Expeditionary Force Experiment ‘98.

Example 3: Virtual Support Services
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Old Way: Supporting staff such as dispersing clerks,
radiologists, and weather officers deploy with
operational units.

Network-Centric Operations: Specialists provide
virtual services from centralized locations by moving
information.

Value: Improved services, provided at reduced costs,
enabled by massing of intellectual capital in
centralized locations in the continental United States.

Concept Status: Operational.
Example 4: Quality of Life

Old Way: Deployed forces communicate with families
and loved ones via mail or telephone, at infrequent
intervals.

Network-Centric Operations: Deployed forces
communicate with families and loved ones with
increased frequency and timeliness via e-mail
(potentially on a daily basis), telephone, or VTC.%®

Value: Deployed warfighters are able to solve family
problems in close to real time (e.g., finance), interact
with their children, and experience their children’s
lives while they are growing up. Worry goes down,
morale goes up, and operational effectiveness
remains at a higher level over long deployments.®®

Concept Status: Operational.

Example 5: Distance Learning
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Old Way: Units release warfighters to attend training
or education events away from their units.

Network-Centric Operations: Education is provided
to warfighters deployed with their units via VTC or
compact disk (CD).%’

Value: Manning levels are maintained and
opportunities for education and training are available
to all deployed forces. Operational proficiency and
morale increase.

Concept Status: Operational.
Example 6: Collaborative Mission Planning

Old Way: A complex multi-aircraft strike takes hours
to days to plan employing traditional techniques. The
challenges of synchronizing and de-conflicting
multiple strike packages require multiple planning
iterations.

Network Centric Warfare: Collaborative planning
tools enable strike planners, potentially based on
multiple ships or in units ashore, to plan and de-conflict
multi-aircraft strike packages.®®

Value: Improved capabilities for synchronization and
de-confliction significantly decrease planning time and
provide aircrews with the operational flexibility to
rehearse or accelerate operational tempo. Net result
is increased combat power.

Concept Status: Operational.
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Example 7: Joint Intelligence Virtual Architecture
(JIVA)—Virtual Collaboration for Intelligence

Old Way: Intelligence analysts operating in
geographically distributed locations have a limited
capability to interact and collaborate on intelligence
products. Stove-piped intelligence dissemination
systems limit access to intelligence products and
provide a limited capability to search or browse
databases and perform comparative analysis.

Network-Centric Operations: Collaborative tools
enable intelligence analysts based worldwide to
collaborate in the development of intelligence
products. Sophisticated data mining and data
warehousing applications provide intelligence
analysts with significantly improved access to large
volumes of source data for analysis and integration.

Value: Significantly improved intelligence products
and worldwide access to these products.

Concept Status: Ongoing development and
deployment in the Intelligence community.



Battlespace Entities

he task at hand is to design a set of battlespace

entities and a set of interconnections (an
enterprise of networked or linked entities) that can
take full advantage of the increased amount of
information available, turn this information into
knowledge, and generate increased combat power.
In other words, leverage shared battlespace
awareness to allocate, assign, and employ assets
and then modify these allocations, assignments, and
employments as awareness of the situation changes.
In some operational situations, a desired objective is
to achieve battlefield results that approach a global
optima without using a centralized approach, thus
avoiding the significant shortcomings associated with
centralized approaches. In other operational
situations, a premium must be placed on flexibility
and adaptability vice solely focusing on optimization.
Consequently, the concept of dynamic fitness must
play a key role in both the design and employment of
forces.

Transforming NCW from a concept into a reality
requires that we define the battlespace entities (their
roles, responsibilities, tasks, and decisions), their
connectivity (links among them), and the nature of
the information and products that are exchanged (the
degree of coupling).

It is the extent and nature of the interactions among
battlespace entities that generate the power of

115
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NCW.®® We have chosen to focus this discussion on
battlespace entities somewhat abstractly to illuminate
the underlying fundamentals of NCW. Battlespace
entities have three primary functional modes:
sensing, deciding, and acting. The degree to which
one functional mode dominates at a particular point
in time determines the role of an entity in a military
operation. Entities that have a primary function of
sensing are called sensors. Sensors include all
entities that contribute to battlespace awareness, from
satellites to “eyes on the ground.” Actors are those
entities that have the promary function of creating
“value” in the form of “combat power” in the
battlespace. Actors employ both traditional (lethal)
and nontraditional (nonlethal) means. Decision
makers perform a variety of functions (e.g., making
resource allocation decisions) and are found at all
levels of the organization. Battlespace entities will
need to be connected in some fashion, but how they
need to be connected is not predetermined. Moreover,
we do not want to imply a universal connectivity
where every node is directly connected to every other
node, or that all nodes are provided with the same
level of information services. That being said, NCW
is based upon sharing information and assets to
achieve synergistic, collaborative effects, and it is
unlikely that the proper degree of coupling can be
realized without having a high-performance,
communications, and computational capability
providing access to appropriate information sources,
and allowing seamless interactions among
battlespace entities in a “plug and play” fashion. This
is called the “infostructure.” Determining the nature
of this enabling infostructure and the best way to
acquire it present significant challenges.
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There has been a tendency, in the effort to explain
NCW, for its proponents to speak in conceptual terms,
and others to hear in literal terms. NCW can only be
effectively reduced to simple vu-graphs if everyone
understands that the links portrayed are only notional,
and that in reality it is the specifics that count—which
links exist, what information is passed, and what is
done with the information.

It is not hard to understand a battlespace with three
kinds of entities. Everyone seems to understand that
these can be located throughout the battlespace
(either in fixed locations or increasingly as mobile)
and that a wide variety of sensors would exist. Further,
there seems to be no difficulty when it comes to the
notion that some entities may, in fact, have complex
functionality—e.g., perform the roles of sensing and
acting at the same time. The difficulty seems to be in
understanding the nature of the links among entities,
and in appreciating the combat power associated with
the network-centric operations that the links enable.

The nature of the connectivity and the division of
responsibilities remain the central issues that need
to be explored as experimentation with NCW begins.
It is here that some confusion exists. This confusion
is a result of the tendency to move from the specific
to the collective as the discussion shifts from entities
to links.

From this collective, or global, vantage point a
collection of sensors (or as it is often depicted, a
“network of sensors”) can be viewed as providing
the information from which battlespace awareness is
generated. This sort of picture implies that somehow
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all of the sensors are actually linked together. While
this makes sense conceptually, it may not make sense
in practice. NCW focuses attention both on the
appropriate linking of sensor entities, and on the
contributions they make to generating shared
battlespace awareness. Developing shared
battlespace awareness requires that sensor entities
(or rather the information they generate) be linked in
some fashion. This does not mean that all sensor
entities need to be directly linked to one another;
neither does this mean that they all need to be linked
into a single sensor network. In most cases, sensor
networks require only that a subset of battlespace
sensors be task organized and provided with high
performance information services. Shared
battlespace awareness requires that the information
collected by sensors be put in a form that makes it
possible for other battlespace entities (but not
necessarily all others) to fuse appropriate information,
place it in context, and understand its implications.
This will permit the sharing of information that is so
important to begin reaping the potential power of
NCW.

From a global vantage point, battlespace awareness
seems as if it exists as a single thing. Battlespace
awareness really exists in a distributed form. We really
only see a slice of it at one time—either a particular
detail or a gross overview without details. In fact,
research results indicate that the ability to move up
and down levels of abstraction without introducing
distortions distinguishes effective from ineffective
utilization of knowledge. This tendency in discussing
NCW to move from the global or collective vantage
point (where we consider conceptual relationships)
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to the specifics (where we think about actual links
among entities) has created confusion about what
NCW really means and the ways to achieve it.

In the same way that sensor entities will be linked to
many more entities than they currently are, so will
actor entities be more richly linked as well. Again,
this does not imply all actors will be linked to an actor
network, or exclusively or primarily to other actors.
Rather that actors (e.g., shooters) will have a far richer
collection of links to other battlespace entities than
they do with platform-centric operations. In the future
they will be linked to each other, directly to sensor
entities, or indirectly to sensor entities by virtue of
having direct access to their products (individually
and/or collectively).

The purpose of linking actor entities in this fashion is
to make them better informed and to increase their
overall effectiveness. Making them better informed
means they need to know more not only about the
classification and position of enemy assets, but also
about a host of other things. For example, they need
to know the overall situation, the commander’s intent,
the current and planned positions, and the intended
actions of other battlespace entities, including
neutrals. With this increased knowledge comes better
understanding, which carries with it the ability to do
a better job of developing insights, and generating
combat power.

This brings us to the relationships that sensor and
actor entities will have with decision (or command)
entities. Obviously, decision entities must be linked
to both sensor and actor entities, as well as to other
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decision entities. The link between a decision entity
and a sensor entity (or entities) can be either direct
or indirect. The link may transfer raw data or products.
It may be one-way, two-way, or interactive. These
are only some of the possibilities. Decision entities
may be linked to other decision entities and actors in
a similar variety of ways.

NCW has often been articulated somewhat abstractly
where sensors and actors are richly interconnected.
This is a conceptual representation and should not
be taken literally. The point to be made is that
information collected by sensors can be brought to
bear in a far more flexible way than is currently
possible, with the selection of the actor not being as
restricted as it currently is in platform-centric
configurations.

A major difference between NCW and traditional
approaches to warfare is that in NCW, actors
(shooters) do not inherently own sensors, and
decision makers do not inherently own actors. In
platform-centric operations, platforms own weapons
and weapons have their own organic sensors. For
example, in the Air Defense Mission Area, the
commander of a Hawk Missile Battery has dedicated
sensors and absolute control over the employment
of his missiles. His organic sensing capabilities cannot
be exploited by others and his weapons cannot be
assigned by others. In contrast, with NCW, all three
types of entities work collaboratively in response to
the dynamics of the battlespace to achieve
commanders’ intent. This enables decision and actor
entities to play a wide variety of roles. The net result
will be a dynamically re-configurable force that can
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take on the characteristics best suited for fast-paced
battlespace domains where opportunities are fleeting
and delay can be fatal. Continuing the Air Defense
example with network-centric operations, the
operational constraints that are currently associated
with platform-centric operations may be eliminated
in situations when it would make sense for a Hawk
Missile Battery’s sensors or missiles to be tasked by
another battlespace entity, such as a commander with
responsibilities for the Joint Theater Air and Missile
Defense Mission.

This does not imply that it is a “free for all” on the
battlefield; rather, the point is that all assets can be
employed more flexibly, resulting in a more agile force.
Exactly how this aspect of NCW will work remains to
be developed as part of the implementation of
JV2010, particularly the series of Joint experiments
that will be an integral part of this process. NCW is
offered to provide a rich source of hypotheses to be
tested and refined, and a conceptual framework to
focus the experiments and analyses ahead.

We have seen how NCW frees us from a host of
constraints that currently restrict how we use the
information our sensors generate, and how we
employ our actors. We also have seen how breaking
down these constraints offers the opportunity to reap
the power of the network that is inherent in Metcalfe’s
Law. In the next chapter, the roles of battlespace
entities are discussed in detail, and the coupling of
these entities, combined with increases in weapons
reach, improved maneuverability of armored forces,
and enhanced precision weapons, will enable a vastly
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increased speed of command which can generate
more force effects in a given period of time.

Although we still have a tendency to use the
vocabulary of combat at the tactical level, NCW is
applicable to all levels of warfare and contributes to
the coalescence of strategy, operations, and tactics.
Its ability to contribute to military operations by
increasing shared awareness extends to a wide
variety of missions, force sizes, and force
compositions.



Roles of Battlespace
Entities

ach of the entities in the battlespace can add value
to the mission by contributing to:

1) Battlespace awareness and knowledge

2) Command and control and decision
making

3) Execution

Thus, generally speaking, the collection of sensor
entities contributes information which forms the basis
for battlespace awareness and knowledge; the set of
decision entities collectively exercises command and
control by accomplishing planning and battle
management; and the collection of actors executes
the plan. The Information Age, however, is already
bringing about changes that will ultimately merge battle
management, planning, and execution into an
integrated, dynamic adaptive progress. This will require
effective interactions between not only decision entities
and actors, but also sensors.

Figure 17, Roles of Battlespace Entities, depicts the
respective roles and nature of the interactions among
sensor, actor, and decision entities as we close out
the 20" century and project the 21%t century. A number
of common operational pictures (COPs)" are depicted,
each one of which can have more than one view. A
view is usually a subset of information in the COP
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aggregated and displayed in a particular way to support
a decision or task. COPs serve to ensure there is
functional consistency among the different views.
Currently, COPs are mainly a work in progress.
Significant inconsistencies still need to be addressed.
How best to do this, and the problems associated with
achieving a common perception of a situation, remain
topics for research and experimentation.

In Figure 17, decision makers and act