Department of Homeland Security Privacy Office

Privacy and Technology Workshop: Exploring Government Use

Location:

of Commercial Data for Homeland Security
September 8" and 9" 2005

Auditorium

GSA Regional Headquarters
7" and D Streets, SW
Washington, D.C. 20024

THURSDAY, SEPTEMBER 8, 2005

8:30 am

8:45 am

10:15 am

10:45 am

Welcome and Workshop Overview

Panel I: How are government agencies using commercial data
to aid in homeland security?

Moderator: Anna Slomovic
Privacy and Technology Analyst, DHS Privacy Office
Panelists:
e Jennifer T. Barrett, Chief Privacy Officer, Acxiom
Corporation
e Carol DiBattiste, Chief Credentialing, Compliance and
Privacy Officer, ChoicePoint
e Grace Mastalli, Deputy Director, Information Sharing and
Collaboration Office, Department of Homeland Security
e Jeff Ross, Senior Advisor, Office for Terrorist Financing and
Financial Crime, US Department of the Treasury
e Chris Swecker, Assistant Director, Criminal Investigative
Division, Federal Bureau of Investigation

Questions from the Audience

Break



Privacy and Technology Workshop

Exploring Government Use of Commercial Data for Homeland Security

11:00 am

12:30 pm
1:00 pm

2:00 pm

3:30 PM

4:00 PM

September 8" and 9" 2005

Panel Il: What are the privacy and legal issues raised by

government use of commercial data?

Moderator: Elizabeth Withnell
Chief Counsel, DHS Privacy Office
Panelists:
e Robert Gellman, Privacy and Information Consultant
e Ronald E. Plesco, Director, Privacy and Infrastructure
Support, SRA International
e Franklin S. Reeder, Chairman, Center for Internet Security
and the NIST Information Security and Privacy Advisory
Board
e Ari Schwartz, Associate Director, Center for Democracy
and Technology
e Daniel J. Solove, Associate Professor of Law, George
Washington University Law School
e Timothy Sparapani, Legislative Counsel, DC Office of the
American Civil Liberties Union
e Michael A. Vatis, Counsel, Steptoe & Johnson LLP

Questions from the Audience
Lunch Break

Panel Ill: What are the current as well as developing
technologies to aid government in data analysis for homeland
security?

Moderator: Peter E. Sand
Director, Privacy Technology, DHS Privacy Office
Panelists:

e Steven J. Dennis, Manager for Knowledge Technologies,
Threat Vulnerability and Technology Assessments,
Department of Homeland Security.

e Vasant Dhar, Professor, Stern School of Business, NYU
and Director, Center for Digital Economy Research

e Jack Reis, President, i2 Inc.

e Daniel Spar, Senior Business Applications Advisor, Cognos
Corporation

Questions from the Audience

Closing Remarks and Day 2 Overview



Privacy and Technology Workshop

Exploring Government Use of Commercial Data for Homeland Security

September 8" and 9" 2005

FRIDAY, SEPTEMBER 9, 2005

8:30 am

10:00 am

10:30 am

12:00 pm

12:30 pm

Panel IV: How can technology help protect individual privacy
while enabling government agencies to analyze data?

Moderator: Kenneth P. Mortensen
Senior Privacy Advisor, DHS Privacy Office
Panelists:
e John Bliss, Privacy Strategist, Entity Analytic Solutions,
IBM
e Michael Daconta, Metadata Program Manager,
Department of Homeland Security
e William Gravell, Director of Security & Identity
Management, Federal Enterprise Solutions business unit,
Northrop Grumman Information Technology
e Rebecca Wright, Associate Professor, Stevens Institute
of Technology

Questions from the Audience

Panel V: How can we build privacy protections into the
government’s use of commercial data — recommending a
roadmap for DHS?

Moderator: Toby Milgrom Levin
Senior Advisor, DHS Privacy Office
Panelists:
e Steven B. Adler, Program Director, IBM Data Governance
Solutions
e Fred H. Cate, Professor and Director, Center for Applied
Cybersecurity Research, Indiana University
e James X. Dempsey, Executive Director, Center for
Democracy and Technology
e Mary B. DeRosa, Senior Fellow, Center for Strategic and
International Studies
e Chris Hoofnagle, Director, EPIC West
e Lawrence A. Ponemon, Chairman and Founder, The
Ponemon Institute
e Martin F. Smith, Program Manager, IT Information,
Department of Homeland Security

Questions from the Audience

Closing Remarks



