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INTRODUCTION

As war loomed, the U.S. Intelligence Community was charged with telling
policymakers what it knew about Irag’'s nuclear, biological, and chemical
weapons programs. The Community’s best assessments were set out in an
October 2002 National Intelligence Estimate, or NIE, a summation of the
Community’s vi ews.! The title, Irag’s Continuing Programs for Weapons of
Mass Destruction, foretells the conclusion: that Iragq was still pursuing its pro-
grams for weapons of mass destruction (WMD). Specificaly, the NIE
assessed that Irag had reconstituted its nuclear weapons program and could
assemble a device by the end of the decade; that Iraq had biological weapons
and mobile facilities for producing biological warfare (BW) agent; that Irag
had both renewed production of chemical weapons, and probably had chemi-
cal weapons stockpiles of up to 500 metric tons; and that Iraq was developing
unmanned aeria vehicles (UAVS) probably intended to deliver BW agent.

These assessments were all wrong.

This became clear as U.S. forces searched without success for the WMD that
the Intelligence Community had predicted. Extensive post-war investigations
were carried out by the Iraq Survey Group (1SG). The I SG found no evidence
that Iragq had tried to reconstitute its capability to produce nuclear weapons
after 1991; no evidence of BW agent stockpiles or of mobile biological weap-
ons production facilities; and no substantial chemical warfare (CW) stock-
piles or credible indications that Baghdad had resumed production of CW
after 1991. Just about the only thing that the Intelligence Community got right
was its pre-war conclusion that Iragq had deployed missiles with ranges
exceeding United Nations limitations.

How could the Intelligence Community have been so mistaken? That is the
guestion the President charged this Commission with ans,wering.2

We received great cooperation from the U.S. Intelligence Community. We had
unfettered access to all documents used by the Intelligence Community in
reaching its judgments about Irag’'s WMD programs; we had the same access
to al of the Intelligence Community’s reports on the subject—including the
articles in the President’s Daily Brief that concerned Irag’'s weapons pro-
grams. During the course of our investigation, we and our staff reviewed thou-
sands of pages of documents—ranging from raw operational traffic produced
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by intelligence operators to finished intelligence products—and interviewed
hundreds of current and former Intelligence Community officials.

We aso drew on the labors of others. The Butler Commission report on the
quality of British intelligence was an important resource for us, as was the
work of Australian and Israeli commissions. The careful and well-researched
July 2004 report of the Senate Select Committee on Intelligence on this topic
was particularly valuable.

This report sets out our findings. For each weapons category, it tells how the
Intelligence Community reached the assessments in the October 2002 NIE. It
also offers a detailed set of conclusions. But before beginning, we offer afew
broader observations.

An “Intelligence Failure”

Overall Commission Finding

The Intelligence Community’s performance in assessing Irag’s pre-war weap-
ons of mass destruction programs was a major intelligence failure. The failure
was not merely that the Intelligence Community’s assessments were wrong.
There were also serious shortcomings in the way these assessments were
made and communicated to policymakers.

For commissions of this sort, 20/20 hindsight is an occupational hazard. It is
easy to forget just how difficult a businessintelligence is. Nations and terrorist
groups do not easily part with their secrets—and they guard nothing more jeal -
oudly than secrets related to nuclear, biological, and chemica weapons. Steal-
ing those secrets, particularly from closed and repressive regimes like Saddam
Hussein’s Iraq, is no easy task, and failure is more common than success. Intel-
ligence analysts will often be forced to make do with limited, ambiguous data;
extrapolations from thin streams of information will be the norm.

Indeed, defenders of the Intelligence Community have asked whether it would
be fair to expect the Community to get the Irag WMD question absolutely
right. How, they ask, could our intelligence agencies have concluded that Sad-
dam Hussein did not have weapons of mass destruction—given his history of
using them, his previous deceptions, and his repeated efforts to obstruct
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United Nations inspectors? And after all, the United States was not aone in
error; other major intelligence services also thought that Iraq had weapons of
mass destruction.

We agree, but only in part. We do not fault the Intelligence Community for
formulating the hypothesis, based on Saddam Hussein's conduct, that Irag
had retained an unconventional weapons capability and was working to aug-
ment this capability. Nor do we fault the Intelligence Community for failing
to uncover what few Iragis knew; according to the Irag Survey Group only a
handful of Saddam Hussein's closest advisors were aware of some of his deci-
sions to halt work on his nuclear program and to destroy his stocks of chemi-
cal and biological weapons. Even if an extraordinary intelligence effort had
gained access to one of these confidants, doubts would have lingered.

But with all that said, we conclude that the Intelligence Community could and
should have come much closer to assessing the true state of Irag’s weapons
programs than it did. It should have been less wrong—and, more importantly,
it should have been more candid about what it did not know. In particular, it
should have recognized the serious—and knowable—weaknesses in the evi-
dence it accepted as providing hard confirmation that Iraq had retained WMD
capabilities and programs.

How It Happened

The Intelligence Community’s errors were not the result of smple bad luck,
or a once-in-alifetime “perfect storm,” as some would have it. Rather, they
were the product of poor intelligence collection, an analytical process that
was driven by assumptions and inferences rather than data, inadequate valida-
tion and vetting of dubious intelligence sources, and numerous other break-
downs in the various processes that Intelligence Community professionals
collectively describe as intelligence “tradecraft.” In many ways, the Intelli-
gence Community simply did not do the job that it existsto do.

Our review revealed failings at each stage of the intelligence process. Many
past discussions of the Iraq intelligence failure have focused on intelligence
analysis, and we indeed will have much to say about how analysts tackled the
Irag WMD question. But they could not analyze data that they did not have, so
we begin by addressing the failure of the Intelligence Community to collect
more useful intelligencein Irag.
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There is no question that collecting intelligence on Irag’'s weapons programs
was difficult. Saddam Hussein's regime had a robust and ruthless security sys-
tem and engaged in sophisticated efforts to conceal or disguise its activities
from outside intelligence services—efforts referred to within the Intelligence
Community as “denial and deception.” The United States had no Iraq
embassy or official in-country presence; human intelligence operations were
often conducted at a distance. And much of what we wanted to know was con-
cedled in compartmented corners of the Iragi regime to which few even at
high levelsin the Iragi government had access.

Still, Iraq was ahigh-priority target for years, and the Intelligence Community
should have done better. It collected precious little information about Irag’'s
weapons programs in the years before the Irag war. And not only did the
Community collect too little, but much of what it managed to collect had
grave defects that should have been clear to analysts and policymakers at the
time. Indeed, one of the most serious failures by the Intelligence Community
was its failure to apply sufficiently rigorous tests to the evidence it collected.
This failure touched al the most salient pieces of evidence relied on by our
intelligence agencies, including the aluminum tubes, reporting on mobile BW,
uranium from Niger, and assertions about UAVs.

One of the most painful errors, however, concerned Irag’s biological weapons
programs. Virtually al of the Intelligence Community’s information on Irag’'s
alleged mobile biological weapons facilities was supplied by a source, code-
named “Curveball,” who was a fabricator. We discuss at length how Curveball
came to play so prominent arole in the Intelligence Community’s biological
weapons assessments. It is, at bottom, a story of Defense Department collec-
tors who abdicated their responsibility to vet a critical source; of Central
Intelligence Agency (CIA) analysts who placed undue emphasis on the
source's reporting because the tales he told were consistent with what they
aready believed; and, ultimately, of Intelligence Community leaders who
failed to tell policymakers about Curveball’s flaws in the weeks before war.

Curveball was not the only bad source the Intelligence Community used.
Even more indefensibly, information from a source who was already known
to be a fabricator found its way into finished pre-war intelligence products,
including the October 2002 NIE. Thisintelligence was aso allowed into Sec-
retary of State Colin Powell’s speech to the United Nations Security Council,
despite the source having been officially discredited almost ayear earlier. This
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communications breakdown could have been avoided if the Intelligence Com-
munity had a uniform requirement to reissue or recall reporting from a source
whose information turns out to be fabricated, so that analysts do not continue
to rely on an unreliable report. In the absence of such a system, however, the
Defense Intelligence Agency (DIA), which disseminated the report in the first
place, had aresponsibility to make sure that its bad source did not continue to
pollute policy judgments; DIA did not fulfill this obligation.

Lacking reliable data about Irag's programs, analysts starting point was
Irag’s history—its past use of chemical weapons, its successful conceal ment
of WMD programs both before and after the Gulf War, and its failure to
account for previously declared stockpiles. The analysts' operating hypothe-
sis, therefore, was that Iraq probably still possessed hidden chemical and bio-
logical weapons, was still seeking to rebuild its nuclear weapons program,
and was seeking to increase its capability to produce and deliver chemical and
biological weapons. This hypothesis was not unreasonable; the problem was
that, over time, it hardened into a presumption. This hard and fast presump-
tion then contributed to analysts' readiness to accept pieces of evidence that,
even at the time, they should have seen as serioudly flawed.

In essence, analysts shifted the burden of proof, requiring evidence that Irag
did not have WMD. More troubling, some analysts started to disregard evi-
dence that did not support their premise. Chastened by the effectiveness of
Irag’s deceptions before the Gulf War, they viewed contradictory information
not as evidence that their premise might be mistaken, but as evidence that Irag
was continuing to conceal its weapons programs.

The Intelligence Community’s analysis of the high-strength aluminum tubes
offers an illustration of these problems. Most agencies in the Intelligence
Community assessed—incorrectly—that these were intended for use in aura-
nium enrichment program. The reasoning that supported this position was,
first, that the tubes could be used in centrifuges and, second, that Iraq was
good at hiding its nuclear program.

By focusing on whether the tubes could be used for centrifuges, analysts effec-
tively set aside evidence that the tubes were better suited for use in rockets, such
as the fact that the tubes had precisely the same dimensions and were made of
the same material as tubes used in the conventional rockets that Iragq had
declared to international inspectors in 1996. And Irag’'s denial and deception
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capabilities allowed analysts to find support for their view even from informa
tion that seemed to contradict it. Thus, Iragi claims that the tubes were for rock-
ets were described as an Iragi “cover story” designed to conceal the nuclear
end-use for the tubes. In short, analysts erected atheory that almost could not be
disproved—nhboth confirming and contradictory facts were construed as support
for the theory that the tubes were destined for use in centrifuges.

In the absence of direct evidence, premises and inferences must do. Analysts can-
not be faulted for failures of collection. But they can be faulted for not telling pol-
icymakers just how little evidence they had to back up their inferences and how
uncertain even that evidence itself was. The October 2002 NIE and other pre-war
intelligence assessments failed to articulate the thinness of the intelligence upon
which critical judgments about Irag’'s weapons programs hinged.

Our study also revealed deficiencies in particular intelligence products that
are used to convey intelligence information to senior policymakers. As noted
above, during the course of itsinvestigation the Commission reviewed a num-
ber of articles from the President’s Daily Brief (PDB) relating to Irag’sWMD
programs. Not surprisingly, many of the flaws in other intelligence products
can also be found in the PDBs. But we found some flaws that were inherent in
the format of the PDBs—a series of short “articles’ often based on current
intelligence reporting that are presented to the President each morning. Their
brevity leaves little room for doubts or nuance—and their “headlines’
designed to grab the reader’s attention leave no room at all. Also, a daily
drumbeat of reports on the same topic gives an impression of confirming evi-
dence, even when the reports all come from the same source.

The Commission also learned that, on the eve of war, the Intelligence Com-
munity failed to convey important information to policymakers. After the
October 2002 NIE was published, but before Secretary of State Powell made
his address about Irag’s WMD programs to the United Nations, serious doubts
became known within the Intelligence Community about Curveball, the
aforementioned human intelligence source whose reporting was so critical to
the Intelligence Community’s pre-war biological warfare assessments. These
doubts never found their way to Secretary Powell, who was at that time
attempting to strip questionable information from his speech.

These are errors—serious errors. But these errors stem from poor tradecraft and
poor management. The Commission found no evidence of political pressure to
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influence the Intelligence Community’s pre-war assessments of Irag’'s weapons
programs. Aswe discussin detail in the body of our report, analysts universally
asserted that in no instance did political pressure cause them to skew or ater
any of their analytical judgments. We conclude that it was the paucity of intelli-
gence and poor anaytical tradecraft, rather than political pressure, that pro-
duced the inaccurate pre-war intelligence assessments.

The Iraq Study

This case study proceedsin two parts. The study first details the stream of pre-
war intelligence assessments, from the Gulf War to Operation Iragi Freedom,
and compares those to the post-war findings of the Irag Survey Group. That
comparison is provided for each weapons type—nuclear, biological, chemi-
cal, and their delivery systems—and also for the political context in Iraq dur-
ing this time period. For each of these sections, the report also offers the
Commission’s findings, which often identify specific flaws that led to the
inaccuracies in the assessments. The study then identifies the overarching
conclusions about the collection, analysis, and dissemination of intelligence
that we drew from our examination of the Intelligence Community’s perfor-
mance on the Irag WMD question.
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NUCLEAR WEAPONS

Nuclear Weapons Summary Finding

The Intelligence Community seriously misjudged the status of Irag’s alleged
nuclear weapons program in the 2002 NIE and other pre-lraq war intelligence
products. This misjudgment stemmed chiefly from the Community’s failure to
analyze correctly Iraq’s reasons for attempting to procure high-strength alumi-
num tubes.

The pre-war estimate of Irag's nuclear program, as reflected in the October 2002
NIE Iraq's Continuing Programs for VWeapons of Mass Destruction, was that, in
the view of most agencies, Baghdad was “ reconstituting its nuclear weapons pro-
gram” and “if left unchecked, [would] probably...have a nuclear weapon during
this decade” dthough it would be unlikely before 2007 to 2009.° The NIE
explained that, in the view of most agencies, “ compelling evidence’ of reconstitu-
tion was provided by Irag's “aggressive pursuit of high-strength aluminum
tubes”4 The NIE also pointed to additional indicators, such as other dual-use pro-
curement activity, supporting reconstitution. The assessment that Iraq was recon-
gtituting its nuclear program and could therefore have a weapon by the end of the
decade was made with “moderate confidence”®

Based on its post-war investigations, the Iraq Survey Group (ISG) con-
cluded—contrary to the Intelligence Community’s pre-war assessments—that
Iraq had not tried to reconstitute a capability to produce nuclear weapons after
1991.% Moreover, the 1SG judged that Irag’'s work on uranium enrichment,
including development of gas centrifuges, essentially ended in 1991, and that
its ability to reconstitute its enrichment program progressively decayed after
that time.” With respect to the aluminum tubes, the 1SG concluded that Irag's
effort to procure the tubes is “best explained by its efforts to produce 81-mm
rockets,” and the I SG uncovered no evidence that the tubes were intended for
usein agas centrifuge.?

The Community was, in brief, decidedly wrong on what many would view as
the single most important judgment it made. The reasons why the Community
was so wrong are not particularly glamorous—failures of analysts to question
assumptions and apply their tradecraft correctly, errors in technical and fac-
tual analysis, a paucity of collection, and failure by the Community to authen-
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ticate relevant documents. But these seemingly workaday shortcomings
collectively led to amajor mis-estimation of acritical intelligence question.

This chapter details our review of the Intelligence Community’s performance
on the nuclear issue. Like the chapters that follow on the Community’s assess-
ments of other aspects of Irag's weapons programs, this chapter is divided
into three sections. First, we review the Intelligence Community’s pre-war
assessments of Irag’s nuclear program. We then summarize the findings of the
ISG regarding Irag's nuclear efforts and how those findings compare to the
Intelligence Community’s assessments. The final section contains our find-
ings concerning the causes of the Intelligence Community’s failures on the
aluminum tubes issue and the now-infamous Niger story.

The Intelligence Community’s Pre-War Assessments

The Intelligence Community’s assessments of Irag’s pre-war nuclear program
were not made in a vacuum. Rather, as the Intelligence Community later
explained, its assessments were informed by its analysis of Irag's nuclear
ambitions and capabilities spanning the preceding fifteen years, as well as by
“lessons learned from over a decade of dealing with Iragi intransigence on
thisissue”® Thusthe proper starting point for an evaluation of the Intelligence
Community’s assessments lies at the conclusion of the first Gulf War—when
the Intelligence Community reviewed the state of Saddam Hussein's nuclear
programs and was surprised by what it found.

Post-Gulf War. Following the Gulf War, based on a variety of sources of
intelligence including reporting from defectors, the Intelligence Community
learned that Irag’'s nuclear weapons program went “far beyond what had
been assessed by any intelligence organization” in 1990-1991.1° Before the
Gulf War, in November 1990, the Community had assessed that, because
analysts had not detected a formal, coordinated nuclear weapons program,
Iraq likely would not have a nuclear weapon until the late 1990s.** Thus
after the war the Intelligence Community was surprised to discover the
breadth of Irag's nuclear weapons program, including the wide range of
technologies Iraq had been pursuing for uranium enrichment, which in turn
indicated that Irag “had been much closer to aweapon than virtually anyone
expected.” 12 This humbling discovery that Iraq had successfully concealed a
sophisticated nuclear program from the U.S. Intelligence Community exer-
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cised a major influence on the Intelligence Community’s assessments
throughout the early 1990s and afterwards.

Irag’s subsegquent and continuing attempts to evade and deceive international
inspectors heightened analysts concerns.®® In a 1994 Joint Atomic Energy
Intelligence Committee (JAEIC) assessment, Irag’s Nuclear Weapons Pro-
gram: Elements of Reconstitution, the Intelligence Community agreed that the
“Iragi government is determined to covertly reconstitute its nuclear weapons
program,” and that, although Iragq had not yet begun reconstitution, it “would
most likely choose the gas centrifuge route” and would “invest a great deal of
time and effort” to “conceal its efforts from long-term monitoring.” 14

Mid-1990s. Still, through the mid-1990s, analysts continued to assess that
Iraq had not yet reconstituted its nuclear program. Most agencies judged in a
1993 NIE that “if sanctions are lifted and especially if inspections cease,
Baghdad will rapidly accelerate its effort” to produce nuclear weapons.'® And
all agencies agreed in a September 1994 JAEIC assessment that Irag “still
seems to be pursuing” its former program.16 The Intelligence Community
believed that if Iraq were able to mount a dedicated centrifuge program, it
would probably take the Iragis five to seven years to produce enough fissile
material for a nuclear weapon.l’ This consensus was best reflected by an
October 1997 assessment by the JAEIC, which reaffirmed its previous judg-
ments that Iraq would need five to seven years to produce fissile materia
indigenously, assuming some availability of foreign technical assistance and
supplies.® Whether that five to seven year clock had started to run, however,
was unclear: this assessment noted that although there was “no firm evidence
that reconstitution had begun, six years had passed since the Gulf War and the
Community could not be certain whether the starting point for the five to
seven year timeline was in the past or future” 19

During this period, the lack of specific intelligence on the subject continued to
complicate analysts' abilities to assess Irag’s ability to reconstitute its nuclear
program. The Intelligence Community noted in a 1998 assessment, for
instance, that there was limited and often contradictory human intelligence
reporting on Iragi nuclear efforts, with some human intelligence sources indi-
cating that Iraq was continuing “low-level theoretical research for a weapons
program” while other sources reported that “al nuclear-related activity [had
been] halted”?° The Intelligence Community acknowledged that it had an
“incomplete picture of the Iragi nuclear program.” !
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Post-1998. The end of international inspectionsin 1998, prompted by Saddam
Hussein's preventing the inspectors from doing their work, increased concern
among analysts that Irag would use that opportunity to reconstitute its nuclear
program. Accordingly, in 1999, the JAEIC noted that although it still had no
specific evidence that reconstitution had begun, the absence of inspectors
gave lraq greater opportunity to conduct covert research and development.22
As of December 2000, however, an Intelligence Community Assessment
noted that Irag till did not appear to have taken major steps toward reconsti-
tution.23 Thus, after the departure of inspectors, the Intelligence Community
assumed that Irag had the opportunity and the desire to jumpstart its covert
nuclear weapons program; by the end of 2000, however, the Community had
seen no firm evidence that this was actually happening.

This judgment began to shift in early 2001 as a result of a discovery that, in
hindsight, was the critical moment in the development of the Intelligence
Community’s assessment of Irag’s nuclear program. In March 2001, intelli-
gence reporting indicated that Iraq was seeking high-strength tubes made of
7075 T6 aluminum alloy.?* The Intelligence Community obtained samples of
the tubes when a shipment bound for Iraq was seized overseas.?®

At this point, a debate began within the Intelligence Community about the
reason why Irag had procured the tubes. The CIA assessed that the tubes were
most likely for gas centrifuges for enriching uranium and believed that the
tubes provided compelling evidence that Iraq had renewed its gas centrifuge
uranium enrichment program.?® CIA subsequently identified possible non-
nuclear applications for the tubes,?” but continued to judge that the tubes were
destined for use in Iragi gas centrifuges®®—even while acknowledging that
the Intelligence Community had very little information on Iraq’'s WMD pro-
grams to corroborate this assessment.??

This judgment concerning the tubes’ likely intended use was echoed by
another expert technical entity within the Intelligence Community. Analysts
from the National Ground Intelligence Center (NGIC), a component of the
U.S. Army recognized as the national experts on conventional military sys-
tems, judged that while it could “not totally rule out the possibility” that the
tubes could be used for rockets and thus were not destined for a nuclear-
related use, the tubes were, technically speaking, poor choices for rocket
bodies. NGIC's expert judgment was therefore that there was a very low
probability the tubes were designed for conventional use in rockets.®°
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Because of NGIC's expertise on conventional weapons systems such as
rockets, NGIC's view that the tubes were poor choices for rocket bodies
gave CIA analysts greater confidence in their own judgment that the tubes
were likely for use in centrifuges.3!

Other entities took a different view, however. The Department of Energy
(DOE), the U.S. government’s primary repository of expertise on nuclear
matters, assessed that the tubes—although they “could be used to manufac-
ture centrifuge rotors’—were “not well-suited for a centrifuge application”
and were more likely intended for usein Irag’s Nasser 81 millimeter Multiple
Rocket Launcher (MRL) program.32 The International Atomic Energy
Agency (IAEA) agreed with DOE’s assessment, concluding that the tubes
were usable in a gas centrifuge application but that they were not directly
suited to that use. >3

Despite this disagreement, the CIA informed senior policymakers that it
believed the tubes were destined for usein Iragi gas centrifuges.3*While noting
that there was disagreement within the Intelligence Community concerning the
most likely use for the tubes, the CIA pointed out that there was also inter-
agency consensus that the tubes could be used for centrifuge enrichment.® This
consensus on capability led many analysts at both CIA and DIA to think that the
tubes sup3p|ied the evidence that Iraq was starting to “reconstitute” its nuclear
program.®

Other streams of evidence also raised flags. At about the same time, analysts
began to see indications that Iraq was seeking procurement of other dual-use
items that would be consistent with a possible renewed effort at developing
centrifuges.3” This activity concerned even DOE, which had expressed skepti-
cism that the intercepted tubes had centrifuge applicati ons.%8 These concerns
were affected by the Intelligence Community’s history of underestimating
Irag's nuclear program; as the Nationa Intelligence Council (NIC) would
later observe, analysts became concerned during 2002 that “they may again
be facing a surprise similar to the onein 1991 %°

In the months before the October 2002 NIE, the CIA continued to assess that
the tubes were intended for use in gas centrifuges, albeit with slight variations
in the strength of that formulation, pointing out that Iraq’'s interest in the tubes
was “key” to the assessment that Iragq was “reconstituting its centrifuge pro-
gram”“0 CIA presented this view in an Intelligence Assessment, entitled
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Irag’s Hunt for Aluminum Tubes: Evidence of a Renewed Uranium Enrich-
ment Program, in which CIA concluded that the aluminum tubes “are most
likely for gas centrifuges for enriching uranium” and that Irag’'s pursuit of
such tubes provided “compelling evidence that Irag has renewed its gas cen-
trifuge uranium enrichment program.”#! The assessment noted that “some” in
the Intelligence Community believed conventional armament applications,
such as multiple rocket launchers, were “more likely end-uses,” but the
assessment noted that NGIC, the “national experts on conventional military
systems;” had found such uses “highly unlikely” %2 At the same time, DOE
disseminated a separate assessment arguing that, while the tubes could be
modified for use as centrifuge rotors, “other conventional military uses [we]re
more plausible.”43 The Department of State’'s Bureau of Intelligence and
Research (INR) agreed with DOE's assessment.**

October 2002 NIE. The Intelligence Community judged in the NIE with
moderate confidence that “Baghdad had] reconstituted its nuclear weapons
program.”®® Only INR dissented from this assessment, although INR judged
in the President’s Summary of the NIE that the overall evidence “indicates, at
most, a limited Iragi nuclear reconstitution effort” 4 By reconstitution, the
Intelligence Community meant that Iraq was in the “process of restoring [its]
uranium enrichment capability.” 4’ To the relevant CIA and DIA analysts, the
pursuit of auminum tubes provided “compelling evidence” of reconstitu-
tion.*8 In particular, the composition, dimensions, cost, and tight manufactur-
ing tolerances for the tubes were assessed by CIA and DIA to exceed by far
those needed for non-nuclear purposes, thus demonstrating that the tubes
were intended for a nuclear-related use.*® At the interagency coordination
meeting for the NIE, both NSA and the National Geospatial-Intelligence
Agency (NGA) agreed with the CIA/DIA position on the tubes.?® DOE and
INR dissented from the tubes judgment, assessing that the tubes were more
likely for usein tactical rockets.>!

The NIE stated that the conclusion that the tubes indicated reconstitution was
bolstered by additional evidence that suggested Irag could be rebuilding its
nuclear program:

1. Other Dual-Use Procurements. Reporting indicated that Iraq was
attempting to procure other dual-use items that would be required to
build a gas centrifuge plant, such as magnets, “high-speed balancing
machines” and machine tools.?? These items are all dual-use materials,
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however, and the reporting provided no direct indication that the materi-
as V\égre intended for use in a nuclear program, as indicated in the
NIE.

2. Nuclear Cadre. The NIE aso pointed to evidence that Iragq was mak-
ing efforts to preserve, and in some cases re-establish and enhance, its
cadre of weapons personnel.>* Reporting indicated that some scientists
had been reassigned to the Iragi Atomic Energy Commission (IAEC)
and that Irag had “reassembled” many scientists, engineers, and manag-
ersfrom Irag's previous nuclear program.®®

3. Activity at Suspect Sites. Sources indicated that Irag was trying to
procure a magnet production line in 1999-2001 and one report indicated
the plant would be located at Al-Tahadi, where analysis suggested con-
struction of buildings in late 2000 that could have housed a magnet pro-
duction line™® Both sources indicated, however, that magnet
procurements were likely affiliated with Irag's missile program, rather
than with nuclear applications, though some reporting noted that the
cadre of scientists and technicians at the site formerly worked in the
nuclear program.>’

Uranium from Niger. Although the NIE did not include uranium acquisition
in the list of elements bolstering its conclusion about reconstitution, it did
note that Iraq was “vigorously trying to procure uranium ore and yellowcake”
from Africa® This statement was based largely on reporting from a foreign
government intelligence service that Niger planned to send up to 500 tons of
yellowcake uranium to Irag.%® The status of the arrangement was unclear,
however, at the time of the coordination of the Estimate and the NIE therefore
noted that the Intelligence Community could not confirm whether Iraq suc-
ceeded in acquiring the uranium.® Irag's alleged pursuit of uranium from
Africawas thus not included among the NIE’s Key Judgments.®! For reasons
discussed at length below, several months after the NIE, the reporting that
Iraq was seeking uranium from Niger was judged to be based on forged docu-
ments and was recalled.%?

In short, all of the coordinating agencies, with the exception of INR, agreed
that Iraq was reconstituting its nuclear program.®® Of those agencies that
agreed on reconstitution, all but DOE agreed that the tubes provided “ compel -
ling evidence’ for that conclusion. DOE reaffirmed its previous assessments
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that, while the tubes could be modified for use in a gas centrifuge, they were
poorly suited for such a function and were most likely designed for use in
conventional rockets.®* On the guestion of reconstitution, DOE believed that
the other factors—the attempted procurement of magnets and balancing
machines, efforts to reconstitute the nuclear cadre, activity at suspect sites,
and evidence of Iragi effortsto obtain uranium from Africa—justified the con-
clusion that Iraq was reconstituting its nuclear program.®> None of the other
agencies placed significant weight on reporting about attempts to procure ura-
nium from Africato support their conclusion of reconstituti on.%

Post-NI E. The publication of the NIE did not settle the dispute about the alu-
minum tubes and so, in the period between the NIE and the invasion of Iraq,
debate within the Intelligence Community over their significance continued.
INR, for its part, continued to see “no compelling reason to judge that Irag
hald] entered” the timeframe of at least five to seven years that the Intelli-
gence Community agreed Baghdad would need to produce sufficient fissile
material for a nuclear weapon.®” DOE, meanwhile, continued to believe that
reconstitution was underway but that the “tubes probably were not part of the
program,” %8 ng instead that the tubes were intended for use in conven-
tional rockets.%% On the other side of the dispute, NGIC and CIA continued to
assess that the tubes were destined for use in gas centrifuges.”® Outside the
Intelligence Community, the IAEA, after inspections resumed in fall 2002,
also weighed in on the dispute, concluding with DOE and INR that the tubes
were likely intended for usein Irag’'s 81 millimeter rocket program.’*

During this time the CIA continued to explain to senior policymakers that the
Intelligence Community was not of one view on the most likely use for the
tubes,” but CIA offered its own view that the “alternative explanation” for
the tubes’ intended use—that they would be used for rockets—was likely an
Iragi “cover story” ’® The CIA also noted the overall paucity of information
on Irag's programs, but suggested that the lack of information was due in part
to Iraq's successful effortsto hideitsillicit activity.

Other countries’ intelligence agencies views of the tubes were, on balance,
somewhat more circumspect than that of the majority in the NIE. For its part,
the British Joint Intelligence Committee assessed, as did the NIE, that the alu-
minum tubes, with some modifications, would be suitable for use in a centri-
fuge, but noted that there was no definitive intelligence that the tubes were
destined for the nuclear program.” The views of the Australian Office of
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National Assessments on the relevance of the tubes to Irag’'s nuclear program
were “inconsistent and changeable” 7®

Post-War Findings of the Iraq Survey Group

The Irag Survey Group concluded that Irag had not tried to reconstitute a
capability to produce nuclear weapons after 1991.77 It concluded that Irag's
efforts to develop gas centrifuges for uranium enrichment ended in 1991, as
did Irag's work on other uranium enrichment programs, which Iraq had
explored prior to the Gulf War.”® The ISG also found no evidence that Iraq
had taken steps to advance its pre-1991 work in nuclear weapons design and
development.”® Although the 1SG did find indications that Saddam remained
interested in reconstitution of the nuclear program after sanctions were lifted,
it concluded that Irag’s ability to recongtitute its program progressively
decayed after 1991.80

Not long after the start of the Iran-lrag war in 1980, Iraq started to pursue for-
mally a uranium enrichment program using a variety of uranium enrichment
techniques.8! By 1990, Irag had built two magnetic-bearing centrifuges (with
foreign assistance) using imported carbon fiber rotors and two oil-bearing
centrifuges.8? During the first Gulf War, however, nearly all of the key nuclear
facilities in Irag—those involved in the processing of nuclear material or
weapons research—were bombed and many of the facilities were largely
destroyed.®3

After the Gulf War, Iraq initially chose not to disclose the extent of its nuclear
program and instead sought to hide any evidence of it. Accordingly, the direc-
tor of Irag's Military Industrialization Commission, Hussein Kamil, ordered
the collection of al inculpatory documents and equipment. The equipment
and documentation were then moved to a variety of locations to hide them
from the IAEA. Hussein Kamil ordered at |east one set of al nuclear-related
documents and some equipment to be retained by a senior sci entist.3

Despite Iraqi efforts, in early summer 1991 the IAEA confronted Baghdad
with evidence of uranium enrichment components during the course of its
inspections. At that point Baghdad admitted to its large pre-war enrichment
programs, but still did not fully declare the extent of its centrifuge program.8®




IRAQ

Indeed, Irag continued to resist more comprehensive disclosure of its pre-
1991 nuclear program until after the defection of Hussein Kamil in 1995,
when a large number of documents and equipment fell into the hands of
UNSCOM and the IAEA. From this point forward, according to the I SG, the
Iragis appear to have been more cooperative and provided more complete
information. For example, the Iragis largely declared their pre-1991 centri-
fuge program, although afull set of documents obtained by Irag from German
engineersin the 1980s was not supplied to IAEA inspectors.®®

Although the Iragis did not make more comprehensive disclosures about their
nuclear program until 1995, the Iraq Survey Group concluded that Irag had
actually ended its nuclear program in 1991. More specificaly, the 1SG
assessed that Irag's development of gas centrifuges essentially ended in 1991
and that Irag did not continue work on any of the other pre-1991 enrichment
methods it had explored, including electromagnetic isotope separation
(EMIS).8” The ISG did point out, however, that many of the former EMIS
engineers and scientists continued to work for either the Iragi Atomic Energy
Commission or the Military Industrialization Commission in roles that could
preserve their technical skills.8®

Despite these efforts to preserve the skills and talent of the nuclear cadre, the
intellectual capital underlying Irag’'s nuclear program decayed in the years
after 1991.8% For example, starting around 1992, the Director of Irag's Mili-
tary Industrialization Commission transferred personnel from the former
nuclear program to various military research and production facilities. Some
of the work performed by these former nuclear scientists by its nature pre-
served for Irag capabilities that would be needed for a reconstituted nuclear
program. Still, the ISG noted that the overall decline of the Iragi economy
made it very difficult to retain scientists, many of whom departed for better
prospects abroad. %

With the influx of funds from the Oil-for-Food program and later the suspen-
sion of cooperation with UNSCOM, Saddam began to pay renewed attention
to former members of the Irag nuclear program. In the late 1990s, for
instance, he raised salaries for those in the Military Industrialization and Iragi
Atomic Energy Commissions, and new programs, such asjoint programs with
universities, were initiated to employ the talent of former nuclear program
employees.! In the year before Operation Iragi Freedom, Irag's Military
Industrialization Commission also took steps to improve capabilities that
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could have been applied to a renewed centrifuge program for uranium enrich-
ment. But the ISG did not uncover information indicating that the technolo-
gies being pursued were intended to support such a program.92

With respect to Irag'sinterest in procuring high-strength aluminum tubes, the
I SG concluded that the Iragi attempt to procure the tubes is best explained by
Irag's efforts to produce effective 81 millimeter rockets; the 1SG uncovered
no evidence that the tubes were intended for use in a gas centrifuge.% The
ISG arrived at this conclusion only after investigating the key indicators that
suggested a possible centrifuge end-use for the tubes—for example, the tubes
dimensions and tight manufacturing tolerances—and found no evidence of a
program to design or develop an 81 millimeter aluminum rotor centrifuge.94

What the ISG found instead was that, with respect to the dimensions of the
tubes, Iragi nuclear scientists thought it was at best impractical for Irag to
have made a centrifuge with 81 millimeter rotors. For example, Ja far Diya
Ja'far, the head of Irag's pre-1991 uranium enrichment program, stated in
post-war debriefings that, while it was possible to make a rotor from the
tubes, he thought it would beimpractical to do s0.%° He also said that using 81
millimeter rockets as a “cover story” for a centrifuge project would not have
been very useful, because Irag had difficulty importing any goods.?® Ja far
similarly did not consider it reasonable that Iraq could have pursued a centri-
fuge program based on 81 millimeter aluminum tubes, judging the technical
challenges to doing so were too great.97

Conversely, the Iraq Survey Group investigation did uncover what it judged to
be plausible accounts that linked the tubes to 81 millimeter rockets, and which
answered questions about why the Iragis had sought such tight manufacturing
specifications for the tubes. For example, some sources indicated to the ISG
that the tight tolerance requests were driven by a desire to improve the accu-
racy of the rockets. Inconsistencies among rockets had resulted in past varia-
tions in range and accuracy, according to these sources, and the Iragis chose
to address this problem by tightening specifications98 Another explanation
was that the engineering drawings for the Iragi 81 millimeter rocket, which
was originaly reverse-engineered from an Italian air-to-ground rocket (the
Medusa), had undergone many ad hoc revisions over the years because the
Iragis were using their 81 millimeter rockets as ground-to-ground rockets. An
Iragi military committee was convened to return the design to the origina
Italian-based design, according to the ISG report, and that military committee
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then set new, and more strict, specifications.% The ISG also learned that mis-
fires sometimes resulted from pitting in the tubes caused by improper storage
and corrosion, a problem that could explain the requirement that the tubes be
anodized and shipped carefully. 1%

Though ultimately concluding that the evidence did not show that the Iragis
intended a nuclear end-use for the tubes, the Iraq Survey Group did note some
inconsistenciesin the explanation that the tubes were intended for use in tacti-
cal rockets.1%! For example, the 1SG found technical drawings that showed
that Irag’s 81 millimeter rocket program had a history of using tubes that fell
short of the strict manufacturing standards demanded in the procurement
attempts before the war.192 Also, the 1SG found evidence that, in the months
just before the war, the Iragis accepted lower-quality, indigenously produced
aluminum tubes for its 81 millimeter rockets, despite the continuing efforts to
procure high-specification tubes from abroad. %3 |raq also explored the possi-
bility (about a year before the war) of using steel for the rocket bodies. This
approach was rejected, however, because it would have required significant
design modifications for the existing 81 millimeter rocket design.'%* The 1SG
noted that these efforts raise questions about whether high-specification tubes
were really needed for rockets,1%°

The I SG reconciled this evidence by judging that Iraq’s continued efforts to
obtain tubes from abroad, even while simultaneously accepting some indig-
enously produced tubes for use in rockets, could be explained in large mea-
sure by bureaucratic inefficiencies and fear of senior officials in the ranks of
the Iragi government.1% For example, Dr. Huwaysh, the head of the Mili-
tary Industrialization Commission, “exhibited a rigid managerial style” and
frequently made unreasonable production demands. The fear of being held
responsible for rejected tubes or components affected the lead production
engineer and he therefore decided to tighten specifications for the rocket
program. Similarly, a report from the rocket program noted that some engi-
neers requested tight specifications in order to appear effective in address-
ing problems. Also, because Huwaysh demanded results quickly, the
engineers did not have time to attempt a detailed analysis of the causes for
rocket scatter and inaccuracy; instead, the engineers simply tightened some
specifications in the hope that that would improve accuracy.'®” Other fac-
tors influencing the continuing efforts to procure tubes from abroad
included the “lack of sufficient indigenous manufacturing capabilities’—an
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effort that Irag only began in 2002—the high costs of production, and the
“pressure of the impending war.” 108

The 1SG noted that one other factor that the Intelligence Community had cited
as evidence that the tubes were intended for use in a centrifuge was that the
potential supplier was asked to provide 84 millimeter tubes—a change that
would have meant the tubes could not be used in an 81 millimeter rocket.1%°
But the ISG found no clear indication that it was Iraq (or an Iragi entity) that
was making these inquiries about 84 millimeter tubes. In any event, the
I SG concluded that, although alarger diameter tube would be better for usein
a centrifuge, Iraq aready had 500 tons of 120 millimeter diameter aluminum
shafts which it had imported before sanctions were imposed in 1990. And,
furthermore, Iraq was using those shafts in the months before Operation Iraqi
Freedom to support the flow-forming operations related to the 81 millimeter
rocket program. 111

With respect to alleged “high-level interest” in tubes by Iragi leaders, the
ISG concluded that such interest in the tubes appears to have focused on
efforts to produce 81 millimeter rockets rather than on any element of a
nuclear program.t12

The Irag Survey Group also found no evidence that Irag sought uranium from
abroad after 1991.113 With respect to the reports that Iraq sought uranium
from Niger, ISG interviews with Ja'far Diya Ja far, the head of Irag's pre-
1991 enrichment programs, indicated that Iraq had only two contacts with the
Nigerien government after 1998—neither of which was related to uranium. 4
One such contact was avisit to Niger by the Iragi Ambassador to the Vatican
Wissam Zahawie, the purpose of which Ja'far said was to invite the Nigerien
President to visit Irag (a story told publicly by Zahawie).!'® The second con-
tact was avisit to Irag by a Nigerien minister to discuss Nigerien purchases of
oil from lrag—with no mention of “any kind of payment, quid pro quo, or
offer to provide Iragq with uranium ore, other than cash in exchange for petro-
leum.” 16 The use of the last method of payment is supported by a crude oil
contract, dated June 26, 2001, recovered by the 1SG. 11/

The 1SG found only one offer of uranium to Baghdad since 1991—an offer
that Iraq appears to have turned down.t® The ISG found a document in the
headquarters of the Iragi Intelligence Service that reveals that a Ugandan
businessman had approached the Iragi Embassy in Nairobi with an offer to
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sell uranium, reportedly from the Congo. The Iragi Embassy in Nairobi,
reporting back to Baghdad on the matter on May 20, 2001, indicated that the
Embassy told the Ugandan that Irag did not deal with “these materials’
because of the sanctions.'1°

Finally, and on a broader plane, even if an order to reconstitute had been
given, Irag Survey Group interviews with former senior officials indicated
that Irag would not have been able to do so given the conditions inside the
country in 2002.12° Unsurprisingly, therefore, the 1SG found no indication
that Irag had resumed fissile material or nuclear weapon research and devel-
opment activities after 1991.12

Analysis of the Intelligence Community’s Pre-War Assessments

This marked digjuncture between the Intelligence Community’s assessments
and the findings of the Iraq Survey Group about Irag’'s purported nuclear
weapons program was not solely the product of bad luck or the inherent diffi-
culties of making intelligence judgments. It arose out of fundamental flawsin
the way the Intelligence Community approached its business.

Above dl, the Intelligence Community’s failure on the nuclear issue was a
failure of analysis. To be sure, the paucity of intelligence contributed to that
failure. Although signals intelligence played a key role in some respects that
we cannot discuss in an unclassified format, on the whole it was not useful.
Similarly, though imagery intelligence showed some construction at a possi-
ble suspect nuclear site in or around 2000, imagery provided little helpful
insight into the purpose of that activity and nothing beyond that. And, other
than information on the alleged uranium deal that was later determined to be
unreliable, very little human intelligence was available to provide insight into
Iraq’s intentions. The time pressures of the October 2002 NIE also may have
hampered the normal thorough review before dissemination. 122

But on the crucia question of whether the aluminum tubes were for use in a
gas centrifuge or in tactical rockets—an analytical question—the Intelli-
gence Community got it wrong.223 And, notably, it was not one of the diffi-
cult and inherently speculative questions intelligence analysts often
confront; it was not a question that required the Intelligence Community to
make a prediction about future events or to draw conclusions about the state
of the world based upon limited information. Rather, the critical question
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was, at bottom, largely a technical one, where the critical facts were known
or knowable: namely, how well-suited were the aluminum tubes for tactical
rockets and centrifuges, respectively? An even-handed assessment of the evi-
dence should have led the Intelligence Community to conclude that the tubes
were more likely destined for tactical rockets. This section examines this
analytic failure and other issues uncovered by our review of the Intelligence
Community’s performance.

Nuclear Weapons Finding 1

The Intelligence Community’s judgment about Iraq’s nuclear program hinged
chiefly on an assessment about Iraq’s intended use for high-strength alumi-
num tubes it was seeking to procure. Most of the agencies in the Intelligence
Community erroneously concluded these tubes were intended for use in cen-
trifuges in a nuclear program rather than in conventional rockets. This error
was, at the bottom, the result of poor analytical tradecraft—namely, the failure
to do proper technical analysis informed by thorough knowledge of the rele-
vant weapons technology and practices.

The judgment of most agencies that Baghdad's pursuit of aluminum tubes “pro-
vide[d] compelling evidence” that Iragq was reconstituting its weapons turned
upon two separate but related analytical determinations.’?* The first was that
the tubes would not have been well-suited for usein Irag's conventional military
arsena—in particular, as a conventional rocket casing. The second was that the
tubes were a suitablefit for centrifuges in anuclear program.

This section addresses the soundness of each of these conclusionsin turn. We
find that the Intelligence Community—and in particular, conventional weap-
ons analysts at the National Ground Intelligence Center (NGIC) in the
Defense Department—got the first of these two questions completely wrong;
the intercepted tubes were not only well-suited, but were in fact a precise fit,
for Irag’s conventional rockets, and the Intelligence Community should have
recognized as much at the time. The second question—whether the tubes
would have been well-suited for centrifuge applications—was a closer one,
but we conclude that certain agencies were more wedded to the analytical
position that the tubes were destined for a nuclear program than was justified
by the technical evidence. We also conclude that these misjudgments, while
reflecting lapses in basic tradecraft, ultimately stemmed from a deeper source:
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analysts' willingness to accept that a superficially enticing piece of evidence
confirmed the prevailing assumption—that |rag was attempting to reconstitute
its nuclear program—was wrong. That CIA and DIA reached this conclusion
was a product of, in our view, an effort to fit the evidence to the prevailing
assumptions.

Suitability of the tubes for conventional rockets. The most egregious failure
regarding the aluminum tubes was the inability of certain agencies to assess
correctly their suitability for a conventional weapons system. While the CIA
and DIA acknowledged that the tubes could be used for rockets, these agen-
cies believed it was highly unlikely that the tubes had been intended for such a
use.1® But these agencies’ basis for believing this was wrong. Irag had been
seeking tubes composed of a particular material—high-strength 7075-T6 alu-
minum—which CIA and DIA viewed as suggestive of a nuclear end-use.126
But that material is wholly consistent with a non-nuclear end-use. This same
material in fact has been used in rockets manufactured by Russia, Switzer-
land, and twelve other countries, according to Department of Defense rocket
design engineers.®?” Indeed, Iraq itself had used this kind of aluminum in its
Nasser 81 rocket program and had declared that use in its 1996 declaration to
the IAEA 128

Yet NGIC, the national experts on conventional military systems, assessed in
September 2002 that the material and tolerances of the tubes sought by Irag
were “highly unlikely” to be intended for rocket motor cases.'?® That assess-
ment was clearly mistaken and should have been recognized as such at the
time. NGIC later conceded, in written testimony to the Senate Select Commit-
tee on Intelligence, that “lightweight rockets, such as those originally devel-
oped for air-to-ground systems, typically use 7075-T6 auminum for the
motor casing.” %0 As the experts on such systems, NGIC should have been
aware of these facts. Similarly, although NGIC assessed that the tolerances of
the tubes Iraq was seeking were “excessive” for rockets, NGIC was not aware
at that time of the tolerances required for the Iragi Nasser 81 rockets, for the
Italian Medusa rocket on which the Nasser 81 was based, or for comparable
U.S. rockets. 13t

NGIC also believed that the tubes would make poor choices for rocket motor
bodies because the walls of the tubes were too thick.13? But the tubes I raq was
seeking had precisely the same dimensions—including the same wall thick-
ness—as the tubes that Iraq itself used in its Nasser 81 rockets in 1996.133
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Thisfact al'so should not have come as arevelation to NGIC analysts, as DOE
had published detailed assessments of the tubes used in the Nasser 81
rocket—including their dimensions—in August 2001, and as the IAEA had
noted Iraq’'s use of the Nasser 81 rocket in its earlier catalogs of Irag’s weap-
ons programs.134 Yet the two primary NGIC rocket analysts said that they did
not know the dimensions of the Nasser 81 rockets at that time. While these
analysts assert that they had no access to IAEA information and did not
receive the DOE reporting in question,'®® we believe that NGIC could and
should have conducted a more exhaustive examination of the question. We
agree with the conclusion of the Senate Select Committee on Intelligence that
NGIC's performance represents a “ serious lapse” in analytical tradecraft. 13

CIA and DIA's confidence in their conclusions aso led them to fail to pursue
additional, easily obtainable data on the tubes that would have pointed them
in the direction of conventional weapons applications. For example, though
elements of the Intelligence Community were aware that the Nasser 81 milli-
meter rocket was likely reverse-engineered from the Italian Medusa air-to-
ground rocket, neither DIA nor CIA—the two most vociferous proponents of
a nuclear end-use—obtained the specifications for the Medusa rocket until
well after the commencement of Operation Iragi Freedom.'®” Indeed, CIA
appears to have consciously bypassed attempts to gather this crucial data. A
CIA officer had actually suggested that CIA track down the precise dimen-
sions and specifications of the Medusarocket in order to evaluate the possibil-
ity that the tubes Iraq was seeking were in fact intended for rockets. CIA
rejected the request in early September 2002, however, on the basis that such
information was not needed because CIA judged the tubes to be destined for
use in centrifuges—a textbook example of an agency prematurely closing off
an avenue of investigation because of its confidence in its conclusions.13®

Suitability of tubes for nuclear centrifuges. As discussed above, a debate
raged within the Intelligence Community in the months preceding the Irag
war on a second question as well: namely, whether the intercepted aluminum
tubes were well-suited for use in nuclear centrifuges. According to both DOE
and CIA centrifuge experts, the resolution of thisissue depended primarily on
the answer to two highly technical questions: first, whether the tubes had a
sufficiently large internal diameter (and hence could allow the requisite gas
flow) to enrich uranium effectively, and whether the walls of the tubes were
too thick for use as centrifuge rotors.13? While generally the analytical issue
of the tubes suitability for centrifuges was more technically complex than
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that of their fit for conventional rocket applications, the manner in which cer-
tain agencies answered these two technical questions about centrifuge-suit-
ability suggests that their analysis was driven more by their underlying
assumptions than by the available scientific evidence.

For example, to answer the first question, analysts from CIA’s Weapons | ntel -
ligence, Non-Praliferation, and Arms Control Center (WINPAC) sought the
assistance of the DOE National Laboratories—specifically, Oak Ridge
National Laboratory—to test the tubes.14 The Oak Ridge laboratory con-
cluded that, while it was technically possible to enrich uranium using tubes of
the diameter the Iragiis were seeking, it would be suboptimal to do so0.2*! The
prototype design unit that Iraq built before the Gulf War—which used carbon
fiber rotors and was built with the assistance of German engineers using the
European Urenco design—had a separative capability four to five times
greater than would a centrifuge built using the 81 millimeter tubes for
rotors.*? Accordingly, to support a program that could produce one nuclear
device per year, Irag would need to manufacture and deploy 10,000 to 14,000
such machines. 3 The number of tubes Iraq was seeking, however, would be
enough to manufacture 100,000 to 150,000 of these machines, which could
produce 170-260 kg of highly enriched uranium per year (enough for 8-10
nuclear devices per year). But DOE pointed out that no proliferator has ever
operated such alarge number of centrifuges.1** In other words, the tubes Iraq
was seeking were so suboptimal for uranium enrichment that it would have
taken many thousands of them to produce enough uranium for a weapon—
and athough Iraq was in fact seeking thousands of tubes, DOE assessed it
would have been highly unlikely for a proliferator to choose a route that
would require such alarge number of machines.

With respect to the second suitability question—whether the walls of the
tubes were too thick for centrifuge use—CIA's WINPAC sought the assis-
tance of a contractor to perform separate tests (a “spin test”) of the tubesin
order to determineif they were strong enough to withstand the extremely high
speeds at which centrifuge rotors must spin.2*° The initial test performed by
the contractor was reported to have resulted in successfully spinning atube at
60,000 revolutions per minute (rpm).1*® The NIE included these test results
and explained that this test provided only a rough indication that the tubes
were suitable as centrifuge rotors. The NIE noted, however, that additional
tests would be performed at higher speeds to determine whether the tubes
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were suitable for operations under conditions that replicated gas centrifuge
operations. 14’

Unfortunately, these subsequent tests—performed by CIA contractors in Jan-
uary 2003—only clouded an already murky picture. The contractors’ initial
findings gave the appearance that the tubes were of insufficient strength for
use in centrifuge equipment. The CIA, however, questioned the methodol ogy
used by its contractors, asserting that the test results had failed to distinguish
between the failures of the tubes and failures of the test equipment itself.148
The contractors then provided a “correction” with new test data, which, the
CIA believed, demonstrated that the tubes had sufficient strength to be spun at
speeds of 90,000 rpm.1#° But DOE was unpersuaded by the corrected findings
and argued that the CIA’'s conclusions were not supported by the test
results.’>0 At bottom, the ineptly handled spin tests did little more than
deepen the divisions between CIA and DOE over the tubes’ intended use; in
the words of one former senior Intelligence Community official, the tests
were “like throwing alighted match into gasoline” 51

In any event, the initial technical tests led all agencies to agree that the tubes
could be used to build gas centrifuges for uranium enrichment.>? DOE, how-
ever, did not believe that tubes were intended for such use, a view with which
INR agreed. DOE's view was based on disagreement with CIA’s view on both
counts—DOE argued that the diameter of the tubes was too small and the
walls were too thick for centrifuge use. The tubes, in DOE’s judgment, were
therefore “ not favorable for direct use as centrifuge rotors.” 15°

CIA countered that the dimensions of the tubes were “similar” to Iraq's pre-
war Beams gas centrifuge design and “nearly matched” the tube size used in
another type of gas centrifuge, the Zippe design.’>* Nuclear analysts from
WINPAC explained that prior to the Gulf War Irag had pursued the devel op-
ment of a Beams centrifuge with aluminum rotors that had awall thicknessin
excess of 3.0 millimeters, and that Iraq had built an oil centrifuge with alumi-
num rotors in excess of 6.0 millimeters. CIA also asserted that the unclassi-
fied document describing Zippe's design could be interpreted as using rotors
with wall thicknesses that ranged from 1.0 millimeter to 2.8 millimeters, 1>
WINPAC reasoned that, although these dated models for centrifuges were not
ideal, Iraq was likely to build what it could rather than what would be the
optimal design.®® Specifically, old centrifuge designs using aluminum rotors
were the only ones Iraq had successfully built in the past without extensive
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assistance from foreign experts. 2>’ Similarly, DIA assessed that “[4]Iternative
uses’ for the tubeswere “possible,” but that such alternatives were “less likely
because the specifications [of the tubes] are consistent with late 1980s Iragi
gas centrifuge rotor designs” 158

DOE disputed this analysis on several grounds. From the outset, DOE
believed that Iraq would pursue a more advanced design, such as the Urenco-
style centrifuge that Iraq had pursued with the covert assistance of German
engineers before the Gulf War.1%° DOE also disagreed with CIA’s technical
conclusion that the tubes were a plausible match for the Zippe design; it
asserted that the optimum Zippe design required a wall thickness no greater
than a certain figure (the figure itself is classified).' Finally, DOE noted that
the Beams design had never been successfully used to enrich uranium—
Beams himself could never get his design to work beyond pilot-plant opera-
tion.161 As DOE subsequently explained, in DOE's view it was therefore
irrelevant, and misleading, to point to similarities with this design as evidence
the tubes were intended for use in a centrifuge. 162

In sum, although even DOE agreed that the tubes could be used for centri-
fuges, DOE's assessment that such use was unlikely proved closer to the
mark. DIA and CIA analysts overestimated the likelihood that the tubes were
intended for use in centrifuges, an erroneous judgment that resulted largely
from the unwillingness of many analysts to question—or rigorously test—the
underlying assumption that Iraq would try to reconstitute its nuclear program.

The influence of assumptions on the analytical process. As we have seen,
the majority of intelligence agencies—and in particular, CIA and DIA—
were simply wrong on the question of whether the aluminum tubes were
suitable for conventional rocket applications. A similar dynamic emerged
during the intra-Community debate on whether the tubes were a good fit for
centrifuge designs; while the judgments were in this case more defensible,
CIA and DIA consistently construed guite ambiguous technical data as sup-
porting the conclusion that the aluminum tubes were well-suited for use as
centrifuges. A consistent pattern emerges: certain analysts, and certain
agencies, were clearly inclined to view evidence—even exceedingly techni-
cal evidence—through the prism of their assumptions that Iraq was recon-
stituting its nuclear program.
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This tendency is reflected in the way these analysts interpreted other infor-
mation about the tubes as well. For instance, CIA and DIA assessed that the
tight manufacturing tolerances that Iragq required for the tubes pointed
towards centrifuge use, because of the increased cost and manufacturing
challenges that would result from these stringent requirements.163 But as
DOE pointed out, although the specifications did seem excessive for use in
conventional rockets, the tolerances were also a peculiar requirement if they
were destined for centrifuges, the specifications were neither as tight as
those previously used by Irag for centrifuges nor as tight as those typically
desired for high-speed rotating equipment.1%4 Moreover, the tubes would
have required substantial modifications to make them suitable for centrifuge
use, 1% and the required modifications would have been inconsistent with
the tight manufacturing tolerances demanded.2® Finally, the tight specifica-
tions were not inconsistent with conventional rocket applications; as DOE
pointed out to the Senate Select Committee on Intelligence, it isin fact quite
common for inexperienced engineers to over-specify tolerances when trying
to reverse-engineer equipment.t6”

The focus of certain intelligence agencies on the cost of the tubes offers
another example of analysts straining to fit the datainto their prevailing theo-
ries. The NIE cites reporting indicating that Iraq paid “up to” $17.50 for the
tubes, and noted that the willingness to pay this“high” price was indicative of
the high priority of the purchase—a fact which, it is suggested, supports the
view that the tubes had nuclear applicati on.1%8 But in fact this price was not
unusually elevated. DOE obtained a price quote from a U.S. manufacturer—
without the tight tolerances—of $19.27 per tube.16°

Adherence to prevailing assumptions also led analysts to discount contrary
evidence. Both CIA and DIA were quick to dismiss evidence which tended
to show that the tubes were intended for use in Iraq's rocket program,
instead attributing such contrary evidence to Iraq's “deception” efforts.
Analysts were well aware that Iraq historically had been very successful in
“denial and deception” 1’0 activities, and that, at least in part because of
such activities, the Intelligence Community had underestimated the scope of
Iraq’s pre-Gulf War nuclear program. So analysts, in order to ensure that
they were not fooled again, systematically discounted the possibility that
the tubes were for rockets.
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Indeed, in some instances, analysts went even further, interpreting informa-
tion that contradicted the prevailing analytical line as intentional deception,
and therefore as support for the prevailing analytical view. For example,
NGIC characterized the Iragi claim that the tubes were for use in tactical
rockets as “a poorly disguised cover story,” reasoning that Irag was claiming
such an end-use for the tubes because Iragq was aware that its intentions to use
the tubes in a nuclear centrifuge application “have been compromised.” 171
CIA aso noted in a Senior Executive Memorandum that Iraq “ has established
a cover story...to disguise the true nuclear end use” for the aluminum tubes,
explaining that Iragq may be exploiting press reports regarding the disagree-
ment within the Intelligence Community about the tubes.1’2 In some quarters,
then, the thesis that the tubes were destined for centrifuges took on the quality
of ahypothesisthat literally could not be disproved: both confirming and con-
tradictory facts were construed as supporting evidence. 1’3

The unwillingness to question prevailing assumptions that Irag was attempt-
ing to reconstitute its nuclear program therefore resulted in faulty analysis of
the aluminum tubes. While CIA analysts now agree with the | SG position that
the tubes were most likely intended for use in rockets rather than in centrifuge
applications,}’* as of March 2005, CIA had still not published a reassessment
of its position on the tubes. 1"

Nuclear Weapons Finding 2

In addition to citing the aluminum tubes, the NIE’s judgment that Iraq was
attempting to reconstitute its nuclear weapons program also referred to addi-
tional streams of intelligence. These other streams, however, were very thin,
and the limited value of that supporting intelligence was inadequately con-
veyed in the October 2002 NIE and in other Intelligence Community products.

Nuclear Weapons Finding 3

The other indications of reconstitution—aside from the aluminum tubes—did
not themselves amount to a persuasive case for a reconstituted Iragi nuclear
program. In light of the tenuousness of this other information, DOE’s argument
that the aluminum tubes were not for centrifuges but that Iraq was, based on
these other streams of information, reconstituting its nuclear program was a
flawed analytical position.




CHAPTER ONE

Until now, this review has focused on flaws in the Intelligence Community’s
assessment concerning the likely uses of the aluminum tubes—the central
basisfor the overal judgment that Irag was reconstituting. But the Intelligence
Community also identified in the NIE other evidence to support this conclu-
sion, including Iraq’'s attempts to procure other dual-use items needed for agas
centrifuge such as magnets and balancing machines, efforts to reconstitute its
nuclear cadre, and activity at suspect sites. This evidence, however, was based
on thin streams of reporting (and indeed, as will be shown, the NIE'srecitation
of this evidence was also marred by inaccuracies).1’® Analysts are of course
often called upon to make judgments based on limited information, particu-
larly on difficult targets such as Irag’s nuclear program. With that said, the NIE
too often failed to communicate the paucity of intelligence supporting its
assessments and also contained several inaccurate statements.

For example, the NIE indicated that according to sensitive reporting, Saddam
Hussein was “personaly interested in the procurement of auminum
tubes” 77 This sensitive reporting was a single report from a liaison service
which reported that Saddam was “closely following” the purchase of the
tubes.1’8 Yet even this single report was under dispute. According to one CIA
officer, it was the service's intelligence officer who said Saddam was foll ow-
ing the purchase, although another CIA officer at the meeting remembered the
exchange differently.1’® Even though fundamental doubts existed about the
validity and ultimate source of this information, CIA was not able to clarify
this point (which was understandable, given the uncertainties inherent in
working with liaison services) and allowed the NIE to use the information
without reflecting this uncertainty (which was not understandable). 180

In other places, the NIE's assertions concerning Irag’s nuclear program were
simply factualy incorrect. First, the NIE pointed to Irag's attempts to procure
a permanent magnet production capability as evidence that Iragq was reconsti-
tuting its uranium enrichment program. It noted that “a large number of per-
sonnel for the new production facility worked in Irag's pre-Gulf War
centrifuge program.” 181 This, however, was a mistake; the National Intelli-
gence Officer (NIO) for Strategic and Nuclear Programs subsequently noted
that the workers had not been associated with Irag’s centrifuge program but
with the former EMIS program.lszAnd the NIE misidentified a front com-
pany involved in procurement efforts and the items being procured; the com-
pany involved in the initial aluminum tube procurement was seeking high-
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speed spin testing machines, while another company, aso involved in tube
procurement, was seeking balancing machines, 183

In light of this, DOE’s position on Iragi nuclear reconstitution appears rather
dubious. DOE was aone in its view that these other procurement attempts,
combined with the later-recalled reporting regarding uranium from Africa,
provided sufficient evidence to conclude that Iraq was reconstituting. Leaving
aside the factual errors noted above, there was no evidence that Iraq had actu-
aly obtained the dual-use items it was seeking, and DOE conceded that there
was no evidence that the magnets Iraq was seeking were intended for the
nuclear program.'8+ With respect to the alleged uranium enrichment procure-
ment efforts in Africa, DOE reasoned that any indication that Irag was
attempting to procure uranium covertly would be a significant indication of
Irag's intention to pursue a nuclear program.18°

The gossamer nature of the evidence relied upon by DOE, and the doubts
expressed about the attempts to procure uranium from Africa long before the
reporting was recalled (more in a moment about this) had led senior officials
in other agencies to question the substantive coherence of DOE's position.
The former NIO for Strategic and Nuclear Programs, for one, said that he had
not fully understood the logic supporting DOE’s conclusion that Iraq was
reconstituting despite specifically questioning DOE on this point during the
NIE coordination meeting.X®® Similarly, a former senior intelligence officer
remarked in November 2004 that DOE's position had “made sense politically
but not substantively.” 187 In fact, the DOE intelligence analyst who partici-
pated in the coordination meetings for the NIE—while maintaining that there
was no political pressure on DOE, direct or indirect, to agree with the recon-
stitution conclusion at the NIE coordination meeting—conceded to this Com-
mission that “DOE didn’t want to come out before the war and say [Iraq]
wasn't reconstituting.” 188

As mentioned above, DOE’s position rested in part on a piece of evidence not
relied upon by any of the other intelligence agencies in the NIE—that of
Irag's attempts to procure uranium from Niger.2®° This evidence was uncon-
firmed at the time of the NIE and subsequently shelved because of severe
doubts about its veracity. Aswill be shown in the next section, the Intelligence
Community was right to have its doubts about this story, and DOE was wrong
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to rely on it as an alternative piece of evidence confirming Irag’s interest in
reconstitution.

Nuclear Weapons Finding 4

The Intelligence Community failed to authenticate in a timely fashion transpar-
ently forged documents purporting to show that Iraq had attempted to procure
uranium from Niger.

Intelligence Community agencies did not effectively authenticate the docu-
ments regarding an aleged agreement for the sale of uranium yellowcake
from Niger to Irag. The President referred to this aleged agreement in his
State of the Union address on January 28, 2003— evidence for which the
Intelligence Community |ater concluded was based on forged documents. 1%

To illustrate the failures involved in vetting this information, some details
about its collection require elaboration. The October 2002 NIE included the
statement that Irag was “trying to procure uranium ore and yellowcake” and
that “a foreign government service” had reported that “Niger planned to
send several tons” of yellowcake to Irag.2®! The statement about Niger was
based primarily on three reports provided by aliaison intelligence service to
CIA in late 2001 and early 2002.192 One of these reports explained that, as
of early 1999, the Iragi Ambassador to the Vatican planned to visit Niger on
an official mission. The report noted that subsequently, during meetings on
July 5-6, 2000, Niger and Irag had signed an agreement for the sale of 500
tons of uranium.®3 This report 