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EXECUTIVE SUMMARY

ES.1 INTRODUCTION

IIT Research Ingtitute and the Illinois Institute of Technology Chicago-Kent College of Law
(herein abbreviated as IITRI), under contract to the Department of Justice (DoJ), evaluated a
Federal Bureau of Investigation (FBI) system known as Carnivore. Carnivore is a software-based
tool used to examine al Internet Protocol (IP) packets on an Ethernet and record only those
packets or packet segments that meet very specific parameters. ITRI was asked to report on
whether Carnivore

Provides investigators with all, but only, the information it is designed and set to provide
in accordance with a given court order

Introduces any new, material risks of operational or security impairment of an Internet
Service Provider’s (ISP’ s) network

Risks unauthorized acquisition, whether intentional or unintentional, of electronic
communication information by: (1) FBI personnel or (2) persons other than FBI
personnel

Provides protections, including audit functions and operational procedures or practices,
commensurate with the level of the risks

In addition, I TRI considered the concerns of interested organizations and citizens. |1 TRI studied
recent testimony; examined material on Internet sites;, and met with representatives of the
American Civil Liberties Union, Electronic Privacy Information Center, and the Center for
Democracy and Technology. I TRI determined that this report must also address

All potential capabilities of the system, independent of intended use
Controls on, and auditability of, the entire process by the FBI, the DoJ, and the courts
Fault tolerance and integrity of the data

Roles, actual and potential, of other parties and systems; e.g., the ISP or aternative
implementations

Functions of Carnivore within asuite of similar products

ES.2 SCOPE

IITRI determined that the scope of the evaluation had to include how Carnivore is applied as
well as its technical capabilities. [ITRI evaluated the understanding of court orders by the field
investigator, the implementation of the court order as commands to the acquisition software, the
acquisition minimization performed by the software, and the handling and post-processing of
acquired data. Questions of constitutionality of Carnivore-type intercepts and trustworthiness of
law enforcement agents were outside the scope of this evaluation.

The Carnivore I TRI evaluated is a snapshot of an on-going development. Carnivore is evolving
to improve its performance, enhance its capabilities, and keep pace with Internet development
[ITRI/IIT—DoJ Sensitive Page vii
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and court rulings. The current version (Carnivore 1.3.4 SP3) was deployed to meet an immediate
requirement that commercial products could not satisfy while development continued. The next
version, Carnivore 2.0, isin aphatest. Source code for v2.0 was provided to [ITRI. This report
covers an evaluation only of version 1.3.4.

ES.3 APPROACH
I TRI approached the evaluation in four coordinated, but largely independent, aspects.

1. 1ITRI evaluated the process used to translate court orders into commands for Carnivore,
implement the collection, and verify that only permitted information was gathered. This
aspect considered various use scenarios including full content and pen register intercepts.
It included interviews with FBI developers, the deployment team, field agents who have
used Carnivore, and | SPs who have hosted it.

2. IITRI evauated the system architecture especially with respect to security. This aspect
considered alternative implementations and the capabilities of commercial products.

3. IITRI examined the Carnivore source code to determine what functions have been
implemented and what limitations have been built in.

4. 1ITRI installed the system in its Information Technology Laboratory (IT Lab) and
experimentally determined system capabilities. Tests focused on capabilities of
Carnivore, but included using two post-processing programs—Packeteer and
CoolMiner—that, with Carnivore, are collectively known as the DragonWare suite.

ES.4 OBSERVATIONS

Carnivore is a system used to implement court-ordered surveillance of electronic
communication. It is used when other implementations (e.g., having an ISP provide the requested
data) do not meet the needs of the investigators or the restrictions placed by the court. Carnivore
can be used to collect full content of communications under 18 U.S.C. 88 2510-2522 and 50
U.S.C 88 1801-1829 or only address information (i.e., pen register) under 18 U.S.C. 88 3121-
3127 and 50 U.S.C 88 1841-1846. Law enforcement agents follow a rigorous, detailed procedure
to obtain court orders and surveillance is performed under the supervision of the court issuing the
order.

As in all technical surveillance, the FBI applies a strict separation of responsibility when using
Carnivore. Case agents establish the need and justification for the surveillance. A separate team
of technically trained agents installs the equipment and configures it to restrict collection to that
allowed by the court order. In the case of Carnivore, al installations have been performed by the
same small team. Case agents are motivated to solve or prevent crimes, but technically trained
agents are motivated by FBI policy and procedures to ensure that collection adheres strictly to
court orders and will be admissible in court as evidence.

The Carnivore architecture (Figure ES-1) comprises. (1) a one-way tap into an Ethernet data
stream; (2) a general purpose computer to filter and collect data; (3) additional genera purpose
computers to control the collection and examine the data; and (4) a telephone link to the
collection computer. The collection computer is typicaly installed without a keyboard or

Page viii [ITRI/IIT—DoJ Sensitive
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monitor. pcAnywhere, a standard commercia product from Symantec Inc., allows the additional
computers to control the collection computer via the telephone link. The link is protected by an
electronic key such that only a computer with a matching key can connect. Carnivore software is
typically loaded on the collection computer while Packeteer and CoolMiner are installed on the
control computers. All computers are equipped with Jaz drives for removable data storage.

Switch or Hub
W Carnivore Carnivore
W& ——— Collection —» Control
Tap Computer | telephonelink | computer
Subnet with
Target

Figure ES-1. Carnivore Architecture

When placed at an ISP, the collection computer receives al packets on the Ethernet segment to
which it is connected and records packets or packet segments that match Carnivore filter settings.
The one-way tap ensures that Carnivore cannot transmit data on the network, and the absence of
an installed Internet protocol (IP) stack ensures that Carnivore cannot process any packets other
than to filter and optionally record them. Carnivore can neither alter packets destined for other
systems on the network nor initiate any packets.

Control computers are located at law enforcement sites. When connected by modem to the
collection computer, a control computer operator can set and change filter settings, start and stop
collection, and retrieve collected information. Using Packeteer and CoolMiner, the operator can
reconstruct target activity from the collected IP packets. In pen mode, the operator can see the
TO and FROM e-mail addresses and the IP addresses of computers involved in File Transfer
Protocol (FTP) and Hypertext Transfer Protocol (HTTP) sessions. In full-collection mode, the
operator can view the content of e-mail messages, HTTP pages, FTP sessions, etc. Carnivore
operators are anonymous to the system. All users are logged in as “administrator” and no audit
trail of actionsis maintained.

Carnivore software has four components: (1) a driver derived from sample C source code
provided with WinDis 32, a product of Printing Communications Associates implements
preliminary filtering of 1P packets; (2) an application program interface (API); (3) adynamic link
library (DLL) written in C++ provides additional filtering and data management; and (4) an
executable program written in Visual Basic provides a graphical user interface. Functionality is
placed in the driver whenever possible to enhance performance. Evolution of the source code
between v1.3.4 and v2.0 clearly indicates that al processing will eventually take place in the
[ITRI/IIT—DoJ Sensitive Page ix
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driver. The DLL provides entry points for functions such as INITIALIZE, START, STOP, and
SHUTDOWN. The user interface is divided into basic (Figure ES-2) and advanced (Figure ES-3)
screens. The basic screen allows an operator to start and stop collection, view collection
statistics, and segment the output file. The advanced screen allows the operator to define and
redefine the filter parameters that control what Carnivore collects.
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ITRI verified by code walkthrough, and later by experiment, that Carnivore works as described
by the DoJ. Parameters set in the user interface were reflected in the configuration file. Data
passed by the filter and DLL reflect the configuration file. While 1ITRI did not perform an
automated analysis to verify al code segments are executed and that no hidden code exists,
[ITRI did verify manualy that the driver API and DLL entry points provide only the
functionality required to implement the features we observed. Given that the advertised
functionality provides ample capability to perform unauthorized surveillance, 1ITRI concluded
there was little incentive to hide capabilities in the code.

[ITRI instaled Carnivore version 1.3.4 initsIT Lab. The test configuration, shown in Figure ES-
4, mimics the typical installation at an I1SP. The Carnivore tap was placed in a subnetwork
containing traffic from the target, but as little other traffic as possible. The subnetwork provided
both static and dynamic IP addressing of target and non-target users. IITRI ran a series of tests
covering both pen register and full collection scenarios envisioned by the FBI developers. 11 TRI
also ran a series of tests for scenarios not envisioned by the FBI to determine the full capabilities
of the device.

To IITR Inet

IITRI Carnivore
Test Configuration
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Figure ES-4. Carnivore Test Configuration

Carnivore accepts packets unless they are rejected by the filter. Proper operation relies on the
ability of the operator to configure the filter correctly and fully. With the default settings, no
packets are accepted. However, if a single radio button is selected to place the software in full
mode collection for transmission control protocol (TCP) traffic, then all TCP traffic is collected.

IITRI/IIT—DoJ Sensitive Page xi



IITRI CR-030-216

As more filters are selected and configured, the volume of collection is reduced. For example,
only selected ports might be collected and Simple Mail Transfer Protocol and Post Office
Protocol 3 might be limited to certain user names. In normal operation, filters are also used to
limit collection to specific I P addresses, but selecting the filters is established by FBI procedures,
not by the software.

The other DragonWare components, Packeteer and CoolMiner, work together to display the
output of Carnivore in a meaningful manner. Packeteer processes the raw output of Carnivore to
reconstruct higher-level protocols from IP packets. CoolMiner develops statistical summaries
and displays either pen register or full content information via an Internet browser. After initially
verifying via hex-dumps that these programs were reporting the test output correctly, I TRI used
them to evaluate the mgority of the test scenarios. In cases where the CoolMiner output was not
as expected, the raw data from Carnivore was inspected. A few software bugs were found in the
Packeteer and CoolMiner programs. These bugs actually cause the collected data to be
underreported. An examination of the raw Carnivore output revealed that the correct data were
collected. These bugs have been reported to the FBI.

ES.5 CONCLUSIONS

In response to the DoJ s four questions, |1 TRI concludes

1. When Carnivore is used in accordance with a Title Il order, it provides investigators
with no more information than is permitted by a given court order. When Carnivore is
used under pen trap authorization it collects TO and FROM information, and also
indicates the length of messages and the length of individual field within those messages
possibly exceeding court-permitted collection.

2. Operating Carnivore introduces no operational or security risks to the ISP network where
it is installed unless the ISP must to make changes to its network to accommodate
Carnivore. Such changes may introduce unexpected network behavior.

3. Carnivore reduces, but does not eliminate, risk of both intentional and unintentional
unauthorized acquisition of electronic communication information by FBI personnel, but
introduces little additional risk of acquisition by persons other than FBI personnel.

4. While operational procedures or practices appear sound, Carnivore does not provide
protections, especially audit functions, commensurate with the level of the risks.

In response to broader concerns, I TRI concludes

Carnivore represents technology that can be more effective in protecting privacy and
enabling lawful surveillance than can alternatives such as commercial packet sniffers.

Multiple approvals are currently required by FBI and DoJ policy (but not currently by
statute) before a court order that might involve a Carnivore deployment is requested,
significant post-collection organizational and judicia controls exist as well.

a The supervising judge can, and regularly does, independently verify that traffic
collected is only what was legally authorized.
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a Civil litigation, and potential criminal prosecution of agents involved in over-
collection provide further post-collection external controls protecting against
misusing Carnivore. However, the statutory suppression remedy available for illegal
interception of other communications in Title Il is not expended to electronic
communications.

While the system was designed to, and can, perform fine-tuned searches, it is aso
capable of broad sweeps. Incorrectly configured, Carnivore can record any traffic it
monitors.

Carnivore examines |P traffic and determines which packets are allowed by its filter
settings.

a It accumulates no data other than that which passesitsfilters
a It restricts packets to specific types from or to specific users

a It incorporates features to detect dropped packets and guards against inadvertently
potentially missing the sign-off of a dynamically-assigned |P address

Carnivore does not have nearly enough power “to spy on almost everyone with an e-mail
account.” In order to work effectively, it must reject the majority of packets it monitors. It
also monitors only the packets traversing the wire to which it is connected. Typically, this
wireis anetwork segment handling only a subset of a particular ISP’ s traffic.

ITRI did not find adequate provisions (e.g., audit trails) for establishing individual
accountability for actions taken during use of Carnivore.

The current implementation of Carnivore has significant deficiencies in protection for the
integrity of the information it collects.

a The relationship among Carnivore filter settings, collected data, and other
investigative activities may be difficult to establish.

a Lack of physical control of the Carnivore collection computer engenders some risk of
compromise

a FBI tools to view, analyze, and minimize raw Carnivore output contain several
material weaknesses. During testing, I TRI found several bugs.

a Carnivore does not consistently recover from power failures.
a Thereisno time synchronization within Carnivore.

No forma development process was used for Carnivore through verson 1.3.4.
Consequently, technical issues such as software correctness, system robustness, user
interfaces, audit, and accountability and security were not well addressed.

Carnivore does not

a Read and record all incoming and outgoing e-mail messages, including sender,
recipients, message subject, and body. It stores packets for later analysis only after
they are positively linked by the filter settings to a target
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a

Monitor the web-surfing and downloading habits of all the ISP’ s customers, including
web searches for information or people. It can only record for later evaluation some
HTTPfilesretrieved by atarget

Monitor or read all other electronic activity for that ISP, including instant messages,
person-to-person file transfers, web publishing, FTP, Telnet, newsgroups, online
purchases, and anything else that is routed through that ISP. It can only record a
subset of such files for a specific user

Carnivore cannot

a
a
a
a
a

a

Alter or remove packets from the network or introduce new packets

Block any traffic on the network

Remove images, terms, etc. from communications

Seize control of any portion of Internet traffic

Shut down or shut off the communications of any person, web site, company, or |SP

Shut off accounts, ISPs, etc. to “contain” an investigation

Carnivore has significant performance limitations most of which result from design
decisions to enable precise collection.

The FBI may have legitimate reasons to oppose public release of Carnivore. The current
version has technical limitations that could be exploited to defeat surveillance if they
were revealed.

ES.6 RECOMMENDATIONS

Although II'TRI specifically excluded questions of constitutionality and of illegal activity by the
FBI from this evaluation, IITRI is concerned that the presence of Carnivore and its successors
without safeguards as recommended below: (1) fuels the concerns of responsible privacy
advocates and reduces the expectations of privacy by citizens at large; and (2) increases public
concern about the potential unauthorized activity of law enforcement agents. To reduce these
concerns I TRI makes the following recommendations to add protections that are commensurate
with the level of risksinherent in deploying a system such as Carnivore:

Continue to use Carnivore versus other techniques when precise collection is required
because Carnivore can be configured to reflect the limitations of a court order.

Retain centralized control of Carnivore at the federal level and require DoJ approval of
all applications that involve Carnivore systems capable of full content collection.

Provide separate versions of Carnivore for pen register and full content collection.

Provide individual accountability and audit trail for all Carnivore actions.

Enhance physical control of Carnivore when it is deployed.

Page xiv
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Explicitly bind collected data to the collection configuration by recording the filter
settings with each collected file and add a cyclic redundancy check or, preferably, a
cryptographic checksum to the recorded file.

Employ a forma development processes to improve traceability of requirements,
improve configuration management, and reduce potential errors in future versions of
Carnivore.

Provide checks in the user interface software to ensure that settings are reasonable and
consistent.

Work toward public release of Carnivore source code by eliminating exploitable
weaknesses. Until public release, continue independent evaluation to assess effectiveness
and risks of over- and under-collection. Fix known software bugs in Packeteer and
CoolMiner, and make those programs available to other parties, e.g. defense attorneys,
with a need to examine Carnivore data.
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SECTION 1
INTRODUCTION

1.1 PURPOSE

Transfer of electronic information via the Internet has become as essential to business and
personal communication as has transfer of voice via the telephone. The inherent privacy of such
communications is a right of all Americans, but is also exploited by criminals, terrorists, and
others who threaten personal safety and national security. Court-supervised interception of
electronic communication can be a powerful tool for law enforcement agencies to counter such
threats. Many citizens raise concerns, however, that electronic surveillance may itself become a
threat to constitutional rights of privacy, free speech, and association.

The Federal Bureau of Investigation (FBI) has developed a tool, Carnivore, to facilitate
interception of electronic communications. Carnivore is a software-based Internet Protocol (1P)
packet sniffer that can select and record a defined subset of the traffic on the network to which it
is attached. Packets can be selected based on IP address, protocol, or, in the case of e-mail, on
the user names in the TO and FROM fields. In limited cases, packets can be selected based on
their content. Packets can be recorded in their entirety (full mode) or recording can be limited to
addressing information (pen mode), i.e., IP addresses and usernames. The FBI believes
Carnivore allows them to limit the information they gather far more precisely than they can do
with commercially-available tools or by requesting that an Internet Service Provider (ISP)
perform the collection for them.

The FBI and Department of Justice (DoJ) have stated their belief that Carnivore is necessary to
combat terrorism, espionage, information warfare, child pornography, serious fraud, and other
felonies. They offer assurances the tool will not also facilitate deliberate or inadvertent
interception of protected private communication. In the absence of detailed information about
Carnivore, privacy advocates and other members of the public have raised legitimate concerns
about the capabilities of Carnivore and its use by law enforcement agencies. Members of
Congress, especially House Mgjority Leader Dick Armey, have questioned the development and
use of such tools until concerns have been allayed, and Attorney General Janet Reno has stated

“When we develop new technology, when we apply the Constitution, | want to
make sure that we apply it in a consistent and balanced way.”

The questions raised by the Government may be summarized as follows:

1. Does Carnivore encourage or inhibit consistent and balanced application of technology in
constitutionally-allowed searches; i.e, does Carnivore represent technology that
preserves or upsets the balance between privacy interests and law enforcement interests.

2. Areadditional regulations for use of such tools needed?
3. Areconcerns of privacy advocates legitimate?
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To provide technical inputs to help these questions, the DoJ solicited academia and private
industry to conduct an independent review of Carnivore. Eleven organizations responded, and
1T Research Institute (IITRI), with support from the IIT Chicago-Kent College of Law, was
selected based on best technical proficiency, proposed inter-professional methodology, and
schedule. While [ITRI agreed to allow the DoJ to review the report before it is made public,
IITRI also agreed to no prior constraints on the scope and methods of the evaluation, and secured
DoJ agreement that I TRI could retain copies of the submitted report, even if the DoJ determines
it to be sensitive. The principal motivation for this evaluation is concern within the Federal
Government whether Carnivore is a necessary and appropriate tool for permissible electronic
surveillance.

In conducting the evaluation of Carnivore, IITRI considered concerns voiced by many parties.
However, there are two fundamental concerns IITRI felt it could not address. (1) the
constitutionality of collection performed by Carnivore and (2) whether or not agents of the
government can be trusted to follow established procedures. The evaluation reveals how
Carnivore performs a court-authorized search; it cannot address whether such an authorization
should be made. The evaluation also addresses whether weaknesses in the technology,
implementation, and procedures associated with Carnivore might facilitate agent error or
misbehavior. The concerns that are addressed are detailed in the following paragraphs.

1.1.1 TECHNICAL CONCERNS

In order to establish the technical scope of the evaluation, the DoJ solicited views from experts,
in the technical community to identify areas that should be addressed. The following areas were
identified by those experts:

1. The boundary of trust between Carnivore and Windows NT, RADIUS, I1SPs, commercial
products, etc.

2. Mapping of acourt order to settings
a Completenessin identifying the target (1P or IP and logon)
a Ability tolook at web mail
a Ability to handle aliases
a Synchronization and setting of clocks
3. Training of users
Auditability of
a Accessat multiplelevels
Change control
Runtime configuration
Logs (NT or something special)
Audit reduction
5. Fault tolerance: resilience and recovery from power failure; corrupted files; etc.

W O
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Completeness—does it meet specifications
Configuration management of the system and other systems with which it interacts
General purpose machine on the network backbone

© ©® N o

| solation of device from the network
10. Integrity of data
a Potential for user error

a Access and unauthorized use by |SPs or others
a Snooping of content

11. Exception testing

12. Scalahility, ability to handle higher volume, and speed
13. Specification walk through

14. Look for hidden functionality

15. Capacity testing (speed, buffer overflow)

16. Test statement coverage (are all executed)

17. Bugsin

Packet and transmission control protocol (TCP)stream reassembly
Memory exhaustion and buffer overflow

Mail header parsing (legal, but odd use)

Domain Name Server name oddities

Uniform Resource Locator (URL) parsing

Multipurpose Internet Mail Extensions decode

QO Q@ Q Q QO

18. Will local law enforcement have access

a What are Attorney General guidelines
a Arethey properly trained
I TRI addressed these concerns within the time and resources provided by the DoJ contract.

1.1.2 CONCERN OF PRIVACY ADVOCATES

Privacy advocates from the American Civil Liberties Union, Electronic Freedom Foundation,
Electronic Privacy Information Center, and Center for Democracy and Technology, among
others, have made public statements, testified before Congress, and met directly with the DoJ to
express their concerns about Carnivore. IITRI reviewed all available statements and assembled
the following list of concerns paraphrased from the materials reviewed:

1. While the system, a sophisticated combination of hardware and proprietary software, can
perform fine-tuned searches, it is also capable of broad sweeps, potentialy enabling the
FBI to monitor al of the network’s communications.
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10.
11.

12.

“The FBI is placing a black box inside the computer network of an ISP. Not even the ISP
knows exactly what that gizmo is doing.”

Does Carnivore collect more than ordinary e-mail correspondence? Can it monitor all
digital communications; for example, spy on online banking transactions?

Can Carnivore examine traffic and determine which parts are covered by the wiretap
order.

Does the system restrict the monitored data to just some selected users?

a Isthefiltering done properly?

Can the configuration of the ISP cause Carnivore to collect the wrong data?
Does it have to accumulate other datain order to do this?

Is the recorded data protected against alteration?

QO Q@ Q

What happens if Carnivore misses the sign-off of a dynamically-assigned |P address
and continues collection?

An ISP (or a court) cannot independently verify that any particular installation has been
configured to collect only the traffic for which it is legally authorized. What controls are
in place?

The system includes no oversight of the information the FBI is capturing.
Can this software itself be attacked or subverted!

There are differences between circuit switched and packet switched network architectures
such that laws applicable to one are not applicable to the other.

Pen register and full content collection capability mixed in one device.

Technical issues including the familiar (and tough) problems of software correctness,
complex system robustness, user interfaces, audit, accountability, and security.

Surveillance of the Internet in this way leaves law enforcement with the potentia to
lower an individual’ s expectation of privacy asthey use the Internet

1.1.3 CONCERNS EXPRESSED VIA INTERNET

Additional, more alarming concerns have been raised a a number of web sites (eg.,
www.stopcarnivore.org). While many of these concerns should be allayed by reputable expert

anayses (e.g., www.infowarrior.org) of FBI presentations on Carnivore and Freedom of
Information Act (FOIA) releases by the DaJ, 11 TRI also considered the following concerns while
conducting the evaluation:

1.

Can Carnivore scan millions of e-mails per second, giving it unlimited power to spy on
amost everyone with an e-mail account.

Can Carnivore

a Read dl incoming and outgoing e-mail messages, including sender, recipients, and
message subject and body
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a Monitor the web surfing and downloading habits of all the ISP’'s customers, including
web searches for information or people

a Monitor or read al other electronic activity for that ISP, including instant messages,
person-to-person file transfers, web publishing, File Transfer Protocol (FTP), Telnet,
newsgroups, online purchases, and all other traffic that is routed through that ISP

3. Can Carnivore

a Become a “vave’ or “filter” through which amost al of the world's digital
information will pass

a Block the viewing of any images with certain suspicious filenames or block access to
pornographic domains

a Scan everyone's e-mail for drug references and monitor everyone's surfing to find
“offending” sites

a Seizecontrol of any portion of Internet traffic

a Shut off accounts, 1SPs, or even cities or regions to “contain” whatever is being
investigated

a Literally remove “offensive’ terms from communications

a Become a virtual “big black marker” that can be used to block “dangerous’ or
“threatening” images

a Widen the range, scope, and frequency of actions that some people view as violations
of privacy

a Shut down or shut off the communications of any one person, web site, company, or
ISP

4. lsit possible, with Carnivore widely deployed, the FBI could

a Ban by interception, deletion, or ateration any language or content found to be
objectionable

a Monitor the country’s communications and target any person who was found or
suspected to be a “problem,” with the FBI acting as judge of who or what is a
“problem”

a Invoke mandatory standards for web sites, such as a rating system (like that used for
movies), or lowering security standards (prohibiting encrypted messages and secure,
private web sites)

1.2 OBJECTIVE

Motivated by a broad concern for privacy, the purpose of this report is to provide the information
needed for any individual or organization to make an independent judgement about Carnivore.
To thisend, IITRI set two objectives. (1) answering the four specific questions posed by the DoJ
in its Statement of Work and (2) conveying an understanding of the system and its use.

IITRI/IIT—DoJ Sensitive Page 1-5



IITRI CR-030-216

1.2.1 ADDRESS FOUR KEY QUESTIONS
[ITRI isunder contract to the DoJ to answer four questions. Does Carnivore

1. Provide investigators with al, but only, the information it is designed and set to provide
in accordance with a given court order.

2. Introduce any new, materia risks of operational or security impairment of an ISP's
network.

3. Risk unauthorized acquisition, whether intentional or unintentional, of electronic
communication information by

a FBI personnel
a Persons other than FBI personnel

4. Provide protections, including audit functions and operational procedures or practices,
commensurate with the level of the risks.

1.2.2 CONVEY UNDERSTANDING OF THE SYSTEM

[ITRI had to develop a thorough understanding of Carnivore, and the manner in which it is used
by the FBI, to answer DoJs four questions. IITRI had to determine what procedures are
mandated by FBI and DoJ officias, determine the extent to which FBI agents and technicians
understand those procedures and employ Carnivore to implement them, interview ISPs and
others to verify the information supplied by the FBI, and examine the software source code and
test Carnivore in IITRI’s Information Technology Laboratory (IT Lab) to determine: (1) if it
performs correctly when used as the FBI intends and (2) the full extent of its capabilities. If
IITRI achieved its second objective, readers of this report will gain asimilar understanding.

1.3 SCOPE

IITRI determined that the scope of the evaluation had to include how Carnivore is applied, as
well asits technical capabilities. This concept isillustrated in Figure 1-1 where everything within
the circle is within the scope of Carnivore and this evaluation. I TRI evaluated the understanding
of court orders by the field investigator, the implementation of the court order as commands to
the acquisition software, the acquisition minimization performed by the software, and the
handling and post-processing of acquired data. Questions of constitutionality of Carnivore-type
intercepts and trustworthiness of law enforcement agents were outside the scope of the
evaluation.
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SECTION 2
APPROACH

IITRI conducted a process-oriented evaluation of the legal, technical and human-based elements of
Carnivore. Because I TRI was evaluating a snapshot of an on-going development and because the
next release from that development is now in apha testing, IITRI did not invest this project’s
limited resources in a systematic search for bugs in Carnivore version 1.3.4. Instead, IITRI
focused on system-level issues that are likely to apply to future as well as current versions.
Similarly, instead of analyzing a potentially unlimited universe of operational and host issues,
[IITRI developed an objective categorization of the capabilities Carnivore brings to any
environment.

[ITRI approached the evaluation by first listing and prioritizing government, public, and its own
concerns about Carnivore's operation and application. IITRI addressed as many of these
concerns as possible within the available time and resources. To make best use of resources,
IITRI divided the effort into four coordinated, but largely independent, aspect: (1) assess the
process in which Carnivore is applied; (2) evaluate the system architecture including
commercial-off-the-shelf (COTS) products; (3) examine the software source code; and (4) test
Carnivore in the IITRI IT Lab. Each aspect addressed a different subset of concerns, but, in
general, 1ITRI was able to address each concern from multiple viewpoints. The specific
approaches to each aspect are described in the following paragraphs.

The FBI did everything possible to facilitate this evaluation. The Bureau provided Carnivore
hardware and software for use at the IITRI facility. It made key personnel at the Engineering
Research Facility and in field offices available as needed. It provided al documentation
requested and volunteered additional documents that might be helpful. The FBI answered all
guestions promptly and completely. Timely completion of this evaluation would not have been
possible without this level of cooperation.

2.1 PROCESS ASSESSMENT

ITRI evaluated the process used to trandate court orders into commands for Carnivore,
implement the collection of information, and then verify that only permitted information was
gathered. This aspect considered various use scenarios including full content and pen register
intercepts. It included interviews with FBI developers, the deployment team, field agents who
have used Carnivore, and ISPs who have hosted it. II TRI aso reviewed written FBI procedures
to assess the organizational controls on using Carnivore and handling information collected by it.

FBI personnel from the Engineering Research Facility described the process for using Carnivore
during initial technical meetings. 11 TRI subsequently verified those descriptions by reviewing
Government Furnished Information (GFI) (see paragraph 2.2), interviewing field agents, and
interviewing personnel from ISPs where Carnivore has been installed. Field agents who have
used Carnivore were identified for 1ITRI by the Digital Intercept Technology Unit. IITRI
interviewed case agents, who use Carnivore data in their investigations, and technically trained
agents, who are the hands-on users of Carnivore. ISP personnel interviewed included the
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manager of Internet services of a small ISP (identified for IITRI by the FBI) and the lega
advisor, system administrator, and data center manager of a large ISP (contacted independently
by IITRI).

2.2 ARCHITECTURE EVALUATION

[ITRI evaluated the system architecture and COTS components, especially with respect to
security. This aspect considered alternative implementations and the capabilities of potential
Carnivore replacements or competitors from the commercial market. The architecture evaluation
was based on presentations by the FBI, discussions with the FBI Carnivore deployment and
development teams, examination of publicly-available information, and examination of the
following sensitive GFl documents:

Carnivore 1.3.4 System Requirements

Carnivore 1.3.4 Test Plan

Carnivore Use Case Specifications

Carnivore Version 2.0 Vision Document

FBI Data Intercept Training Manual

Relevant portions of the FBI Manual of Investigative Operations and Guidelines (M10G)
Representative court orders

Compact disk read-only memory with binaries and source code for Carnivore versions
1.3.4 and 2.0 alpha.

IITRI and the FBI conducted four technical meetings at the FBI Engineering Research Facility
and the IITRI IT Lab. Participants included the I TRI technical evaluation and test team, the FBI
project manager and deployment team, and the Carnivore and DragonWare developers. [ITRI
participated with the FBI in an installation of Carnivore in IITRI's IT Lab, received training on
using Carnivore, and later independently reinstaled the system. IITRI had the opportunity to
guestion the developers about design decisions and to understand the history and future of
Carnivore development as well as the current system.

2.3 SOFTWARE SOURCE CODE EXAMINATION

ITRI examined the Carnivore source code to determine what functions have been implemented
and what limitations have been built in. This examination was primarily a manual examination,
although Rational Rose and some miscellaneous tools were applied, with limited results, as
follows:

IITRI used clc (C/C++ line-counter), a freeware tool written in Perl, to count
noncomment lines of code. The count is somewhat subjective and for this report the
numbers are rounded and reported as approximations.

IITRI specifically described all file outputs that occur during normal operation of
Carnivore. There are additional outputs to the screen that occur when Carnivore is run
with debugging turned on. IITRI verified that none of these outputs provide additional
detail about packet contents.
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IITRI used the reverse engineering capabilities of Rational Rose to generate a class
diagram of Carnivore.dll, but the effort revealed only one relationship among the classes.
The class CVoreFileFormat is derived from the abstract class CFileFormat. This
relationship appears to reduce the effort required to revise the output file format (as has
been done for Carnivore v2.0). Creating additional diagrams or determining additional
relationships for the class diagram (if applicable) would have been an extensive manual
effort and was beyond the scope and resources of this evaluation.

24 LABORATORY TEST

[ITRI instaled the system in its IT Lab and experimentally determined the system capabilities.
These tests focused on capabilities of Carnivore but included use of two post-processing
programs, Packeteer and CoolMiner, which, with Carnivore, are collectively known as the
DragonWare suite. Carnivore is the main collection system; the tested version is 1.3.4 (SP3).
Packeteer is a tool used to process the collected packets; the main purpose of this process is to
put together all of the packets that belong to one session. The tested version is 1.2 (SP4).
CoolMiner is a web browser tool that is used to analyze the packet data that Packeteer put
together. The tested version is 1.2 (SP4).

As Carnivore filters |P packets, it normally considers only the next layer of protocols (i.e., TCP,
User Datagram Protocol (UDP), and Internet Control Message Protocol (ICMP)). Reconstruction
of higher level protocols (e.g., Post Office Protocol 3, Simple Mail Transfer Protocol, FTP,
Hypertext Transfer Protocol (HTTP), etc.) is a function of Packeteer. Because || TRI was testing
Carnivore and not Packeteer, it was able to use a very limited subset of protocols in its test
scenarios and still evaluate al Carnivore functions.

IITRI created a specia subnetwork within its existing office automation system to allow realistic
testing in an environment similar to that used at ISPs (see Figure 2-1). A segment of the
subnetwork containing desktop persona computers (PCs) with fixed IP addresses and a laptop
PC that obtained its IP address dynamically were used in the test environment to generate end-
user traffic during the period that Carnivore was collecting data. For most of the scenarios, a
target was assigned to use either a fixed |P address desktop PC or a dynamic |IP address |laptop
PC. Additional desktop computers are identified in Figure 2-1 as the “Innocent Bystanders.”
Some of the test scenarios required multiple surveillance targets to test how a fixed IP address
might behave differently than a dynamic IP address.

For stress and capacity tests, a mail server was placed on the subnetwork and a Perl script was
written to generate a continuous stream of messages.
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SECTION 3
FINDINGS

This section reports findings from each of the four aspects of IITRI's evaluation. After
describing the legal framework for electronic surveillance, it presents the process for using
Carnivore and the controls placed on that process. Next it describes the Carnivore system and our
detailed examination of the source code. Finaly it summarizes laboratory tests of Carnivore.
Details of the tests are presented in Appendix C.

3.1 THE LEGAL FRAMEWORK FOR ELECTRONIC SURVEILLANCE

Three statutory schemes provide the framework for the FBI’s use of Carnivore. FBI agents may
use Carnivore to intercept electronic information pursuant to Title 11 of the Omnibus Crime
Control and Safe Streets Act of 1968, pursuant to the Foreign Intelligence Surveillance Act," and
pursuant to the pen-trap provisions in 18 U.S.C. 88 3121-3124. Additiona background is found
in Appendix A.

3.1.1 TITLE I INTERCEPTS OF ELECTRONIC INFORMATION

Federal law enforcement investigators can only electronically intercept information under
stringent requirements. The Omnibus Crime Control and Safe Streets Act governs electronic
interception of wire and oral communication; it was amended in 1986 to include interception of
electronic communication.

One restriction provides that only certain highly-placed officials in the DoJ—the Attorney
General, Deputy Attorney General, Associate Attorney General, and certain others designated by
the Attorney General—can authorize application for a wiretap via Carnivore or any other
mechanism." This requirement ensures a measure of internal review and deliberation prior to any
wiretap. Second, as a legal matter, wiretaps in the Carnivore context can only be used for a
felony,” and, as a practica matter, only for those felonies serious enough to warrant the
resources. Third, only an Article Ill judge or state court may grant the order.” Fourth, law
enforcement officials must demonstrate probable cause that a crime has been committed or is
about to be committed, that normal investigative procedures have been tried and have not been
sufficient, and that there is probable cause to believe that communications relevant to the
investigation can be captured.” Fifth, the wiretap order must contain the following: (1) the
identity of the interceptee, if known; (2) the nature and location of the communications facilities
to which the authority to intercept is granted; (3) a particular description of the type of
communication sought to be intercepted, and a statement of the particular offense to which it
relates; (4) the identity of the agency authorized to intercept the communications, and of the
person authorizing the application; and (5) the period of time during which such interception is
authorized, including a statement as to whether or not the interception shall be automatically
terminated when the described communication is first obtained.” Sixth, every order must
“minimize the interception of communication,” including that the interception should not
continue for “any period longer than is necessary to achieve the objective of the authorization, or
in any event longer than thirty days.”* Law enforcement officers in the wiretap context typically
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satisfy minimization obligations by turning off the equipment when content outside the scope of
the Title 111 order is heard, and then turning the equipment back on periodically to determine if
content within the scope of the order is occurring. The efficacy of minimization thus depends
upon the judgment of the human listener. Carnivore provides minimization for intercepts of
electronic communications automatically through its filters. Second-stage minimization occurs
when the case agent reviews intercepted communications with DragonWare. Seventh, within 90
days after termination of the investigation, the supervising judge shall notify targets and certain
other parties whose communications were intercepted of the fact of interception.

Section 2518(7) permits circumvention of the above requirements in discrete circumstances. If a
law enforcement official designated by the Attorney General determines that an emergency
situation exists in which the national security is compromised or there is an “immediate danger
of death or serious physical injury,”* the interception can proceed with notice to the court within
the next 48 hours.

3.1.2 PEN AND TRAP PROVISIONS

Pen registers and trap and trace devices (pen trap devices) record the numbers of incoming calls
and outgoing telephone numbers dialed. The devices may be used by law enforcement agencies
only pursuant to a court order, but the restrictions are less stringent than for wiretaps under Title
11 Applications for pen trap orders may be made by any attorney for the Federal Government
or by state investigative and law enforcement officers. No special authorization is required.
Any court of competent jurisdiction must issue a pen trap order if the court finds that the
applicant has certified to the court that the information likely to be obtained through the deviceis
“relevant to an ongoing crimina investigation.” v Pen trap orders must specify the subscriber of
the telephone line to which the pen trap device will be attached, the identity of any person who is
the subject of a criminal investigation, the number and, if known, physical location of the
telephone line to which the pen trap device is to be attached, and state the offense as to which the
information likely to be obtained by the pen trap device relates¥ Pen trap orders may direct third
parties to furnish information, facilities, and technical assistance necessary to accomplish
installation of the pen trap device, extend for 60 days, and be renewed upon further judicial
findings.> When FBI officials use Carnivore for purposes of capturing destination information of
e-mail messages sent and origination information on e-mail messages received, they assert that
they need only abide by this set of statutory restrictions rather than the more extensive set under
Title 111. However, the language in the pen trap provisions arguably does not clearly apply to
electronic communication.

3.1.3 FOREIGN INTELLIGENCE SURVEILLANCE ACT

The Foreign Intelligence Surveillance Act (FISA) provides for electronic surveillance of foreign
powers and agents of foreign powers in the United States for the purpose of obtaining foreign
intelligence information. If no “United States person” likely will be overheard, then no court
order isrequired, only certification by the Attorney General

If a United States person is involved, however, FISA requires an order issued by a specid
foreign intelligence surveillance court. A judge of the special court must approve the electronic
surveillance if it is found that the requirements of the statute have been satisfied. " The order

Page 3-2 [ITRI/IIT—DoJ Sensitive



IITRI CR-030-216

must specify the identity or provide a description of the target of the electronic surveillance, the
nature and location of each facility or place at which electronic surveillance will be directed, the
type of information sought to be acquired and the type of communications or activities to be
subjected to the surveillance, the means by which the electronic surveillance will be effected and
whether physical entry will be used to effect the surveillance, the period of time during which the
electronic surveillance is approved, and, when more than one surveillance device is used under
the order, the authorized coverage of each device and the minimization procedures to be
applied™ The order also must direct that the minimization procedures be followed and may
direct third parties to furnish law enforcement authorities with necessary information, facilities,
or technical assistance necessary to accomplish the electronic surveillance in a manner that will
protect its secrecy and interfere minimally with the services of the subject of that order.

Applications for FISA orders may be made only with the approval of the Attorney General and
upon a certification by the Assistant to the President for National Security Affairs, or other
designated national security officials, that the information sought is foreign intelligence
information and that such information cannot reasonably be obtained by normal investigative
techniques. Finally, foreign intelligence pen trap devices may be installed and used pursuant to
orders by the special court or a specially designated United States Magistrate Judge and requires
similar findings and directions.

3.2 THE ELECTRONIC SURVEILLANCE PROCESS

3.21 THE DECISION TO USE CARNIVORE

A decision to use electronic eavesdropping comes only after a crimina investigation has
proceeded substantially. This timing of the decision is true for a number of reasons. First, the
FBI must demonstrate to the satisfaction of a judge probable cause that a crime has been
committed or is about to be committed and that the surveillance is necessary to obtain relevant
information. Even to obtain authorization for pen-trap surveillance, the FBI must show the
relevance of the information sought. Second, the FBI in the electronic surveillance context must
explain why traditional enforcement methods are insufficient to obtain the information desired.
Third, in order to obtain a court order authorizing electronic eavesdropping, the FBI must amass
significant details. For instance, the FBI must discover the identity of the target’s ISP, the
target’s e-mail address, etc. Fourth, given the typical 4-6 month delay in receiving authorization
for an electronic wiretap, FBI investigators are not likely to seek to deploy such means except in
large ongoing investigations after substantial material has already been unearthed. Finally, use of
electronic surveillance is expensive in terms of resources, making it much more likely that FBI
agents will use electronic surveillance as a last resort.

If a case agent in the midst of a national security or criminal investigation determines that
electronic surveillance may be needed, the agent contacts the Chief Division Counsel (CDC)
and a Technically Trained Agent (TTA) in the field office for advice. The FBI separates
responsibility for administration of technical surveillance from those pursuing leads in a criminal
or national security investigation. That separation minimizes the chance that technical
surveillance will be used prematurely. TTAs are experienced Special Agents who have been
selected for advanced training. CDCs are familiar with the statutory requirements for
eavesdropping. The TTA and CDC may counsel the Special Agent about what information might
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ultimately be necessary should a court order be sought, whether it is information identifying the
URL of aweb site engaged in money laundering or a target’s ISP. After continued consultation
with the CDC and TTA, the case agent, with field office supervisory approval, may then
determine that electronic surveillance is required. These procedures are formalized in the
MIOG,* and evidently have been consistently followed. In the case of electronic wiretapping
for content, the case agent must clear the application with superiors within the field office, with
FBI Headquarters, and then with the DoJ.> This chain of command has been formalized.

The procedures to obtain authorization for a pen-trap surveillance are less rigorous. The case
agent must justify in writing the need for pen-trap surveillance rather than more conventional
investigative techniques. This justification, initialed by a supervisor, is placed in the case file and
pen-register control file> The division counsel may be consulted on application language and
the TTA must be consulted regarding availability of equipment. >

The application for a court order in either context is authored by FBI attorneys in conjunction
with those at DoJ (or the U.S. Attorney’s Office if the objective is a pen-trap) based on
information furnished by the case agent. Advice on the language in the application is widely
sought and received from each level in the review process.

The court determines in both sets of circumstances (electronic monitoring or pen trap) whether to
grant the application ex parte. If satisfied that the Title 111 requirements have been met, the court
typically issues two orders. one authorizing the intercept and the second directing the relevant
ISP to cooperate in the venture. The second order usually contains less information than the first,
omitting, for example, the purpose of the investigation and sometimes the name of the target.

3.22 DEPLOYMENT OF CARNIVORE

In discussions with the ISP, the TTA and Specia Agent determine how best to ensure
implementation. The ISP may have means available to obtain the target information narrowly
and precisely. For instance, if all the information sought can be obtained by setting up a clone e-
mail account, most ISPs can comply. Problems, however, may exist if the ISP lacks the
technology to narrow sufficiently the information retrieved to comply with the court order, or
conversely, if it cannot retrieve sufficient information. (At times, the FBI also is concerned about
disclosing too much information to the ISP, as in a sensitive national security investigation.) If
the ISP cannot comply fully with the court order, then application of Carnivore represents the
first stage of minimization, as described elsewhere. Carnivore limits the information retrieved to
that specified in the court order. The TTA engages in discussions with ISP representatives to
explain the functionality of Carnivore and assure the integrity of the ISP s network.

If Carnivore is selected as the most appropriate means of complying with the court order, the
TTA assumes responsibility for its deployment. Given that use of Carnivore has been limited,
highly trained personnel from FBI Headquarters have, so far, played a critical role in the
implementation process, although there is no procedura requirement for their participation. The
TTAs—with or without help from headquarters—then configure the system according to the
specificationsin the court order.
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If the order, for instance, specifies intercepting e-mail to and from adam@mailserve.com, an
agent must enter that e-mail address into the appropriate field of the Carnivore input screen. If
the order specifies intercepting all traffic between port 25 of a specific Internet server and an IP
address assigned to a particular target, the agent must enter the appropriate alphanumeric string
into the appropriate field in the input screen for Carnivore to specify the server and port 25; and
also enter the appropriate values to specify—or to allow the hardware and software to
determine—the IP address assigned to the target in a particular session by Dynamic Host
Configuration Protocol (DHCP) or RADIUS. The mapping is usualy straightforward, although
IITRI learned of one case in which the FBI requested the U.S. Attorney to obtain a new Title Il
order to eliminate ambiguities. The configurations programmed can be retrieved later to ensure
compliance with the court order. Nonetheless, the potential for human error cannot be
discounted—agents must program Carnivore to match the potentially ambiguous information in
the court order.

The work area at the ISP is secured, and substantial precautions are taken to ensure that no 1SP
staff members have access to the unit. Precautions are taken so that no one in the area can
manipulate the hardware to see the data as it is retrieved. If individuals, despite the precautions,
could access the information released by Carnivore, they could reassemble it using readily
available software to reveal its contents. Under FBI practice, the TTA does not receive any of the
information retrieved via Carnivore. These procedures again are not formalized, but security is
important to ensure that the chain of custody is not broken. Currently, all Carnivore units are
maintained at FBI Headquarters and returned there after a session has been compl eted.

3.2.3 ANALYSIS OF THE INFORMATION RETRIEVED BY CARNIVORE

The information retrieved can be reassembled by the case agent using specialy designed
software caled CoolMiner and Packeteer, collectively known as DragonWare. The case agent
can obtain the intercepted information remotely as it is received by Carnivore, or can await until
the information is retrieved on the Jaz disk in the computer.

The case agent (or possibly another agent training in minimization) carries out a second round of
minimization. On a PC on which DragonWare is installed, the agent determines which
information is relevant and which is not. The irrelevant information is deleted immediately and
no copies are kept. The relevant information becomes part of the working papers of the
investigation. There are no checks of which IITRI is aware to monitor the extent of this second
minimization. The origina disk, i.e. the results of the first Carnivore minimization with
information not reassembled, is seded and stored. The disk is not tamper-proof. None of the
information in the original disk is entered into a database. Pursuant to Title I11, the court at the
conclusion of the investigation must notify any target of the electronic search—and apparently at
its discretion any other individual whose communications were frequently intercepted during the
Carnivore session—about the fact of interception. The judge who authorized the interception
retains jurisdiction over the intercept and often monitors in a general way the conduct of the
surveillance.

Finally, if the information obtained has been encrypted, the case agent must determine whether
to apply decryption techniques to the encrypted messages received. Carnivore itself has no power
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to decrypt. Thus, depending upon the perceived importance of the information, the case agent
may contact FBI headquarters for help in decrypting the information retrieved by Carnivore.

3.3 EXTERNAL AND INTERNAL CHECKS ON THE PROCESS

There are numerous external and internal checks overseeing federal law enforcement authorities
use of Carnivore. Outside the law enforcement agency, both judges and Congress monitor
implementation of electronic surveillance. Within the agency, there are checks of intensive
training for personnel, structural separation between technical and case agents, and inspections.
These checks taken together reduce the possibility that Carnivore will be abused.

3.3.1 EXTERNAL CHECKS

3.3.1.1 JupICIAL OVERSIGHT

Judges are involved in the Carnivore process throughout. They discharge a critical function at the
court-order stage, monitor minimization, and, duration during the surveillance, exercise oversight
of record keeping and provide notice to targets after the investigation has completed.

As an initial matter, only Article Il judges can authorize Title I11 and FISA intercepts> This
requirement, unlike in the conventional warrant or pen-trap contexts, limits the number of
judicial officials who can approve intercept orders. Also, Article Il judges are more immune
from political pressures because of their job tenure and protection from salary diminution.

Moreover, before law enforcement agencies can obtain authorization for a Title I11 intercept from
the court, they must submit substantial information to the supervising judge. The judge must be
satisfied that the FBI has demonstrated probable cause that a crime has been committed, that the
information sought cannot be determined in any conventional manner, and that probable cause
exists to believe that relevant information will be retrieved by the intercept. The court also
ensures that efforts at minimization have taken place. After the interception has started, the court
often spot-checks minimization, ensures that the interception does not continue longer than is
necessary, and that the information obtained is sealed. At the conclusion of the investigation, the
court also determines which parties to notify of the fact of interception. The notification
increases the chance that those subject to surveillance will mount a legal challenge to the
propriety of the investigation, as mentioned below. Judicia involvement is pervasive, and
minimizes the risk that electronic surveillance will be unnecessary, overbroad, or too lengthy.>
Similar protections exist in the FISA context.

3.3.1.2 CRIMINAL AND CIVIL SANCTIONS

Congress also has exerted significant control over the electronic surveillance process by
providing for civil and crimina sanctions. Under Title Ill, any person whose electronic
communication is wrongfully intercepted can recover actual damages, punitive damages (in
appropriate cases), and attorney fees Even if actua damages cannot be shown, statutory
damages for the greater of $100 per day or $10,000 can be recovered.* The interceptor can
block the suit by showing good faith reliance on a court order or statutory authorization.
Criminal penalties are imposed on any individua who intentionally intercepts wire
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communications without authorization or discloses the contents having reason to know that the
information was obtained through an illegal interception under 18 U.S.C. § 2511. Defendants can
include law enforcement officials who abuse their authority to intercept electronic
communications or divulge their contents. Under FISA, as well, individuals are guilty of an
offense if they engage in unauthorized electronic surveillance or disclose information having
reason to know that the information was obtained in an unauthorized manner.> A defense is
provided if a court order sanctioned the interception or disclosure Finaly, anyone knowingly
violating the restrictions on pen devices can be fined, imprisoned for not more than one year, or
fined and imprisoned.>" In short, Congress provided for deterrence of misconduct by creating a
civil remedy in the electronic communication and FISA contexts and criminal sanctions in all
three contexts.

3.3.1.3 APPLICABILITY OF EXCLUSIONARY RULE

FISA provides for suppressing any evidence illegally obtained through either electronic
intercepts or pen-trap devices The exclusionary remedy provides a deterrent against over
broad or vindictive surveillance. In contrast, the electronic communications and pen register
schemes do not provide for exclusion of evidence in a crimina tria if the procedures of the
governing statutes are violated. Although Title 11l does include an exclusionary rule for
interception of wire and oral communication,*" no comparable rule is included for interception
of electronic communication. " Defendants in criminal trials can move to suppress the
electronic communication on the ground that they were subject to an unreasonable search or
seizure within the meaning of the Fourth Amendment,~* but cannot rely on any procedural
violation of the statute itself. Note, however, that the availability of an exclusionary rule does not
offer direct protection for those not suspected of crimina or foreign intelligence activity who
may be caught within the web of surveillance.

3.3.1.4 REPORTING REQUIREMENT

Congress also exercises control by imposing reporting requirements. Under 18 U.S.C. § 2519,
the supervising judge of electronic intercepts pursuant to Title Il must report to the
Administrative Office of the United States the fact and type of intercept order requested and
granted or denied. Moreover, the Attorney General must independently report the same
information in the aggregate each year to the Administrative Office. Under the pen trap
provisions, the Attorney General annually reports to Congress on the number of pen register
orders and trap and trace devices applied for each year, the specified offences under
investigation, and the identity and district of the applicant agency.” Under FISA, the Attorney
General must transmit to the Administrative Office each year a report of the total number of
applications made for orders and extension of orders and the total numbers of such orders and
extensions granted.” Congress has also required the Attorney General to report to congressional
committees, on a semiannual basis, the extent of its electronic surveillance activities under FISA.
These extensive reporting requirements permit Congress more information with which to assess
the efficacy of the surveillance systems. Although to a lesser extent than the criminal and civil
sanctions discussed above, the reporting provisions add some deterrence to misconduct.
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The FBI's conduct of electronic surveillance is not unchecked. Both courts and Congress
exercise significant oversight responsibility, lessening the possibility that law enforcement
officials will use Carnivore in an unauthorized or careless manner.

3.3.2 INTERNAL CHECKS

In addition to the external checks, the FBI has itself placed many checks on the conduct of
electronic surveillance. These interna checks further minimize the chance for abuse.

3.3.2.1 THE NEED FOR APPROVAL FROM SUPERIORS

Only certain authorized attorneys of the United States can approve a request for a Title 11l
intercept, ensuring a measure of internal scrutiny and deliberation. With respect to electronic
communication,®" only the Attorney General, Deputy Attorney General, Associate Attorney
General, any Assistant Attorney General, or severa others specialy designated by the Attorney
Genera may authorize application for an electronic intercept. ™ With respect to FISA, only the
Attorney General can authorize the intercept. This centralized authority prevents widely
dispersed law enforcement officials from making the intercept decision on their own volition.*

3.3.2.2 TRAINING AND STRUCTURAL SEPARATION OF CASE AGENTS FROM TECHNICAL AGENTS

Electronic surveillance cannot be conducted under FBI procedures without the involvement of
Technical Advisors (TAS), TTAs, and the Electronic Surveillance Technology Section of the
Laboratory Division.

TAs and TTAs are assigned to field offices. The TA isa TTA assigned to the Special Agent in
C