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Executive Summary

EXECUTI VE SUMVARY

(bj ecti ves

This report is a conprehensive analysis of the Human Behavi or
and WWD Crisi s/ R sk Communi cati on Wor kshop, held on Decenber 11-
12, 2000. It describes the results of the workshop, and

i ncludes | essons | earned from past experiences, addresses
unresol ved issues that were identified by conbining the
expertise of the participants, and it presents prioritized
recommendations for future research, analysis, and other
activities. This section of the report includes recomendati ons
not only fromthe panel itself, but froma senior advisory board
created specifically for this workshop.

Hi story and Purpose

A di saster response programincludes many factors that wll
determne its success in dealing with the effects of a WWD
attack (which includes a Chem cal, Biological, Radiol ogical
Nucl ear and Expl osive (CBRNE) incident) and restoring public
order. In the United States, several agencies at the federal,
state, and |l ocal |evel have been put in place to handle
contingenci es such as natural disasters, chemcal spills, and
nucl ear m shaps. The Federal Response Pl an, a signed agreenent
anong 27 Federal departnents and agencies, including the
American Red Cross, provides a nechanismfor coordinating
delivery of Federal assistance and resources to augnent state
and |l ocal efforts in major disasters or energencies.

Thi s pl an, however, does not describe an integrated,
conpr ehensive blueprint for crisis/risk comunications in the
event of a | arge-scale disaster such as a WWD attack

The Defense Threat Reduction Agency’s Advanced Systens and
Concepts Ofice (ASCO is tasked with |ooking at ways to inprove
the ability of the Departnent of Defense (DoD) to protect U S
and Allied forces fromthe threat of WWD. The Human Behavi or
and WWD Crisis/ R sk Communi cati on Workshop represents ASCO s and
U.S. Joint Forces Coomand s first steps to devel oping strategies
that focus directly on the preparedness m ssion and on the task
of integrating various agencies, responders, nedia, and DoD into
a consequence managenent team prepared to respond to a WD

at t ack.
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Executive Summary

The wor kshop was co-sponsored by the Defense Threat Reduction
Agency (DTRA), the U.S. Joint Forces Conmmand, and the Federal
Bureau of Investigation (FBlI). Subject matter experts from
government public affairs offices, the nedia, state energency
managenent agenci es, academ a, and DoD gathered for two days—
Decenber 11-12, 2000, to address, in four panels, the follow ng
questi ons:

In the event of an WWD attack, how can public panic/fear
be | essened?

How can the public be persuaded to take appropriate
action and to avoid i nappropriate actions?

VWho anong responders and the public are at higher risk of
adverse psychol ogical effects and how can such effects be
prevented or mtigated?

VWat are the |ikely psychosocial inpacts of WWD and how
can they be prevented or mtigated?

The goal of the workshop was to combine the expertise of its
menbers and wal k away with an understandi ng of:

The nyriad of issues involved in WWD crisis/risk
conmmuni cat i ons;

Next steps to address the likely human effects of a WD
attack; and

Ways to identify an integrated consequence managenment
crisis/risk conmunication strategy for a WWD attack

Panel i sts shared their experiences with past disasters, human
behavi or, nedia coverage, and psychosocial effects. The two-day
wor kshop provi ded a | ook at how communi cati ons, nedia, and
messages affect the public. It focused on the inportance of
integrating the comuni cations fromthe nmany players involved to
forma cohesive WVWD crisis/risk communi cation strategy. The
maj or concl usi ons and recomrendati ons, and unresol ved i ssues
that require further exam nation are sumari zed bel ow.

Maj or Concl usi ons and Recommendati ons

The maj or concl usi ons and recommendati ons fromthe panel are
summari zed below. They fall into three general categories:

Research and Anal ysi s

Communi cati ons and Awar eness Canpai gn Devel opnent

Human Behavior and WMD Cirisis/Risk Communication Workshop - Final Report 2
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Trai ning and Preparation

Research and Anal ysis

Anal yze Factors that Build Trust The level of trust by the
public, especially in governnent, is low. To address this issue,
pl anners will need to conduct further analysis and research to
determ ne the factors that build trust. Findings can be shared
Wi th respective agencies and the results will inprove the
overal | communi cation strategy.

Communi cati on and Awar eness Canpai gn

Buil d a Comruni cations Network An effective consequence
managenent plan will also require building a communication
network before an event, including an enmergency network
infrastructure. The network could include points of contact
fromall relevant governnment agencies, mlitary services, and
| ocal responders as well as key “validators” and credible
sources (expl ained bel ow).

ldentify “Validators” and “Credi bl e Sources” Validators are
subject matter experts to whomthe nedia can be referred during
a WWD event. Credible sources are trusted conmmuni cators, who
may or may not be validators. They can include national
officials (such as the Surgeon General), noted representatives
fromthe nedia, state health officials, and respected mnisters
and chapl ai ns.

Focus on Basi c Communi cation Strategi es The panel recommended a
basi ¢ approach to devel oping the crisis/risk comunication plan,
whi ch involves carefully identifying each audi ence segnent and
st akehol der group, on the local, national, and international

| evel . A database of stakehol ders would be a useful tool.

Target Communications to the Public Effective comunications
must be targeted. The wor kshop nenbers recomended desensiti zing
the public on WWD agents and what to expect by devel opi ng

awar eness canpai gns and community training as soon as possible.
Surveys and focus groups can help identify the public’ s val ues
and concer ns.

Wrk with the Media The governnment nust engage the nedia in
useful dialogue, at the local, national and international |evel.
The wor kshop reconmended establishing a news/ nmedia information
flowthat will focus on health/nmental health and especially on
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acute anxi ety responses during and after disasters. The

wor kshop al so recomended identifying designated nental health
experts with experience in news nedia communi cations to deliver
messages related to nental health. Media representatives should
nmeet face-to-face with public affairs officials, scientists, and
politicians, before a WWD occurs.

Devel op Realistic Scenarios WWD events such as a bio-terrorism
attack are unprecedented. The panel recommended devel opi ng best -
and wor st-case scenari os and conmuni cati ng aspects of these, as
appropriate to the public. Also inportant, is constantly
inform ng the public—as far as security concerns all ow-about
what will be done to resolve the crisis.

Prepare for Msinformati on and Vari ed Reactions Comruni cators
shoul d prepare for any type of public reaction, including
sources of msinformation (“underm ners”), urban | egends,
hoaxes, and so on.

Wrk with the Entertai nment |Industry The power of the

entertai nment industry in shaping public perception can be
harnessed in favor of accurate depictions of WWD events and

i nformati on. The CDC successfully uses Hol |l ywood outreach to
ensure accurate informati on about di seases and the way the CDC
is represented on TV and in feature films. Oher agencies
should follow the CDC s | ead.

Trai ning and Preparation

Better Organi ze Pre-disaster and Consequence Managenent Pl anning
Pre-di saster crisis/risk communication planning in a WD attack
must be better defined and organi zed. The wor kshop recomended
that an agency be assigned to take the lead in devel opi ng WD
awar eness and educati on canpai gns.

Overall Preparation Overall preparation for a WWD attack nust
i nclude research (before, during, and after a WWD attack);
education and training; and accurate information di ssem nation
to the public. The workshop reconmended | ooking at the different
WWD agents and the effects particular to each agent to devel op
specific plans for each. To deal with the uncertainty of WD
attacks, the panel recomends: establishing the paraneters of
t he expected responses; and devel opi ng case studies that apply
to particular types of WWD. Use of existing information is
inportant; critical information that could be used for
consequence managenent risk/communication planning al ready
exists, waiting to be collected and anal yzed.
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Est abl i sh a Coordi nat ed Enmergency Response Plan The workshop
recommended bringing the heads of all relevant agenci es together
to set up a coordi nated energency response plan for WWD attacks.

| mpl ement Two- VAy Commruni cation Systens Mass nedia can
facilitate information flow to the public, but effective
communi cation nust al so be two-way and interactive. Hotlines
and simlar vehicles can be useful tools for interactive
conmmuni cati ons.

Train the Medical Community Preparation for a WWD attack
requires trained responders. Training requires tine and
resources. It also requires ongoing support (even at a distance,
usi ng tel enedi ci ne and other neans) and care for the famlies of
medi cal personnel. Finally, it requires prograns that address
WWD effects on the responder comrunity.

Maj or Unresol ved | ssues

Research and Anal ysis

Building Trust Trust is a critical issue to explore further,
namely: how wi |l governnent agencies build public trust such
that, if an attack occurs, the public will believe the nessages
they receive and act accordingly? Answers to these questions
wi || depend upon further analysis of human behavi or and the
factors that make a person trustworthy.

Addr essi ng Sources of Msinformation Planners will also have to
address sources of m sinformation, disinformation, and
propaganda attacks by individuals and groups who thrive on
government conspiracy theories, urban | egends, nyths, and
sensational i sm

Researching WMD | ssues Scientists will be able to provide
answers to questions about a WWD attack, but careful analysis
w il take tine. The experts recommend | ooki ng at past disasters
and gat hering data through surveys and focus groups. Experts
need nore information about the psychosocial issues involved in
a WWD attack At what level will the research occur? Wio w ||
fund it? More inportantly, howw !l this information be used?

I s there an audi ence waiting to hear the findings and to act
with witten policies and resource allocation?

Responder Personnel How do nedi cal personnel handl e
differential diagnosis? Synptons of fatigue, headache, nausea,
nmuscl e and joint aches are also visible in radiol ogy exposure,
battle fatigue, and flu. How w |l nedical professionals know
the difference? Additional research in these areas can hel p.
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Conmuni cati on and Awar eness

Need for Public Awareness and Educati on How can communi cators
create awareness about a subject no one wants to think about?
VWhat will make the public pay attention to the possibility of an
attack and want to know what to do in case of an attack?

Further study is required to answer these questions and the best
ways to educate the public about WWD attacks and how to build
trust in agencies and spokespersons.

Government as an Audi ence Education and awareness is al so
necessary at the upper |levels of governnment; Congress and top
officials nust be nade aware of the significance of

communi cation planning for a WWD attack and the need to devel op
an i ntegrated consequence managenent system WII| they be
willing to listen?

Partnering with the Media A key factor in devel oping an
effective public awareness canpaign is a close partnership

bet ween nedi a and government. WIIl the nmedia be willing to work
with the governnent? The nedia is nore likely to show body bags
and di saster sites than progress being nmade. How can agenci es
and responders work with the nmedia to encourage nore positive
messages and visuals in a WWD attack? In general, the news cycle
is extrenely fast, alnost real-tinme. Yet, getting accurate

i nformati on about a WWMD attack can take tinme; wll the nedia be
abl e to communi cate accurate information to the public?

Ri sk Communi cations R sk communication is difficult, if

i npossible, to apply in a WWD situation, since the inmense
uncertainty of a WVD prevents a thorough risk analysis. Al so
m ssing is a credi ble communi cator with WWD knowl edge who can
serve as the nessenger in a WWD attack and prepare accurate,
pre-crafted nmessages ready for dissem nation

Trai ning and Preparation

How to Sinul ate Realistic Scenarios Realistic scenarios are
i nportant tools. How can agencies sinulate a realistic WD
attack that would account for today’ s real-world consequences?

| dentifying a Lead Agency and Assigning Responsibilities
Currently, there is no single agency to take the lead in

risk/crisis comrunications. In a large scale disaster, one
agency or an alliance of agencies nmust be identified, in

Human Behavior and WMD Cirisis/Risk Communication Workshop - Final Report 6
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addition to the roles and responsibilities of the participants
and various players nust be integrated.

Further conplicating the integration issue are the varying
response requirenents, based on the type of attack—ehem cal

bi ol ogi cal, nuclear and so on. WII| a single agency be
designated to lead, no matter what kind of attack? O should
different | ead agenci es be assigned, dependi ng upon the type of
attack? Many simlar issues renmain to be resolved.

The Need for An Energency Notification System An excel | ent
energency notification alert systemis required, which can be
broadcast over all nedia (TV, radio, Internet).

Legal Ram fications Finally, what are the legal ramfications
related to WMD attacks? |Issues include varying laws related to
gquar anti ne and evacuation, em nent domain, standards for

radi ation | evels, and other issues. Howwill the response to an
WWD attack work when it affects several states and invol ves
several different agencies? Wuo will be the overlying governing
agency that addresses |egal ramfications?

Human Behavior and WMD Cirisis/Risk Communication Workshop - Final Report 7






Panel I: How Can Public Panic/Fear Be Lessened?

PANEL |: HOW CAN PUBLI C PANI C/ FEAR BE LESSENED?
| nt roducti on

The facilitator of Panel | was Joseph G Wjtecki, fromthe
Covell o Group. Panel nenbers included the foll ow ng:

Dale R Bowus, Jr. (U S. Arny Center for Health
Pronotion & Preventive Medi ci ne)

Clete DG ovanni, Jr., MD. (National Naval Mdi cal
Center)

Richard C. Hyde (H Il & Know ton)

Regi na E. Lundgren (Consultant)

Bonni e Pi per (Environnental Protection Agency)
Peter M Sandman, Ph.D. (Rutgers University)

Panel Background

The objective of Panel | was to address the issue: “How can
public panic/fear be | essened?” The goal was to identify

vari ous perspectives that would assist in better anal yzing how
fear and panic can be addressed in crisis/risk comunication,
specifically:

Under standing public fear and panic in a crisis
envi ronnent ;

How ener gency responders deal with panic and fear during
an event; and

How publ i c spokespersons for governnent or |ocal agencies
can mtigate public panic and fear.

The panel conprised various players who would Iikely be invol ved
in a WW attack and included academ c experts with know edge of
crisis/risk communication events. The selected panelists were
experienced in dealing with actual disasters and public fear,
both froman analytic as well as a responder’s perspective. Dr.
Sandman, M. Wtjecki, and Ms. Lundgren provi ded extensive
background in crisis/risk communi cation and experi ence worKking
in actual crisis situations in a civilian comrunication

envi ronnent .

M. Bow us provided a science and mlitary background. Dr.

D G ovanni provided a DoD perspective and psychiatric anal ysis
of fear and human behavior. Ms. Piper represented the public
affairs professional in the governnent agency who would be a
likely player in a WWD attack.

Human Behavior and WMD Cirisis/Risk Communication Workshop - Final Report 9
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The key issues discussed by the panel included the foll ow ng:
Trust
Response

Publ i ¢ concer n/ awar eness

Key | ssues
Tr ust
Panel i sts agreed that trust was an inportant factor in reducing
public fear. In a WWD attack, fear can be eased if nessages are

delivered by trusted spokespersons (local fire chief, mayor,
politician, and so on). The challenge lies in identifying these
individuals. The trusted person may not be the one nost |ikely
to be assuned trustworthy. For exanple, the panel enphasized
that soldiers were nore likely to believe their famly doctors
than the mlitary medical personnel assigned to their units.

Serious thought will need to be given to identifying the nost
trusted people to deliver nessages in a WWD situation, both
|l ocally and nationally, based on the nature of their
credibility:

Aut hority (U.S. President)
Expert (mlitary | eader; scientist)
Trusted conmuni cator (e.g. Walter Cronkite)

Est abl i shing and maintaining trust will involve anal yzing those
factors that instill trust in the public. Special enphasis nust
be paid to governnent. In a WWD attack, people will have to rely
on the governnment to tell themwhat to do and the governnent is
not al ways perceived as a reliable source. Agencies nust begin
to build public trust in governnment and to identify trustworthy
i ndi vi dual s who are nedia trained now, before a WWD attack
occurs.

Response

The degree of public fear and panic in a WWD attack will largely
depend, aside fromthe nature of the attack, on factors such as
the foll ow ng:

Nat ure of the agency response;
Timng of the comuni cati ons;

The i nformati on and nessages provi ded; and

Human Behavior and WMD Cirisis/Risk Communication Workshop - Final Report 10



Panel I: How Can Public Panic/Fear Be Lessened?

The nature of the nedia coverage.

These factors are conplicated by the uncertainty surrounding a
WWD attack: unlike other disasters, there may be no definitive
begi nning and ending. In a bio-terrorismattack, for exanple, it
may be hard for authorities to pinpoint its origin, howit
spreads, or when it ends. This dilemua rai ses the question:

‘“What do you say when you don’t know?’ Several panel nenbers
suggested that it is better to overestimate than underestimate a
crisis. Having to go back and say ‘it’s worse than we thought’,
weakens the credibility of the communicator with the public.

Communi cat i ons pl anni ng should focus on instilling public
confidence in the organi zati ons handling the consequences of the
attack. Messages should be brief but informative; the nore
frightened an audience is, the less infornmation they are capabl e
of absorbing. Information should be factual, neither opinions
nor predictions; to be credible, spokespersons nust understand

t he science behind the disaster. Response comunications wl |

al so need to address the micro issues—WII| | be able to eat ny
cereal? Can | use ny shanpoo? According to the panel, these
“in-the-weeds” questions should be addressed; they resonate with
audi ences.

Politicians should be updated and kept within the comuni cations
| oop. Politicians can be effective, credible communicators if
they are a part of the communi cation process. Finally,
crisis/risk comunication training is very inportant before a
crisis and it should extend to persons of authority.

Publ i ¢ Concern

The panel strongly enphasized the issue of public concern,
specifically: how nuch exists? The current |evel of public
awar eness surrounding WWD agents is mninmal; this could lead to
a high level of fear and panic in the event of an attack. The
panel identified three different audi ence |evels, ranging from
too concerned to too apathetic. According to the panel, the
predom nant state of the American public is denial. The mgjor
obstacle to education and awareness is apathy. No one wants to
t hi nk about WWD and what coul d happen if the U S. were attacked.

Studies indicate that the likely reaction to a WWD attack w ||
be extrenme panic as the public reacts to the unknown. To build
trust and better prepare the public for a WWD attack, education
and awar eness canpai gns shoul d be inplenented before an att ack.
If the public is aware of the threat of WWD attacks and knows
what to expect, they may be less frightened and less likely to
panic if an attack occurs.
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Panel I: How Can Public Panic/Fear Be Lessened?

Lessons Learned

Listen to the Public

The panel enphasized the inportance of listening to the public
and anticipating what they want to hear. The panel reviewed good
and bad exanples of WWD communi cations. The Three Mle Island

i ncident was characterized by poor communi cation planni ng.
Victinms interviewed afterwards felt they had been told nothing
and distrusted the authorities. Hurricane George in Puerto

Ri co, on the other hand, was an excellent crisis communication
event with a constant flow of updated information and attention
to the audience’s main concern—+n this case, tourism

Use Inforned and Trusted Spokespersons

The Gul f War was al so characterized by highly effective

communi cations. Generals Powell and Schwarzkopf were effective
spokespersons and the public trusted what they had to say. TWA
Fl i ght 800 was an exanple of the nedia s tendency to enphasize
sensationalismand rush to judgnment. At one point, the disaster
was the result of a terrorist act, then it becanme a donestic

m stake, and finally it was proven to be a nechanical failure.

A WWD attack will provide a simlar opportunity for the nedia
and if the situation is not handl ed correctly, panic and fear
could prevail.

Unr esol ved | ssues

The panelists identified a nunber of issues that wll require
further exploration by response community and top officials.

Need for a Lead Agency

Currently, there is no single agency to take the lead in the
area of crisis/risk communication and to initiate the

devel opnment of comruni cation networks consisting of |ocal and
federal contacts. 1In a large scale disaster, one agency or an
alliance of agencies nust be identified, as should the roles and
responsibilities of individuals in those agenci es.
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O nost concern when devel oping a strategi c comuni cations plan
is integrating the efforts of the numerous agencies and pl ayers
involved. At the local level, this includes city or county
energency response teans, local law officials, and | ocal nedi a.
At the state level, simlar agencies or responders are in place
i ncludi ng state energency managenent offices and state police.
The federal governnment agencies and |likely responders include
FEMA, FBI, CDC, and DQJ to nane a few. Finally, efforts include
t hose of DoD.

Equally inportant is identifying DoD's role in the process.
Even though DoD will not be the | ead agency, it wll be
inportant to define its role precisely. This involves
addressing the foll ow ng:

In a WW attack, what wll DoD s specific role be?

How wi || DoD conbine its personnel and resources with
those of civilian and other government agencies?

When wi ||l DoD personnel and resources becone involved?

VWhat will the chain of command be? Wi will be in

char ge?
In a WVD attack, DoD nedical and nental health resources, crowd
control and security capabilities will likely be needed. How
wi || DoD nedi cal personnel interface with civilian personnel ?

There are many players involved in a potential disaster

communi cati on response strategy so defining the rules of
engagenent and the teamleads will facilitate a better plan and
better define how the agencies wll coordinate efforts.

Further conplicating the integration issue are the varying
response requirenents, based on the type of attack—hem cal

bi ol ogi cal or nuclear. WIIl a single agency be designated to

| ead, no matter what kind of attack? O should different |ead
agenci es be assigned, depending upon the type of attack? Al so,
what are the criteria for selecting a | ead agent? Should | ead
agents be determ ned by geography or by scale of attack?

Need for Public Education

Educating the public on WWD should start now, it is a key
ingredient in an effective comruni cation response plan. This
means having the correct information at hand and anticipating
the questions the public wll ask, despite the inherent
uncertainty of a WWD attack. Further study is required about
ways to educate the public on WWD and begin building trust in
agenci es and spokespersons.
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How can comruni cators create awareness about a subject no one
wants to think about? Wat will make the public pay attention
to the possibility of an attack and want to know what to do in
case of an attack? The nedia and the Internet can be used for
education and awareness , but there is no way to control what
the media will cover nor may they be willing to provide precious
airtime to an event perceived as unlikely to happen. The
Internet is a special challenge because it can be a conduit for
massi ve anounts of m sinformation. How can communi cators hel p
the public identify correct, useful information?

A key factor in devel oping an effective public awareness
canpaign is a close partnership between nedia and gover nnent.
WIIl the nedia be willing to work with the governnent?

Educati on and awareness also apply to the upper |evels of
governnment; Congress and top officials nust be nade aware of the
significance of conmuni cation planning for a WWD attack and the
need to devel op an integrated consequence nmanagenent system

WIIl they be willing to listen?

Bui | di ng Trust

Trust is a critical issue to explore further, nanely: how w ||
gover nment agencies build public trust such that, if an attack
occurs, the public will believe the nessages they receive and
act accordingly? Trust is inportant to address in planning
because the public has limted trust in government and private
corporations. At this time, there is no single, credible
representative who is recogni zed as an expert on WD who could
speak to the public in the event of an attack.

The answer to the question—how does the governnent build public
t rust —depends upon further analysis of hunman behavi or and the
factors that nmake a person trustworthy. On a practical |evel,
it al so depends on identifying those individuals at the |ocal,
state, and national |evel who are trustworthy today. Setting up
a network of trusted individuals to deliver nessages in case of
a WWD attack w Il require considerable research and mai nt enance
to keep the nanmes updat ed.

Pl anners will also have to address sources of m sinformation,

di si nformati on, and propaganda attacks by individuals and groups
who thrive on governnent conspiracy theories, urban | egends,

myt hs, and sensationalism G ven the openness of our society and
the ability to rapidly dissem nate information via the |nternet,
t he communi cation plan will have to consider information
“pirates” who would like the public to believe that epidemcs
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like the West Nile Virus are government experinents gone out of
control

Panel Concl usi ons and Recommendati ons

Anal yze Factors that Build Trust

To address the issue of trust, planners will need to conduct
further analysis to determne the factors that build trust. Also
needed are reliable sources of information for crisis/risk
communi cation. Findings of this research could be shared with
respecti ve agencies to devel op a nore conprehensive

communi cati on strategy.

Better Organi ze Pre-disaster and Consequence Managenent Pl anning

Pre-di saster crisis/risk communication planning in a WD attack
must be better defined and organi zed. The panel recomrended

t hat an agency be assigned to devel op WWD awar eness and
educati on canpaigns. It suggested enlisting the support of the
entertai nment industry, where feasible, to accurately dramatize
the el enments of WVMD to engage peopl e and broaden awar eness.

Build a Communi cati ons Net wor k

An effective consequence managenent plan will also require
bui I ding a conmuni cati on network before the attack. The network
coul d include points of contact from governnent agenci es,
mlitary services, CDC, EPA, and | ocal responders. Conmunication
drills involving all agencies in the network would snooth

pl anni ng and preparation for a contingency. |In addition, an
energency network infrastructure to deal with WWD attacks shoul d
be devel oped.

Devel op Scenari os

The panel recommended the devel opnent of best- and worst-case
scenari os and conmuni cate these to the public, along with the
associ at ed assunptions. This devel opnent woul d i ncl ude
preparing a list of questions and answers for each type of WD
attack. Also inportant, is constantly informng the public—as
far as security concerns all ow-about what is being done to
resolve the crisis.
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I dentify Stakehol der G oups

Also inportant in crafting effective nessages is identifying the
vari ous stakehol der groups. A database identifying stakehol ders
and their different perspectives based on age groups, nmarital
status, and career progression should be devel oped. The panel
cited an exanple of an Anthrax brochure designed for al

mlitary personnel which eventually was custom zed in three

vari ations, each designed to address the concerns of a specific
sol dier category: married with kids, retirees, and career
personnel .

| npl enent a Hotli ne

During the actual crisis, a hotline will be critical in
monitoring calls and gaining a better understandi ng of what the
public’s concerns are. The hotline will assist planners in
devel opi ng effective nessages. The panel noted the success of
the EPA hotline systemin identifying key issues of concern to
t he public.
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PANEL 11: HOW CAN THE PUBLI C BE PERSUADED TO TAKE APPROPRI ATE
ACTI ON AND TO AVA D | NAPPROPRI ATE ACTI ONS?

| nt roducti on

The facilitator of Panel 11 was Jerone M Hauer from Krol
Associ ates. Panel |1 nenbers included the foll ow ng:

RADM Craig Quigley (Deputy Assistant Secretary of Defense
for Public Affairs)

Bar bara Reynolds (Centers for Di sease Control and
Preventi on)

Ti m Ti nker, Ph.D. (Matthews Medi a G oup)

Robert J. Ursano, M D. (Uniformed Services University of
Heal t h Sci ences)

Marc Wl fson (Federal Enmergency Managenent Agency)

Panel Background

The objective of Panel Il was to address the issue: “How can the
public be persuaded to take appropriate action and to avoid
i nappropriate actions?” In this panel, the conbination of nedia

prof essionals, public affairs professionals, energency
managenent planners, and nedi cal experts were assenbled to
address human behavior and the art of persuasion in a WD
at t ack.

M. Hauer and Dr. Tinker provided extensive experience worKking

i n enmergency managenent and devel opi ng strategi c response pl ans.
Ms. Reynol ds and M. Wl fson provided the public affairs
perspectives of two agencies likely to be involved in

bi oterrorismattacks—+EMA and CDC. RADM Quigley was a
representative for both the nmedia and DoD public affairs and Dr.
Ursano was the nedical professional able to provide psychiatric
anal ysi s of audi ence behavior in a crisis.

Persuading the public to act appropriately has been a chal |l enge

for governnent officials for years. |In a WWD attack, severa
factors exist that will work against the goal of achieving
appropriate public reaction. To persuade the public this panel

| ooked at various issues that affect public behavior.
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Key | ssues

The key issues discussed by the panel included the foll ow ng:
Preparation
Message Approach
Medi a Cover age

Audi ence Behavi or

Preparation

Convincing the public to take appropriate action in a WD attack
will require considerable planning. It will require devel oping a
significant level of situational awareness of every aspect of a
WWD attack. Situational awareness incorporates know edge of

pl ans, procedures, and processes for handling all aspects of a
WD, no matter what type.

Concentrate on Local Communities

One way to practically address the problemis to concentrate on
| ocal communities and prepare each conmunity on a smaller scale
for a WWD attack. For exanple, CDC maintains an excellent two-
way conmuni cation programw th |ocal conmunities that includes
regi onal workshops wth public health officials and nedi cal
professionals, a website, and satellite training that offers CMVE
credits.

Set up Communi cations Infrastructure

Planning will also require agencies to set up a conmuni cation
infrastructure to report energency information. The public nust
know what to do and what to be aware of in a WWD attack. FEMA
has set up a communi cation network for reporting during national
ener genci es, but other organizations such as public health
agenci es do not have one in place and nust address how they w ||
get the information out to the public. Al the right
representatives should be involved and have defined rol es—
communi cators, nedia, nental health professionals, and
spokespeople. This will include identifying those who will have
to notify the victins’ famlies.

Message Approach
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Comruni cation under a WWD attack is about persuasion and
changi ng behavi or, specifically:

Convincing the public to do sonething (evacuate when they
don’'t wish to | eave);

Appealing to themto stop what they are doing (looting,
bribing); or

Convincing themto do nothing (shelter in place).

Message devel opnent al so requires very careful planning to
determ ne the effects of nessages on industries and private
groups. One statenent from CDC can w pe out an entire industry
and put many people out of work. Including a variety of

rel evant professionals early in the planning process is also

i nportant. For exanple, the West Nile virus could have been
identified much earlier if veterinarians were brought in
initially. Veterinarians discovered that birds were dying from
sonme exotic disease, which was identified as West Nile.
Subsequent testing on humans confirnmed that victins who were
originally assunmed to be suffering fromSt. Louis encephalitis
were actually suffering fromWst N |e disease.

Medi a Cover age

Bui l ding effective nmedia relationships noww | help avoid

i nappropriate public actions in the event of a WWD attack. The
interests of the nedia establishnment and those of the public-as
exerci sed by governnment—-are not always the sane. It may nmake
sensational news to skew the events of a WWD attack while the
public woul d be best served by accurate information designed to
cal mthe public and avoid inappropriate behavior. In addition,
the news cycle has grown very short, nearly real-tinme. This
pressure to “get the news out” nmay also conflict with the tine
required to anal yze a WWD event and to di ssem nate accurate

i nformati on.

The pl anning agencies will need to partner with and educate the
medi a on the inportance of accurate coverage of a WWD event.
Typically, the communication planners will be dealing with young
reporters trying to nake a nane for thenselves. Getting these
peopl e to understand the inportance of public reaction and the
need for appropriate public response will be a high priority in
t he communi cation pl an.

At the sane tinme, when the nedia requests interviews from
menbers of the scientific/medical community, these professionals
may not be accustoned to being on canera or dealing with the
press. Exacerbating the situation is the nedia s need for
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instant, real-tinme informati on versus the scientific/nedical
community’s need for careful evaluation before nmaking responses.

The communi cation plan nust provide for inmediate response to
media inquiries. |If the best source of information is neither
known to the press or unavailable, the press will go to another
source if that source is perceived credi ble, whether or not that
source is the nost know edgeable. Such sources can provide
incorrect information or information that is out of context,
feeding the public’' s ignorance or its desire to act

i nappropriately.

Audi ence Behavi or

When devel opi ng a persuasive comruni cation strategy, agencies
shoul d consi der the foll ow ng:

Who they are talking to (nmedia, governnent, public);
What they want to say;
How t hey want to say it; and

The current |evel of know edge of the audience.

Di fferent audiences require different nmessages (e.g., the

el derly, the honebound, children, different cultures, and so
on). Effective comunication strategies will need to address
t hese varying audi ences and how to best reach them

Communi cat i ons pl anni ng shoul d al so consi der audi ences who over -
react, who take precaution to an extrene. This group wll
present a special challenge in a WWD attack by demandi ng care
they don’t necessarily require.

An integrated communications plan wll conbi ne the comrunication
pl ans al ready devel oped by various agencies. Responders at the
| ocal, state, and national |evel already have response plans for
simlar incidents in place. HAZMAT response plans could form
the basis for a response plan to a chem cal attack. The
integration effort will involve uncovering existing plans and
using them as a foundation upon which to build.

Lessons Lear ned

The | nportance of Agency Coordination
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Agency coordination will be very inportant in a WWD attack. The
various agencies in the TWA Flight 800 crash rel eased
conflicting nmessages, reducing public trust. At one point, an
agency in Washington rel eased a statenent that bodi es had been
found in the fusel age which later turned out to be untrue. In
anot her case, different agencies released different information
on the proper cooking of a hanmburger, which confused the public
during the ecoli breakout.

A cohesive nessage is critical. A successful exanple was the
communi cation efforts in New York City during the West N le
Virus outbreak. The FBI was kept informed by the city and both
responders had excel |l ent conmuni cati on.

The Media' s Rol e

Rat her than serving as a responsible conduit for accurate
information, the nedia can exacerbate the problem For exanple,
it tends to blow an event out of proportion if given the
opportunity. Richard Preston, a journalist, wote the Cobra
Event, which suggested that the West Nile Virus was a terrori st
event. This book fed public doubts that the government was
handling the situation appropriately.

The nedia will al so send whoever is available to cover an event,
not necessarily the reporter with the nost expertise in the
matter at hand. During the Gulf War, the nedia sent nmany
reporters to the area, but fewwth any training in mlitary
affairs. The nedia coverage resulting fromreporters who | ack
expertise in their area can lead to inaccurate and sonetines
damagi ng publicity.

The trust issue is especially inmportant when ensuring that the
public takes appropriate action. In the 1995 Cklahoma City
bonmbi ng, the spokesperson was the local Fire Chief. This worked
wel | because the community knew himand trusted him
Communi cat i ons should focus on trust and honesty.

A | ess successful exanple was a recent severe ice stormin the
Washi ngton D.C. area. Pepco could have communi cat ed what they
were doing to restore power and how difficult the chall enge was.
| nstead, their spokesperson identified the time Pepco expected
to have power restored and as each new deadl i ne was m ssed, the
public becanme nore furious. Situations |ike these can lead to

I nappropriate actions taken by the public.

Expedi ency wll have an effect on the public’s reaction. In the
case of eruption at Mount St. Helen's, scientists were willing
to conduct an analysis on the ash to determne if it was

poi sonous and cone back to the press in a few days. These days,
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the news cycle is so rapid that the press won't wait three days
for a scientific analysis.

The effect of nessages can be broad-rangi ng and unpredictabl e.
For exanple, CDC s nmessages concerning Hepatitis A in school

l unches insulted the | eaders of Mexico where the strawberries
were allegedly grown. The Departnent of Justice had to be
brought in to deal with the situation

Unr esol ved | ssues

Conmmuni cati on | ssues/ Rol e

WVD conmuni cations offer nmuch uncertainty. How w ||

communi cators, for exanple, convince people to honor quarantines
or evacuati ons? DoD and other mlitary personnel have
supported these activities in past crisis events but there is no
set policy that defines what role DoD wll play in a WWD att ack.
DoD wi Il not be the | ead agency, so howw |l they interact with
that | ead agency and who will give them orders?

How to Sinul ate Realistic Scenari os?

Case studies of health risk comunication concerning epidem cs
such as influenza in the 1920s and the smal | pox vaccinations in
the 1950s hel p agenci es understand human behavi or but the

vari ables are nuch different in today’'s “CNN age.” How can
agencies sinulate a realistic WWD attack that would account for
today’s real -world consequences?

The Need for An Energency Notification System

An excell ent enmergency notification alert system should be
broadcast over the Internet as well as through traditional
medi a, such as radio and TV. FEMA is working with the

Depart ment of Comrerce on an energency alert systemthat would
work through 1 SPs to broadcast energency nessages online.
Security precautions for this process, none of which exist at
this time, should be addressed.

Dealing wth “Doonsayers”

Anot her unresolved issue is dealing wth active “doonsayers.”
There will always be spokespeopl e who encourage di strust of
government and willingly rally the public to take inappropriate
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actions. How w |l the agencies and conmuni cati on pl anners deal
wi th those who seek to purposely underm ne gover nnment
communi cati ons?

Panel Concl usi ons and Recommendati ons

Focus on Basi c Communi cation Strategies

The panel reconmended going “back to basics” when devel opi ng
communi cation strategies; this involves answering questions such
as:

Who is the audience: nedia, governnment, the public?

At what |evel are we communicating: |ocal, national, or
i nternational ?

VWhat do we want to say to each audi ence segnent ?
VWho are the primary comruni cators?
How do we want to fashion the nessages?

What is each audience’s current |evel of know edge about
WVD-r el at ed topics?

I dentify “Validators”

To assist in comrunicating with the nedia, the panel recomended
setting up a list of validators. These are subject matter
experts to whomthe nmedia can be referred during a WD event.

| dentify Credi bl e Sources

To encourage the public to take appropriate action, nessengers
shoul d be credi ble sources, and these should be identified

bef orehand. Credi bl e sources include national officials (such as
t he Surgeon General), state health officials, and respected

m ni sters and chapl ai ns.

Wrk with the Entertai nment |ndustry
The entertai nment industry is a powerful source for public
perception of reality. Its power can be harnessed in favor of

accurate depictions of WWD events and information. CDC
successful |y uses Hol |l ywood outreach to ensure accurate
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i nformati on about di seases and the way CDC is represented on TV
and in feature films. O her agencies should follow CDC s | ead

Use Existing Information

Critical information that could be used for consequence
managenent ri sk/conmuni cation planning al ready exists, waiting
to be collected and anal yzed. Incidents such as the Mad Cow

D sease and the E coli Virus offer useful know edge. In terns of
exercises, a bioterrorismstrategy is already in place in HAZVAT
pl ans, for exanple.

Pl an for Two-Way Comruni cation

Two-way conmuni cations, such as hotlines, will be inportant
avenues for public access to accurate information. The Joint
I nformation Center (JIC) nust provide nmedia nonitoring, runor
control, and rapid response. In addition, there should be a
team assigned to i medi ately address m si nfornmation.

One way to deal with information needs of a |arge popul ati on of
st akehol ders is to divide them anong the vari ous agencies. CDC
already maintains a list of nmedical and public health

st akehol ders. Communi cation planners will need to work with

ot her agencies to identify stakehol der groups and those assi gned
to best conmmunicate wth those groups.

Prepare for Msinformation and Vari ed Reacti ons

It will be inportant to prepare for any type of public reaction,
i ncl udi ng sources of msinformation (“underm ners”), urban

| egends, hoaxes and so on. For exanple, studies of past

di sasters prove that the public will have reactions even if they

are not infected. These are the “worried well.” Physician
training and a focus on the outpatient environnment can deal with
the “worried well” popul ation and those with Miltiple

Unexpl ai ned Physical Synptons (MJPS).
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PANEL 111: WHO AMONG RESPONDERS AND THE PUBLI C ARE AT HI GHER
Rl SK OF ADVERSE PSYCHOLOG CAL EFFECTS AND HOW CAN SUCH EFFECTS
BE PREVENTED OR M TI GATED?

| nt roducti on

The facilitator of Panel 111 was Col onel Ann E. Norwood, M D
(Uniformed Services University of Health Sciences). Panel |1
menbers included the foll ow ng:

Eli zabeth K Carll, Ph.D. (Cdinical Psychol ogist)

Robert DeMartino, MD. (Center for Mental Health
Servi ces, Substance Abuse and Mental Health Services
Adm ni stration)

Carol S. North, MD. (Washington University School of
Medi ci ne)

Betty Pfefferbaum MD. (University of Oklahoma Health
Servi ces)

Panel Background

The objective of Panel 111 was to address the issue: “Wo anong
responders and the public are at higher risk of adverse
psychol ogi cal effects and how can such effects be prevented or
mtigated?” The panel sought to identify the known effects of

di saster on first responders and the public by relying on past
di saster studies in the United States and | essons | earned from
the field. The panel then sought to determ ne the best nethods
for mtigating or preventing these effects. The subject matter
experts provided insight into which groups woul d be affected
nost by adverse psychol ogi cal effects and how t hese effects
could be dealt with efficiently based on past disasters and
victimintervi ews.

The four panel nmenbers were selected as experts in this subject
matter primarily for their research in the area and rel evant
real world experience. A facilitator, COL Norwood brought a
background prolific in researching the psychiatric di nensions of
disaster. Dr’s North and Pfefferbaum provided their enpirica
data in post-disaster research, particularly with the victins of
the Ckl ahoma City Bonbing. Dr. DeMartino brought his
observations fromthe Federal Governnent’s point of view and Dr.
Carll, who is a private psychol ogi st provided her real-world
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experience, gained fromcounseling victins of disaster. This
bal ance of expertise conbined top nental and nedical health
anal ysts with hands-on di saster responder managenent. The panel
| ooked at several different factors that cause adverse
psychol ogi cal effects in disaster victins such as:

Medi a cover age;
Previ ous psychol ogi cal conditions of victins;
Medi a exposure of the victins; and

Messages.

The panel covered various categories of responders and the
public. D scussed were case studies of past disasters and
resul ting psychol ogi cal effects and possi bl e conti ngenci es that
need to be addressed in planning mtigation such as evacuation
and nental health access were discussed.

Key | ssues

The key issues discussed by the panel included the foll ow ng:
Ef fecti ve Response/ Preparation
Synpt ons
Medi a
Ri sk Profiles

Psychol ogi cal effects prevention/mtigation

Ef fecti ve Response/ Preparation

Ef fective response neans di ssenm nating | arge anmounts of
information to the public very quickly. As soon as possible,
communi cators nust get accurate information to the public, to
encourage the public to return to normalcy as soon as possible.

The nedi cal community nust be a central focus of training
efforts for WWMD because they are likely to be the first
responders. In addition, Disaster Response Networks mnust include
mental health as a part of planning. A clinically trained
psychol ogi st should be part of the response team

Synpt ons
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The panel identified many types of synptons resulting from WD
attacks. For exanpl e:

Cold and flu synptons;

Changes in the behavior of children as a result of
di saster exposure (introverts becom ng extraverts,
i ncreased dependency, decreased maturity); and

| ncreased al cohol intake by rescue and fire workers to
cope with the effects of disasters.

Medi a

The nedi a determ nes how nmuch tine responders have on-air and,
to sone extent, dictate the subject matter. Media coverage of
an event directly affects audience response; focusing on the
negati ve or grotesque aspects of a disaster can cause public
har m

Even in today’' s “CNN' age, not everyone watches tel evision or
can be communicated to through TV. Print communi cati ons have a
deeper inpact because they are pernmanent. The nessage does not
go away and nore often than not, the receiver seeks the nessage
in print.

Websites are an effective conmuni cati ons channel for targeted
messages, including two-way communi cati ons. FEMA, for exanpl e,
targets different audi ences including kids, parents, and

t eachers.

Ri sk Profil es

First Responders

The panel recognized that those at highest risk of adverse
psychol ogi cal effects in a disaster include the nedical
comunity, fire and rescue workers, |eaders and deci si on- nmakers,
wonen, and children. The order of who is affected first in this
community changes with the agent.

For exanple, in a chemcal incident, fire fighters are usually
the first on the scene; however, in a bioterrorist event, the

nost likely first responders are hospital/nedical personnel. As
t he workshop participants indicated, the rel ease of a biol ogi cal
agent has no centralized | ocus of destruction. |If the agent is

detonated w thout the know edge of officials or the nedia, the
singularity of the event is conprom sed.
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I nstead, the event will evolve as nore information is uncovered,
and authorities have confirnmed that information. Mst |ikely,

t he hospital personnel may be the first to conclude that a

bi ol ogi cal agent has been rel eased, based on many people com ng
to the hospital, conplaining of synptons. In Goiana, Brazil, a
smal | nunber of citizens becane sick and even died after
handl i ng sonme radi oactive waste. What began as an isol ated
event escalated in to organi zed fear once the nedia covered it
and the hospitals were cramed w th peopl e.

Seventy percent of hospital personnel are wonmen with famly
responsibilities, and twice as likely than nmen to experience
post-traumati c stress disorders, anxiety, and depressive

di sorders. Dealing with their own famlies as well as the
famlies of victins places added pressure on personnel routines;
it also places themin the “line of fire” for ensuing anger. In
addition, rescue and fire personnel are not only at high risk
but al so prone to denial when it comes to admtting they need
hel p.

Public Oficials

Leaders and deci si on-nmakers are high-profile professionals and
perform under constant pressure. This group is likely to suffer
burnout fromlack of rest.

The Public

Anmong t he general popul ati on, wonmen experience twi ce the rates
of anxi ety and depressive disorders as nen, and follow ng

di sasters, wonen had nearly twice the rates of post-traumatic
stress disorder (PTSD) as nen. Studies also show, however, that
mal es are nore prone to denial when it comes to admtting they
need hel p, and responders nore prone to denial than the general
public.

Since nuch data is self-reported, a caveat should be used when
anal yzing the general population and its response to disaster.
Studi es also found that rescue workers and fire fighters have a
preexi sting propensity for al coholismand al cohol intake

i ncreases under extrenme stress conditions.

Adult reactions to stress are often manifested in different
ways. For exanple, the immune systemis conprom sed
contributing to health conplications, increased al cohol and
cigarette use, inattention to famly responsibilities,
depression and anxiety, all of which can often go untreated in
light of triage prioritization.
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Many studi es were conducted on children affected by the Okl ahoma
City bonbing, primarily because so many victins were children.
Those children who were exposed to the bonbing both directly and
indirectly, whether through first experience, proximty, or
knowing a victim were at a higher risk for PTSD and ot her

behavi oral problens than were adult popul ati on groups.

Exi sting characteristics of the child, such as personality
psychol ogi cal well-being as well as the supporting network of
famly and social or conmmunity also determne the child s
response to a disaster and the healing tinme involved. For
exanple, children with strong famly and community support
respond better and heal quicker than those children wthout.

Ef fects of Medi a Exposure

The nmedia influences children differently that it does adults;

t hese distinctions warrant consideration when planning fear
mtigation strategies. For children, the effects of television
coverage of disasters, while conprehensive, are |ess sustaining
than are the print nedia.

During the Okl ahoma City bonbi ng, 24-hour-a-day bonb coverage
had two distinct effects on children. On one hand, the constant
coverage created the illusion that the entire town had been
denolished. On the other hand, the constant barrage of i nmages
blurred the children’s perception of reality. The deepest nedia
i npact for children was print comruni cations, newspapers,

magazi nes, because it denonstrated the permanence, the real ness
of the event conpared to non-stop nedia i mnages broadcast over
the TV.

The effect of television exposure on adults was nore conpl ex.

In the Persian Gulf War, those personally affected by an event
were naturally nore drawn to tel evision coverage than those who
were not. Anong the spouses of deployed soldiers, TV provided a
solid sense of place, a context that relieved anxiety. For the
spouses of the soldiers waiting for deploynment, TV created nore
anxi ety and enphasi zed t he unknown.

Most studi es show, however, that nore information leads to
decreased anxiety. For exanple, the TWA 800 di saster created
tremendous hostility fromthe affected famlies toward officials
inthe first few days, due to the perception that information
was being withheld. |If affected famlies had been singled out
for personal debriefing by officials, the panel maintained, much
anger coul d have been all evi at ed.

Oten, the subjective assessnent or appraisal of danger or life
threat may be even nore inportant than actual physical neasures
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of exposure. Sone studies report that initial responses to a
traumati c i ncident be thensel ves consi dered anot her aspect of
exposure. These are inportant considerations for making
mtigation strategies.

Behavi oral Casualties

One other at-risk public group the panel discussed were

behavi oral casualties. These casualties result directly from
actions taken by individuals. This m ght include, for exanple,
t hose who don’t wear their gas mask correctly or those who are
i njured because they ran froma disaster area. Such fear-
control | ed behavior can lead to panic, rendering the best-laid
mtigation plans futile.

Long-term fear and anxiety in a comunity exist for years after
an event and nmay even have an intergenerational effect. For
exanple, after the incident at Three-Mle Island, |ong-term
health effects were negligible; anxiety synptons, |evels of

di strust, and stress, however, continue to persist today, nore
than twenty years after the event.

Psychol ogi cal Effects Prevention/Mtigation

First Responders

The first responder community nust be cared for before, during,
and after an event, because often, it is this community that

will be heavily relied upon for providing victimcare. Adequate
preparation, field exercises, increased protection, known
sources of vaccines and antibiotics, as well as known sources
for obtaining information will help | essen the uncertainty of an
event, create a community of trust, and hel p bal ance the burden
on deci si on nakers.

More inportantly, however, is the expectation anong first
responders that there will, in fact, be psychol ogi cal
consequences. First responders nust be nmade aware of the
psychol ogi cal consequences of disaster so they can pay nore
attention to stress indicators. Reducing fear, anxiety, nass
exodus, and creating a cohesive first responder unit whose
menbers can adequately cope with a disaster will depend upon:

Defined rescue limtations;

Prescri bed conmuni cati on channel s on how and where to get
hel p; and
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An at nosphere that reduces the stigmatization of those
who admt stress-rel ated problens.

Trai ning nust include the first responder’s famly. Training
famly menbers and providing themw th conmuni cati on,

rel ocation, resource allocation, such as vaccines or
antibiotics, and priority care will help the first responder
focus on treating the public and alleviate worries about their
famlies.

The panel also indicated that, while every hospital should know
how to respond to an event, not every hospital will know how to
treat an event. A network of hospitals, experts,
speci ali zations, and supplies should be set up to create a
cohesive national nedical unit, prevent isolation, and to share
preci ous information.

The panel al so noted that new technol ogy can benefit the
preparation of hospitals and personnel, for exanple,

t el enedi ci ne has trenendous potential for training nedical
personnel, research exchange, advice, and gui dance.

The Public

St udi es show that the anpbunt of nedia coverage of a traumatic
event directly affects audi ence response. In other words, the

i nformati on you receive can hurt you. The cold and flu synptons
in those directly affected by the Persian Gulf War | asted

t hrough the duration of the war, primarily through constant day-
to-day view ng of CNN cover age.

In crisis reporting, the nmedia focuses only on the problemati c,
often exacerbating the effect on the public. Oten known as
‘body bag journalism, typical nedia coverage of an event covers
the negative or grotesque aspects such as: what happened, how
many people died, who is involved, and what actions were being
taken to determ ne responsibility for the act.

Working with the Medi a

Using the nedia as an effective education tool before, during,
and after a crisis is no easy task. An integrated nedi a
canpai gn nust be created now to educate and informthe public on
the risks while avoiding the scare tactics which studies show do
not work. A cadre of nedi a/ nedi cal /governnment officials nust be
formed to dissem nate key information rapidly to the public in a
very effective manner. This involves shaping the right nmessages
and using the right persons to comunicate with the public.
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Procedures for comunicating with the major news nedia should be
establi shed and constantly updated. In addition, agencies shoul d
include, with their general information, information about
health and nental health, especially focussing on expected acute
anxi ety responses to hel p.

Medi a Educati on

Parents need to understand the mani pul ative effects of constant
di saster portrayal. Education canpai gns about disasters and the
i nportance of open |ines of discussion are inportant, as is

i ncreasing pressure on the nedia to focus | ess on the disaster
and nore on the healing.

The panel nenbers even hinted that increased suicides and school
shootings were “copy-cat” behaviors, often partially in response
to excessive nedia focus on disasters. Since the nedia is
critical to reaching any | arge group, however, the panel
stressed the need for the nedia to focus on disaster
intervention and the outcone, not only the problem

Publ i ¢ Perception of Governnent

The public’s perception of governnment is heightened during a
crisis. A lack of continuity, control, adequate resources, or
full knowl edge of the event can invoke fear and panic, and
threaten social unity. Ensuring that governnment policy relating
to terrorismand terrorists is unanbi guous wll prepare the
public for the unknown; it will provide a greater sense of
control

This is due to the public’s perceived | ack of self-control in a
situation. The public nust feel enpowered to take action in the
event of a crises to reduce the |ikelihood of victimzation and
ensui ng panic. That control could be as benign as the duck-and-
cover procedure during the Cold War; a conprehensive di saster

pr epar edness/ response plan, however, can provi de expectation
control. That is, physical and nental preparation will relieve
anxi ety despite the expectation of potential injury and death.
It provides the public with a feeling that they can take steps
to help a situation and do not have to sit idly by, or panic en
masse.

Provi di ng D saster Education/Training

Vell-tinmed disaster education and training to the public is
critical. Studies indicate that effective risk avoi dance
measures occur when perceived relevance is high. FEMA s Project
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| npact on disaster mtigation has found that a community i s nost
responsive to risk avoidance and mtigation education usually
directly after a disaster has occurred because they have been
sensitized.

Wen the Zenia, Chio tornado hit, FEMA brought the programinto
their comunity imrediately after their disaster. Future
prevention during crises is nost critical and the public is nore
accepting of such efforts if they have been affected.

Studi es nust be done to determ ne the efficacy and inpact of WD
vacci nation canpaigns. This could potentially becone its own

di saster. Using the Anthrax vaccine as an historical exanple,

t he panel discussed howthe U S. Mlitary msmanaged its efforts
to di spense the vaccine anong its potentially inpacted

popul ati on and, instead, created fundanental problens of

m strust, fromwhich they may never recover.

Working with Scenari os

The panel then presented a scenario of scarce resources. Wat
if there is insufficient nedical care, beds, or nedication for
the crises? How do you allocate, and how do you comruni cate

t hat decision? Stockpiling of antibiotics cannot be done
because it is deened inpossible to prepare for the worst case
scenario. Yet it is inportant to prepare for the worst-case
scenario. A useful way to prepare would be to focus on a
scenario that is reasonabl e enough to prepare for, but which
will also require making typical decisions about who gets what
and when it happens.

Al l ocating antibiotics and resources to sel ected groups of
peopl e and not all who m ght request it can have serious

ram fications. Scenario | eaders nmust explain those decisions,
why they are necessary and what wi Il happen in an actual event.
It may be unpopul ar to acknow edge resource allocation issues,
but it may be unavoi dable to do so.

Lessons Lear ned

The Rol e of the Medi a

I n Goiana, Brazil, villagers found di scarded radi oactive powder
that glowed and applied it to their skin. People died but it
did not becone a crisis until the nedia broadcast the story and
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it becane a full-scale panic creating a demand for nedical care
by peopl e not even exposed or near the vicinity of Coiana

The nedia only showed the disaster areas of the earthquakes in
San Franci sco without giving a perspective of the undamaged area
thus feeding the perception that all of San Francisco was w ped
out

Psychol ogi cal Effects

Ef fects on both victins and responders can be severe and | ong-
term In the Jonesboro shooting, for exanple, a young man was
experiencing flashbacks ten years later. Dr. Carol North's

anal ysis indicated that the |onger nunber of hours spent at the
di saster site are directly correlated with the intensity of PTSD
synpt ons.

The Air Force successfully inplenented a programto reduce
sui ci de by encouraging airnen to seek help without retribution.
According to Dr. Robert DeMartino, this decreased suicides by
50% A simlar plan could be inplenented for rescue and fire
wor kers. Support groups were created on Long Island, New York to
assist Persian Gulf famly nmenbers deal with stress and these
proved effective.

Fear and Avoi dance

The AIDS epidem c provides a real-world exanple of a devastating
di sease that spread throughout the comunity, wth no public
know edge, no nedi cal know edge, and no gover nnent

acknowl edgenent. \When patients first were identified as having
Al 