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Mission Statement One

 

The mission of the Task Force is to provide guidelines to coordinate the activities of,

 and facilitate exchanging information between and among states, local governments,

 and the federal government to strengthen homeland security.

 

“Terror is not a new weapon.  Throughout history it has been used by those who could not prevail, either by persuasion or example.  But inevitably they fail, either because men are not afraid to die for a life worth living, or because the terrorists themselves came to realize that free men cannot be frightened by threats, and that aggression would meet is own response.  And it is in that light of history that every nation today should know, be he friend or foe, that the United States has both the will and the weapons to join free men in standing up to their responsibilities.”

 President John F. Kennedy

Address to the United Nations
September 25, 1961
 
State Legislatures’ and Homeland Security

State legislatures’ traditional roles—information gathering, lawmaking, the appropriation of funds and program oversight—are critical components in efforts to secure the American homeland.   The task force believes that state legislatures should be aware of the following basic functions as they approach homeland security issues:
 

· Gather Information: Conduct hearings or other information gathering activities to determine what actions their state has taken to improve security from all forms of terrorism and to determine the level of preparedness of state and local agencies for terrorist attack or natural/technological disasters.

· Appropriate Funds: Exercise any constitutional or statutory appropriation powers to ensure all homeland security funds are appropriated according to state law.  This becomes extremely critical to ensure the long term viability of new programs as future federal funding cannot be predicted and federal funds may require a Maintenance of Effort.    

· Coordinate Activities:  Require state and local activities to be consistent with the state-wide plan for preparedness and the national strategy for homeland security.  
· Evaluate Programs:  Exercise any constitutional or statutory oversight to review and evaluate state and local programs in order to coordinate the state’s activities.  It is also important to ensure activities are consistent with the state-wide preparedness plan and the national strategy for homeland security.

Coordination of Activities and Exchange of Information

The information below was compiled to assist state legislatures in framing the host of homeland-security related issues.

 

State Risk Assessments for Terrorism
 

The General Accounting Office  October, 2001, report Homeland Security – A Risk Management Approach Can Guide Preparedness Efforts noted:

 

“In April 1998, we asked the Congress to consider requiring the domestic preparedness program – then run by the Department of Defense – to use a risk management approach in its efforts to prepare state and local governments for terrorist attacks involving weapons of mass destruction.  

The Department of Justice took over that program in fiscal year 2001, and has worked with the FBI to create a risk management tool for state and local governments.  This tool includes a step-by-step methodology for assessing threats, risks, and requirements.  It also includes information on how to prioritize programs and to project spending amounts.  

The information from the assessments will be used to develop statewide domestic preparedness strategic plans.  The statewide assessment process includes an initial risk assessment and identification of the most likely scenarios.  This risk assessment is the culmination of three other assessments: threats, vulnerabilities, and public health assessments.  This design feature enables the program to focus resources on preparing for the most likely scenarios.  The Department of Justice plans to use the results of these assessments to drive the allocation of its resources for equipment, training, and exercise programs, consistent with our recommendation.”

As part of the Fiscal Year 2001 Emergency Supplemental Budget, the Department of Justice received an additional $212 million to provide formula grant assistance through the Office for Domestic Preparedness to state and local governments to help them prepare for terrorist attacks, including attacks involving weapons of mass destruction.  Funds are available for equipment, exercises and training.  States will receive the funds as part of their FY 2002 Domestic Preparedness Grant. In order for a state to receive these funds, it must have submitted and have approved a domestic preparedness plan.  According to Department of Justice officials, as of June 12, 2002 forty eight states (Louisiana, Oklahoma, Guam and the Virgin Islands still do not have approved plans) had submitted and received approval on their domestic preparedness plan.

The Fiscal Year 2002 Domestic Preparedness Grant Program application kit is now available in Text (http://www.ojp.usdoj.gov/odp/docs/02odpkit.txt) and PDF (http://www.ojp.usdoj.gov/odp/docs/02odpkit.pdf) with Attachment A (in pdf format) (http://www.ojp.usdoj.gov/odp/docs/attachment_A.pdf). Applicants may apply for online via the Grants Management System (GMS) (http://grants.ojp.usdoj.gov/).  Please note that the deadline for applying for this grant is July 31, 2002.

The President’s FY 2003 budget proposal includes $3.2 billion for a First Responders Grant Program.  To assist states in preparing for this new grant program, the FY 2002 Supplemental Budget (still in conference committee as of July 11, 2002) may include funds for states to update their state-wide preparedness plan.  

 

Recommendations

 

Suggestions for State Legislatures:

 

· Request from the Governor a copy of the domestic preparedness plan submitted to the U.S. Department of Justice.

· Request the Governor’s office and appropriate federal agencies to brief the legislature or key members of the legislature on the state’s preparedness plan.

· Request the state office of homeland security to appoint a legislative liaison. 

· Check the status of your state’s risk assessment program. 

· Consider the establishment of a select committee to monitor state and local government activities to protect critical infrastructure and historic resources. 

· Consider creation of a Homeland Security Committee with the power to keep its discussions confidential for reasons of security.  

Federal Recommendations

· Work with intergovernmental associations to establish an advisory commission to the proposed Department of Homeland Security.  Prospective members could be the National Conference of State Legislatures, the National Governors Association, the Council of State Governments, the National League of Cities, the U. S. Conference of Mayors, the National Association of Counties, and the International Association of City Managers.
Resources:

Department of Justices, Office for Domestic Preparedness

 (http://www.ojp.usdoj.gov/odp/): The Office for Domestic Preparedness (ODP) (formerly The Office for State & Local Domestic Preparedness) is the program office within the Department of Justice (DOJ) responsible for enhancing the capacity of state and local jurisdictions to respond to, and mitigate the consequences of, incidents of domestic terrorism.

Federal Emergency Management Agency (www.fema.gov):  FEMA is an independent agency of the federal government, reporting to the President. Since its founding in 1979, FEMA's mission has been clear: to reduce loss of life and property and protect our nation's critical infrastructure from all types of hazards through a comprehensive, risk-based, emergency management program of mitigation, preparedness, response and recovery. FEMA has ten regional offices, and two area offices. Each region serves several states, and regional staff work directly with the states to help plan for disasters, develop mitigation programs, and meet needs when major disasters occur. 

National Emergency Management Association (www.nemaweb.org): NEMA is the professional association of state, pacific and Caribbean insular state emergency management directors  

Agriculture and Food Safety

Although the food supply in the United States is one of the safest in the world, an assault on it through either biological weapons or the introduction of a foreign animal or crop disease or pest would be highly destructive. With a new heightened concern over the security of our food supply, early detection and containment play a vital role in the safety of the nation’s food supply.

As part of the FY 2001 Emergency Supplemental Budget, the U.S. Department of Agriculture (USDA) received an additional $43 million in state grants.  Most of these funds will be distributed to the states through existing cooperative agreements to areas identified by the USDA.  In particular:

· $20.6 million will be provided to state and university cooperators to be used to establish a network of diagnostic laboratories disbursed strategically throughout the nation to permit rapid and accurate diagnosis of animal disease threats.

· $14 million will be used to strengthen state capabilities to respond to animal disease emergencies, primarily by helping every state to meet the national standards of emergency preparedness established by the National Animal Health Emergency Management System.

· $4.5 million will be used to strengthen state-level surveillance for animal disease.

· $4.3 million will be used to assist states to improve their capability to detect plant pests and diseases.   

For specific state allocations see table 1.

Recommendations

Suggestions for State Legislatures:

· Request a briefing on food security from the head of your state Department of Agriculture.

· Request a copy of your state’s animal disease response plan.

· Encourage the appropriate state agencies to encourage agricultural producers to mobilize and be on the lookout for unusual activity and strangers on their farms and ranches.

· Encourage pesticide dealers and applicators to evaluate their storage practices and pesticide use procedures.

Federal Recommendations:

· Provide the U.S. Food and Drug Administration (FDA) with similar enforcement authority as the U.S. Department of Agriculture regarding the inspection and detainment of food and drug products under the authority of the FDA.

· Coordinate respective roles of state and federal food inspectors.

· Allow for interstate shipment of state-inspected meat.

Table 1.

Partnering for Homeland Security With States (Table Correction)

Totals

  (Source:  U.S. Department of Agriculture)

	States
	Animal Disease Surveillance
	Animal Disease

Response
	Plant Pest & Disease Detection
	Rapid Detection & Diagnostics Network
	Total

	Alabama
	$51,841
	$131,486
	$75,000
	0
	$258,327

	Alaska
	$5,836
	$51,455
	$50,000
	0
	$107,291

	American Samoa
	$5,000
	$25,000
	0
	0
	$30,000

	Arizona
	$41,386
	$113,298
	$75,000
	$750,000
	$979,684

	Arkansas
	$82,372
	$184,599
	$50,000
	0
	$316,971

	California
	TBA
	05/31/02
	
	
	

	Colorado
	TBA
	05/31/02
	
	
	

	Commonwealth  of the
Northern  Mariana 
Islands
	$5,000
	$25,000
	0
	0
	$30,000

	Connecticut
	$9,600
	$58,003
	$50,000
	0
	$117,603

	Delaware
	$6,672
	$52,909
	$50,000
	0
	$109,582

	Florida
	$69,407
	$162,045
	$350,000
	$1,650,000
	$2,231,451

	Georgia
	TBA
	05/31/02
	
	
	

	Guam
	$5,000
	$25,000
	0
	0
	$30,000

	Hawaii
	$10,019
	$58,731
	$100,000
	0
	$168,749

	Idaho
	$94,918
	$206,426
	$75,000
	0
	$376,344

	Illinois
	$79,862
	$180,234
	$75,000
	0
	$335,096

	Indiana
	$68,570
	$160,590
	$75,000
	$850,000
	$1,154,160

	Iowa
	$212,022
	$410,144
	$75,000
	$750,000
	$1,447,166

	Kansas
	TBA
	05/31/02
	
	
	

	Kentucky
	$91,573
	$200,606
	$75,000
	0
	$367,178

	Louisiana
	$35,530
	$103,112
	$50,000
	$750,000
	$938,642

	Maine
	$10,855
	$60,185
	$50,000
	0
	$121,040

	Maryland
	$19,220
	$74,737
	$75,000
	0
	$168,957

	Massachusetts
	$8,764
	$56,548
	$75,000
	0
	$140,312

	Michigan
	$62,296
	$149,675
	$105,000
	$900,000
	$1,216,972

	Minnesota
	$154,307
	$309,741
	$75,000
	0
	$539,048

	Mississippi
	$42,222
	$114,753
	$75,000
	0
	$231,975

	Missouri
	$26,748
	$87,833
	$75,000
	0
	$189,581

	Montana
	$121,685
	$252,991
	$50,000
	0
	$424,676

	Nebraska
	$249,663
	$475,626
	$75,000
	0
	$800,289

	Nevada
	$26,329
	$87,105
	$50,000
	0
	$163,434

	New Hampshire
	$7,509
	$54,365
	$50,000
	0
	$111,875

	New Jersey
	$10,855
	$60,185
	$75,000
	0
	$146,040

	New Mexico
	$70,243
	$163,499
	$50,000
	0
	$283,742

	New York
	$77,771
	$176,596
	$200,000
	$1,650,000
	$2,104,368

	North Carolina
	$94,082
	$204,971
	$75,000
	$750,000
	$1,124,053

	North Dakota
	$92,152
	$201,613
	$75,000
	0
	$368,765

	Ohio
	$77,333
	$175,834
	$75,000
	0
	$328,168

	Oklahoma
	$183,582
	$360,670
	$70,000
	0
	$614,252

	Oregon
	$64,388
	$153,314
	$75,000
	0
	$292,702

	Pennsylvania
	$99,519
	$214,429
	$75,000
	0
	$388,948

	Puerto Rico
	$198,154
	$386,020
	$50,000
	0
	$634,174

	Rhode Island
	$5,418
	$50,727
	$25,000
	0
	$81,145

	South Carolina
	$30,512
	$94,381
	$75,000
	0
	$199,893

	South Dakota
	$181,073
	$356,304
	$50,000
	0
	$587,377

	Tennessee
	$81,953
	$183,871
	$75,000
	0
	$340,824

	Texas
	TBA
	05/31/02
	
	
	

	Utah
	$48,077
	$124,938
	$50,000
	0
	$223,015

	Vermont
	$20,056
	$76,192
	$50,000
	0
	$146,248

	Virginia
	$79,862
	$180,234
	$75,000
	0
	$335,096

	Virgin Islands
	$5,000
	$25,000
	0
	0
	$30,000

	Washington
	$62,715
	$150,403
	$75,000
	$750,000
	$1,038,118

	West Virginia
	$22,147
	$79,829
	$75,000
	0
	$176,976

	Wisconsin
	TBA
	05/31/02
	
	
	

	Wyoming
	$73,589
	$169,320
	$50,000
	0
	$292,909

	Tribal Nations
	0
	$1,000,000
	0
	0
	$1,000,000

	Total
	$4,500,000
	$14,000,000
	$4,335,000
	$20,600,000
	$43,435,000


Resources:

U.S. Department of Agriculture (www.usda.gov.homelandsecurity):  The USDA was founded in 1862 by President Abraham Lincoln and has remained committed to helping America's farmers and ranchers. USDA leads the Federal anti-hunger effort with the Food Stamp, School Lunch, School Breakfast, and the WIC Programs. The USDA is the steward of our nation's 192 million acres of national forests and rangelands, and is the country's largest conservation agency. USDA also brings housing, modern telecommunications, and safe drinking water to rural America. The USDA is responsible for the safety of meat, poultry, and egg products. 
Food and Agriculture Council (http://www.sci.usda.gov/nfac/):  FACs were instituted by the Secretary of Agriculture in order to provide a policy level, cross agency, decision making and communication medium as needed to achieve the USDAs goals and objectives.   The National FAC (NFAC) is the management entity designated by the Secretary of Agriculture to carry out USDA's field restructuring and modernization effort. The NFAC is comprised of the Administrators of all USDA agencies that are active at the State level. The Chair of the NFAC rotates annually between the Administrators of the Farm Service Agency, the Chief of the Natural Resources Conservation Service, and the Deputy Under Secretary for Operations and Management of the Rural Development agencies. 

Food and Drug Administration: 

(http://www.fda.gov/oc/opacom/hottopics/bioterrorism.html): The FDA Modernization Act of 1997 (PL 105-115) affirmed FDA's public health protection role to promote the public health by promptly and efficiently reviewing clinical research and taking appropriate action on the marketing of regulated products in a timely manner.  They also protect public health by ensuring that foods are safe, wholesome, sanitary, and properly labeled, and human and veterinary drugs are safe and effective.  In addition, the FDA goes through appropriate processes with representatives of other countries to reduce the burden of regulation, harmonize regulatory requirements, and achieve appropriate reciprocal arrangements.  They are an intricate part of managing bioterrorist attacks.

Continuity of Government

One of the single most important elements for achieving continuity of government is the preservation of leadership.  In order to insure continuity of state government operations in periods of emergency, it is necessary to provide for prompt and temporary succession to the powers and duties of public offices.

Recommendations

 

Suggestions for State Legislatures:

State Legislatures may want to consider the following questions:

· How does the State Constitution or existing State Laws deal with the issue of continuity of government?
· Does your legislature have a plan that reflects the continuity of government laws if a tragedy should occur?
· Can the appropriate legislative leadership be contacted if such a tragedy should occur?  If so how long will making that contact take?
· Does the legislature have a plan for continuing  the legislative process off site if the State Capitol Complex becomes unusable for any length of time?
· Has the legislature the necessary redundant systems to ensure success?
· Has the legislature identified the critical system needs that are necessary for the continuation of government?
· Does the legislators and staff know there is a plan for the continuation of government if a major tragedy occurs? If so do they know their role?
· Has the plan been tested in any fashion such as table top drills, practice drills or other method?
· Does the legislative branch know what the Judicial and Executive branches plan for continuity of government is? 
· Who has the power to close the buildings and grounds of the State Capitol, Legislative offices and other facilities during such events?
· Does the Legislature have the necessary planning and resources at hand to respond to predictable events (fire, weather, earth wakes, demonstrations) and unforeseen events (travel accidents, terrorist attack) that may result in putting into action the continuity of government plan?
· Does your continuity of government plan extend to travel by the legislators to limit the total number that may travel together on any one flight or mode of transportation? 
· Does your continuity of government plan identify and include other legislative services such as the clerks’ office, financial administrators in all phases of the planning and drills?
· Is your continuity of government plan flexible?
Cyberterrorism/Cybersecurity


The United States is increasingly dependent on electronic information and its supporting technology. As this dependence increases, so too does the vulnerability of the critical infrastructure of our economy—telecommunications, banking and finance, transportation, electrical power, oil and gas, water supplies, emergency services and vital government operation.  
There is a critical need to:

· Minimize any cyber security-related disruption in our nation’s critical infrastructure.

· Provide the capability to securely disclose and engage in protected exchange of information.

In addition, legal issues complicate the matter. For example:

· Protecting proprietary information in cross-industry and industry-government collaboration.

· Privacy issues.

· Lack of case law.

· Crimes are hard to define.

· Differences between state laws.

· Differences between laws in other countries.(1)

Recommendations

 

Suggestions for State Legislatures:

· Require law enforcement agencies to refocus security to include electronic threats as well as physical threats.

· Request a copy of your state’s computer security policy.

· Review and update your state’s laws and penalties regarding cyberterrorism.

· Conduct appropriate response exercises.

· Ensure appropriate and timely backup and maintenance of your computer systems.

· Ensure that the legislature  saves its  electronic files outside of a normal operating environment.

· Determine how classified information is shared in your state. Determine who has access.

· Encourage universities and colleges to offer degrees or certificates in information assurance computer security.

· Establish computer emergency response teams (CERT) in each state to respond to cyber-attacks and assist with physical/intelligence technology vulnerability assessments.

· Establish university and college programs to supplement CERTs.  

Legislatures may want to consider providing funds for the following: 

· Computer crime units for state law enforcement agencies

· Regional computer forensics labs.

· Computer investigative training for law enforcement personnel.

· State infrastructure protection centers.

Federal Recommendations:

· Develop a federal cyberterrorism law that addresses protection of critical infrastructure.

· Provide leadership and training to state and local law enforcement personnel and prosecutors concerning cyberterrorism and cyber-related crimes, and their role in detecting and prosecuting those crimes.

· Design a means for effective communication among federal, state and local officials and for coordinating their work.

· Support the work of the National Infrastructure Protection Center in assessing and responding to unlawful and threatening acts involving computer and information technologies

· Work with state and local governments and the private sector to develop model security procedures and techniques to combat cyberterrorism.

· Develop a policy to minimize the use of the Internet for communicating methods of promoting terrorism such as how to build nuclear weapons or devise biological agents.

(1) Rogers, Stephanie; Technical Staff;  Cyber Crime and Legislation; CERT Centers, Software Engineering Institute; Carnegie Mellon University.

Resources: 

CERT Coordination Center (http://www.cert.org/reports/stanford_whitepaper-V6.pdf):At the Carnegie Mellon Software Engineering Institute The CERT® Coordination Center (CERT/CC) is a center of Internet security expertise, at the Software Engineering Institute, a federally funded research and development center operated by Carnegie Mellon University. They study Internet security vulnerabilities, handle computer security incidents, publish security alerts, research long-term changes in networked systems, and develop information and training to improve security at web sites. 

Electronic Surveillance

Wiretaps ordered by federal and state authorities on cellular telephones, pagers, fax machines and e-mail have increased by nearly 20 percent from two years ago.  Following the tragedies of September 11, support is increasing for giving law enforcement even more power to tap into private communications to thwart further acts of terrorism. State and federal policymakers face the challenge of balancing the need to prevent future crimes by granting more electronic surveillance power against the potential erosion of individual privacy.

The federal Wire and Electronic Communications Interception and Interception of Oral Communications Act (formally known as the "Title III" Wiretap Act) allows recording telephone calls and other electronic communications with the consent of at least one party to the call. Of the 48 states that have laws addressing electronic surveillance, most have followed the "one party consent" standard. At least 16 states, however, require "two-party" (or "all-party") consent. It is illegal in all 50 states to record a conversation to which you are not a party, do not have consent to tape and could not naturally overhear (eavesdropping), with certain exceptions for law enforcement agencies or officials.

Most state wiretapping laws regulate the use of electronic recording equipment. A majority of states prohibit the use of eavesdropping or intercepting devices--such as pen registers that record numbers dialed on a telephone--and track and trace instruments that capture telephone numbers of incoming callers. At least 21 states have laws outlawing the use of hidden cameras or video-recorders in private places. Audio portions of videotapes are treated under the same state surveillance laws.

Laws in 14 states specifically apply to cellular and cordless calls. The federal Electronic Communications Privacy Act was amended in 1986 and 1994 to expand the definition of electronic communications to include cellular and cordless telephone conversations. Under the law, those conversations can be recorded with the consent of one party. States deal with computer and electronic communications in a similar manner.

In the wake of the September 11 attacks, Congress passed legislation that significantly broadens the scope of federal electronic surveillance laws. The USA PATRIOT Act adds terrorism, computer fraud and abuse to the list of offenses for obtaining Title III wiretaps. The law also permits roving wiretaps under the Foreign Intelligence Surveillance Act of 1978 in the same way they are permitted under Title III wiretaps. Intelligence information obtained from wiretaps may be shared with law enforcement, intelligence, immigration or national security personnel. Recipients can use the information only in the conduct of their duties and are subject to the limitations in current law regarding unauthorized disclosure of wiretap information.

The act also expands the use of traditional pen register or trap and trace devices (that capture the telephone numbers of incoming callers) so that they apply not only to telephones, but also to Internet communications as long as they exclude "content." These devices now may also be used without having to show that the telephone covered was used in communications with someone involved in terrorism or intelligence activities that may violate criminal laws. Multijurisdictional warrants may be obtained for wiretapping, making it easier to track criminals across international borders.

The USA PATRIOT Act also allows federal officials to obtain a wiretapping order that allows them to follow a suspect to any telephone the person uses. Previous law permitted wiretaps only on specified telephone lines. The act also permits people to sue if the federal government discloses information gained through surveillance and wiretapping powers. Because most state electronic surveillance laws are modeled on federal acts, state legislators now may need to consider whether to amend their own state laws to include these additional provisions. 

 

Recommendations

 

Suggestions for Legislatures:

Legislators should consider obtaining answers to the following questions:

· What should be the state requirements  for electronic surveillance warrants? 

· What latitude should judges give law enforcement when issuing an  electronic surveillance warrant? 

· What legal standards should there be for targeting communications to or from U.S. or foreign citizens? 

· What should be the role of the private sector (i.e., telephone companies, ISPs) in working with law enforcement?

· How can information be protected from criminal abuse?  

· What is the appropriate balance between privacy and the need for electronic surveillance? 

· What should happen to evidence after an interception occurs? Should it be retained or destroyed? 

· Should there be exceptions for authorizing wiretaps granted under any "emergency" provisions? 

· How can local, state and federal better communicate in information sharing and monitoring? 

 
Source:  Goodwin, Janna; Boerner, Robert; Frederick, Susan; Electronic Surveillance, National Conference of State Legislatures, Denver, Colorado, January 2002. 

Resources:
Federal Bureau of Investigation (FBI) (http://www.fbi.gov/terrorinfo/terrorism.htm): The FBI is a field-oriented organization in which FBI Headquarters (FBIHQ) in Washington, D.C., provides program direction and support services to 56 field offices, approximately 400 satellite offices known as resident agencies, four specialized field installations, and more than 40 foreign liaison posts. 

Department of Justice (DOJ) (http://www.usdoj.gov/ag/terrorismaftermath.html): The Department of Justice was established in June 1870 (28 U.S.C. 501, 503.) The Department represents the citizens of the United States in enforcing the law in the public interest and plays a key role in protection against criminals; ensuring healthy competition of business; safeguarding the consumer; enforcing drug, immigration, and naturalization laws; and protecting citizens through effective law enforcement. The Department conducts all suits in the Supreme Court in which the United States is concerned. The affairs and activities of the Department are generally supervised and directed by the Attorney General.

Energy Security

The nation’s energy system of power plants, power lines, gas pipelines and power facilities is vulnerable to terrorist attacks.  The scope of the threat is great, and lawmakers can take steps to reduce the risks.

The bulk of the nation's energy infrastructure has some level of risk. The question that legislators and industry need to address is: What risks are unacceptable? The country relies on thousands of miles of pipelines and power lines and a multitude of facilities, such as compressor stations on gas pipelines or substations for electricity transmission and distribution. Protecting each mile of these facilities would be impossible and impractical. Disruptions to small distribution pipelines or power lines might qualify as acceptable risks because the effects would be limited and repairs could be easily made. Attacks on some other facilities such as large power generators, major pipelines and transmission lines, or fuel storage facilities may qualify as unacceptable risks.

State government should provide oversight and guidance for energy company activities and coordinate with federal and local governments.

Recommendations

 

Suggestions for State Legislatures:

· Identify critical issues and vulnerabilities in the energy infrastructure.

· Develop  plans to address these vulnerabilities.

· Provide for sharing information and coordinating responses between state government agencies and  local utilities, law enforcement agencies, and local governments
Legislatures may also want to:

· Identify physical and cyber assets related to state responsibilities and operations.  Key assets identified should be related to the criticality of overall state operations (e.g. national security, law enforcement, public safety, economic stability, government continuity).

· Review state laws regarding the protection, inspection and transport of nuclear and other hazardous materials.  Does the law address theft of nuclear material?

· Develop or update a plan that defines ways to respond to an energy emergency. Many states have plans, but some are in need of updating.

· Recognize the differences between types of nuclear threats.

· Ensure that there is a plan for communication among law enforcement and industry.

· Re-examine FOIA as it relates to energy-related issues.

· Recognize that enhanced security costs money. Some--particularly regulated-industries--may ask for assistance in terms of either tax relief or rate hikes.

· Build a system that incorporates a reasonable level of redundancy. For instance, if a pipeline is breached, the product can be moved through another line while the breach is fixed

· Move to a less vulnerable infrastructure. Some states now have policies that encourage small scale generation that does not rely heavily on transmission of either gas through pipelines or electricity through transmission lines from large central station facilities. However, such systems--known as distributed resources--often have a higher up-front cost than would the existing system.

Federal Recommendations:

· Provide existing data of GPS mapping to the states of critical locations and where necessary funds to conduct this work.  This information must then be exempt under FOIA.
· Provide adequate federal funding for safe storage of nuclear waste on-site and transportation of hazardous waste.
· Require the Department of Energy, Federal Energy Regulatory Commission (FERC) and the Nuclear Regulatory Commission (NRC) to make security, including adequate energy supply, a priority.
· Provide resources to states to assist them in developing energy supply “backup” plans. 
· Improve and coordinate federal and state security and law enforcement procedures at nuclear generating facilities and make security a priority.
· Provide technical assistance and resources to assist states with vulnerability assessments, plan development and exercising of response scenarios to protect critical infrastructure and historic resources.

Source:  Brown, Mathew; Safeguarding the Nation’s Energy, National Conference of State Legislatures, Denver, Colorado, January 2002. 

Resources
The United States Nuclear Regulatory Commission (http://www.nrc.gov/): The U.S. Nuclear Regulatory Commission (NRC) is an independent agency established by the Energy Reorganization Act of 1974 to regulate civilian use of nuclear materials.  It is headed by a five-member commission.  The NRC’s primary mission is to protect the public health and safety, and the environment from the effects of radiation from nuclear reactors, materials, and waste facilities.   They also regulate these nuclear materials and facilities to promote the common defense and security of the United States.

The Energy Information Administration 

(http://tonto.eia.doe.gov/whatsnew/newwhatsnew.cfm):  The EIA created by Congress in 1977, is a statistical agency of the U.S. Department of Energy. They provide policy-independent data, forecasts, and analyses to promote sound policy making, efficient markets, and public understanding regarding energy and its interaction with the economy and the environment. 

The United States Department of Energy (http://www.energy.gov/security/index.html): The DOE’s main objectives are to identify new sources of energy for the future, protect our critical energy infrastructure, implement, the President's energy plan, Implement the President's climate change initiative.  They also ensure the reliability of our stockpile, address proliferation of nuclear weapons and technology, enhance homeland defense against new terrorist threats; and implement environmental cleanup faster and cheaper. 

First Responders

First  responders are America’s front-line soldiers in the event of a terrorist attack. In the United States today there are approximately 2.5 million public safety first responders.

	FIRST RESPONDERS

28, 713 Fire and 6,034 EMS Departments

· 960,000 Firefighters

· 830,000 Emergency Personnel

15, 221 Law Enforcement Agencies

· 710,000 Law Enforcement Officers




 As part of the Fiscal Year 2001 Emergency Supplemental Budget, the Department of Justice received an additional $212 million to provide formula grant (through its Office for Domestic Preparedness) assistance to state and local governments to help them prepare for terrorist attacks, including attacks involving weapons of mass destruction.  In particular, grant funds are available for equipment, exercises and training.  States will receive these additional funds as part of their FY 2002 Domestic Preparedness Grant  In order for a state to receive these funds, it must have submitted and have approved a domestic preparedness plan.  According to Department of Justice officials, as of June 12, 2002, forty eight states (Louisiana, Oklahoma, Guam and the Virgin Islands still do not have approved plans) had submitted and received approval on their domestic preparedness plan.

The Fiscal Year 2002 Domestic Preparedness Grant Program application kit is now available in Text (http://www.ojp.usdoj.gov/odp/docs/02odpkit.txt) and PDF (http://www.ojp.usdoj.gov/odp/docs/02odpkit.pdf) with Attachment A (in pdf format) (http://www.ojp.usdoj.gov/odp/docs/attachment_A.pdf). Applicants may apply for online via the Grants Management System (GMS) (http://grants.ojp.usdoj.gov/).  Please note that the deadline for applying for this grant is July 31, 2002.

The President’s FY 2003 budget proposal includes $3.2 billion for a First Responders Grant Program.  To assist states in preparing for this new grant program, the FY 2002 Supplemental Budget (still in conference committee as of July 11, 2002) may include funds for states to update their state-wide preparedness plan.  

Recommendations

 

Suggestions for State Legislatures:

· Request from the Governor a copy of the domestic preparedness plan submitted to the U.S. Department of Justice.  

· Emphasize the role of the legislature in ensuring the long term viability of programs.

·  Prepare for the possibility that federal funding could be short term and states may have to assume funding responsibilities.

· Recognize that a Maintenance of Effort (MOE) requirement may apply.

· Understand that local governments are concerned that the money is not getting to them fast enough.  
· Ensure that local governments’ use of resources fits into an overall state security strategy.  
· Strive for interoperability in communication and equipment systems.  
· Determine whether  appropriate medical personnel are available to be present during a disaster.
Federal Recommendations:

· Require the Federal Emergency Management Agency and the Department of Justice to coordinate and standardize approved equipment lists for purposes of reimbursement to state and local governments.

· Design means for effective communication among federal, state and local officials and for coordinating their work.

· Require lists to be shared with state and local government.

· Create national or regional training centers for counter-terrorism.

· Do not preclude overtime for first responders from federal reimbursement.

· New resources should be in addition to and not replace other federally funded programs.

· Make available the latest research on available technology regarding personal safety equipment.

· Fund research for improved personal safety equipment.

Resources:

Department of Justices, Office for Domestic Preparedness 

(http://www.ojp.usdoj.gov/odp/): The Office for Domestic Preparedness (ODP) (formerly The Office for State & Local Domestic Preparedness) is the program office within the Department of Justice (DOJ) responsible for enhancing the capacity of state and local jurisdictions to respond to, and mitigate the consequences of, incidents of domestic terrorism.

Federal Emergency Management Agency (www.fema.gov):  FEMA is an independent agency of the federal government, reporting to the President. Since its founding in 1979, FEMA's mission has been clear: to reduce loss of life and property and protect our nation's critical infrastructure from all types of hazards through a comprehensive, risk-based, emergency management program of mitigation, preparedness, response and recovery. FEMA has ten regional offices, and two area offices. Each region serves several states, and regional staff work directly with the states to help plan for disasters, develop mitigation programs, and meet needs when major disasters occur. 

National Emergency Management Association (www.nemaweb.org): NEMA is the professional association of state, pacific and Caribbean insular state emergency management directors  

Citizen Corps, Community Emergency Response Teams

(http://www.citizencorps.gov/about.html): The Community Emergency Response Team (CERT) program helps train people to be better prepared to respond to emergency situations in their communities. CERT members give critical support to first responders in emergencies, provide immediate assistance to victims, organize spontaneous volunteers at a disaster site, and collect disaster intelligence to support first responder efforts.

National Guard Bureau (http://www.ngb.dtic.mil): The National Guard is the organized militia reserved to the states by the Constitution of the United States under Article 1, Section 8. In peacetime, the National Guard is commanded by the governor of each respective state or territory. When ordered to active duty for mobilization or called into federal service for emergencies, units of the Guard are under the control of the appropriate service secretary. The militia clause reserves the appointment of officers and the authority of training the militia (according to Congressionally prescribed standards) to the states. In 1903, Congress officially designated the organized militia as the National Guard and established procedures for training and equipping the Guard to active duty military standards. 

Geographic Information Systems

A geographic information system (GIS) assembles geographic information into useable form.  Many sectors of society, including emergency responders and the insurance industry, are realizing the benefits from the use of GIS and related technologies.  GIS enables state, federal and local governments to more quickly and better portray, communicate, analyze and understand existing and potential conditions from a geographic perspective.  Decision-makers can make more efficient and effective decisions to identify potentially vulnerable sites and determine the additional support needed to resist a potential attack.  The public and other interested organizations can be better informed and more effectively involved in preparing for a potential attack.  

In the past, GIS  has been applied to a number of agricultural, environmental, forestry, water, transportation and land use functions along with risk management efforts to reduce flood or fire damage or to determine the potential seismic risk at a particular location.  GIS technologies can be expanded, along with emergency management planning, to address all hazards, whether natural or man-made.

Recommendations

 

Suggestions for State Legislatures

· Contact the state universities and state agencies that are working with NASA to learn more about current uses of GIS in the state.  

· Direct the state emergency management agency to coordinate with other agencies and universities to develop an application to identify sites or areas (flood plains, dams, chemical plants, energy facilities, seismic faults) that could be affected by both natural and man-made disasters and direct the emergency management agency to develop an all-hazards mitigation plan to protect these sites.

· Direct the state emergency management agency to develop a means to share information with the public and public service organizations about potentially vulnerable sites or areas and what measures individuals should take to reduce risks, along with sharing information about state actions. 

Resource:

Dena Sue Potestio, An Introduction to Geographic Information Technologies and Their Applications (Denver, Colo.:  National Conference of State Legislatures) 2000.

Identity Security

States have traditionally maintained authority over the issuance of driver’s licenses and state identification cards. Today, driver’s licenses are used primarily as authorization for operation of a motorized vehicle and for securing automobile insurance.  Driver’s licenses are used for numerous other purposes, including proof and verification of identity and as documents to qualify for a variety of commercial, financial, educational, governmental and other services.  The driver’s licensing process and related regulatory activities are crucial for maintaining public safety, bolstering security and reducing fraud and counterfeiting.  States have renewed their scrutiny of driver’s licenses and are considering legislation strengthening application processes, requiring expanded proof of identity, modifying qualifications for license and identification card approval, deterring fraudulent activity and strengthening privacy protections. 

Although states have sole authority over the driver’s license application and issuance processes, interest in addressing inadequacies in these processes has surfaced among federal policymakers.  Members of Congress have introduced legislation that would provide uniform standards for issuance and administration of state-issued licenses, allow for federal-state sharing of information for data verification, and include enhanced penalties for fraud and making or using false IDs.  NCSL believes innovative and constructive solutions to security, identity and application concerns are best suited to resolution by states individually and collectively, without federal direction, mandates or preemption. 

While there is a need to strengthen the driver’s license application process and to address any inadequacies, states are best positioned to accomplish these. States have direct experience with driver’s license formatting, identity verification procedures and systems, customer service, qualifying and insuring drivers, testing potential and licensed drivers and training. State laws and regulations guide these activities. States are also mindful of needs to protect consumers, taxpayers, business concerns and privacy, all of which must be taken into account while enhancing security and public safety. 

 

Recommendations

 

Suggestions for Legislatures:

· Examine the requirements to obtain a driver's license in your state, including the different requirements for U.S. citizens, legal immigrants and others.

· Review  the requirements for a commercial driver's license.

· Review which “life” documents are required to receive a driver’s license, such as a birth certificate, Social Security number and proof of state residency. 

· Evaluate the system for verifying these “life” documents.   

· Review the protections intended ensure the integrity of the issuance system, and their degree of success.

· Evaluate the  training  provided to licensing agency employees, including their training in the recognition of fraudulent documents. 

In addition state legislatures may want to consider: 

· Making  a non-citizen’s drivers license expiration date coincide with the expiration date of the non-citizen’s  visa.  

· Reviewing requirements for a commercial driver’s license, including steps leading up to full licensing.  

· Requiring  a probationary period for a commercial driver’s license.  

Federal Recommendations

· NCSL believes innovative and constructive solutions to security, identity and application concerns are best suited to resolution by states individually and collectively, without federal direction, mandates or preemption. There is no compelling reason to establish national cards or licenses, both of which would preempt state legislative and regulatory authority.

· The federal government has a significant role in assisting states with matters regarding non-citizens and their qualification for and use of state-issued driver’s licenses and identification cards. States need direct links to verifiable data regarding status, duration of stay, application for change in status and related information. The expanding number of visas, backlogs on applications for status changes and inability to either access or navigate Immigration and Naturalization Service data systems are among the problems requiring resolution.

· Make information available to states in order to monitor visas in driver licensing system.  In addition, provide resources to simplify that system.
· Improve/modernize the information sharing process between the NCIC and states to allow automatic flagging of state issued driver's licenses. 
Resources:

The United States Department of Transportation, Transportation Security Administration (http://www.tsa.dot.gov/): The Department of Transportation was established by an act of Congress on October 15, 1966.  It was designed to serve the United States by ensuring a fast, safe, efficient, accessible and convenient transportation system that meets our vital national interests and enhances the quality of life of the American people, today and into the future.
Information Security

The United States has made great strides to ensure access to public information.  Under the Freedom of Information Act (FOIA), 5 U.S.C. § 552 (b), the following, however, are exempt from disclosure: 

(1) National defense. Any information that is specifically authorized under criteria established by an executive order to be kept secret in the interest of national defense or foreign policy and is in fact properly classified pursuant to the executive order. 

(2) Internal personnel rules and practices. Any information related solely to the internal personnel rules and practices of the Board. 

(3) Statutory exemption. Any information specifically exempted from disclosure by statute (other than 5 USC 552b), if the statute (A) requires that the matters be withheld from the public in such a manner as to leave no discretion on the issue or (B) establishes particular criteria for withholding or refers to particular types of matters to be withheld. 

(4) Trade secrets; commercial or financial information. Any matter that is a trade secret or that constitutes commercial or financial information obtained from a person and that is privileged or confidential. 

(5) Inter- or intra-agency memorandums. Information contained in inter- or intra-agency memorandums or letters that would not be available by law to a party (other than an agency) in litigation with an agency. 

(6) Personnel and medical files. Any information contained in personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy. 

(7) Information compiled for law enforcement purposes. Any records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or information (A) could reasonably be expected to interfere with enforcement proceedings, (B) would deprive a person of a right to a fair trial or an impartial adjudication, (C) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (D) could reasonably be expected to disclose the identity of a confidential source, including a state, local, or foreign agency or authority or any private institution that furnished information on a confidential basis, (E) would disclose techniques and procedures for law enforcement investigations or prosecutions or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be expected to risk circumvention of the law, or (F) could reasonably be expected to endanger the life or physical safety of any individual. 

(8) Examination, inspection, operating, or condition reports, and confidential supervisory information. Any matter that is contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the regulation or supervision of financial institutions, including a state financial institution supervisory agency. 

(9) Geological and geophysical information and data, including maps, concerning wells.(1)

States also have laws regarding the protection and dissemination of information. In the aftermath of September 11, 2001, both federal and state policy have come under scrutiny.  

Source:

(1) The Federal Reserve Board.

Recommendations

 

Suggestions for State Legislatures:

· Review  laws governing the release of public information and conduct of public meetings, including the possibility of closing  committee meetings for purposes of national security.

· Review your state’s freedom of information (FOIA) laws.

· Review the effect of state FOIA laws on the legislative branch, considering whether exceptions to FOIA are needed for  an appropriate legislative level of control.

· Identify state legislators who presently have security clearances.

· Consider using the federal system to grant security clearance to legislators, reinforced by a state penalty for violation of state security provisions.

Federal Recommendations:

· Develop and fund a system  by which designated members of state legislatures  can obtain security clearances as necessary  for information protected under FOIA. 
· Provide technical assistance and resources to assist states with vulnerability assessments, plan development and exercising of response scenarios to protect critical infrastructure. 

Insurance Against Terrorist Acts

Concern that property and casualty insurance companies would deal with the financial uncertainties of terrorism by terminating property and casualty coverage from losses arising from terrorist events, or by radically escalating premium coverage to compensate for risks of loss that are not readily predictable, could seriously hamper construction, property acquisition and other business projects, generate a dramatic increase in rents and suppress economic activity.

The National Conference of Insurance Legislators, the insurance industry, and others have urged the federal government to provide temporary financial compensation to insured parties in order to help stabilize the U. S. economy during the national crisis while the financial services industry develops the systems, mechanisms, products and programs necessary to create a viable financial services market for private terrorism risk insurance.

The U. S. House of Representatives passed its version of the Terrorist Risk Insurance Act (H.R. 3210) last year, and the U. S. Senate has passed a version (S. 2600) this past June.  The act establishes in the Department of the Treasury the Terrorism Insured Loss Shared Program ( a temporary one year program) and authorizes the federal share of compensation for insured losses.

Recommendations

 

Suggestions for State Legislatures:

· The National Conference of State Legislatures and legislators in the various states should work with state insurance departments and federal officials to provide a mechanism for dealing with the financial risks presented by the threat of terrorism.

Federal Recommendations

· Congress should promptly resolve differences between the House and Senate and enact, and the President should sign legislation authorizing the temporary Federal Terrorism Insurance Backstop.

· The Office of Homeland Security and other appropriate federal agencies should work with the insurance industry to develop a long range solution to the need for terrorism insurance for both public and private structures and property.

State legislators recognize that federal legislation is needed to provide a temporary and limited federal “backstop” to ensure that the property and casualty insurance industry can protect Americans from financial losses associated with terrorism, and an affordable insurance market for American consumers and businesses.  Such federal legislation should:

· Continue to recognize state regulatory or legislative authority.

· Sunset at a date certain and be of limited duration.

· Make use of the expertise of state insurance regulators with respect to such areas as licensing of insurers, solvency surveillance, oversight of rates and forms, licensing producers, assisting policyholders and consumers during the claim settlement process and performing market conduct examinations.

· Include representatives of the National Association of Insurance Commissioners as members of any governing body established to administer the federal program.

· Supplement but not replace other private and public insurance mechanisms.

· Include clear and non-ambiguous definitions of terrorism.

· Encourage loss reduction and hazard mitigation efforts.

· Maintain state jurisdiction over insurer claim settlement practices.

However, any federal plan for a temporary and limited federal backstop for terrorism insurance coverage must not adversely impact a state’s ability to levy premium taxes, regulate the business of insurance and set solvency standards for property and casualty insurers.

Interoperability among Response Agencies

In the United States today there are approximately 2.5 million public safety first responders. Their  departments belong  to many different jurisdictions without a central  coordinating point for either law enforcement or the fire service.  Public safety agencies utilize various communications systems with multiple technologies and no single standard spread across ten spectral bands.

Interoperability must be addressed on multiple fronts:

 

· Technology

· Standards

· Policy/ Outreach

· Spectrum/Regulatory

Shared wireless communications systems are becoming increasingly prevalent and fiscally necessary.  State lawmakers have a role in:  

· Establishing/fostering coordination and partnerships

· Funding/capital budget planning

· Setting standards and technology

Recommendations

 

Suggestions for Legislatures: (1)

· Consider participating in statewide, regional, and national outreach and education initiatives aimed at improving public safety wireless interoperability.

· Examine the use of Memoranda of Understanding defining interoperability procedures.

· Develop funding strategies or incentives that encourage greater local and state participation in statewide and regional systems.

· Identify current and sustained funding for developing a shared system within your state.

· Ensure all new communications systems acquisitions are consistent with an accepted wireless standard. Lead planning effort to identify state requirements necessary for implementing system strategies that will maximally benefit public safety agencies throughout the state.

· Require testing externally to ensure that the system works –at least an annual exercise.  Inform everyone that it is an exercise.  

· Ensure that funding from the federal government is spent in a way that fits into a state plan

· Conduct a vulnerability assessment of your 911 communications system.

· Identify aging equipment: 911 equipment is often out of date.  

· Review 911 funding.

· Insure that the public can call for help or information without jamming 9-1-1 lines.

· Review issues of redundancy and adequacy of the system.  

Federal Recommendations:

· Reserve a section of the spectrum specifically for national emergencies.

· Ensure more state participation in the Federal Communications Commission’s Local, State Advisory Committee.

· Complete the E-911 system. 

· Increase capacity of other national response numbers to meet emergency response demands.

· Design means for effective communication among federal, state and local officials and for coordinating their work.

Source:

(1) A State Leader’s Checklist for Ensuring Public Safety Wireless Communications Effectiveness, The Role of States in Public Safety Wireless Interoperability, Public Safety Wireless Network.

Resources:

Public Safety Wireless Network (PSWN) (http://www.pswn.gov/index.htm): PSWN attempts to provide seamless, coordinated, and integrated public safety communications for the safe, effective, and efficient protection of life and property. Their vision of improved communications is shared with public safety organizations, which include local, state, and federal agencies whose missions encompass the protection of life and property. PSWN plans for and fosters interoperability among wireless networks that meets the requirements of local, state, and federal public safety organizations. They make strong efforts to enable public safety communications to be more effective, efficient, and cost effective.
The Federal Communications Commission (http://www.fcc.gov): The FCC is an independent United States government agency, directly responsible to Congress. The FCC was established by the Communications Act of 1934 and is charged with regulating interstate and international communications by radio, television, wire, satellite and cable. The FCC's jurisdiction covers the 50 states, the District of Columbia, and U.S. possessions.

Point of Entry Security

Land borders, sea ports, international airports, international mail and courier facilities  all are “border” points of entry—locations  that  travelers, goods, cargo, mail, drugs, money, and counterfeit goods pass through daily.  People and goods then are transported throughout the United States using every major transportation system.  Since September 11, a number of activities are underway to shore up security at  the  nation’s borders.

Recommendations

Recommendations for State Legislatures:

· Support efforts to promote coordination between federal immigration and customs agencies and state law enforcement agencies.

Federal Recommendations:

· Review roles of the Immigration and Naturalization Service (INS), the Coast Guard and the Border Patrol, especially to resolve the conflicting roles of INS and the Border Patrol to oversee and limit illegal immigration.  

· Coordinate the work of INS, the Coast Guard and the Border Patrol with state and local law enforcement agencies to utilize the latters’ to aid the federal agencies’ mission.

· Consult with states on the short-term and long-term effects on international commerce of any changes made in border control policy.  
· Impose a new and comprehensive policy to inspect goods shipped from other countries to the United States at the point of departure and, subsequently, to track them.

· Fund new technologies and systems to screen and track goods.

Resources:

U.S. Customs (http://www.customs.ustreas.gov/): The United States Customs Service is the primary enforcement agency protecting the Nation’s borders. It is the only border agency with an extensive air, land, and marine interdiction force and with an investigative component supported by its own intelligence branch.  To the international traveler, Customs is the men and women in blue at the border station, airport, or seaport who examine personal baggage upon return to the States. To the importer, Customs provides advice, protection, and control of merchandise shipped into the country. To the smuggler, Customs is the planes, vessels, vehicles, and dedicated people constantly monitoring the nation’s perimeter to thwart smuggling and attempts at illicit entry of merchandise. 

Immigration and Naturalization Service (INS) (http://www.ins.gov/graphics/index.htm): The INS is a Federal agency within the US Department of Justice (DOJ) that administers the nation's immigration laws. Specifically, the INS: (1) conducts immigration inspections of travelers entering (or seeking entry) to the United States as they arrive at officially designated ports of entry; (2) regulates permanent and temporary immigration to the United States. This includes legal permanent residence status, nonimmigrant status (e.g., tourists or students), and naturalization; (3) maintains control of U.S. borders. The Border Patrol is responsible for securing the 8,000 miles of international boundaries in vehicles, aircraft, or boats, as well as on horseback or on foot; and (4) identifies and removes people who have no lawful immigration status in the United States. The INS also works with other Federal, state, and local law enforcement agencies to uphold the laws of the United States.

United States Coast Guard (http://www.uscg.mil/uscg.shtm):  The U.S. Coast Guard is a military, multi-mission, maritime service. Operating within the Department of Transportation during peacetime, the Service falls under the direction of the Secretary of the Navy upon declaration of war or when the President directs. The Coast Guard is a unique federal agency. In addition to its non-redundant yet compelling national defense role as one of the five U.S. Armed Services, the Coast Guard is charged with a broad scope of regulatory, law-enforcement, humanitarian, and emergency-response duties. Under the mandates of numerous laws, the Service’s missions include: maritime search and rescue, International Ice Patrol operations, polar and domestic waterway icebreaking, bridge administration, aids to navigation, recreational boating safety, vessel traffic management, at-sea enforcement of living marine resource laws and treaty obligations, at-sea drug and illegal migrant interdiction, and port security and safety.

Public Health

Since 1986, each state and community has been required by federal law to have a disaster response plan, to keep it up to date, and to exercise  it.  In many cases, these plans address natural disasters such as hurricanes, earthquakes, tornadoes, and the like.  Some plans, in areas where a nuclear power plant may be located, have components that address a technological disaster.  However, it is unlikely that plans address terrorism and, especially terrorism by means of release or threatened release of a biological agent.

 

There have been two major terrorist events in the United States related to the use of a biological agent.  The first was in Oregon in 1984, when a militant Buddhist sect sought to disrupt a local election by contaminating salad bars in several restaurants.  Fortunately no one was killed in this outrage, although 721 people suffered severe illness from the food contamination. 

 

The second event was the anthrax attacks of 2001.  This matter is still under investigation and the identity of the terrorist (s) is unknown at this time.

 

It is possible that foreign terrorists and  people and organizations in the United States  possess or can obtain biological agents such as anthrax, small pox, tularemia, the plague, or botulism.  These could be employed in the future.  But  the public health systems in most states require significant new investment in order to respond adequately to serious outbreaks of contagious diseases, whether from terrorism or other means.  State legislators need to pose some difficult questions to state and local public health officials regarding their preparedness and response capacity.  In addition, public health laws governing quarantine or possession of biological agents for research need to be reviewed.

 

Recommendations

 

Suggestions for State Legislatures:

The Centers for Disease Control and Prevention recently issued recommendations for planning for biological and chemical terrorism.  Among the key roles for state and local preparedness are:

· Rapidly detect an unusual health event in a community.

· Provide or coordinate laboratory services to diagnose a biological agent, and timely share these results with appropriate stakeholders.

· Develop and share treatment recommendations and protocols with medical providers in each community, including plans for mass prophylaxis of a community if warranted.

· Activate systems to identify potential secondary victims and contain additional spread of infection and disease.

· Identify local pharmaceutical inventories and stockpiles.

· Assure the coordination of healthcare services in a jurisdiction so that all members of a community have access to necessary healthcare services during an emergency, and adhere to appropriate follow-up activities afterwards.

· Reduce panic in a community, and relay appropriate public health information on the emergency to first responders, health care providers and the public through media and public relations activities.

· Serve as a link to resources by drawing upon relationships with local, state, and federal levels to provide needed resources to a community before, during and after a public health emergency.

Source: Elements of Effective Bio-terrorism Preparedness: A Planning Primer for Local Public Health Agencies, NACCHO, Michael R. Fraser, PhD, and V. Scott Fisher, MPH

 

Evaluating the Public Health System
 

· Are our state and local public health agencies’ information system capacity sufficient for rapid, secure communication and dissemination of important health information to others in the local public health system?

· Do our state and local public health agencies and their partners in the local public health system have access to epidemiologic expertise that can assess, investigate, and analyze information about a public health emergency?

· Do our state and local public health agencies and their partners in the local public health system have access to public and commercial laboratories to investigate and identify the causes of a public health emergency?

· Do our state and local public health agencies have access to information regarding any approved research activities in academic, scientific or commercial entities that utilize biological or chemical agents that could pose a risk to the public leading to a public health emergency?

· Have our state and local public health agencies developed protocols for releasing information to the community and local media about bio-terrorism and other public health emergencies?  Have these protocols been developed with input from others in the state and local public health system, and the community?

· Do our state and local public health agencies have a protocol for contacting other community partners responsible for emergency response, including the fire departments, law enforcement, FBI and others, to ensure their knowledge of the event and assistance in managing the non-public health components of an emergency?

· Can our state and local public health agencies rapidly inform and educate the local public health system and community members about a public health emergency?

· Do community members and our partners in the local public health system have the capacity to rapidly inform and educate our local public health agencies about a public health emergency? 

 

“Without measurable objectives, a disaster response plan cannot be evaluated.  A structured evaluation must begin before the disaster with preparedness activities and participants and plans for rapid surveillance.  Equipment needs, strategies for medical and public health intervention, and the chain of command among participating response organizations must all be assessed.  Internal and external communications methods and participants must be examined.  All personnel who participate in disaster response must be evaluated for timing and execution of duties in relation to their planned assignments and actual implementation in the field.”

 

Source: Public Health Management of Disasters – The Practice Guide, by Linda Young Landesman

 

Structure
 

Structure relates to how the medical and public health response is organized, what resources are needed, and what resources are available.  The questions that legislators should ask for any evaluation of structure are:

 

· Have our state and local public health agencies identified and contacted all necessary local, state, and federal partners that address emergency preparedness and response issues?

· Are local public health agencies’ response plans informed by and integrated with other community emergency response plans? And with the state plan?

· Do our state and local public health agencies collaborate with all necessary community partners that address emergency preparedness and response?

· Does each local public health agency response plan formally identify what will be expected of the agency and its partners during a public health emergency?

· Does each local public health agency response plan link with its partners in the health care system and with broader emergency plans for their jurisdiction?  Are the partners aware of the connections between the local public health agency’s plans and the plans that the partners have developed?

· Does each local public health agency response plan include rosters and inventories for identifying local personnel and resources that may be deployed in a public health emergency?

· Does each local public health agency have a response plan that includes all appropriate protocols and guidance that would be needed in responding to a public health emergency?

· Does each local public health agency response plan include how the agency and its emergency response partners will integrate, organize, and utilize National Pharmaceutical Stockpile resources if requested?

· Has each local response plan been tested through tabletop simulations or field exercises?  Is there a plan for evaluation and continual improvement of the response plan?

· Have our state and local public health agencies and their partners in the public health system reviewed and evaluated laws and regulations regarding emergency preparedness and response in a public health emergency?

· Have our state and local public health agencies updated regulations or recommended legislative changes to existing statutes to insure that agencies have appropriate authority in a public health emergency relative to issues such as quarantine, force vaccination, etc.

· Will state and local public health agencies and their partners in the local public health system assure community access to critical health services during a public health emergency?

· Do state and local public health agencies have plans for expanding the emergency medical system to include other community resources such as health centers and doctor’s offices when the demand surpasses existing capacity and mutual aid agreements?

· Are ambulances, hospital emergency departments, and critical care unites sufficiently equipped and supplied to meet the demands of a disaster?

· Do hospitals maintain supplies of drugs needed to treat biological agents such as anthrax, small pox, etc.?  Do key staff know how to access the National Pharmaceutical Stockpile?

· Are sufficient numbers of properly trained staff available, especially volunteers, first-responders, ambulance personnel, emergency department nurses, critical care physicians, and communications staff?  Is there access to training and continuing education opportunities for response personnel and does the workforce participate?

· Does staff receive training in methods specific to the provision of public health and medical care during a disaster?  Has an assessment been conducted regarding the competencies and training needs of the workforce as they relate to bio-terrorism and other public health emergencies?

· Does the communications system have sufficient capacity, flexibility, and back-up during disaster for both internal and external communications?  Does the system allow different agencies, different jurisdictions and different levels of government to communicate with each other effectively?

· How are patients to be transported to the hospital? To what extent is the ambulance system overloaded? What equipment and personnel shortages exist?

· How much “surge” capacity exists in the hospital system?  How many beds can be quickly made available?  How many isolation beds are available?

· How well do the following functions operate during the impact and post-impact phase: resource management (i.e., dispatch, coordination with emergency medical services and public services), medical supervision, and communication among hospitals, mobile units and other services?

 

Process
 

An evaluation of process examines how the system (both medical and public health components) function during the impact and post-impact period, how well are individuals prepared, and what problems exist.  The process evaluation should examine both the disaster response system and the treatment of patients in a mass casualty situation.

 

· Are medical staff available during the search and rescue of patients?  How soon after the response is initiated can they arrive?

· Do medical staff trained in detection and extrication have the skills and knowledge required to perform their functions during the disaster?

· Are medical staff trained in detection and extrication able to apply their medical knowledge under disaster conditions?  What factors, if any prevent optimum performance?

· How effectively can the triage function be performed?  What, if any, factors could interfere?

· Is there adequate control over the management and deployment of resources during the post-impact response?  Is responsibility for decision-making clear?  Have appropriate plans been developed concerning the process of patient triage, transfer, and treatment?

· What first aid will be provided to victims, by whom and when?  Is this appropriate and effective?

· How are patients to be transferred from the scene of the disaster to treatment sites?

· Does effective coordination and communications among agencies occur?

· How does the hospital respond to the volume of patients?

· How do volunteers function?  Is their participation supportive, or does it interfere with the treatment of patients?  What controls, if any, are needed?

· Do any compromises in medical care occur?  Are these compromises necessary and acceptable?

· Is the public prepared to act appropriately when the disaster occurs?  Should the plan to provide public education and information be modified to facilitate a future public health or medical response?

 

 Outcomes
 

Outcomes are assessed in order to identify what was or was not achieved as a result of a medical or public health response either through a review of patient records by critical care and emergency care specialists to determine the appropriateness of care provided or by comparing treatment to specific guidelines.  The data collected should minimally include:

· Personal characteristics of patient (age, sex, residence, etc.)

· Medical condition/status prior to injury or illness.

· Principal diagnosis, secondary diagnosis, type of injury or illness.

· Body location of injury or symptoms (extremities, back, chest, head, neck, abdomen, etc.)

· Pre-hospital care provided and by whom.

· Method of transportation to hospital

· Hospital treatment provided.

· Patient status on discharge.

· Cause of death, if applicable.

Response Adequacy
 

It is necessary to assess the adequacy of the disaster response by examining the extent to which the response systems are able to meet the needs of the community during the disaster and to use this analysis in planning for future disasters.

· To what extent is the pre-hospital system able to function as designed?

· What types of victims are cared for and what types are the hospital and pre-hospital systems unable to treat?  For what reasons?

· How many victims will be transported to other hospital systems due to limitations in hospital beds, intensive care beds, supplies or staff?

· How effectively do hospitals cooperate to distribute patients to share the burden of treatment and to refer patients in need to specialty care?

In addition, state legislatures may want to consider:

· Establishing a coordinated surveillance, identification, containment, and response system designed to minimize the effects of a biological and/or chemical agent attack. The Lightweight Epidemiology Advanced Detection and Emergency Response System (LEADERS) deployed by some hospitals and medical offices in New York and Phoenix during the World Series, the monitoring systems used in Baltimore and Allegheny County Health Systems, and the emergency room admissions tracking pilot in Boston need to be evaluated and an effective system developed for every state.

Federal Recommendations:

· Identify and update resources to state laboratories designated by the state for terrorism related activities/responses.  
· Urge development of regional laboratories where appropriate. 
· Investigate whether current designations of laboratory level and certifications (CLIA) remain appropriate.  
· Strengthen hospital and public health information referral systems (I&R).
· Improve the communications of health alerts—expansion of the existing health alert network.
· Develop and make available a national model for emergency response, including outsourcing.)
· Develop and make available tabletop exercises.
· Ensure all response systems are applicable to sensitive populations. 
· Invest in training clinicians, nurses, and other technical personnel to meet potential health needs.). Provide the U.S. Food and Drug Administration (FDA) with similar enforcement authority as the U.S. Department of Agriculture when it comes to the inspection and detainment of food and drug products under the authority of the FDA.
· Amend Medicaid and Medicare and other federal programs to permit states to carry out their public health emergency plans so as not to be in violation of federal law. 

NCSL supports the enactment of bioterrorism preparedness legislation that enhances states’ ability to meet the challenges posed by a potential bioterrorist attack or other public health emergency.  The most effective approach is one that: 

· Provides all states, territories and the District of Columbia with direct, sufficient and stable funding to enable them to continue to build and maintain an infrastructure to support ongoing efforts to respond to bioterrorism and other public health emergencies. 

· Affords states the flexibility necessary to meet their diverse needs and priorities.

· Requires consultation and coordination among all affected entities.

· Builds upon existing national and state efforts.  

NCSL looks forward to the enactment of legislation that will provide a national framework for action that promotes the most effective and efficient use of resources at all levels of government and within the private sector.  

Resources:

Department of Health and Human Services (http://www.hhs.gov/): HHS is the United States government’s principal agency for protecting the health of all Americans, and providing human services to those in need.  The department has over 300 programs, that work closely with State, Local, and Tribal governments.  Several of the services they focus on are medical and social science research, preventing outbreak of infectious disease, including immunization services, and assuring food and drug safety.  They are the largest grant-making agency, contributing approximately 60,000 per year.

The Center of Disease Control (http://www.bt.cdc.gov/): The CDC is a department of Health and Human Services (HHS). It is recognized as the leading federal agency for protecting the health and safety of people - at home and abroad, providing credible information to enhance health decisions, and promoting health through strong partnerships. CDC serves as the national focus for developing and applying disease prevention and control, environmental health, and health promotion and education activities designed to improve the health of the people of the United States.

***The National Institute of Health (http://www.nih.gov): The NIH is a primary agency dedicated to medical and behavioral research for the U.S.  They focus on fostering fundamental creative discoveries, research strategies, advancing the nation’s capacity to protect and improve health, and develop and maintain scientific human and physical resources that will prevent disease.

Interstate Compacts

Interstate compacts are formal binding contracts, entered into voluntarily by two or more states that require consent from Congress under the compact clause of the U.S. Constitution.  Compacts allow states to solve multistate and regional problems through voluntary agreement.  The advantages of regional control include familiarity with the issue and greater efficiency and responsiveness in regulation.  

In 1993, Congress approved the Emergency Management Assistance Compact (EMAC), the first all-purpose emergency management assistance agreement among states.   The compact  allows states to share equipment and staff to respond to wildfires, ice storms, hurricanes and tornadoes.  To date, 48 states, the District of Columbia and two territories have ratified the compact. 

EMAC establishes legal and practical mechanisms for states to share resources during disasters by providing rules for reimbursement and outlining limits on liability.  States that agree to participate receive a manual that includes background information, guidance about requesting aid and a synopsis of each state's legal authority to participate.  Also included are information about each state's strengths and weaknesses in emergency management and forms for requesting assistance and maintaining records.  EMAC’s plans in response to the September 11 attacks include developing a 50-state database of available assets, sorted into categories to make it easier and faster to arrange assistance during a disaster. Standardized aid packages will be developed to detail exactly what people, skills, and equipment are included in each package. During a disaster, states would be able to select the needed assistance from the menu.

As a result of the September 11 terrorist attack on the Pentagon, the District of Columbia, Maryland and Virginia have developed a Regional Emergency Coordination Plan to coordinate their response to a natural disaster or terrorist attack in the capital region.  The agreement will pool resources and link communications and will mesh with comparable plans already in place.  The states and the district began discussions after the evacuation of the nation’s capital led to confusion and gridlock.  

The Metropolitan Washington Council of Governments is making plans to spend $320 million in federal emergency preparedness aid to the region.  The agreement has been endorsed by 17 localities.  The U.S. Capitol Police, Secret Service, and the Federal Emergency Management Agency are being asked to review and coordinate their efforts with the state and local plan.  

More on EMAC
EMAC goes a long way toward solving the problems presented by the current authority or lack thereof found in state law. Article V of the compact allows licensure in one state to be valid in another during a declared emergency, subject to such limitations and conditions as the Governor of the requesting state may prescribe by executive order or otherwise.  Article VI makes a receiving state liable for the good faith negligence of the donor state’s officials and employees.

To ensure effective implementation of the compact, it would be advisable for neighboring states to work on the following issues, in addition to others that may be identified as these issues are examined:

1. The liability protection is only afforded to state officials and employees.  This would not extend to municipal employees such as firefighters and police.  It also would not extend to private health care providers, e.g., specialists from one of the hospitals in the Commonwealth. States should explore possible avenues to extend state employee status to address these “gaps”.

2. The liability protection afforded is governed by the tort liability and immunity provisions of the requesting state.  States should be reviewing whether the differences in these laws from state to state, and the peculiarities in these laws or interpretation of these laws in any given state would present a problem.

3. There are other compacts that states have signed.  These should be examined to ensure that there are not inconsistencies or, to the extent that there are, that these are addressed.  In addition, states should ensure that their current laws do not, in any way, limit the provisions of EMAC, or other compacts.

It should be noted in this regard that Article VII of EMAC specifically provides that the compact contains elements of a broad base common to all states, and nothing shall preclude any state entering into supplementary agreements with another state or affect any other agreements already in force between states.  This language acknowledges that further review and fine-tuning by the states, as suggested above, may be necessary.

Recommendations

 

Suggestions for Legislators:

· Identify what resources (staff, equipment, training) are  available in your state to assist other states. 

· Identify any other mutual aid compacts that  exist in your region.

· Recommend to the federal Office of Homeland Security that EMAC be adopted as the nation's mutual aid system.

· Confirm compliance with the international requirements recently added to the compact.

Federal Recommendations:

· Urge the federal government to provide financial support for the states’ Emergency Management Assistance Compact, which provides for mutual assistance among the states in response to disasters.  The federal government should provide financial assistance to supplement state resources for training and equipment.  

Source: Matthew Sundeen and Cheryl Runyon, "Interstate Compacts and Administrative Agreements," State Legislative Report, 23, no. 8, March 1998.

Resources:

Emergency Management Assistance Compact (EMAC): 

(http://www.nemaweb.org/emac/index.cfm): EMAC is an interstate mutual aid agreement that allows states to assist one another in responding to all kinds of natural and man-made disasters. Since being approved by Congress in 1996 as Public Law 104-321, 47 states and two territories (Virgin Islands and Puerto Rico) have ratified EMAC, and several other states are in the process. The only requirement for joining is for a state's legislature to simply ratify the language of the compact. States are not even required to assist other states unless they're able. The three states not belonging to EMAC are:  California, Hawaii and Wyoming.

Transportation Security

In the wake of the September 11 terrorist attacks, the security and safety of transportation systems in the United States have come under scrutiny.  Contemporary terrorists have increasingly made public transportation a new theater of operation.   In response, the states and the federal government have moved to strengthen the security of transportation systems, particularly in aviation, transit, hazardous materials transportation, and port and rail operations.  (Issues regarding the driver licensing process have been covered above.)  Although the federal government has primary responsibility in many of these areas, states must prepare transportation systems to deal with terrorist caused emergencies. Also of concern is how to maintain the movement of goods and people  during an  emergency.   

States are working in cooperation with federal and local agencies to assess threats, advance standards of security, promote partnerships, and invest the necessary resources.  

States with seaports may consider strengthening their security measures and seeking federal funds, if available, to increase security infrastructure.

Recommendations

 

Suggestions for State Legislatures:

Legislatures may want to:

· Find out what critical transportation systems must be protected and upgraded to protect against and prepare for a terrorist attack.

· Encourage your transportation department to plan for their responsibilities during an emergency. 

· Review your state laws pertaining to the transportation of radioactive and other hazardous materials. How are drivers permitted?  What are the permitting requirements?  How are state agencies informed about shipments

State legislatures may want to find out the answers to the following questions:

· Is a governmental coordination mechanism in place for response to terrorist attacks?

· How will your transportation department respond and support a neighboring agency in need of assistance?  Are mutual aid agreements in place?

· Do your transportation and emergency response departments work together?

· Can you rely on private coach and rail services during a time of emergency?

· Does your state have transportation infrastructure that can be used to monitor potentially vulnerable transportation facilities?

· Does your state address transportation security measures in its comprehensive emergency management plan?

· Does your state employ a 511 traveler information system?

Federal Recommendations:

· Continue to strengthen security efforts and strive for improved efficiency at all airports, in coordination with appropriate state and local governments, and with financial and technical assistance for rural, reliever and general aviation airports.

· Strengthen state-federal cooperative programs to regulate the movement of hazardous materials by rail.  Improve security in rail yards to protect hazardous shipments

· Provide technical assistance and resources to assist states with vulnerability assessments, plan development and exercising of response scenarios to protect critical infrastructure and historic resources.

Resources:
Federal Transit Administration (http://www.fta.dot.gov/): Provides leadership, technical assistance and financial resources for safe, technologically advanced public transportation which enhances all citizens' mobility and accessibility, improves America's communities and natural environment, and strengthens the national economy. 

The United States Department of Transportation, Transportation Security Administration (http://www.tsa.dot.gov/): The Department of Transportation was established by an act of Congress on October 15, 1966.  It was designed to serve the United States by ensuring a fast, safe, efficient, accessible and convenient transportation system that meets our vital national interests and enhances the quality of life of the American people, today and into the future.
The National Transit Safety Board (NTSB) (http://www.ntsb.gov/):  The National Transportation Safety Board is an independent Federal agency that investigates every civil aviation accident in the United States and significant accidents in the other modes of transportation, conducts special investigations and safety studies, and issues safety recommendations to prevent future accidents.  They are an independent federal agency and are responsible for maintaining the government's data base on civil aviation accidents and also conducts special studies of transportation safety issues of national significance. 

Transportation Research Board Security:

(http://www4.nas.edu/trb/homepage.nsf/web/security): The Transportation Research Board (TRB) is a unit of the National Research Council, a private, nonprofit institution that is the principal operating agency of the National Academy of Sciences and the National Academy of Engineering. The Board's mission is to promote innovation and progress in transportation by stimulating and conducting research, facilitating the dissemination of information, and encouraging the implementation of research results.

The Federal Aviation Administration (http://www.faa.gov/): The overall mission FAA is to provide a safe, secure, and efficient aviation system which contributes to national security and the promotion of U.S. aviation.  The FAA manages the national airspace for the benefit of all users and maintains that air travel be accomplished in a safe, orderly, and efficient manner. 

Water Infrastructure Security

Although water systems have been on a heightened state of alert since September 11, 2001,  the Environmental Protection Agency (EPA), the FBI and the Centers for Disease Control  minimize  the threat of contamination to drinking water through terrorist activities. They point out that contaminants would have to be used in very large quantities and treatment processes already in place deactivate many contaminants.  And, if for some reason a specific water system becomes unsafe for consumption or use, processes are currently in place for the system to inform consumers.

EPA’s Office of Water has identified three types of threats to drinking water systems: contamination; damage, destruction or sabotage of physical infrastructure; and disruption to computer systems.

It is unlikely the water supply could be contaminated successfully, according to almost every involved agency and organization, including the EPA, the American Water Works Association, the Association of Municipal Water Authorities and the Federal Bureau of Investigation. EPA Administrator Christie Whitman recently termed the possibility "small." Water supply and environmental professionals point out that the existing systems for treating pre-tap drinking water will remove most sources of contamination and are especially effective at removing anthrax. In addition, given the volume of water that would have to be affected, it would take an enormous amount of contaminant, i.e., several tankers full, to compromise a water system.

The possibility of attacks on the physical infrastructure and disruption to computer systems are of much greater concern to federal, state, local and private water professionals. There are more than 70,000 dams and reservoirs in the United States that 61 million people depend upon for water--including the farmers who grow 60 percent of the nation's vegetables, according to a recent report on National Public Radio. Dams also generate enough power to supply 6 million homes. 

Much of the nation's water delivery system is computerized, making a cyber attack a threat to the continued delivery of water to homes and businesses. Water system administrators particularly are concerned about state freedom of information act requirements and sunshine laws that require public access to assessments of the strengths and weaknesses of facilities. Water system administrators believe this information could help potential terrorists. (1)

Nonetheless, activities are underway to test the vulnerability of our water systems and ensure the emergency response plans are effective.  EPA's Water Protection Task Force and Regional Offices, working with many partners, are taking actions to improve the security of the nation's drinking water and wastewater infrastructure. The actions underway are to:

· Provide direct grant assistance to large, publicly owned drinking water facilities;

· Support development of tools, training and technical assistance for small and medium drinking water, and wastewater utilities; and

· Promote information sharing, and research to improve treatment and detection methods. 

EPA received FY 2001 Emergency Supplemental appropriations from Congress, to support counter terrorism activities in the states and at drinking water and wastewater utilities.  As part of that funding, EPA is providing grant assistance to large (regularly serving over 100,000 people) publicly owned systems, for up to $115,000 to develop a vulnerability assessment (VA), emergency response/operating plan (EOP), security enhancement plans and designs, or a combination of these efforts.

Note:  In 1997 there was a report issued by a Presidential Commission on Critical Infrastructure Protection calling for a national effort to assure the security of US infrastructures. Part of that included Presidential Decision Directive (PPD) 63, issued in 1998, designating EPA as the lead agency for the water supply sector.  Under that directive EPA established a public/private partnership with the Association of Metropolitan Water Agencies (AMWA).  

Through this EPA/AMWA partnership, EPA has developed the Information Sharing and Analysis Center (ISAC to share information among drinking water providers, the law enforcement community, and emergency response officials.  This will be a secured web based service.  While currently this only encompasses large system, it is hoped  that it will be expanded to address smaller systems. 

 

Recommendations

 

Suggestions for State Legislatures:

· Establish whether and when vulnerability assessments have been conducted on your state’s water systems. 

· Review requirements for background checks for employees of the utilities.

· Review access to those reports and whether they should be exempt from freedom-of-information requirements.

Federal Recommendations:

· Provide funding for small water systems (serving less than 3,000) to conduct vulnerability assessments.

Source: 

(1) Atkins, Cathy; The New Water Worry:  Is It Safe; National Conference of State Legislatures; Denver, Colorado; December 2001.

Resources:
The Environmental Protection Agency 

(http://www.epa.gov/radiation/rert/authorities.htm): In July of 1970, the White House and Congress worked together to establish the EPA in response to the growing public demand for cleaner water, air and land.  The EPA's goals are to protect human health and to safeguard the natural environment — air, water, and land — upon which life depends. For 30 years, EPA has been working for a cleaner, healthier environment. EPA works closely with other federal agencies, state and local governments, and Indian tribes to develop and enforce regulations under existing environmental laws. EPA is responsible for researching and setting national standards for a variety of environmental programs and delegates to states and tribes responsibility for issuing permits, and monitoring and enforcing compliance. 

The Association of State Drinking Water Administrators (http://www.asdwa.org/): ASDWA has become a respected voice for state primacy agents with Congress, the United States Environmental Protection Agency (EPA), and other professional organizations.  Their main objectives are representing states on Safe Drinking Water Act (SDWA) implementation issues and keeping Congress informed on key issues related to drinking water, including appropriations, new legislation, contaminants of concern, and program efficiency and effectiveness.  ASDWA also informs states about Federal and state activities and initiatives through a bimonthly newsletter, an annual conference, an annual member meeting, a web-site, e-mail capabilities, and periodic mailings and faxes; and they provide technical training opportunities to the states.

The Environmental Council of States (http://www.sso.org/ecos/): ECOS’s main objectives are to  improve the environment of the United States and to do so they champion the role of States in environmental management, provide for the exchange of ideas, views and experiences among States, foster cooperation and coordination in environmental management; and articulate state positions to Congress, federal agencies and the public on environmental issues.  ECOS works in conjunction with the Environmental Protection Agency (EPA) and other public and private sector partners to safeguard the environment. 

Association of State and Interstate Water Pollution Control Administrators (ASIWPCA) (http://www.asiwpca.org/): ASIWPCA was designed to maintain and enhance the quality of the nation's water resources and protect the public health through improving the State's capability to develop and implement effective Federal and State water management programs.  They also provide opportunities to enhance state program capabilities while exchanging information on surface and groundwater quality management, related scientific, technical, administrative and legal matters, and environmental issues of common interest.  ASIWPCA also works with the nation's governors in developing water related polices by providing technical assistance and information.

 American Water Works Association (http://www.awwa.org/Advocacy/govtaff/): Founded in 1881, AWWA is the largest organization of water supply professionals in the world. AWWA is an international nonprofit scientific and educational society dedicated to the improvement of drinking water quality and supply. They are the authoritative resource for knowledge, information, and advocacy to improve the quality and supply of drinking water in North America and beyond. AWWA is the largest organization of water professionals in the world. AWWA advances public health, safety and welfare by uniting the efforts of the full spectrum of the drinking water community. Membership includes more than 4,000 utilities that supply water to roughly 180 million people in North America.

The Association of Metropolitan Water Agencies (http://www.amwa.net/): AMWA's primary objective is to represent the interests of large publicly owned drinking water systems. The association works with Congress and federal agencies to ensure safe and cost-effective federal drinking water laws and regulations. AMWA members encourage public communication on drinking water quality, and they promote improved public water supply operations through the collection and exchange of management, scientific and technical information. Collectively, member agencies serve 110 million Americans with clean, safe drinking water.

Weapons of Mass Destruction

The 1996 Nunn-Lugar, Domenici Act on domestic preparedness for terrorism using weapons of mass destruction (WMD) directed federal agencies and departments to  provide states  the training and equipment needed to respond to acts of terrorism involving the use of radiological, biological and chemical weapons.  The  act’s goal is to train local law enforcement, fire, medical, and other emergency response personnel to respond to a WMD attack against the public.  

The federal government decided which local governments would receive training and developed the training program.  The General Accounting Office has completed reviews of the program.  A November, 1998, report noted that the U.S. Department of Defense has not taken advantage of regional mutual assistance agreements in selecting cities for training; many localities surrounding major cities had been omitted from training.  

According to the Henry L. Stimson Center, "dozens of unnecessary training programs for local rescuers have been created since 1996.  Instead of having federal contractors hopscotch the country to train local people, training should conducted by police and fire academies and medical and nursing programs, with federal guidance to ensure that preparedness remains constant."  Of the $663.6 million in fiscal year (FY) 2001 funding for preparedness and response to WMD terrorism, only 4 percent was allocated to state and local planning and assistance; 17 percent was allocated to first responder equipment; 34 percent was allocated to first responder training and exercises and 0.3 percent was allocated for medical responder training and exercises.  

One criticism of the current law and its implementation is the lack of any educational program to prepare the public for an attack using WMD.   

 

Recommendations

 

Suggestions for Legislatures

· Seek funding for  civil support teams (CST) authorized by Congress.

· Verify that teams are fully trained and up to speed for certification.  

· Seek funding for National Guard Weapons of Mass Destruction Civil Support Teams (WMD/CST) in all 50 states and the territories.

· Identify National Guard WMD/CST funded by Congress, that have been certified or the date when they will be certified.

· Exercise National Guard WMD/CST with first responders.

· Certify National Guard WMD/CST as statewide hazardous materials teams.

· Coordinate with all fire and police chiefs National Guard WMD/CST.

· Establish National Guard WMD/CST activation and support exercise procedures.

· Encourage joint exercises between National Guard WMD/CST and local fire and police forces.

Federal Recommendations

· The Department of Justice (or the new Department of Homeland Security) needs to establish a better process for allocating funding to states to then coordinate training and equipment purchases among major cities and supporting communities who have established mutual aid agreements.  

· The federal government's role in responding to a chemical or biological event should be to provide mid- to long-term disaster recovery assistance.  Coordination of training and equipment will ensure that state and local governments can respond to all hazards, including WMD attacks.  

Resources:

Taylor, Eric R.  Are We Prepared for Terrorism Using Weapons of Mass Destruction? Government's Half Measures, Cato Policy Analysis No. 387 Nov. 27, 2000,

http://www.cato.org/pubs/pas/pa-387es.html
U.S. Nuclear Regulatory Commission, "Dirty Bombs," http://www.nrc.gov/reading-rm/doc-collections/fact-sheets/dirty-bombs.html 

Smithson, Amy E., "To Bioterror, a Local Response," New York Times, Oct. 20, 2001.

The Henry L. Stimson Center, "Frequently Asked Questions: Likelihood of Terrorists Acquiring and Using Chemical or Biological Weapons." 

http://www.stimson.org/cbw/?sn=CB2001121259
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