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- ABSTRACT- 

Terrorism is a continuing and disturbing threat. Some consider military retaliation an 

appropriate response with deterrent value against terrorists and supporters. Terrorism itself as a 

tactic uses violence to communicate with and influence audiences for political purpose. It is a 

form of psychological warfare that goes beyond acceptable norms for the use of force in 

international relations. The choice of the terror tactic involves both conscious and unconscious 

motivations; it can satisfy both the strategic and psychological needs of its perpetrators. 

Furthermore, the psychological motivations of terrorists, their values, and their desire to flaunt 

conventional logic place them on a different level of rationality from nonterrorists. 

Like terrorism, retaliation is a form of communication through violence. It can affect multiple 

audiences for many purposes: bolstering public opinion, destroying/disrupting terrorist 

infrastructure, and potentially deterring the choice of the terrorist tactic. Symmetry, 

proportionality, and discrimination in the targeting of retaliation all vary its effects on audiences. 

To deter terrorists and their supporters, retaliation must meet the requirements of deterrence 

theory: credibility, shared interest, and rationality. 

Examples of retaliation for terrorism indicate there are significant problems with its 

effectiveness as a deterrent. Its viability is diminished by the transience and fragility of 

credibility, the moral and legal "baggage" of retaliation itself, and the differences in values and 

interests between terrorists/supporters and retaliating states. Retaliation also presents substantial 

risks beyond its failure to deter. Force protection, dangers ofescalatory violence, and risks of 

condemnation by the world community accompany the use of retaliation. These risks, combined 

with its questionable viability as a deterrent, make retaliation a difficult policy choice. 



Terrorism is everyone's favorite enemy. Legitimate governments say they want to eliminate 

this phenomenon, to remove this blight from the international and domestic arenas. But most 

agree it is not going away. High profile incidents involving the United States, the Oklahoma 

Federal Building bombing in April, 1995, and the bombings of U.S. military buildings in Riyadh, 

Saudi Arabia in November, 1995, and Khobar in June, 1996 have focused policy makers' 

attention anew on what can be done to combat terrorism. The reality of the post-Cold War 

period is that the United States can expect continued, if not increased targeting of American 

interests, largely a result of insurgencies, primordial and interstate conflicts freed from the 

boundaries of dual-superpower rivalry. ~ The search for a coherent and effective strategy against 

terrorism goes on. 

A war  on terrorism. Is terrorism a new wave of warfare? Time and again, the United States 

and other nations have "declared war" on terrorism. If we are truly at war against terrorism, 

many say, why not use the best military in the world to fight it? Why should we not strike 

swiftly and mercilessly to punish terrorists, and in the process make other potential aggressors 

pause to consider the costs of taking on the United States? 

"Our goal must be to prevent and deter future terrorist acts, and experience has taught us 
over the years that one of the best deterrents to terrorism is the certainty that swift and sure 
measures will be taken against those who engage in it." 

Secretary of State George Shultz, 1984 

In a speech in September, 1996, CIA Director John Deutch echoed this sentiment, saying that his 

organization was drawing up a list of military options to "...act against terrorist groups directly 

either to prevent them from carrying out operations or to retaliate against groups we know are 

responsible for operations. There will be no guaranteed safe havens anywhere in the world. ''2 



Terrorism seems to be a pervasive threat to U.S. interests worldwide. The use of force is an 

established and proven means for nations to exercise national power in pursuit of  their interests. 

Furthermore, force is a fungible instrument -- that is, it can be used across a variety of  policy 

domains, for a multitude of  purposes, and with demonstrable effect. 3 If force then can rightfully 

and effectively answer the violence of  terrorism, argue many, the strength of  a superpower can be 

brought to bear on one of  the world's foremost problems. The question for discussion here is not 

the rightful use of  force, but rather its effectiveness. Can the use of  force, specifically military 

retaliation, serve as an effective deterrent to terrorism? The following will address some of the 

key aspects of  this question: terrorism in general, terrorists and their motivations, and retaliation 

as a means of  response, assessing its potential deterrent value. 

DEFINING TERRORISM 

Definitions are as contentious as terrorism itself, imbued as they are with the values and norms 

of their authors. Most definitions however, include common elements: violence combined with 

its psychological effects, political purpose, and a paradigm whereby the perpetrators and the 

immediate recipients of  the violence are not the only parties affected. In addition, terrorism 

involves some degree of  indiscriminateness and a preference for noncombatant victims. 4 

Terrorism is considered an illegitimate use of  force, at least as defined by established states, who 

claim not to practice it. Whether one agrees or disagrees with this characterization, terrorism is 

clearly an abnormal instrument, beyond the acceptable norms for force3 Terrorism is abnormal 

in two ways. First, it is often practiced by non-state actors, in a system where states have a 

legitimate monopoly on the use of  force; and second, even in "state terror" -- terrorism by 

established governments -- it is a tactic whereby violence is knowingly directed against ordinary 



people, not soldiers. 

Is terrorism warfare? Violence directed from one nation at another has long been considered 

warfare. Terrorism may be directed by a nation or it may be supported by one. But much 

conflict at lower levels is also commonly considered warfare -- civil wars, insurgencies, and 

guerilla wars. Terrorism works as other forms of warfare, applying violence for political effect. 

A number of theorists place terrorism within the spectrum of conflict, on a continuum of violence 

which has at its extreme full-scale war. Terrorism combines counter-value attack (inflicting 

damage on an enemy without engaging his military directly), and an element of guerilla strategy 

whereby no definite lines are defended. If it is warfare, terrorism is clearly a type of 

psychological war aimed at a society, using violence for perceptual effect. 6 

Not all agree that terrorism is war. Part of the great debate on terrorism's definitions involves 

the moral dimension of how, and for what purpose terrorist violence is used. There are several 

views. Some argue that classic definitions of terrorism includes any entity which uses fear as a 

coercive tool. In this view, all violence and threats are terrorism. By this standard criminal 

justice, and even tax collection by a government are terrorism. 7 The opposite perspective is that 

terrorism, largely because of its intentional indiscriminate violence toward noncombatants, and 

lack of restraint, is clearly distinguishable from warfare, g 

The political agenda of terrorism distinguishes it from other forms of violence such as basic 

criminality and force used for legitimate law enforcement. Unlike in classical interstate war, the 

terrorist's aims are not always the total subjugation of their enemy, but rather a change in the 

political system or circumstances. But wars can be fought for less than unconditional surrender, 
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and even states who subscribe to the conventions of warfare violate their intent. Even if one 

argues that terrorists' goals are not as broad as in war, it is clear that this use of  violence is an 

instrument -- a tactic or method of affecting some political end. Terrorism is neither a new 

phenomenon, nor a monolithic threat. It is purposeful violence, used by individuals, groups and 

governments for many different purposes.  9 Terrorism as a strategy can be a sole policy, or may 

be incorporated into a larger array of tactics within a campaign, all for a particular end)  ° 

Eliminating terrorism means eliminating the use of  this tactic. Since other countries are involved 

with terrorists on multiple levels ranging from inaction to toleration, support, or outright 

sponsorship, we want to influence them as well. 

Eliminating the tactic, The objective then is to eliminate terrorism as a viable tactic, to deter 

all from employing or supporting this method of violence. Because of  legal limitations on the 

use of  the U.S. military in domestic law enforcement, 11 we will focus here on international or 

transnational terrorism, specifically cases where a terrorist threat originates in another country. 

This paper will examine two basic questions: will retaliation work to deter terrorism; and is 

retaliation an appropriate choice, given its risks? We must first examine the basis for the choice 

of  terrorism as a tactic, and look at the people who choose it. 

THE BASIS FOR TERRORISM 

Terrorism illustrates Liddell-Hart's "indirect approach" in warfare, t: epitomizing the war 

principle "Economy of  Force", whereby maximum effect is extracted from minimal effort.t3 It 

can be viewed as a stratagem within.basic military theory -- the use of  trickery and cunning to 

gain psychological advantage and to neutralize part of  an opponent's strength, economize effort, 

and maintain/restore one's own morale, t4 
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Communication. Success of the terrorist tactic depends on communication, a key element of 

psychological warfare. The "terrorist -- victim -- audience" paradigm ~5 is dependent upon the 

linkage between its components. Those links are violence and communication. Violence links 

the terrorist to his victim, and serves as a form of communication to the broader audience. The 

communication process may be further facilitated by information media. The concepts of 

audience and communication are critical to terrorism, and are important also in evaluating the 

effects of response options. 

Who chooses terrorism? Terrorism is often cited as the chosen tactic of the weak, 16 but for 

certain it is an available tactic for all. It has been used by states and non-states, groups large and 

small, superpowers and Third-World countries. Surrogates using terrorist tactics were a popular 

choice in the Cold War, both to further ideology and to increase costs for an opponent without 

risking direct confrontation and nuclear war. Clearly though, the terrorist tactic is on a smaller 

list of available tools for those who cannot take on more powerful enemies face-to-face. The 

tactic has been particularly attractive for revolutionary organizations opposing incumbent 

governments. 17 

What, then motivates the terrorists themselves -- why do they choose this tactic, and what can 

that tell us about effective response? Part of the answer is in the "abnormality" of terrorism. 

This is a tactic of rule-breaking, valued by some precisely because it violates moral, political, and 

legal rules. Terrorism is meant to demonstrate the illegitimacy of societal norms and standards 

of behavior, to shock, and to show deliberate disdain for the enemy, his authority and power, lg 

"Violence takes much deeper root in irregular warfare than it does in regular warfare. 
In the latter it is counteracted by obedience to constituted authority, whereas in the 
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former [irregular warfare] makes a virtue of defying authority and violating rules."'9 

Motivation for the choice of terrorist tactics exists at both conscious and unconscious levels. 

At the conscious level political aims and the objective decision to use violence represent a goal- 

oriented strategy. There is however, another level of motivation. Unconscious motives may 

include hatred, want for power, and psychological gratification. 2° Perhaps then there are aspects 

of personality that contribute to the decision to use this form of violence. 

Psychological factors, There is no evidence to suggest a uniform terrorist psychology, but 

there appear to be common characteristics among terrorists: stimulus-seeking, action-oriented, 

and with a tendency to externalize problems? I There may also be a tendency toward relatively 

weak self-image and identity which could predispose some individuals toward a need to become 

part of a group. The dynamics of the terrorist group become very important. The desire of 

individuals to "belong" may cause them to subordinate their own needs to the needs, objectives, 

and even the survival of the group itself. Youthful gang behavior also illustrates this dynamic, 

where individuals displace their own values -- such as those of parents-- and assume the values 

of the group. In cases like nationalist movements, the group may reinforce family values, but 

with gangs and terrorists the group values are quite different. With group identity comes strong 

pressure for conformity to group norms. The use of violence is a norm, and the danger and 

violence of terrorism reinforce the cohesion of the group. Ultimately, the maintenance of the 

group itself becomes the most important goal. 22 As violence solidifies the group, it also helps 

define the group and its members. 

An irrational choice? This is not to say that the choice of violence by terrorists is mindless. In 
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his work on causation of  revolutionary violence. Ted Robert Gurr states, "Man's resort to 

political violence is in part unreasoning, but does not occur without reason. ''23 To the terrorists 

themselves, this choice is neither unreasoning nor without reason. In the mind of the terrorist, 

the use of  violence is rational. Because terrorists reject the norms of  civil society, most of  us 

view the choice of  terrorism as irrational, or even insane-- clearly abnormal. Conversely, to the 

politically motivated, frustrated, and perhaps poorly-actualized, terrorist violence may seem not 

only the logical, but the only choice. 

Terrorism may be a calculated response to circumstances, often following failures of  other 

means. It is a preferred tactic in insurgent strategies, and for surrogate warfare by states that 

cannot face direct confrontations. Terrorism suits the desires of  a small group for swift action, 

and may be facilitated by their target's vulnerability, or even by enabling technologies. 24 

Nevertheless, as stated above, the psychology of the terrorists themselves contributes to the 

choice of  tactic and underlies motivations to carry out the violence. Can the choices be affected? 

Can support for terrorism be eliminated? 

R E T A L I A T I O N  

"It must be made clear to the master killers of  Tehran and Tripoli that there can be no 
ultimate hiding place.., that the arm of civilization is long and sinewy and may be 
stretched out to take them by the throat. ''25 

Military options to counter terrorism include preemption, rescue operations, retribution 

(selectively hunting down and executing terrorists), and retaliation/reprisal. 26 Reprisal is a legal 

term referring to an action taken by one state to penalize another for an illegal aggression. 

Military retaliation is an after-the-fact application of military force, similar in most ways to 

reprisal, but not limited to interstate action. 
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Retaliation is a reactive response, action taken following an incident and intended to answer it. 

While often couched in moralistic language as "punishment," retaliation is far more than an 

impartially-administered disciplinary action as that term would imply. It is a political act. It is 

also communication -- action carrying the retaliator's message to the terrorists and others. Like 

terrorism itself, retaliation has an immediate target (the terrorists, their base, or some other point 

of attack). It also has multiple intended audiences (remaining terrorists, terrorist supporters, 

other prospective terrorists, other states, and the retaliator's own public). 

Purposes of retaliation~ Retaliation may be contemplated to eliminate the specific terrorists 

themselves, to disrupt their plans and operations, or to increase costs for terrorists and their 

sponsors by destroying or damaging key infrastructure. Like terrorism, retaliation demonstrates 

power and resolve, builds constituencies, and degrades the enemy's support. Intended to 

influence others beyond its physical effects, it is meant to assuage public opinion in the 

retaliating state, to intimidate terrorists and their sponsors, and to deter enemies from choosing 

the terrorist tactic. 

Targets. scope, and audiences, Choices of targets, and the scope of retaliation can reflect the 

full range of objectives, including the intent to influence audiences beyond the immediate 

victims. Where there are other states involved, the greatest choice is whether to target just the 

terrorists, or the sponsors/supporters (or both). If terrorism is a form of warfare, some argue, 

military response against states who use or support it is clearly appropriate. In 1984 the United 

States made a distinct move toward viewing terrorism as warfare. National Security Decision 

Directive Number 138 (April 1984) contained the explicit threat of retaliation for terrorism, and 



used the justification that this was within the nation's right to defend itself. 27 By citing the 

principle of  self defense, the document implies that terrorism is a threat to the country against 

which all, including military instruments, are appropriate. It also indicates that if necessary, 

force will be used against not just terrorists, but countries that assist them. This also points out 

another similarity of  retaliation to terrorism -- its fundamentally political basis. While terrorists 

seek changes in political power relationships or the political system, retaliation, along with other 

responses, is a mechanism for preserving the political status quo. 28 Choices of  actual targets, 

and the scope of  the retaliation are related to the purposes of  the action. Key choices here are 

symmetry, proportionality, and discrimination. With each of  these, a primary consideration is 

the effect on the audiences. 

Symmetrical retaliation involves targets directly linked to the incident prompting the attack -- 

such as striking the specific base from which the original terrorist act was launched. An 

asymmetrical retaliatory strike would choose some other target which would hurt the terrorists or 

supporters -- such as an infrastructure target in a terrorist-supporting country. Symmetry is most 

important in linking the retaliation to the terrorist act in the eyes of  the audiences. 

Retaliation can be proportional or disproportional -- although there is a large degree of  

relativity here. It is harder to calibrate the size of  a military raid, for example, to a nightclub 

bombing. An extreme example of  a disproportional attack would be a nuclear strike, or carpet- 

bombing of  an entire city. The choice of  a proportional retaliatory response also plays to the 

audiences, such as where response is limited so as not to give greater legitimacy to the terrorists 

or their sponsors. 



Discrimination refers to the degree of precision used in excluding nonterrorists from those 

attacked. Related to both symmetry and proportionality, discrimination is intended in part to 

demonstrate a key difference between the retaliation and the terrorism which provoked it. Since 

terrorism is characterized by its choice of noncombatant victims, and often by the relatively 

random selection of the individuals victimized, it carries a moral stigma. Limiting collateral 

damage is not simply economy of force, it communicates to the audiences that the retaliating 

nation discriminates between the responsible and the innocent. Asymmetric attacks may not 

demonstrate this as well, and disproportionate attacks are clearly less discriminate. 

Military retaliation is a specific mission for which the military has been tasked to prepare. 29 

Selection of this option depends on its viability (effectiveness) and its suitability 

(appropriateness). To discover if the threat of military retaliation is effective and appropriate to 

deter terrorists and supporters, we must examine the concept of deterrence 

DETERRENCE 

Deterrence is the psychological process of manipulating another's behavior by threatening 

him with harm. 3° It involves persuading a potential enemy that he should in his own interest 

avoid certain courses of action. 

"Deterrence...is concerned with influencing the choices that another will make...by 
influencing his expectations of how we will behave...confronting him with evidence 
that our behavior will be determined by his behavior. TM 

This mechanism employs credible threats of force as a means of influencing a decision-maker. 

Successful deterrence involves the capability and the will to use force, and the communication of 

that credible threat to an adversary. Deterrence does not in itself necessarily include the actual 

application of force, but rather the threat of its application. 
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Credibility. Being able and willing to retaliate are important, but more critical is the 

communication of those facts to a potential adversary. While capability is relatively easy to 

measure, the assessment of commitment (or will) is less so, being a function of such varying 

factors as form of government, leader style and personality, public opinion and character, and 

geopolitical environment. Credibility is the perceived likelihood that a threat will be carried out, 

achieved as one party communicates that he has the capability and commitment to a c t .  32 That 

message may come from prior history, evidence of current preparations, and outright statements. 

Credibility is entirely in the mind of an opponent. 

Shared interest. Deterrence depends on a perception that both parties share some form of 

common interest, that there may be a mutually-advantageous outcome. It is an interaction that 

contains both conflict and cooperation, a situation where both parties can gain, not only at the 

other's expense. In the case of deterring terrorists the shared interest may simply be the desire to 

avoid direct conflict. 33 

Rationality. Another critical component in deterrence is rationality. Rational behavior is a 

calculating, value-maximizing strategy of decision, in which individuals decide between 

altematives based on self-interest. All deterrent theory rests on the assumption that the parties 

are rational decision-makers. 34 Deterrent theorists differ on how this rationality works in a 

deterrent situation. The elements of fear, cost-benefit analysis, and uncertainty are all involved in 

the process. 35 For deterrence to be practical though, one's opponent must be rational, or at least 

predictable. 

Measuring deterrence success. Proponents argue that deterrence helped us avoid nuclear war 
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throughout the last 45 years -- and perhaps it did. The basic problem is that one never knows 

exactly when deterrence works. Conventional, or non-nuclear deterrence certainly has its 

skeptics. In studies on crisis, numerous scholars have found little correlation to support that 

deterrence works to prevent conflict in general. 36 Others have found that considering some of the 

key considerations of credibility, shared interest, and rationality, it is possible to demonstrate 

cases where deterrence has in fact succeeded. 

Arab-Israeli conventional deterrence. In an examination of the Arab-Israeli conflict over the 

period 1948-1977, Elli Lieberman concluded that Arab countries were successfully deterred from 

attacking Israel. In his view, in spite of continuing animosity, Egypt in particular, was deterred 

by Israel's credible threat. He goes on to conclude that the demonstration of resolve or will over 

a prolonged period is indispensable to the credibility of a deterrent threat. To crystalize this 

credibility, however, the defender must sometimes go to extraordinary lengths, including war, to 

demonstrate resolve. 37 

Deterrence then, is a psychological mechanism, and a communicative process that involves the 

transmission of a retaliatory threat. It is a theory which rests upon the key assumptions and 

considerations of capability, commitment, credibility, shared interest, and rationality. Finally, 

the success of deterrent strategy is difficult to prove. 

RETALIATING TO DETER TERRORISM 

Having examined terrorism, retaliation, and deterrence in general, we can now look at the 

effects of retaliation on terrorism. As we have seen, retaliation shares with terrorism a common 

aspect of communication with various audiences. The greatest question is whether or not the 
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"message" of retaliation can reach and affect those audiences to dissuade them from the choice of 

this tactic of violence. 

To deter terrorism retaliation must meet the requirements of deterrence. First of all, actions to 

deter terrorism must communicate the credibility of the retaliating state's power, regardless of 

whatever other purposes they serve. Communication must be directed toward, and must affect 

the decision making of the terrorist leaders and their supporters to deter them from this course. 

Also required in deterrent theory is the recognition of common interest between parties 

involved. Between individuals, terrorist groups, involved states, and the defending nations, true 

shared interests may be minimal. Even if some of the parties recognize advantages of refraining 

from direct confrontation, others may not agree. 

Rationality too is a problem. The different perspectives and values of those engaged in 

terrorism make it unlikely they will view things in the same way as established governments. 

Even sponsor/supporting state leaders may have markedly different ways of calculating cost and 

benefit. As deterrent theorist Patrick Morgan states, revolutionaries are less likely to be 

"sensible" leaders -- they despise existing authority, are predisposed to action and impatience, 

tend to be risk-takers, and frequently have embraced violence as the mechanism for change. 38 

U.S. Strike on Libya The U.S. raid on Libya in 1986 provides a contemporary example of 

retaliation. The U.S. military strike on Tripoli and Benghazi on April 14, 1986 culminated a 

comprehensive campaign of coercive diplomacy and sanctions. In the context of the activities 

of Libyan-affiliated terrorism, this event represented a dramatic point in an escalatory cycle 

which had begun several years earlier. 39 In measuring the intent and effects of the action, it is 
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useful to look at each of the intended audiences for the retaliation. 

With the declared policy of the Reagan administration, recent past antiterrorism failures, and 

the desire to solidify public resolve, this action clearly served a domestic agenda. In this regard 

the strike appeared quite successful -- in one survey 71% of U.S. respondents approved of the 

action: ° The public disclosure of U.S. signals intelligence to demonstrate Libyan complicity in 

the Berlin LaBelle Discotheque bombing which killed several Americans, was a risky, but 

necessary step in this process to establish a linkage between the retaliation and the terrorism. 

This contributed to the domestic credibility of the action. 

A second critical audience was the collection of European nations. The terrorist incidents of 

the early 1980's had largely occurred in Europe, including the bombing which precipitated the 

Libya raid. Western European nations did not, however, universally share the United States' 

enthusiasm for an aggressive anti-Libyan policy. Some attributed this apathy to Europe's 

economic links with Libya. 4~ In the period leading up to the raid, statements from the U.S. 

administration were aimed at the European audience, but went largely unanswered, except by 

Great Britain. While some argue that the effect was unintended, rather than a purpose of the 

action, there was a clear shift following the retaliation: 2 In spite of some indignant but relatively 

weak condemnations of the use of force, Europeans generally changed their approach toward 

Libya. Almost all countries in Western Europe took additional defensive measures, as well as 

expelling numerous Libyan diplomats, and endorsing economic sanctions: 3 It seemed that 

retaliation brought home to the Europeans the dangers of terrorism -- whether in respect for the 

strong stance taken by the U.S. or in fear of further terrorist incidents originating in Libya. 
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Another set of audiences was of course the terrorists and their sponsors/supporters, in this case 

the Abu Nidal Organization and the Libyan government, along with other potential enemies. 

The raid was designed to strike a Libyan commando training center, military barracks and airport 

facilities in Tripoli, and two military bases in Benghazi. 44 The only target where actual terrorists 

involved with the attacks in Europe might have been logically located was the training facility. 

The message was aimed toward the sponsor rather than the terrorists -- an asymmetric attack. A 

demonstration of U.S. power and resolve, this was a message to both Libya and its clients that 

the use of terror would bear a price in lives and property. The attack was considered by U.S. 

officials to be a proportional response, considering the scope and range of alleged Libyan- 

sponsored terrorist incidents. This retaliation was also intended to be highly discriminate in its 

targeting, with minimal collateral damage and no noncombatant casualties. Results were mixed - 

- one of the bombs fell off-target, landing in an apartment building near the French Embassy in 

Tripoli and reportedly killing some number of civilians. The careful planning that preceded this 

retaliation, and its measured and highly-discriminating targeting were all part of its carefully- 

crafted message. Many considered this action a resounding success. Terrorism, nonetheless, 

continued. 45 

After the raid, Libyan leader Qaddafi appeared to take a more subdued role in direct 

sponsorship of terrorism. The downturn in Libyan-linked incidents in Europe immediately 

following the retaliation may be attributed more to the defensive and diplomatic measures taken 

by western nations than to deterrence. Heightened security probably did thwart some attacks, and 

the general attitudes of many nations coalesced around a tougher policy toward terrorists and 

sponsors. 46 Unfortunately, however, the events of the next three years, including multiple 
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terrorist incidents, marked dramatically by the bombing of the Pan American Flight 103 in 

December 1988, indicate that further escalatory violence was a result. 4~ If Libya was in fact 

responsible for the Pan Am bombing, then, as Jeffrey Simon says, 

"...the price the United States paid for the raid may have been the subsequent loss of 
270 lives, including 187 Americans, as Qaddafi sought his revenge. ''48 

While retaliation against Libya may have enhanced the credibility of the U.S. deterrent, it 

appears that the requirements of shared interest and rationality were more problematic. Libyan 

leaders and the terrorists in this period do not seem to have shared the view of a common interest 

in permanently avoiding confrontation with the Americans. Their decision to continue the cycle 

of terrorist violence following the raid reflected a different value set -- a different rationality from 

that of Western leaders. 

One may draw several conclusions from the Libyan retaliation example. First, the principle of 

multiple audiences here is obvious. The importance of the domestic political agenda also cannot 

be discounted. Most importantly, the effects of the retaliation on deterrence are unclear at best. 

While it is impossible to measure the number of other potential terrorist incidents that were 

avoided, the message of U.S. deterrent credibility was not wholly effective, even with its 

primary adversaries. The cycle of terrorist violence continued, and perhaps even escalated within 

three years. Retaliation did little to discourage the overall continued use of the terrorist tactic, 

and its effects on even those specifically targeted were short-lived. 

Is Libya an isolated case? There do not seem to be many good examples of retaliation for 

transnational terrorism by which to evaluate deterrence effectiveness. Without conducting full 

case study analyses of numerous incidents of retaliation, the principles remain unproven. 
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However, similarities with other cases do exist. The following several examples, chosen to 

illustrate at least some degree of deterrent success, exhibit many of the same characteristics as the 

U.S. raid on Libya. 

U.S. Army raids 1870-1889. The U.S. Army's campaigns against Native American tribes in 

the late 1800's included repeated retaliation for Indian terrorism. Army raids included attacks on 

Indian villages both in U.S. and Mexican territory. Raids into Mexico were intended not only to 

punish Indians for attacks on white settlers, but also to discourage Mexican support. The 

multiple audiences are again evident in this case: settlers, Indian tribes making attacks, other 

tribes, and the Mexican Government. U.S. military actions were in most cases symmetric, and 

usually proportional to the depredations that they were intended to counter. However, they were 

in many cases, not very discriminate in their targeting, killing scores of Indian women and 

children. 49 

The U.S. retaliatory raids were a success, at least in the short term, apparently discouraging 

both Indian attacks and support, in some cases for up to a year. 5° The credible strength of the 

Army, the weakness of both the dispersed tribes and their sometime Mexican supporters all 

combined to give the U.S. a vast military and psychological advantage. At the same time, 

however, the ferocity of the Army's actions also worked to harden the position of those tribes that 

opposed the treaties. Indian attacks did not end until most tribes were effectively defeated and 

relocated to reservations. 

Israeli retaliation ing0 Jordan 1968-1970 Another apparently successful case was Israel's 

reprisal campaign for Palestinian terrorism during the period 1968-1970. In this case Israeli 
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raids were intended to punish PLO fedayeen guerrillas, to eliminate sanctuaries and support in 

adjacent Arab countries, and to assuage Israeli public opinion. After over a year of tit-for-tat 

violence, terror attacks by fedayeen and Israeli raids, including bombing of civilian areas, the 

Jordanians had had enough. The PLO presence in their country had precipitated a civil war 

which threatened the Jordanian regime itself. By 1970 Jordan curtailed sanctuary for PLO 

guerrillas and forced the Palestinian fighters out. 5~ 

Israeli credibility was never in question in this case. Jordan's King Hussein clearly understood 

his country's shared interest in avoiding further direct conflict, and decided that support for the 

PLO was not in his interest. The threat to the Jordanian regime's stability was perhaps more 

decisive than the threat of Israeli invasion. In fact, the Israeli retaliation into Jordan was a 

significant catalyst for the domestic instability. The asymmetric and disproportional nature of the 

Israeli response also posed a direct threat of escalation into war, but this was a risk the Israelis 

may have considered appropriate. 

Israeli retaliatory strikes into Syria and Lebanon were less successful, however. Terrorist raids 

from South Lebanon and Golan continued to occur -- in the case of Syria with its government's 

support; in the case of Lebanon principally because of its government's inability to control i t :  2 

Deterrence did not work against Syria, who faced no similar domestic threat, and whose overall 

strength relative to Israel was much greater. Failure to deter terrorist attacks from Lebanon was 

more a function of that state's weakness -- its inability to control its own territory. 

Finally, the terrorists themselves were undeterred. The Palestine Liberation Organization 

moved out of Jordan, continued to operate from Syria and Lebanon, and continued its campaign 
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of terrorism. The Israeli retaliatory policy may have even strengthened and solidified the PLO's 

popular support. Thousands of young Arabs, perhaps later to man the cells of the Popular Front, 

the Abu Nidal group and Hizbollah, and to take on the struggle in the Intifada, were raised in the 

heritage of the earlier PLO confrontations with Israel. The long term effect of Israeli retaliatory 

policy has arguably been a seemingly never-ending upward spiral of escalatory violence, 

punctuated by conventional warfare. While the policy has worked to demonstrate credibility and 

resolve, and to reassure the domestic population that some action was being taken, it has come at 

high cost to Israel. The periodic disapproval of other nations for its aggressive stance not 

withstanding, Israel has suffered more importantly from the continued violence of terrorism. 53 

CONCLUSIONS 

The proponents of an aggressive counterterrorist policy are many. The "war" on terrorism is a 

popular cause, and the rhetoric to press for victory is compelling. 

"Force is a deterrent to terrorism. Nevertheless, the resort to force by a democratic 
society is always a difficult and usually reluctantly reached decision. ''54 

Deterrent theory suggests that for retaliation to be successful in preventing the choice of the 

terrorist tactic, it must contribute to the credibility of the threat posed by the retaliating state. In 

addition, the targeted decision makers, whether terrorists or supporters, must understand the 

message of retaliation, must perceive some benefit in heeding it, and must act in their own best 

interests. The positive and negative ramifications of retaliation as a deterrent strategy grow out 

of these requirements. 

Credibility Retaliation can build credibility with both domestic and international audiences. 

Government action against terrorists may bolster public morale, build popular support, and help 
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to counteract the fear engendered by terrorism. If retaliation is seen to physically eliminate 

terrorist capability by killing group members, destroying infrastructure, or disrupting their 

operations, then credibility is further enhanced. In this regard, symmetric, proportional, and 

highly discriminate attacks following swiftly after the original terrorist incident appear most 

effectiveY To terrorists and their supporters, the retaliation demonstrates both capability and 

the will to use force. 

Credibility though, is transient and fragile. To remain credible, a deterrent force must be 

demonstrated regularly, since any inconsistency in response may be perceived as weakness. As 

with conventional deterrence, one may have to go to war occasionally just to prove one has the 

will to do so. Furthermore, credibility with those other than the terrorists requires both a moral 

and a legal basis for action. There must be a clear link between the retaliation and its cause; the 

action must appear justified. Because the divulgence of sources and means may not always be 

prudent, it is often difficult to publicly justify retaliation morally and legally. Legal authority is 

also elusive in that almost all retaliations involve crossing sovereign borders. The legal status of 

"reprisal" can only be claimed in wartime, or under very restrictive circumstances. 

Shared interest. Communicating to the terrorists or supporters the subtle message of shared 

interest seems hardly applicable in a discussion of military retaliation. Nonetheless, the 

perception must exist for there to be effective deterrence. Regular pronouncements of policy and 

diplomacy must emphasize how violence benefits no one. The difficulty is that terrorists and 

their supporters do not often agree with powerful status quo states on what is best, or even that 

conflict is to be avoided. 
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Rationality. Perhaps the greatest obstacle to deterrence of terrorism is the requirement for 

rationality. As previously stated, the act of terror is rational to the terrorist, but irrational to the 

nonterrorist. To deter, one must understand one's opponent -- but we do not see the world 

through the terrorist's eyes. The psychological motivations of individuals in terrorist groups may 

be such that our efforts to threaten them simply strengthen their resolve. Similarly, their sense of 

group identity and commitment make it highly unlikely they will give up the tactic so long as the 

cause, and more importantly the group, exists. To give up terrorism for them is to sacrifice their 

very reason for being. 56 

State sponsors of terrorism must also understand and accept the credibility of the threat, and 

share the view ofretaliation's consequences and cost. Otherwise deterrence will not work. 

Because states do not rely on the terrorist groups for their existence, and since they have greater 

stakes in the international community, one might expect that they might more easily be affected 

than the terrorists. If the deterrent threat is credible up to and including the possibility of war, the 

sponsor/supporting states have far more to lose -- so long as their leaders understand that. The 

threat of nuclear retaliation may serve as a deterrent for sponsors considering providing weapons 

of mass destruction technology to terrorists, 57 but this is an uncertain dynamic of extended 

deterrence. The rationality of some state leaders who support terrorism may also be closer to that 

of the terrorists than that of retaliating states' leaders. 

One additional consideration is the likelihood that sponsor/supporter states may simply be 

learning how to better hide their links to terrorists. The aftermath of U.S. retaliation in both 

Libya and with threats toward Iran have demonstrated thisY The complexity of the 

contemporary world-wide economy, the openness of borders, and the ease of intemational travel 
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make this more possible. In addition, as Western strengths and weaknesses are better known, 

terrorists and their helpmates are adapting. For example, almost all interested parties can find 

information on the Intemet regarding relative locations and general capabilities of satellite 

imaging platforms. 

The states who support terrorism understand well many of the sources of intelligence, and 

equally know the importance of linkage to a successful retaliatory policy. Osama Bin Laden, 

widely reported to finance terrorist activities in the Middle East, and perhaps linked to incidents 

in Saudi Arabia, presents a good example of the difficulties in tracking and targeting terrorist 

support today) 9 Shadowy financial ties to various countries and groups, and his frequent 

movements make it hard to discern if Bin Laden is directly supporting terrorist groups, and if he 

is linked to other terrorist supporters. 

Viability_ of retaliation. The dynamics of deterrence itself are problematic, and the number of 

examples by which we can evaluate the effects of retaliation are few. At the theoretical level, 

retaliation does not appear to be a reliable enhancement to deterrence of terrorism. Furthermore, 

the motivations for the choice of the terrorist tactic make deterrence of  the terrorists themselves 

unlikely. The deterrence of states sponsoring or supporting terrorism is highly dependent on 

many complex factors, and is also not easily predictable. Even if the viability of retaliation as a 

deterrent could be assured, however, the question of its risk must be considered. 

Risks of retaliation. Retaliation is a risky option. As mentioned above, the moral and legal 

considerations may affect the way it will be viewed, not only by the world community, but also 

by the retaliating state's own public. Beyond these considerations, and the chances that it may 
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not serve as an effective deterrent, retaliation may fail even more catastrophically. 

While the military may have the capacity to retaliate, protecting forces in these operations is 

most difficult. Counterterrorism strikes are in-extremis operations where mobility, timing, 

logistics, and human capabilities are all stretched to the maximum extent. The failure of 

retaliatory operations, unless they are entirely covert and undiscovered, can be more spectacular 

than their success. 

Retaliation invites the escalation of violence. The psychological makeup of many of those 

using the terrorist tactic are such that they will react violently. The inherent inability of the 

terrorist or his sponsor to directly confront the defending state in a symmetric (conventional) 

conflict virtually ensures they will react with more terrorism. 6° The Israeli examples of 

retaliation over the past 30 years aptly illustrate the cycle of ever-increasing violence and terror 

that retaliation perpetuates. 6~ Recent newspaper reports indicate that the debate in Israel 

continues over retaliation as a counter-terror policy. As Israeli leaders consider the prospects of 

taking on Iran as a terrorist sponsor, the dangers of escalation, and the possibilities of weapons of 

mass destruction may in fact deter Israel itself from a confrontation. 62 

In summary, military retaliation does not appear to be a reliably effective option to deter 

terrorism. Furthermore, the potential success of retaliation, even under conditions which would 

be optimal for deterrence, may not outweigh its considerable risks. The option of using military 

force -- in effect terror itself-- to fight terrorism by others, is and should be a difficult choice. 

(6580 words) 
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Purpose 
This document is designed to introduce both faculty and students to conducting research 

using the vast information base available via the Internet. It is written in simple layman's 

language and assumes that the reader knows little about computers and the Internet. It is 

not designed to make the reader an expert on searching the Internet, this will come after 

several trial searches and each individual working out a system that works for them. 

Introduction 
The Intemet evolved from the efforts of a group of engineers, computer Geeks, educators, 

and government research programs that began in the 70's, culminated in the 80's and 

reached implementation in the early 90's. It is by no means complete and changes on 

daily basis (Anyone who is a frequent "Web surfer" knows this). Intemet sites come and 

go. A search engine or site 

that was best this week 

may be gone next week or 

replaced by a better option. 

Technology updates to the 

Web are being 

W h a t  is a W e b  B r o w s e r ?  
A Web browser is nothing more than a program that 
allows you to drive down the info highway. There are 
several available but the two most popular in use today 
are Microsoft® lnternet Explorer and Netscape®. They 
are programs that make it easy to surf  the Web. Just like 
Word for Windows® and Word Perfect® are programs 
that allow you to do word processing and Excel® and 
Quattro Pro® are programs that allow you to prepare a 
spread sheet. 

implemented on an hourly basis. The point of this is to convey to you, the reader, that 

YOU ARE NOT BEHIND. You do not need to be a Geek 1 st Class to use the Intemet. 

What was being done on the Intemet last week is now obsolete. Current Web Browsers 

(programs that allow you to surf the net) are extremely user fiiendly and will walk you 

through the steps easily. Don't worry if you do not understand the mechanics of exactly 

how it works, (it could be magic) just use it] You don't need to understand the 

mechanics of the current petro-chemical combustion engine to drive a car, do you? You 



get in, put your key in the appropriate place, turn the key, start your engine, and drive 

away. Who cares (except automobile mechanics) how or why it works. Think of the 

Internet in this way. Turn on your computer, call up your Web Browser and take a cruise 

down the information highway. You can also drive on this highway without 

understanding how it works. Leave that to the computer programmers and computer 

engineers just as you leave your automobile repair and maintenance to the automotive 

mechanic and the automotive engineers. 

The Intemet allows you to tap into almost every university library, government archive, 

and information depository in the world. From ancient maps to actual photographic 

copies of  the Dead Sea Scrolls and Civil War battlefields, it is there. Research papers, 

complete books, and government publications are there, flee, for the reading. When 

properly used, it is a researcher's haven. Not only is the information readily available but 

it easily importable (without re-typing it) into most word processing and spread sheet 

programs (this includes photos). 

In addition to conducting research, you can read current news. Most of the major 

metropolitan newspapers publish a Web version. The Washington Post, for example, can 

be found at www.wpost.com; The New York Times at www.nytimes.com; and if foreign 

news is your interest, The London Daily Telegraph at www.telegraph.co.uk. Other well- 

known newspapers and newsmagazines can be found by conducting a search for them. 



W h e r e  Do I Star t?  

Directories Versus Search Engines 

Web Directories 

Web directories, like Lycos' and Yahoo's are like card catalogs in the Library. They file 

everything in categories such as Sports, Entertainment, and Computers. Once you find 

your topic in a Web directory, you've got a handful of key sites with which to start. And 

that might be all you need. Most directories include brief descriptions of each site and 

lead you to a site's home page, but not to specific pages within a site. 

The average Web directory is an easy to use, no-nonsense tool--it gets the minimum job 

done, and gets is done quickly. If you're looking for information on a general topic, a 

directory is the best place to start, especially if you have used it before. An example of 

the Web directory Lycos is shown below. 

• . o • 

• • ¢* 
I I  J ( ~ ' i (  i t,s amaz ing where cu~ ~ , ~ :  
L ~ r '  q ~ )  Go Get I t  w i l l  get you. 

- " ~ I ~ , ~ , ~ . , ~ . . d ,  1 
, ~  ~ ...... ~ ' ~ ' ~ "  I 
~ ~  seecm.4 I c.~q.~**od** I 
* ~  ~ " ~ l "  I T ' r s ' ~ s "  I 
) To~ IOFoodS~.es 

New Ssm, c h .  T o ~ N e w s .  Saes  bvSub~ect .  To~ ~9'o S i l~ s .  ~ .  S~cluCmd 

• ~ • i i m t d / d s ~  • Sottw, u e .  Abo~z  L v c o s .  H e ~  

W m  to . . .  



Clicking on any one of the blue links, (known as Hypertext), will take the user to a listing 

of sites that correspond to that choice or to another menu, which breaks the topic down 

further. This system is the same regardless of which directory is used. 

Search  Engines 

Web directories list only a small fraction of the pages available on the World Wide Web. 

It is here where search engines like those found on Excite, Yahoo, and Lycos are more 

useful. You tell the engine what 

you're interested in, and it matches 
Ninety percent of everything is crap 
Sturgeon's Law 

the Web pages that contain that information. To keep their records current, the search 

engines use programs called spiders or bots that follow links from page to page, 

recording all or part of the contents of each page as they go and stores them in a data file 

on the local server. In a very short time they can look at the entire World Wide Web to 

find any information on the topic you are looking for (remember all this is done at the 

speed of light). Because no human intervention is required, search engines can cover 

much more of the Web than directories can. You need to know how to use them and the 

tricks of formulating search criteria if you don't want to waste your time sifting through 

thousands of possibilities. Remember Sturgeon's Law, ninety percent of everythhag 

retrieved by your search isn't even worth the time it takes to download. 

Def'me Your Search 

Using general terms will give you general results. With search engines, take your time 

and do the job fight. If you give some thought to your searches, you'll get better results, 

Enter a handful of related words or a phrase in stead of one word. If you are looking for 

information on Little Round Top, don't just enter Civil War. You'll end up with hits on 



anything and everything from Fort Sumpter to Appomattox. The more specific you can 

be, the better. Don't worry about redundancy--synonyms can help narrow the field of  

your search. Leave out nonessential words like prepositions and articles (of, to, and, the, 

and so on)--most search engines ignore them anyway. Enter instead "battle Gettysburg" 

or more specifically "little round top battle Gettysburg"..If a search site returns no hits or 

too few, your query may be too narrow--or it may use the wrong terms. Try another query 

with fewer words, or one with different, less specific words. If the search engine returns 

hundreds or thousands of  hits, your query is probably too broad. If you don't find what 

you want in the first two or three pages of  results, stop. Try again with more specific 

words or more restrictive query options. Don't be afraid to try different search engines. 

More than likely the same query on other engines will turn up completely different 

results. Try and keep up to date on which search engine is rated number one. 

What's the best engine to use? 

Over the past six months I have read many sites, news postings, and had discussions in on 

line chat rooms as to which search engine is the best. Like a certain body part, everyone 

had his or her own opinion. What follows on the next page is my opinion on which are 

the top ten with the fu'st three being really interchangeable. Remember this is a 

CURRENT list, meaning that tomorrow a new site may pop up that will blow all o f  these 

away. I have used all of  these and the comments reflect my own opinion. 



NAME 

1. Excite 

2. Aim-Vista 

3. Yahoo 

4. Lycos 

5. Hot Bot 

6. WebCrawler 

7. WWN¢ Library 

8. Wise Wire 

9. Infoseek 

10. Meta Crawler 

URL ADDRESS 

www.excite.com 

www.alta-vista.com 

www.yahoo.com 

www.lycos.com 

www.hothot.com 

www.Webcrawler.com 

www.w3.org/vl/ 

www.wisewire.com 

www.infoseek.com 

metacrawler.cs.washin 

gton.edu:8080/ 

COMMENTS 

Easy to use, hit ratings by percentage. 

Large coverage and very fast 

Large coverage, well known, easy to use 

Still excellent but aging 

Excellent but not for novices 

Fast, easy to use 

Academic Research oriented 

Uses AI to configure to your style, 

difficult to use. Not for the beginner. 

Easy to use but limited hits. 

One of the first engines on the net. Still 

good but not as good as the above. 

Thanks for all the background information, but can we do a 
search now? 
OK, now you know the basics and a little of the history. Let's conduct a real search and 

see what we come up with. For this search we will use the Aim Vista engine. We will 

assume that I am doing research on cyber terrorism. The first step before I even open up 

my Web browser is to define my search terms. I know that if  I type terrorism, I will get 

hits on anything from modem day Palestine to the anarchist movement at the turn of the 

19 th Century. If I type cyber terrorism I may get nothing. I can compromise and increase 

my chances of getting something that I can really use by typing "cyber computer terror". 

In this way I will get a hit on any site that has a cyber, computer, terrorist, terrorism 

flavor (note that the word terror is contained in terrorist and terrorism). 



Step One 

I open my browser and type in www.alta-vista.com in the go to window and hit return. 

My screen now looks like this: 

| | [ ]M 

Type in 
www.alta-vista.com 
here. 

Tip: Want to find lots ofumges of comets? Then h,y:. image:comet 
This makes A.ltaVista look for coru~t in the HTML "image" tag. 

Try AltaVista Sem'ch's newest feature - LiveTopics!! 
~../veT opies is BREAKTHROUGH search techaolo gy that orge.r~izes you: results so you can find what you!re 1ooki'~g for FASTER. Submit a 

queer (say ATM, or "glnbal wm-ming"~ and lo ok for ~veTo~c  s on the AltaVista :e suit pages. 

ALTAVISTA TODAY 
FREE: See what ChaSite Computing can do for you: iT]" server! A drainister OnS/te Protection with A~tqVista Firewgl196 
HOT: Specially designed by  Oras'p_ for Visioncay club members, Sea:chPcd for AltaVista Ls you: everyday search compm~ion. Qow~doadit 
g l o w ,  

COOL: ~ t o  find out how you can get MSN and unl/rmte d Web access for $199~ a month. 
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Step Two 
I type in my search words in the search window and push the submit (other engines use 

the word "search" or "find") button with my mouse key. 

81m[]m 

Type in your 
search here. Tip: Want to find lots ofimages ofcomets? Tben t~ .  tms~e~met  

T b i s , ~  AltaV~aiook for conu~in the HTML "imege= tag. 

Tt3' AltaVista Sem'ch's newest feature - LiveTopics!! 
I2veTc~oics is BEEAKTHI~UGH search technology that orgen/zes your tes~t.5 so you can find ~hat  you're looking for FASTER. Submit a 

quesy (say ATI~ os =zlsbal Yas 'mi~") end lo ok for LiveT o_mcs on the AltaVista re s~ t  p age s. 

A.kTA~*~ LT.P.P.A ~ 
See what OnSite C o z n p ~  c m  do for your NT se~v~ A ~  OnSi~ Protection with Alt~Vi~ta Fizew~U 96 

HOT: Specially des~ned by Grasp fca Visionmy club members, SeazchPal for AltaVistais you~ everyclay seasch companion, pownlo qcl it 
~o~. 
COOL: Click here to find ou~howyou cen get MSN and m ~ , e c l  Web access for $199J a mont~. 

VISITTNE~ SITES P O W I ~  BYALTAY~FA | 

NEXT PAGE 



Step Three 

T 1 t 

SHARE YOUR LIFE. SHARE 'fOUR DECISION . . . . .  

Tip: go~ about %pe~]i~ a few minutes izt the Help? 

Documexts I-I0 ef~bout SOO0O matckb~ M q~ery, best ma~ckes ~ t .  
Refi~e your query using LiveTopics: Sn]ub0rd- Java - Help - User Sun,~y 

Micro Machines~ Terror Troops0;-) Collect~n #16 Cyb~r Force Destro~e~ 
Terror Troops. TM. Coflection ~16 Cy~e: Force Destroyers. (Colle ct~ons sold separately.) No. 70(30. Appronmate tet*i1" $399 - $399 pet 
pack OeJoob does.. 
~I~_ "//www ~afooh com/MM_Mih' tar~/~M~'I  16 ~rml - ~u# 3 I -  8 D~c 96 

I 
Uo Title 

The Sunday Times ~mdon),  June 9, 199(5, F. I/~ Secret DTI inquiry into cyber terror [[nsi~,,ht Column] The government has been h o l d ~  a 
secret... 
h t ~ ' l / w ~  rn~y.~etl~p~ul/~ [ e3/C~ber Terro, tx t -  ~,~ 6Z- 2 6 J~196 

The CD-ROM Sh.?~ - 3D SUPER CD GAMING [] 

This tells me that my search netted 50,000 documents on the Web that matched my 

search criteria (talk about Sturgeon's Law). I may want to wade through the hits and see 

where they lead or I may want to look at narrowing my search window (just think what 

would have happened ifI had just typed in "terrorism"). To go to one of the sites that my 

search found, all I need do is place my mouse arrow over the blue hyperlink that list the 

item and press the mouse button. That will immediately take me to the site listed and I 

will be able to read and or download the information. I may even consider looking at 

another search engine to see what happens. Let's try the same search, but use Excite. 



Step One 
I type in www.excite.com in my go window and hit return. 

this: 

My screen should look like 

• . l~oplm finder -omal l  lookup . yel/ow pogel news 

Excite Search 
Tmtce the I~me~ el'the 
l~, Search tim entixe Web 0 Seatclx ~e Web Reviews Seatch Tips 
0 SearchNe~sTrscker G 5ear:hUsenetnewsgn~ups .~ta.acedSe~'ch 

' q ' s e o r e h  [ cy~  compute+ t~of I 

E.~mple Se~ck romantic getavat~ m the Northwest 

Excite Web Reviews 
our t n t l o ~  ~ o  tm wt4b .,,,"or,. 
Arts Gtmes Magc~.t~.es politaq+ 
Business : ~e~.t~ ~JI 9vieF Science 
C omp_ utmg Hobbie s Music Shoppin~ 
Education Investing ~w.~ Spgzts 
Entert~maer~t Life & S t ~  Peotfle Pages Travel 

Excite New,Tracker  
~ 300 ~ th ,  mm~l's best m ~ e s  and a e w s l s p ~  

Wl~efe Now for D o ~  Oscar Hq.~a~oo~ Atr0y Sex Sc~det 
Pres Keeps AA Flying MLK Heirs Seek Truth Interact Trends 

Step Two 
I type in the same search criteria as I did on the first search and press the "search" button 

with my mouse. Note that for excite the operative word is search, not submit, as in Alta- 

Vista. The results of this search are shown on the next page. 
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Did You Ksunv? 
Search results are 
sorted by ze]eva~e, 
iadicated by a 
petcem~e rating Click 
"Sort by Site' to see 
which web~e~ have 
the most documents. 

IE~i~e Network 
Excite Home 

Search 
Excite Reviews 
Ex~e City N¢t 
Excite Live 
Excite Reference 
Excite Touz~ 

Imfo 
Help 
Feedb~,#k 
A dvemsmg 
Credds 
About Excite 

84o~ ~k~,L~Im~,~ rMore Like This] 
URZ: http "Y/s e as .ucle. e du:80/~ts uYmys elf.btn~ 
~ m ~ l ' :  B afore I true, feted to UCLA, I ~,ent to Irvine V alle~r College and then to College of the 
Canyons. SAN 4. M y  Favorite F o o ds Ro sst Duck Sushi Frie d l~c e Pizza Chicken ~7~'n~s M ore ab out 
Myself will be coming soon to my homepage. 

84% F~I~ r~ady x~ti-terror e ~ e r ~ m  [Mo~ L ~  This] 
URZ: http://157.g ~29.14:80/life,'cyber/tech/ct034 htm 

&um-,a~y: An emergency response task forc e, di~ec~e d by" the F'~I and based m the Justice Depestment, 
to manage any t~tom~t incident revolving an attack in cyberspae e. A commis=on, domLnated by 
natitmal secu~ rel:~'esentatives and chaired by a private sector person, to deliver within 12 months a 
national policy on cyberspace sectmty 

830/0 Smeaker~ ~ Listby date rMore Like This1 
URZ: http.'//www.fokus, gm~ de :80/vst~ec~ty/sne aketsldate hind 
.~um~m'y: C orrrpLaw- New Computer/Intemet Law e.mail ~scus sion list long-morrow~CS. Re: UK 
Bank TetroKsm (was Re: H n m ~  do e s that list ~ enst 7) Mat tin Hepworth. 

83~o VIDEO COMICS: 8MAN AFI'ER. VOL. 2. END RU... [Mo~ Like This] 
UR, L: http://www.cyb ~sup er~ores, c om:80/jap ~man2 .h tml  

~ t y :  Tam aze the only ones who know that Hez~a, a pnvate investigator murdered by a 
cybemetically-enhance d thx~g, hasd been used as a bio-templa~e to replace the missLng 8Man. PlaTing 
the :ole of a c~c~pr iva te  eye wh~Je t ~ n g  to ma~ntedn a sense ofbaJ~Lnce as an emotionless 
s1~er-eundroid forces gMan to question h~ ow~. mo~es  and existence. 

This is more  in line with what  I was looking for. The second hit "Feds ready ..... " i s  more  

in line with what I need to read. It wiil probably steer me to other cyber-terrorism articles. 

I would get similar results on most search engines. 

II 



Additional Tricks of the Trade 

Skip Scrolling. Okay, so you found a likely Web page--but it's about 50 screens long. 

Never fear--in Internet Explorer or Netscape Navigator, just hold down the Alt key and 

type -F and enter a word you're looking for. The browser will jump to the first appearance 

of that word on the current page. 

Odd Characters. If you're tired of typing out Boolean operators, you can use symbols 

instead: & (ampersand) instead of AND, I (the pipe character) instead of OR, ! 

(Exclamation point) in place of NOT, and - (tilde) for NEAR. For example, type speed 

racer instead of speed NEAR racer. 

Looking for Photographs? AltaVista can search for text in an HTML <image> tag. The 

query image :comet.jpg will return any page referencing a file called 'comet.jpg' in an 

image tag--and, with a name like that, it's a good bet that file will be a picture of a comet. 

Use Plain English. Excite is designed to handle conversational sentences well, so queries 

like "Where is a good Greek Restaurant in Paris, France?" or "learn how to speak 

Russian" can be surprisingly effective. 

Find Quote Sources. To f'md sources for short quotations, such as, "You don't need a 

weather man to know which way the wind blows," just enter the quote into Excite. It's all 
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right if you don't get the quotation exactly right--there's a good chance that the results 

pages will tell you where it came from and give you the correct wording as well. 

Eliminate Irrelevant Words. While Lycos doesn't support Boolean searches, you can 

use the minus sign (--) to refine your searches. Words with the minus sign are less likely 

to appear in the list of query results. For example, enter the query business -monkey if 

you want to find out about business, but not monkey business. 

Find Whole Words. Lycos treats an entry as a substring as well as a complete word. If 

you enter the word bug, Lycos will search for bugs, bugger, and buggery. To limit Lycos 

to the exact word you entered, put a period (.) at the end of the word. 

Find Specific Information. In addition to Web and Usenet searching, Infoseek offers 

options that let you search for company information, e-mail addresses, recent news, and 

Frequently Asked Question files. Just select the directory you want to search from the 

drop-down list on the main query page. Most search engines offer this feature. You can 

not only fred someone's address and phone number but you can actually see a map to 

their house. 

Keep Your Caps On. To search for proper names, capitalize them when entering your 

query: Paris, not paris. 

13 



Using Your New Found Knowledge 

Now that you know the basics of searching the net, what is the next step? Computers 

were designed to make your life easier. Searching for a site, finding the information, 

printing it, and then re-typing it into your report is not time saving. Your computer and 

your Web browser will allow you to copy information directly fi'om the screen into your 

word processing or presentation document. This will work with both text and photo's. 

The procedures for each are relative!y easy and quite similar. If you are familiar with the 

cut and paste tools for your word processor and presentation software, you should have 

no trouble at all. If you are not familiar with these tools, reviewing their use may 

improve your skill. Following the instructions presented in the next section will talk you 

through both procedures. Practice will make this whole procedure much easier. 

Importing Text 

Let's go back to our original search. We were looking for information of cyber terrorism. 

One of the articles listed on our search was an article concerning the Feds setting up a 

counter terrorism task force. By clicking the mouse directly on the blue title, our Web 

browser will take us to the article. 

The article should appear in our browser as follows on the next page: 
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hltp:/Fi 67.8.29.22J't|elcybetltech/ctO34.htm 

High-tech 
0 , L / , 1 , 3 / 9 " 1  - O 9 : ° , Z  ~ ~ - C l i c ~  ¢ e l o a d  o l ~ e n  d o e  l a c e ~ ' c  v e r s i o n  

F e d s  r e a d y  anti - terror c y b e r t e a m  

The Clinton admimstration, citing the thxeet of elecLromc terrorist attacks, is tcking steps to secure cy~oetsloace. 

The admimst.ralionis expectedto announce later this month fon~ation off 

• An  emergency resloonse task force, d~ected by  the FBI end based in the Justice DelomCtaent, to manage any terrorist incident involving 
an attack m cybersloace. The Cyber Secumty Assurence Croup would funcLion as both an emergency response team and investigative 
10ody. ItwiU resloond to any collalose of the N a~i~nallnforma~on Ir~ast~ctu~e - the nation's vital comloutet systems such as banking, 
LTanspoft~d3on end tele commuracafions. "The threat is there, ifs very red," says CIA General Counsel  Jeffrey Snuth. "If we have a 
Unabombez who decides to launch an attack w~th a PC instead of a bomb, (there could be) a great deal of  damage.* 

• A commission, domin~ed by  n~tional seeumty representataves and chaired by a 1orivate sector 1oerson, to deliver within 12 months a 
national policy on cybersloace sectmty. 

The cottmfission faces difficulty in balancing government rater-agency turf battles as well as dealing with industay end the 1onvate sector, which 
oppose Interact ragulstion. 

"This is one of the toughest issues government faces today," saysSnftt.h. 

The ~t ia f ives  have emerged from an unlorec e dented, closely gucrded senes of meetings held m recent months b etween leading admm~tzation 
oi~icials from law' enforcement, natmnal secuaty  aad defense. 

Attorney General Jenet Reno, acting under a clas s~e  d 1ore sidentud d~e chve is sue d late last ye ~r m resp onse to the Oklahoma CiLy bombim~ 

By reading the article, we know that it came from USA Today's 13 January 1997 issue. 

This information is vital when it becomes necessary to footnote or add an item to a 

bibliography. The date lets us know if  the material is dated or obsolete. It is obvious that 

this type of material would look good in our paper. It could be printed and then retyped 

into our report or is there an easier way? 

[] 

To import text directly into a word processing document: hold down the left mouse 

button and drag the arrow over the text. This will cause the text to become highlighted 

on the screen as shown on the next page. 
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U i n h . t ~ i t  
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Next, open the edit menu at the top of  the page by clicking on Edit. 

i 

oppose ~ :es, u l ~ .  
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The next step in this process is to insert the text into a Word for Windows document. It is 

a much easier process if you have Word open at the same time as your Web browser. 

You can then easily switch between the two by holding down the Alt button and 

depressing the Tab key. You can use this trick with any Windows programs that you 

have open simultaneously. When you hold down the Alt key and depress the Tab key, a 

little window will appear in the middle of you screen that shows the name of an 

application other than the one you:are currently in. If you release the Alt key and the Tab 

key, Windows will automatically switch to that program. If you continue to hold down 

the Alt key while depressing and releasing the Tab key, Windows will cycle every 

program you have open through the little window. When the program you want to switch 

to appears in the window, release both the Alt and Tab key and Windows with switch to 

that program. Once you have switched to Word, click your mouse in the document 

where you want to insert the text. Then click your mouse on "Edit" at the top of the 

~ Clicl4 your mouse here to open Edit 
m e n u .  

Click your mouse here to paste text into 
the document. 

page. Now, click your mouse on Paste to import the text into your document. 
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The text has now been pasted into your Word document. You can edit it any way you 

want, just as you would text you type yourself. You could import the entire document if 

you wanted too. You could also select additional paragraphs and import them separately. 

Always scan through the entire document before importing anything. You might find 

something at the very end like a summary of the article that better fits your needs. Don't 

waste time importing something, only later to realize that is superseded by another part of 

the document. Make sure that when you import something that you give credit where 

credit is due. Footnote all direct'imports just as you would any work you typed from a 

library source. You would footnote this source that same as any newspaper, even though 

it is from a Web site. 
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Importing Photo's o r  Charts 
Photos and charts are imported in much the same way as text. The paste part of  the 

operation is the same is the same as pasting text. To copy a photo or chart, fight click the 

mouse on the item. This will open up the menu. Click on copy and you have copied the 

item into the clipboard and are now ready to insert it into your word processing document 

or presentation chart. For the practical application of  this knowledge, assume we are 

preparing a class presentation on the American Civil War. We are looking for a good 

photo or map that will make our presentation look more professional. We have our 

Power Point program already open and have prepared a few introductory slides. We 

minimize Power Point, open our Web browser, type in our search criteria "civil war 

pictures" and click our mouse on the search button. 

ram! 

R d ~ e  

";J,~ Lookuz) 
s k . . ~  

.mrgh  ~ ' ~ l e w $  . .* '  
pe~l*le f inder email lookup ~llllow pmllol news 

Excite Search 
TudaUle pmmt dUw ~ 

E:~e Web Seagh flu ent~ Web 
0 $ean:hNeusTmc~ 

Fret*t1 the new) you ~ ~ New,JTmcl~r. 

Excite Web Reviews 
Our inmklhtS Into tho Web ~ t e s .  

Business HeL1th Mo~qes ~cxe~e 
Cor~xe.imr Hobbtec M~c 
~Auc,ti~ ~ ~ew~ Soort~ 
F.nl~t~ma~ Life & $~le People Pages Travel 

Type in search 
criteria here. 

Click mouse here to 
start search 
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Svorts 8 9 %  ~ [~o~e Like This] 
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Did You Knew? ~ o ~ y :  Dakot~ State Uzxiversi~y American Civil Wa~. Resources on the hxternet. Ameziea~ Civil Wa~ Wozld 
Wide Web Infozmation Archive. Sea~ctx results eae 

sortedby mlm.m~, 
indicatedby a 
pezcenta~e rating. Clkk 
~ozl by Site' to see 
which websites have 
the most ~ n t s .  

8 9 %  Ms. Ca]ti]l's CivllWzr Beokmarks l'More Lt%e This] 
http J/www.mvhs.smajuan.kl2.ut.us:g0/hlm~s/vcwv¢1104/rcAhill html 

~mm~a~:  l i s t  of mat~els  - vazies flora pict~es to cu~ent reseasch projects on slevezy, Ohio Infantry, etc. 
Reseasch l:~oject ~ewing two towns south and north of the Mason-Dixon line. 

I 
E~i te  Network 
Excite Home 

Search 
~xcite Renews 
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Excite Live 
Excite Reference 
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Ilffo 
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~ J..~.ome _~s e .l~e t:80/j p e el/civilw ~ ht ,  d 

3mml~vy: Even though the 0rear Amexican Civil War was fought over 130 years ago. the e ~ c ~  of this 1oloody 
s ~ g g l e  aze still evide~ today. The was lastc d 4 ye ass, cost millions of doIla~s, not  o~y  m money neede d to 
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Click mouse here to go to Web site 
sg*/, for this article. 
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he.paper with a headline, stories of the time, pictuzes, and any other item you want to create. . ~  

Our search returns some excellent hits. We select one that looks promising, Civil War 

Resources, and click our mouse  button on the blue portion o f  the title. This will take us 

to the location o f  the article or photo. It may take a lirtle time for the Web browser to 

take us to the site, depending on how busy the Interact may be. The site itself  may be 

busy (too many people plugged in) and we might have to try to connect two or three 

times before we get through (like getting a busy signal on a phone line). 
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Civil 

://w,ww.k.~l 

War Resources 

This is just what we were looking for to make our presentation more professional 

looking. Think of  all the time it would take to create this type of  map on our own. We 

decide to copy this map directly into our Power Point presentation. To do this we 

position our mouse arrow directly on the picture and right button click. This will bring 

up a menu. From the menu we select "copy" by clicking the left mouse button directly 

on the word copy. Don' t  get confused with your mouse buttons. The fight button brings 

up the menu and the left button executes the command from the menu. 
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Civil War Resources 

Right Click 
the mouse on 
the map or 
photo to 
bring up the 

Click the left 
button of the 
mouse on 
Copy to copy 
map to 
clipboard 

You are now ready to insert the map into your Power Point presentation. To switch to 

Power Point, you could minimize the Web browser and then maximize Power Point. But, 

remember the trick we learned earlier for importing text. It also works with photos and 

charts. While holding down the Altkey and depressing the tab key until Power Point 

appears in the little box in middle of the screen, let go of the Tab and Alt key; you will be 

switched to Power Point. You can switch back and forth between programs that are open 

by using this little short cut. When you get Power Point open, make sure it is on a blank 

slide. 
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Click here on Edit to 
bring up the menu 

Click here on Paste to 
copy the map into the 
Slide. 

Your screen should look like this with the photo or map ready to resize and move, as you 

like 
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Verify Your Sources 
Anyone can publish a work on the Internet. If I had the desire, I could convert this 

document into HTML and put it on a Web site. Some of the information you see on the 

Web may not be that factual. In fact, it may be totally incorrect. Spot check the 

information you plan to use from another source. If a magazine article is mentioned or a 

book quoted, go to the library and verify that they exist. Many times, especially in 

academic works, the author will show his or her bibliography at the end of the article. 

Don't take the author's interpretation of a work as final. Go look up their sources and 

verify their analysis. Some articles may be nothing more than a spoof or the author's 

attempt a humor. Don't be made to look foolish by expounding on something that a 

colleague can easily and factually disprove. TRUST BUT VERIFY!! 

Conclusion 

The Intemet is an outstanding tool to assist you in any academic endeavor. It opens a 

window on the world and allows you the ability to gather resources from all over the 

world, some of which have not been available until recently. Any academician, leader, 

manager or neophyte seeking the truth who fails to capitalize on this important tool will 

be left behind. Knowledge is true power and the Interact contains enough knowledge to 

make us all equally powerful. Who knows, I may have found this entire article 

somewhere in a far comer of the Web and merely imported it into my word processor. 

TRUST BUT VERIFY!!! 
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