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I HE WORLD is connected globally in societal, Glimpsing the Future

economic, governmental, amafostructural We must hold our minds alert and receptive to
and infrastructural terms. As the United States facéhe application of unglimpsed methods and
21st-century adversaries and national security chakeapons. The next war will be won in the future,
lenges, it must acknowledge these threats as beingt in the past. We must go on, or we will go
distributed, networked, urban, and different from theinder. — General Douglas A. MacArthbr
20th-century, nation-state, and military-power con-
structs it has historically organized against. Acting Envision warfare so transformed as to be almost
against such threats in traditional ways will be tomnrecognizable, even by starry-eyed visionaries. In
costly, slow, and destructive. Adversaries will in-the kinetic realm, robots fight robots. In the
creasingly use new forms of warfare, networknonkinetic realm, our chemicals defeat their chemi-
based organizations, and exponentially increased lesals, and our electrons overwhelm their electrons.
els of destructive effect to wage war. Is this possible or plausible?

Effects-based operatioras a core competency of  Clearly, future capabilities of combined and stand-
future warfare, will leverage allies’ kinetic and non-ing joint task forces (SJTF), coupled with special-
kinetic capabilities with global reaching effects. Curized strike elements, will leverage the power of ki-
rent and future generations of officers, interagencigetic and nonkinetic weapons in future battlespace.
partners, and the Nation need to understand, eBome battlespace will be located within sprawling
hance, and embrace existing and emerging technolarban environments and some will be against state
gies and techniques that enable these capabilitie€sid nonstate entities or both. Some of the capabili-
The military must now establish—in the mainstreanties used to achieve future desired effects might not
defense community—new doctrine, organizationdye classed currently as weapons. Other battlespaces
training, leadership, materiel, and personnel systemsight be in the spaces between neurons or electrons.
to ensure the Nation is prepared to execute and dBae cutting, burning, irradiating, poisoning, piercing,
fend against emerging forms of warfare. and concussion effects that enlivened combat in the

20th-century will persist, and other forms of engage-
The views expressed in this article are those of the author and dnent and effects will be added. Some weapons will
not necessarily reflect the position of the Department of the Arm)fpe nonkinetic and will substitute for some of the fire

the Department of Defense, or any other government office o .
agency. — Editor and maneuver of times past.
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EFFECTS-BASED
OPERATIONS

Kinetic weapons, as defined here, are weapongiting principles rooted in common value systems,
whose effects are transmitted by the motion of arofit motives, or cultural bonds.
substance, such as a projectile, a shock wave, orAmerica’s segmented society, government, mili-
heat. Departing from the conventional definitiontary, and economy continue to be the most studied

nonkinetic weapons include— in the world. America’s position as the world’s only
0 Sticky foams. superpower guarantees this attention. Because
0 Graphite bombs.
1
E R:/ﬁ/gr%:/vg\?gg ons. Are other nations . . . limited in response
- ' if no kinetic shotsare fired? Would America
0 Directed energy. - be in a global war on terrorism today if on
E CH::,;JI& Stri]\(/eégy radio frequency strikes. 11 September 2001 al-Qaeda had caused . ..
1 Acoustic weapons, banking system sh;tdowns anC(l:! massive
0 Stink bombs. emergency responder service disruptions

through cyber means? What if these events had

0 Antitraction and antireaction chemicals. oceurred over a period of weeks or months
These items will be transformational once they P .
rather than on a single day?

become available, although they are less interestiqg
as technologies and more interesting because of their
capacity as surrogates for kinetic fires and traditionahmerica is so strong in developing military capabili-
maneuver. ties, its enemies began using asymmetrical strate-
The attacks of 11 September 2001 illustrate a glagiies to avoid U.S. military strength. As long as
bal terrorist group’s ability to conduct swarming at-America retains such an overmatch in conventional
tacks using the World Wide Web and E-mail for co-capability, it is unlikely to face opposition from an-
ordination and planning. Terrorists used U.S. soil andther conventional force. North Korea and China
commercial schools for advanced training, ATM sysfemain as the only conventional military threats to
tems to access funds, and U.S. airliners as explt\.S. military conventional force structure in the mid-
sive projectiles.Print, cyber, and televised mediato high-intensity realm.
became a real-time dissemination system for imag- Multilateral relationships. Just as happens in
ery and battle damage assessment, even offeribgsiness, political and military partnerships and coa-
postoperation-effects analysis for the adversary. litions form, disintegrate, and reform, the issue at
Commercial and public goods and services bestake becoming the organizing and operating con-
come the means with which to conduct war as webltruct. Today, U.S. forces act as bodyguards for for-
as being the targets of war by nonstate actorgjgn heads of state and help destroy opposition ele-
whether or not they are terrorists, narcotraffickeranents! Nuclear-armed nation-states offer the United
organized crime figures, or eco-activists. TheStates the use of airspace and limited basing rights
emerging standard is to hide in the open, avoidven as they verbally oppose U.S. actions against
unique signatures, and outsource infrastructure whitgher nations in their region and carry out their own
denying its benefits to the adversary. war mobilization against nuclear-armed neighbors.
Some would argue that Taliban and al-QaedAmerican and Russian military units, foreign affairs
forces operating in Afghanistan massed and orgalepartments, scientists, and nongovernmental orga-
nized in ways akin to a conventional fighting force nizations (NGOSs) carry out coordinated operations
Certainly, U.S. Armed Forces were innovative in thevithin nation-states, acting out of mutual intefest.
use of new technologies and organizing constructvery day, foreign hackers attempt cyber attacks or
to dominate the battlespace quickly and achievi® emplace viral infections against America’s criti-
battlefield success. However, we should not rely onal infrastructure. Adversaries working within U.S.
future adversaries to make the mistake of massirtgprders continue to plan, plot, and act.
organized conventional-like forces and attempting to The battlespaces in which the United States en-
fight from fixed positions or from a definable, gages its adversaries are no longer “over there,” and
targetable geographic base of operations. Moriécan no longer defend its interests and provide its
likely, future adversaries will strive for global disper-citizens security by being “over there.” Defending
sion, operate from networked structures, and avoitthe United States is now as much about local law-
decisive engagements with conventional forces oanforcement officers patrolling and protecting criti-
land, sea, or air. Adversaries will continue to rely orcal infrastructure nodes in Omaha, Nebraska, as it
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was during World War Il when U.S. servicemenOperations will be overt, covert, and clandestine—
stormed Omaha Beach. simultaneously. One can even envision an e-SOF
America’s defense must be local, regional, andomponent conducting specialized high-risk, high-gain
global. Its economy, workforce, national infrastruc-activities within the virtual world of U.S. adversar-
tures, foreign policy, national security, and psyche aries. Acting within predetermined authority, scale, and
commander’s intent, 21st-century task forces will
achieve a range of tactical through strategic effects
ith speed, precision, and from near and far.
A reduced observe-orient-decide-act (OODA)

then leave as quickly as they entered. loop at th_e joint unit-of-action level, enabled by su-
This might occur with or without host-nation ~ PErPlY trained, technology enhanced and empowered
assistance or approval. teams will achieve the results the newest national-
E—————— SCCUTLY Strategy envisiofighe United States will
engage adversaries in unexpected ways, leveraging
interlinked and interdependent. The Nation’s nationnew weapons and techniques and deploying forces
ally and globally integrated elements are thdrom existing and future—perhaps even commer-
battlespaces and dimensions of 21st-centurgial—platforms to reach remote areas of the world.
warfare. Although America might be first amongThe United States will act with effects, rather than
equals, its conscious and unconscious existen@eeapons, in mind.
is tightly coupled to experiences shared with its SOF elements will become more specialized. Elite
global neighbors. conventional forces will take the role of 20th-cen-
Action elements.Like it or not, preemption is tury SOF. Twentieth-century conventional (legacy)
recognized as a legitimate form of self-defense. Fderces will transform; deploy rapidly; oppose nation-
ture engagements are merely the branches and sgéate and contrarian forces in politically acceptable
quels flowing from what is being executed today. Thenvirons; and ultimately remain technologically
variables are the degree of engagement, the metimad morally dominarif.
ods of engagement, and how explicitly engagements
become known to those not directly involved. warNew Patterns and Effects
fare can no longer be characterized as the conven-Effects-Based Operations, | beliejés] a
tional forces of a nation-state engaging in the delivsound concept but needs more refinement. We are
ery of munitions and destruction in pitched battlesiot ready to go forward yet. . . .
on land, sea, and air. Operations are no longer — General William F. Kernan, Commander,
merely focused against an opposing nation-state’s U.S. Joint Forces Commattd
forces and means to make and sustain the fight.  The traditional military terms of maneuver and
The U.S. Special Operations Command (SOfires might be insufficient for use in the 21st cen-
COM) is to receive a 50 percent increase in annuéliry. Will forces fire and maneuver in the virtual
budget, 4,000 additional operators, and broader reealm? How does the concept of positional advan-
sponsibility to act around the globe. Secretary of Daage apply against networked, technologically sophis-
fense Donald H. Rumsfeld has indicated a desiricated adversaries (hation-states or nonstate ac-
for special operators to deploy to countries on daers)? Will the United States achieve dominant
mand, achieve results, and then leave as quickly asaneuver and precision engagement against a cyber
they enteredThis might occur with or without host- or “de-massified,” cellular enemy attacking critical
nation assistance or approval. In testimony on 18ational (governmental and commercial) infrastruc-
March 2002, General Charles Holland, formeiture and global interests?
SOCOM Commander, ensured Congress that the We might have to redefine warfare itself in the
special operations community could execute musR1st century. If politics are the resolution of conflicts
succeed operations and that such operations wouly peaceful means and war is politics by other
be completed with “absolute certainty and profesmeans, how are we to describe events that are de-
sionalism.® liberately caused by external actors and that result
Special Operations Force (SOF) elements, inten massive financial losses; influence shifts across
grated with Department of State, law-enforcemengovereign governments and coalitions; major rede-
cyberwarriors, host-nation, and even NGO elementinition in internal value systems; and changes in
will engage adversaries within the global landscapeocial structures?

Secretary of Defense Rumsfeld has
indicated a desire for special operators to deploy”V
to countries on demand, achieve results, and
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Iragi prisoners being released
by the 101st Airborne Division,
18 May 2003.

The United States should explore its capability to deconstruct the network properties
of [nonstate adversaries] and limit their attractiveness to new playerange of human-based
operations, whether classed as nation buildifgreign aid, media campaigns, or PSYOPs, might
achieve both. A catch-and-release program for suspected operatives might create reluctance
or distrust in such suspects and prevent them from further acts.

Are other nations, as well as the United Statest should also envision multiple forms of proactive
limited in response if no kinetic shots are firedefense and defeat mechanisms. Maneuver, or the
Would America be in a global war on terrorism to-achievement of positional advantage, takes a multi-
day if on 11 September 2001 al-Qaeda had causade of forms, limiting the adversary’s ability to func-
multiple airliner crashes, banking system shutdowngion or act in optimal ways, and in effect, might de-
and massive emergency responder service disrugr the notion entirely. Employing desired effects on
tions through cyber means? What if these eventmlversaries implies the concept of maneuver itself.
had occurred over a period of weeks or months America must begin to think, develop, train, and
rather than on a single day? Certainly the 1993 ahdvance concepts and techniques for new ap-
tack on the World Trade Center; the 1997 bombingroaches within the mainstream defense community.
of the U.S. barracks in Saudi Arabia; the 1998 affhe Nation must invest in the strategies and ap-
tacks on the U.S. Embassy in Tanzania and Zairproaches necessary to attack root causes, impose
and the 2000 attack on the USSBle did not com-  will, or commit initiative-based warfare (whatever
pel the Nation to act decisively. Yet, al-Qaeda opthat means in the collective future), and find ways
eratives also carried out these events. to introduce randomness, ambiguity, and chaos into

What are the national thresholds and attack-clagdversaries’ neural battlespace. America needs to
sification schemes that will compel national elementgitegrate effects-based capabilities as a complement
of power to respond in the future? How will theto civil-military-interagency operations as the latest
United States implement the newest national secwational security strategy describes.
rity strategy in the broader terms and environments What is critical mass, centers of gravity, or the
this century presents rather than those of the 20trew battlespace calculus in the Third Wave envi-
century? ronment® How does the Nation prevent further

If the United States accepts that warfare can takenalescence or collusion of confederated forces
multiple, interrelated forms in the 21st century, theragainst U.S. interests? The Nation should explore
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21st Century Realities

(_Forms ofwar attiespaces NG SEND

« “Conventional™ Physical Effects Effects Duration
w TaErndr = Fural # DiEﬁ[\g.aHIIEI:I;I'I. » Manosaconds
= Dirusgy = Urban = Disnaption = Minutes
» AgyTIMElnic » Cyber/viriual networks + Dagradation + Hours
» Muclearbesloqicalichemical » Media * Dastruction * Days
(weapons of mass destruclion)  , gnacq = Danial = Years
« Informadion » Individual humans = Daception = Gianarations
» Global economics and trade + Distrust
s Individual product MentallCognitive Orders of Effacts
+ Agricufiural * Intermational’cutural » Firat arder {deact)
» Ecologicalienvironmantal = Mational/societal » Second order
« Yalua wars = Regional’subnational = Third order
» bBEa Wars = Communities of inberest = F=crder
« Ganaticibeogucaligename = Leadarship of subgrowps National Instruments
e Internaticnal financlal = Familial » Diplomatic
e Civil = Individual % Infarrmational
» Socistaliculuralftribal » Pfililany
« Economic

Lo Wil aiweys anse over iha scanaly of rasolncas and dWflerances in vallms. Whal are the relafonshipe amd
framewarks for fthe slemenis described abowve 7 Are we abde b0 descibe dominan! Maneusarn, Drecision ergedqemeant, or
fuf-airnendioral prodechion Acroes Ing framavork in & caar, cofanenl sfraligy oF single mlegraled opevaling plan? How is
fufi-spectium dominanoe achigwed 7

Figqure 1. The vanous difmensions ol the batlespaces we mighl operale within duning e 2158 ceniury.

forces employ precise effects, enabled by exquisite

. - intelligence, they can work in advanced ways within
and commercial schools for advanced training, e mental and psychological realm of adversaries.
ATM systems to access funds, and U.S. airlinersryq yegjits might be measured differently in the 21st

as explosive projectiles. Print, cyber, and .o,y different by orders of magnitude. Ulti-
televised media became a real-time dissemin

i tem for i d battle d mately, the military will need to achieve an omni-
ation system for imagery and batlle damage ., qsant persistent effect (like gravity in the physi-
assessment, even offering postoperation-

offects analvsis for the adversa cal, terrestrial realm) on the minds and intentions of
Yy ry.- current and future adversaries. Figure 1 frames the
various dimensions of 21st-century battlespétces.

[The 9/11] terrorists used U.S. soll

the ways and means of increasing replacemek?€sired Effects _ _
costs for key adversarial leaders. We should attempt Today’s cancer drugs are notorious for Kkill-
to qualify or quantify conditions within amdver- Ing healthy cells along with cancerous ones. A
sary’s network when the loss of networkraknts new anticancer approach could offer more of a
and the value proposition cause the adversaryRyecise option: kill just the tumor by choking off
wholesale collapse. The military needs a new lexits blood supplies. The first drugs based on this
con and employment doctrine to describe the tooPProach are now in human trials and, if they
and proxies for the tactics needed to achieve fulvork, could provide a virtually side-effect-free
spectrum dominancé. means of fighting a host of cancers.

What are the effects of fires in the 21st century? — Technology Review
The military certainly seeks advantages in precision, Imagine how the Nation would act if it were de-
range, speed, volume, and relative effect to the tanied the ability to protect its vital national interests
get. If U.S. forces can effect targets at will, theyon foreign soil? We now know that al-Qaeda coor-
can change the battlespace calculus for warfare. Afnated the attack on the United States in Hamburg,
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A US Marine is immobil-
ized during a sticky
foam demonstration.

Germany. How would we have acted if we had
known where these plots and commitments we
being actualized, although host nations were u
aware, unprepared, or unwilling to act? What if
host nation, characterized as a modern, globally co
nected economy, were to unwittingly harbor a pars
sitic threat but refuse to accept proof that cells e
isted within their borders? How would the United
States eliminate the cells and act without creatin
great collateral damage in a major urban area al
still create the effect desired on the targeted cells

Envision the construct of effects-based operatio
applied by or to nonstate adversaries. Operating gl
bally and within a loose, confederated-network co
struct, these actors coalesce either for ideologic
reasons or for profit motive (perhaps both). Thé
United States should explore its capability tg
deconstruct the network properties of its organize
tions and limit their attractiveness to new players
A range of human-based operations, whethe
classed as nationbuilding, foreign aid, media canjig
paigns, or psychological operations (PSYOPS), mig E
achieve both. A catch-and-release program for sug# v
pected operatives might create reluctance or distrU ™SS
in such suspects and prevent them from further adiE i b
or, perhaps more important, create distrust in the cq
leaders of these individuals in the futtf&he cap-
tor would determine when to name names and Wi
to remain silent. Multidisciplined intelligence opera:

tions would help understand and sense adversaril'g#netiC and nonkinetic strikes; and engagement

network operations. . e
. : trategies creates opportunities and reduces
Long-term foreign assistance through SOF and” current and future operating costs.

U.S. aid can reduce the numbers of disaffectetryaga constructs now allow greater selectivity
people susceptible to adversaries’ value systems and for physical force employment than at any
the attractiveness of those systénfSuch opera- other time in history

tions can be goodwill initiatives that might be criti-
cal elements in achieving support from new coali-
tion partners and, as such, provide secure operatingnkinetic capabilities have the real potential to
bases and airspace usage, such as enjoyed in #uohieve global pressure, reach, surprise, and perhaps
former Soviet “stan” states north of Afghanistan.most alarming to adversaries, a unilateral ability to
These operations also affect the capabilities anaict. Once the United States achieves persistent
properties of the adversary’s network, such as thoggesence within the neo-cortical layer of an
who would render aid or abet adversaries. As aadversary's psyche, it might, in fact, achieve the true
analogy, adversaries’ software would become inconaim of national powéf.
patible within U.S. operating systems and servers. To attain the outcomes they are charged to
Effects-based operations, incorporating nonkinetiachieve, combatant commanders should be armed
tools, perhaps, provide the flexible, scalable optionwith a greater range of these options. Combining le-
needed in future environments. Host nations migtthal and nonlethal; kinetic and nonkinetic strikes; and
turn a blind eye if we act judiciously and do notengagement strategies creates opportunities and re-
cause social or economical disruptiéhécting duces current and future operating costs. These con-
swiftly and decisively with or without attribution can structs now allow greater selectivity for physical
also be enhanced using nonkinetic employment. THerce employment than at any other time in history.
asymmetric options realized through kinetic andeven better, the United States has the conventional

Combining lethal and nonlethal;
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National Guard troops assist

airport security and local law =
enforcement in San Juan, =~
Puerto Rico, February 2003.

Delivering effects.Friendly cyber or virtual op-
erations live on the same networks and systems as
adversaries’ networks and systems. In most cases,
both use the same protocols, infrastructures, and plat-
forms. They can quickly turn any space into a
battlespace. Operations within this battlespace might
attempt to sense, attract, deny, disrupt, and manipu-
late the enemy at leadership, foot-soldier, and re-
source levels. By virtually maneuvering to seize digi-
tal instructions; understanding and then seizing
cyber-based financial transactions (roughly equating
to virtual fires against logistics); and introducing un-
certainty to deny confidence in their distributed op-
eration security, can the United States achieve ef-
fects comparable to lethal direct action against a
handful of cells?

Within physical-effects operations, both kinetic and
nonkinetic, the military must achieve denial, disrup-
tion, defeat, and destruction of the functional ele-
ments of the network. Doing so can be character-
ized as actions against people and materiel.

Perhaps these are policy and strategy questions,

US Army

i

Nt g e e Ja-"i-. ]
Defending the United States is now but the answers to such questions will influence
as much about local law-enforcement officers changes in tactics, in applying military force, and in
patrolling and protecting critical infrastructure ~ €xercising national power. The military needs to
nodes in Omaha, Nebraska, as it was  change the way it fights and the way it uses weap-

during World War Il when U.Sservicemen  ONs systems to create greater options for command-
stormed Omaha Beach. ers. Since fighting is the failure strategy, the Armed

Forces should at least develop and use methods that
do not compound this failuféAs Forrest Gump
overmatch; the scientific and technologic base; anchight say, Transformation is as Transformation does.
the global reach to make this work. The motivation for adding powerful new tools has
Time is on the Nation's side—for the moment.never been stronger. For example, the ongoing
However, America does not have a global monopolisraeli-Palestinian conflict rages in the streets.
on research investment, brainpower, and innovatioMissiles, tanks, rockets, and suicide bombers destroy
Seventy percent of the world’s research occurs ougverything and everyone around them. In such cir-
side of the United States, and 70 percent of U.Sumstances, would we ask how would we fight?
research is commercial. One futures study predicBerhaps the Israeli Defense Force’s (IDF's) perfor-
orders of magnitude increases in weapons effectiveaance during the Seven Day War inspired U.S.
ness and availability at orders of magnitude reduce@eneral Don Starry to develop AirLand Battle Doc-
costs? In short, adversaries will soon be able to cretrine, which created conditions for America’s 100-
ate catastrophic effects supporting their intendetour victory over Irag during the Persian Gulf #ar.
outcomes at bargain-basement prices. Even so, the IDF is not the model to optimally use
The important element to take away from this confor carrying out strikes against adversaries in the
struct is that the United States does not yet haveZd st-century capabilities-based military using effects-
joint, interagency concept of operations to combindased operations. The United States will expand the
effects to achieve desired outcomes. The Nation happlication of new tools in warfare.
not developed a joint, integrated, full-spectrum Setting conditions. The U.S. Department of
warfighting doctrine and employment strategy for théefense might soon announce more definitive steps
full scope of effects the military can, currently andto create the SJTF as exercised in the Millennium
within the near future, bring to bear against adver€hallenge 2002 exercise. SITFs will bring effects-
saries across the scope and spectrum of 21st-cdrased targeting strategy more to the forefront. And,
tury conflict. as SJTFs standup under unified commands, the syn-
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ergies of each services’ kinetic and nonkinetic war- Effects and their potential. If nonkinetic weap-

fare programs might be realized. ons, such as antitraction substances, can deny
The continuous feeds from multiple types of senbridges from enemy use rather than destroying the

sors will provide multidimensional views of the tar- bridge itself, then what is the compelling rationale

get of interest as well as a persistent contact witfor destruction? Achieving results through the use

the adversary that will further enable decision su-

periority and allow decisionmakers and Operators B e ———

: : o Taliban and al-Qaeda forces oper-
determine the optimal timing, tempo, and types of .. . , . .
effects required to achieve selected outcothes, ating in Afghanistan massed and organized in

The military will soon be able to achieve a level Ofvvaysakln toa Con\(entlonal flghtlng force...
Future adversaries will strive for global

predictive battle damage assessment through the us spersion. operate from networked structures
of advanced modeling, allowing ever more precise P » OP L '
and avoid decisive engagements. . . .

effects-based targetirigThis type of targeting and Adversaries will continue to rely on uniting

effects delivery will not be characterized by current fincioles rooted in common valugystems
precision weapons and modifiers, such as Toma-PMCIP!Es . By ,
profit motives, or cultural bonds.

hawk missiles or the joint direct attack munitions,
able to achieve ballistic-effect delivery within a
reduced circular probability of error; it will be char- of area denial or countermobility agents, rather than
acterized by a new level of precision based on thartillery-delivered family of scatterable mines or air-
influence of the strike or action delivered on targetlelivered antipersonnel, anti-vehicle, target-activated
with predetermined and pre-selecsaetond, third, minefield systems, would be even better. If preci-
and n-order effects. To be sure, doing so will requirsion-directed, high-energy microwave or acoustic
nonkinetic and kinetic strikes and will continue toweapons can sense, fix, and disable or destroy ur-
complement each other for achieving outcomes fdan snipers or barricaded enemy squads within
vorable for the Nation. apartment complexes, why should the military focus
Influencing adversaries, aided by advanced simuwon attrition-based tactics, albeit with higher technol-
lations, such as influence-net modeling, will provideogy, although still “high-touch,” force employments?
even greater insight for preoperational targeting, ef- Graphite dust bombs and high-energy radio fre-
fects-based strike analysis, and poststrike assesgiency weapons can destroy enemy command, con-
ments?® These tools will help us select branches otrol, communications, computers, and intelligence
sequels or both in near-real tifieSJTFs with in-  (C4l) systems and power-transfer stati&inSom-
teragency and coalition components will have gregiuter attacks can disrupt a variety of functions ad-
resources and capabilities embedded withiwersaries require across the spectrum of future
decisionmaking and execution frameworks. Comwar? Media broadcast, information operations,
manders can act with a broader range of optionkpst-nation support, and foreign aid can reduce tar-
always seeking the best alternative for target effegjeted demographic group acceptance of state and
and national outcomes. Knowledge is the fuel fononstate actor anti-American messages and their
operating in the 21st century. Speed and pervasivealue proposition. If such activities or effects reduce
ness (global reach on demand) of action is the déie enemy’s capabilities, support structures, and re-
terminate factor in the outcome. source bases, including current manning and future
When the decision to employ effects is made, preecruits, then employing lethality requires even more
operational and postoperational cost savings will beelectivity and prejudice.
measurable as well. Selecting the effect-and-employ- Few question the capabilities and reach of today’s
ment method from the widest possible range of pdJ.S. military. U.S. forces can execute small-scale
tential options reduces vulnerability and the requirecontingencies and dominate a conventional theater
ment to establish robust secure forward bases anflwar on order. Current questions about U.S. strat-
retains national agility and initiative. The military canegy are not about the ability to win decisively or
act with precise effects, achieve results, and quickiyhat projected losses are or will be. Today’s ques-
change battlespace dimensions from one engageménns are about the costs of postwar cleanup.
to another. In short, truly integrating effects-based Practical applications. Applying force requires
operations in support of national-security strategy caexquisite intelligence down to the operator level
prevent the Nation from becoming mired in lengthyprovided over a secure, networked C4l structure.
costly force deployments in foreign lands. Data and intelligence flow is a key contributor to
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Instruments of National Power

Diplomatic Informational Military

I:'__ Forms of war Battlespaces
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Figura 2. Whal ane ihe new hems ol an for ke 2150 cepiury !

the ability to achieve decision superiority and dommander’s intent, tactical forces will shoot, move, and
inance over adversaries. communicate to achieve effects against adversar-
As the military learns more about the capabilitieses without the delays of a staff relaying, filtering,
and limitations of the nonkinetic applications of forceand interpreting the current battlespace condition.
Applying nonkinetic force is scalable and can re-
duce risks normally associated with the entry of U.S.
forces. Operational risks are reduced as standoff in-
creases (without the corollary loss of precision or
effect). Nonballistic, if not nonkinetic force, solutions
enable—wholly or in part—operators to act in close
or standoff operations to achieve desired effects on
through exercise, simulation, and actual engagéhe target entity, denying mobility and employing
ments, it can expect the coupling of kinetic anatountermobility tools across the spectrum of conflict
nonkinetic weapons with advanced precision-guideth the physical and the virtual realms. The next step
delivery systems, man-emplaced systems, and to explore, define, and develop the proxies for the
human-delivered effects. Sensor links to deliveryphysical tactics of warfare that have been so com-
platforms, using knowledge-based applications tpletely studied, and then train the force to employ
speed information to the point or points of decisionthem in the 21st century.
will reduce the “D” time in the OODA loop, which  Figure 3, a notional example of an execution plan
in effect, will allow us to cycle through engagementsand time line, is a macro look at conducting outcome-
and operational Go/No Go criteria with unprec-based, effects-based warfare across multiple dimen-
edented speed. Decisions will be enabled at the lowions and battlespaces. Figure 3 also shows an arti-
est levels of operation. Given solid operational frameficially compressed timeframe and sequence of
works; an assured, accessible common relevagffects for descriptive purposes. For a globally net-
operating picture; and sufficiently detailed com-worked adversary, forces would necessarily plan

. ______________________________________________________________|]
Truly integrating effects-based operations in
support of national-security strategy can prevent
the Nation from becoming mired in lengthy,
costly force deployments in foreign lands.
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TIME TARGET Intended result of potential effects based sperations
Miitary Warning fatigue
Prispperalian Civilian Randam serices disnspledimedia campaign
Infastructure Sarices disruptadirandom power aulages
Global Econanmic lalloultrade disnplian/corporale puliaul
Miitary False orders and rumors
“H-Haur (HI" Serices Serices mniwed media campaign
H-26 Infastruciure Sarvices informediwarned'sunival instructions
Global Ereak in alliancesiermiabion af eredilidenial of irade
Miitary Distnest/discmanization
HoT Civilian Mas! workars go homefserices minimizedimedia campaign
Infastructure Sarvicas minimized power autages
Global Call for respoluticr/lasl-minule G5cussons
Miitary Breakdoan of commands/C2 disrupfions‘zontinusd namar
H4 Cwilian Tailored messagesiinformalion campaignimullisource delivery
Infasiruciure Maobility networks disrupied/communications dsruphed
Gkl Pastaperalion serviess and crgarizations mabilized/prepared
Miitary Leadership forced bo relook altamalesiadust plan
H-34 Creilian Papulalion demeonsiralionsfinlernal secunty on aled
Infastruciure Sarvices disruptadirandom power outagas
Glirksal Cabledeoenmercial spacs coverage of live eventsipundils pravide commenlary
Miitary Widesscale warning fafiguaiC2 breakdownifakse omders
Ho13 Cilian Randam lackdawn/revol'media and diplomalic stalemen
Infastruciure Ordy critical sardices rendered
Global Furctional imferactian on isolated Bsues
Miitary Uniis disupdediSpecial Oparafions Forces angagement
HE Cisilian Lockdawn/choosing of sidesperosplions formsd
Infastruciure Lass of contrals
Gliskl Final calls for charnge of counse
Miitary Pracision destruction of key nodesikinaticinonkinalic sirikes
H Cilian Randam broadcest and lailoned information campagn
Infastructure Diany dual use usa sarices/probect imporiant postoperation senvices
Global Fastoperation militanyinteragency/coalifon and rangowemmental (NGO) elements deploy
Miitary Daconstruct military and offensioe capacity'C2 destroyed
H+12-H=48, Ciwilian Esclaied ard conlsined
uTG Infastructura Diany dual usa sanvices/protect important pestoperation services
Global Corporale reconairuclion bidstveniure capllal surge/postoperational lements on ground
Mditary Dishand and reform
Pastaperasicn Chrilian Mﬁwwumieﬁnmwmmm farfd
Infasiruciure Sarvica reshored supplemantedigovermen funciions restoned
Global Mew relations'media coverage of poatoperationirenswal of trade

Figurs 3. Maliconal emample of an execssion plan and timeling,
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Special Forces and 3d Infantry Division
personnel establish a checkpoint to combat
! terrorist acts by Iragi soldiers dressed as
! civilians, 23 March 2003.

US Army .

SOF elements will become more specialized. Elite conventional forces will take
the role of 20th-century SOF. Twentieth-century conventional (legacy) forces will transform;
deploy rapidly; oppose nation-state and contrarian forces in politicaligeptable environs;
and ultimately remain technologically and morally dominant.

and execute this execution plan in the enemy's/orld, where new threats emerge suddenly, often
matching, mirrored battlespace, and it would be fawithout warning, to surprise us. We cannot afford
less linear in the application of effects and even momaot to change, and rapidly, if we hope to live in
customized and decentralized in delivery. that world.— Donald H. Rumsfelt

What if potential adversaries also have these Perhaps terrorist organizations best understand
weapons or tool§?Will the United States engage effects-based operations. The attacks on 11
in mutually assured disruption? How would we doSeptember 2001 had less to do with selected tar-
this against nonstate actors? This is the crux of thgets and more to do with the causation of syner-
concern over rogue nations and terrorists obtainingistic effects®?
weapons of mass destruction. These issues certainlyApplying the notion of unrivaled information avail-
affect homeland defense, coalition forming, and mulability to the dimensions of the future battlespace
tinational support. Is this perhaps the Achilles’ Heeforces us to conclude that future U.S. unified com-
of global giants? manders must act locally, regionally, and globally si-

The current concept of continuity of operationanultaneously. Yet, they might lack frameworks for
planning; mission and information assurance; andnderstanding these intersections—intersections that
critical site and infrastructure protection take on criti-global businesses already understand.
cal necessity. The Nation's systems are, perhaps, theCurrent stovepipes, also known as doctrinal un-
most vulnerable to network and asymmetric attaclderpinnings, present in each of the military depart-
given the overwhelming reliance and vast dimenments and armed services, act to prevent potential
sions of U.S. governmental and commercial intersynergies at this time. Effects-based operations re-

ests around the globe. guire a full joint doctrine, organization, training, lead-
. . ership, materiel, and systems approach to bring this
Imperatives for Transformation concept to full potential. This construct should be

We are fighting the first wars of the 21st cenborn and bred under a joint organization; matured
tury with a Defense Department that was fashever time in joint applied operations; and nurtured
ioned to meet the challenges of the mid-20tkvithin the service schools. If 21st-century weapons
century. . . . We have an industrial age organare only subsets of the tools for waging offensive
ization, yet we are living in an information ageand defensive war in the 20th century, then the
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military must develop paths and educational syste

to create the master craftsmen of the future. Some- [Effecés—bbaged %peratio_ns] should ~
where in the ranks, most likely with 5 to 10 years P€ POrn and bred under a joint organization;

of service under their belts, are the future unifiedn@tured over time in joint appliedperations;
commanders and senior defense chiefs who will re-@nd nurtured within the service schools.
alize the nature of the capabilities resident in many
current prototypes. keep defense capabilities rooted in 20th-century war-
What would the average midcareer officer’s anfare and lethargic in adopting breakthrough capabili-
swer be if asked, “How do you conduct war?"ties. The force must not wait until the perfect re-
Would the answer reflect 20th-century doctrine, tacfinement is revealed. Spiral development deprives us
tics, weapons, and systems based on a service’s pd-that excuse.
rochial view and weapons programs? Or, would the New circumstances require advanced technology;
officer respond with an understanding of today’s reapplied doctrine; modified organization; and ex-
alities of warfare? Could the Nation, faced with thepanded and integrated training. Leadership exposure
circumstances Russia faced in October 2002, deahd development to new art forms and tools, with
with the situation more effectivel§?af the Nation prototypical materiel and technical insertion, must
trains mainstream operators in only narrow stovemake their way into the operation force. A spirally
pipes, we will not be able to leverage the total powedeveloped system fielding integrated with inter-
of its capabilities. If warriors only receive training agency, homeland defense, and homeland security,
in the use of hammers, every situation will look likeis imperative in the 21st century.
nails. Kinetic-based strikes and the service components
The military must be prepared to take new toole€mploying them will not go away. Effects-based op-
and concepts into emerging multidimensionakrations are the future. We must continue to develop
battlespace. A reluctance to act in new ways andeffects-based operations as a joint-interagency con-
hesitation to apply novel tools and techniques wilktruct from conception to executioR
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