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Foreword

There is a poignant moment, at the close of "His Final Bow," when
Sherlock Holmes turns to Watson and says, "there is an east wind blowing...
and a good many of us may wither before its blast." He was referring to
the German threat, of course; but his comment was prescient, in that "the
east" has bedeviled the 20th century. In addition to Germany, Japan, the
old Soviet Union, and China have each posed significant security concerns.
But, just as the "eastern threat" seems finally to have been taken well in
hand, a new set of problems has emerged, emanating from rogue states,
criminals and terrorists. They are capitalizihg on a modern trend that
witnesses the increasing destructive power of small groups, epitomized by
new concerns about their acquisition of chemical, biological and nuclear
weapons. And in addition to capabilities for mass destruction, the great
dependence of most modern societies on advanced information technologies
has also posed the prospect of vulnerability to mass disruption,
principally from "cyberterror."

No less an authority on terrorism than Walter Laqueur has taken the
position that attacks upon information, and information systems, can be as
serious as attacks with some weapons of mass destruction. This view is
implicitly accepted by the new Russian defense ministry, which reserves the
right to respond to attacks on its infosphere "by any means."

This notion of the seriousness of the threat is echoed by American
defense intellectuals and policymakers. From the recent reports of the
President's Commission on Ciritical Infrastructure Protection, the National
Research Council, and the Center for Strategic and International Studies at
Georgetown University, one can see clearly the emerging sense of alarm at
the onset of a new peril before whose onslaught many of us may "wither," as
Sherlock Holmes would say.

All these assessments follow the same analytic approach, and share
the same flaw. They catalog the dependency that comes with
interconnectivity, and take as given the easy availability of the means of
cyberattack. But all neglect the "demand side" of the problem. They don't
examine why rogues and terrorists would want to cultivate capabilities for
engaging in cyberterror.

This white paper begins the process of articulating the demand-side
of cyberterror. In so doing, we provide some guidance for setting
intelligence-gathering strategy. For, armed with useful hypotheses about
the conditions under which terrorists might seek to acquire or develop
their capabilities for mass disruption, the intelligence community may be
able to provide at least some degree of early warning of this emerging



threat. And, based on the analysis that forms another part of our study,
cyberterror is at best only an emerging threat, one far less dire than is
suggested by others' assessments of this phenomenon.

Our view is not that cyberterror will fail to emerge as a serious
threat. Rather, we see that the barriers to entry, for any capability
beyond annoying hacks, are quite high; and that terrorists generally have
neither the wherewithal nor the human capital needed to mount cyberterror
operations on a meaningful level. Thus, because of the difficult technical
path that must still be followed, cyberterror is not a threat. At least
not yet, and not for a while.

Given this "breathing space,” a period in which awareness of the
potential vulnerability to cyberterror is keen, but the means of attack are
not as yet properly honed, how should the defense intelligence community
proceed? A two-track approach seems appropriate, forming a principal
recommendation of this white paper. By this, we mean gathering
inteligence on both the technical and the organizational developments
taking place in terrorist groups.

A good indicator of a terrorist group's potential for cyberattack
is likely to be the degree to which it is itself "informatized" (i.e., how
much it uses the Net for communications, management, and intelligence
gathering of its own). But as important are the group's own organizational
dynamics. Is it a young or old group? Is it healthy or in decline?
State-sponsored or not? Habituated to innovation or staid?

These are the sorts of broad organizational questions the answers
to which will reveal much about the proclivity of any particular group to
"go cyber." For, as the technical impediments to engaging in serious
cyberterror decline in the coming years, the notion of understanding a
group's "turn of mind" will become increasingly, and crucially, important.

Cyberterror is indeed coming. The anonymity afforded by means of
attacking via the Net, the increasing economic damage that can be done by
disruption, and the growing dependence of advanced militaries on
interconnectivity all suggest that the infosphere is a fertile vineyard in
which the terrorist may one day toil with good prospects for substantial
rewards. This is all the more reason to think clearly about the technical
requirements that must be met and the organizational incentives operative
in groups that wish to take a path to cyberterror.

We believe that we have done some flinty-eyed analysis along these
lines, and that we have contributed in two ways. First, we have exposed
some of the hyperbole that accompanies the current literature on
cyberterror. More importantly, though, in our view, we have provided a
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conceptual framework for an intelligence-gathering strategy that will allow
for more accurate assessments of what will certainly be a growing threat in
the future.

John Arquilla Summer 1999
Monterey, CA






Authors’ Preface

Much has been made of the threat of cyberterrorism since the report of the
Marsh Commission in 1997. However, current analyses have merely identified
the plethora of vulnerabilities in automated information systems (computers)
and assumed that terrorist organizations would be willing to exploit these
vulnerabilities. They adopt a rudimentary strategic analysis and conclude that
cyberterrorism is inevitable because it provides terrorists with a potentially
strategic advantage over the United States.

We do not dispute the fact that our vulnerabilities are real and numerous.
Further, we do not dispute that the consequences of exploitation are
potentially severe, even strategically debilitating, if events unfolded in a
manner described in some scenarios. However, based on our research, we
also do not believe that terrorist organizations will soon possess the
capabilities described in many of these scenarios.

According to many analyses, the necessary tools for exploiting vulnerabilities
in the infrastructure are immediately available, easy to use, and proliferating at
an alarming rate. Yet, the United States has not experienced any strategic
attacks on critical infrastructure by terrorist organizations (or any other
organization, for that matter). Even during the conflict in Kosovo, the most
serious "attacks" consisted of vandalizing web pages and denial of service
attacks on e-mail servers. Annoying, yes, but hardly a strategic threat to the
United States or NATO. This suggests that these tools are still insufficient for
the purpose of mass disruption, and that there are requirements for effective
use that go beyond the mere possession of these tools and a desire to inflict
damage.

Therefore, a key question we have asked is "Why haven't terrorist
organizations taken advantage of this opportunity?" We believe that the costs
of creating a capability sufficient to achieve terrorists’ ultimate goals are much
higher than the conventional wisdom indicates. Likewise, simply offsetting
development costs is but one of several challenges that must be taken into
account. Terrorist organizations will likely measure the benefits of pursuing
cyberterrorism from the perspective of both internal and external incentives.
Besides development costs, internal incentives must also include the
individual and group psychological processes that heavily affect terrorist
organizations. In terms of external interests, the costs of pursuing cyberterror
may never be attractive as long as traditional terrorist methods remain viable.

We examined the issue of cyberterrorism from the perspective of an
organization seeking to conduct a comprehensive assessment of its activities.
Our assessment explores the costs, risks and benefits of adopting cyberterror,
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either as a stand-alone operation or as an adjunct to traditional terrorist
operations. We believe that this analysis fills a gap in the current literature on
cyberterrorism. While the assessment is by no means comprehensive, it
offers the intelligence community a much-needed starting point for better
understanding the true potential of this threat.
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Executive Summary

He who defends everything defends nothing
- Frederick the Great, 1749

There is every reason to believe that given the current world situation,
terrorism in one form or another will continue to flourish. Most groups will
continue to use traditional terrorist methods. These methods have been
proven to provide the impact necessary to carry the terrorist message. For
those groups that wish to expand their operational repertoire chemical,
biological, radiological or nuclear weapons offer a dramatic option. The other
option is cyberterror. The widespread vulnerabilities that many studies have
previously identified make Cyberterrorism an attractive option.

To guide our thinking about cyberterror, we began by adopting the
Department of Defense definition of terrorism. Based on that definition and the
necessity that cyberterrorism must qualify as a subset of terrorism, we
produced the following definition:

Cyberterrorism is the calculated use of unlawful violence against digital
property to intimidate or coerce governments or societies in the pursuit of goals
that are political, religious or ideological.

We further recognized that cyberterror may come in many forms; and defined
three levels of cyberterror capability:

Simple-Unstructured: The capability to conduct basic hacks against individual
systems using tools created by someone else. The organization possesses
little target analysis, command and control or learning capability.

Advanced-Structured: The capability to conduct more sophisticated attacks
against multiple systems or networks and possibly, to modify or create basic
hacking tools. The organization possesses an elementary target analysis,
command and control and learning capability.

Complex-Coordinated: The capability for coordinated attacks capable of
causing mass-disruption against integrated, heterogeneous defenses
(including cryptography). Ability to create sophisticated hacking tools. Highly
capable target analysis, command and control, and organizational learning
capability.

IX



At the simple, low end, a terrorist group may use openly available tools to
interfere with the computers of government response forces. At the complex,
high-end, terrorists may seek to disrupt basic services in a large geographic
area.

To determine “demand” for a cyberterror capability, we analyzed the goals,
ideology and psychology of the types of terrorist groups, and the perceived
utility of the three capability levels.

Of the five terrorist group types (religious, New Age, ethno-nationalist
separatist, revolutionary, and far-right extremist), only the religious groups are
likely to seek the most damaging capability level; as it is consistent with the
indiscriminate application of violence that has distinguished much of their
activity. The most immediate threat is found in the New Age or single-issue
terrorist community (e.g. Animal Liberation Front). These groups are the most
likely to accept disruption as a substitute for destruction. Both these groups
and their primary targets are located in locales rich in information technology
targets. These groups have, by far, the best match between desire, ideology
and environment to support a near term advanced-structured attack threat.

Among the remaining ideological types, both the revolutionary and ethno-
nationalist separatist (ENS) groups are likely to want an advanced-structured
capability. For the revolutionary group, the advanced-structured level offers
the necessary degree of control over side-effects. For the ENS group, this
level provides sufficient impact to serve as an adjunct to its traditional terrorist
acts.

In contrast, far-right extremists are not likely to seek anything more than a
simple-unstructured capability. Cyberterror offers neither the intimacy nor the
cathartic effects that are central to the psychology of far-right terror. The far-
right groups have also made the greatest use of computer networks in support
of their operations. Any widespread disruption is thus likely to affect their
constituency as much as it does their enemies.

Turning our attention to those that likely already possess the technical
wherewithal for sophisticated strikes, we see that hacker groups are
psychologically and organizationally ill suited to mount such offensives. They
tend to feature loose affiliations without the centralized direction necessary for
sophisticated attacks on infrastructure targets. Perhaps more importantly, it is
against their own self-interest to cause mass disruption to the information
infrastructure. They have more reason to want The Net up than to take it
down.

Any organization that commits to adopting more than simple-unstructured
cyberterror faces a long, hard road. Today's information technology
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professionals are in high demand and are well compensated. This reflects the
difficulty of mastering information technology. The technical skills associated
with the advanced-structured level include mastery of at least one operating
system and one network protocol, as well as programming for both stand-
alone and networked computers. At the complex level we add knowledge of
industrial and control network protocols to the obvious expansion of the topics
in the previous level. Closely tied to technical skill is an analytic ability. The
cyberterror organization must be able to perform a detailed target analysis.
Finally, the group must be able to plan and orchestrate the event to within
very narrow tolerances.

Given these demands, a group starting from scratch can expect to reach the
advanced structured level in no sooner than a year. More likely, it will take
between two to four years. Groups seeking a complex-coordinated capability
can anticipate expending at least an additional year. Realistically, though, the
group should plan for six to ten years of effort from the time they first begin.
The minimum figures only account for the academic, technical requirements.
The predicted figures include time to develop experience in all three facets of
the cyberterror capability. For groups that cannot wait this long, outsourcing
or sponsorship may prove an attractive alternative.

Whether a group will pursue an internal or external sourcing method is tied
closely to its organizational condition. Emerging groups, whose members may
have already invested the necessary time and effort for the technical skills, are
most likely to pursue a cyberterror capability internally. In contrast, declining
organizations face a time imperative that demands external sourcing,
probably through a sponsor. Splinter groups will also seek external support,
though they may choose to find that support on the "open market." Stable
groups have all options available to them. Their choice will be driven by
circumstances peculiar to the individual group.

All of these factors combined indicate that pure cyberterrorism is a thing of the
future. For the present, terrorists are much more likely to pursue cyberterror
as an ancillary tool. However, as time and resources permit, groups of certain
ideological types at particular growth stages will attempt to build on already
existing cyberterror capabilities, constituting a "gradualist approach” to
increasing their effectiveness.

Before this happens, the defense intelligence community should apply this
framework to help identify the likely candidates for advanced cyberterror
capability, and focus collection resources accordingly.
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I. Introduction

Our foes have extended the fields of battle — from physical space to
cyberspace.

- President Clinton, 22 May 1998

If the new terrorism directs its energies toward information warfare, its
destructive power will be exponentially greater than any it wielded in the past-
greater even than it would be with biological and chemical weapons.

- Walter Laqueur, “Postmodern Terrorism’

A. Background

As the world changes at an unprecedented pace, the likely nature of future
conflict seems less clear. Although still relatively young, the Internet, which
already claims 120 million users, continues to grow explosively. By 2005, an
estimated 1 billion people, about one in every six humans, will be connected
to the Internet. Americans, who today account for over 50% of all users,
continue to see their banking activities, commerce, entertainment, and
education migrate to the net. However, along with this increasing
interconnectivity, America’s critical infrastructures have been developing an
information network dependency.’

Although natural phenomena (hurricanes, tornadoes, earthquakes, etc.),
accidents, component and operator failure, can destroy or disrupt elements of
the infrastructure, deliberate attacks could potentially cause even more
significant harm, especially when used in conjunction with physical threats.?

! President's Commission on Critical Infrastructure Protection, Critical Infrastructures:
Protecting America’s Foundations (Washington, D.C.: GPO, 1997), pp. 3-4.
Telecommunications, electrical power systems, gas and oil storage and transportation,
banking and financial operations, air and rail systems, water supply systems, emergency
services (medical, police, fire, and rescue), and continuity of government, are so vital that their
incapacity or disruption could potentially have a debilitating impact on the defense and
economic security of the United States. See also The White House, Office of the Science and
Technology Advisor, Cybernation: The American Infrastructure in the Information Age
(Washington, D.C.: GPO, 1996).

% However, the current ability of any actor to achieve widespread and persistent
disruption that is severe enough to have strategic consequences is unknown. While many
states are attempting to develop strategic information warfare capabilities, their level of
development is difficult to determine. The actual consequences of such an action are still open
to debate.



Attacks on critical infrastructure exist in two forms: physical (or kinetic) attacks
against property and “cyber attacks” on the information systems that facilitate
control of the infrastructure. >

The Department of Defense (DoD) provides a good illustration of this growing
dependency.? It is an essential instrument and symbol of American power,
and an adversary could exploit its reliance on information systems. Although
DoD employs many safeguards to ensure the proper functioning of its
communication systems, it may well be as vulnerable as the rest of American
society.

Defense has to protect a vast and complex information infrastructure: currently,
it has over 2.1 million computers, 10,000 local networks, and 100 long-distance
networks. Defense also critically depends on information technology--it uses
computers to help design weapons, identify and track enemy targets, pay
soldiers, mobilize reservists, and manage supplies. Indeed, its very warfighting
capability is dependent on computer-based telecommunications networks and
information systems.’

For the DoD, the Internet represents “a medium for less-sensitive national
security communications, 95% of which depend on the public switch
network.”® A 1996 report by the General Accounting Office (GAO) found that
DoD “computer systems are particularly susceptible to attack through
connections on the Internet, which Defense uses to enhance communication
and information sharing.”” Although essential command and control systems
are not connected to the Internet, numerous support functions, such as
weapons systems research and development, logistics, and finance make use

3 “Cyber attacks” include computer network attack through unauthorized access,
viruses, Trojan horses, and other forms of malicious software and activity. For the purpose of
this report, cyber attacks also include attacks with electromagnetic pulse or directed energy
weapons.

“Itis important to note that the vulnerabilities of DoD are not unique. A General
Accounting Office (GAO) audit of 24 government agencies concluded that “significant
information security weaknesses” existed in each agency. See General Accounting Office,
Serious Weaknesses Place Critical Federal Operations and Assets at Risk (Washington D.C.:
GAO, 1998), p. 5.

® General Accounting Office (GAQO), Computer Attacks at Department of Defense Pose
Increasing Risks (Washington, D.C.: GAO, 1996), p. 3. Although the oft quoted numbers of
250,000 “attacks” a year has been discredited because of the expansive definition of an attack,
the essential conclusions of the report remain unchallenged.

®P. Constantini, "Virtual Armies Clash by Net" LEXUS/NEXIS Inter Press Service, 4
June 1996.

" GAO, Computer Attacks, p. 3.



of the Internet® Further, the Internet is only a portion of the information
infrastructure. Defense installations are still subject to the disruption of
electrical power and other communications networks, such as the Defense
Information Systems Network (DISN) and the Global Command and Control
System (GCCS).° Disrupting these systems during a crisis could seriously
impair the ability of the United States to deploy or sustain its forces.

B. Purpose

This study will provide a framework for analyzing the group dynamics and
environmental factors that may lead terrorist organizations to integrate
cyberterror into their current operations, or drive hacker activity towards
terrorism. The framework can assist the Inteligence Community (IC) in
understanding and evaluating the potential threat from cyberterrorism.

C. Relevance

The majority of literature dealing with cyberterrorism has focused principally
on the vulnerabilities of critical infrastructures. ' While the studies have well
documented the potential vulnerabilities, the studies have consistently been
alarmist in nature regarding the threat to these infrastructures.”® Prior studies
have failed to address in any detail the motivation, intent, resources, risks, and
benefits for non-state actors attempting to exploit these vulnerabilities. Our

8 GAO, Computer Attacks, p. 10. DoD is attempting to develop an independent network,
the Global Network Information Enterprise project (GNIE) based on Internet protocols. It would
completely move its unclassified networks off the Internet. John Schwartz, “Online Security Is
Pentagon's Latest Battle” Washington Post, 2 June 1999, p. A-2. Additionally, Assistant
Secretary of Defense John Hamre ordered the removal of sensitive information from all DoD
Internet sites in a Sept. 25, 1998 memo. This was a result of increased awareness of the
vulnerabilities created by posting information on the Internet.

°DISNis a “composite of certain DoD information systems networks under the
management control and...operational direction of DISA [the Defense Systems Information
Agency].” GCCS “incorporates the core planning and assessment tools required by the
combatant commanders and their subordinate joint force commanders.” Joint Chiefs of Staff
(JCS), Joint Pub 6-0: Doctrine for Command Control, Communications, and Computer (C4)
Systems Support to Joint Operations (Washington D.C.: Department of Defense, 1995), pp.
VI-1 — VI-4. Although these systems are more secure than other networks, they are still
vulnerable to disruption from loss of electrical power or the physical destruction of network
nodes or segments.

'The President’s Commission on Critical Infrastructure Protection (PCCIP), the
National Security Telecommunications Advisory Committee (NSTAC), the General Accounting
Office and numerous other organizations have analyzed and identified infrastructure
vulnerabilities.

11Vulnerability is not synonymous with threat. A vulnerability is a weakness in a system
that may be exploited. A threat requires an actor with the motivation, resources, and intent to
exploit a vulnerability.



study differs from previous studies by addressing the motivations,
organizational implications, and technical barriers to entry faced by an
organization wanting to conduct attacks on critical infrastructures. We believe
our method, which weighs both the costs and benefits of cyberterror, can
provide a more accurate forecast of cyberterror activity, both in a support role
to traditional terrorism and as a possible new, stand-alone terrorist tactic.

D. Methodology/Design

This study uses an inductive approach to formulate a general framework.
Based on previously published analyses of the motivation, intent, capabilities
and resources of traditional terrorist organizations, we develop a framework to
analyze the prospects for cyberterrorism. This framework is designed to
identify useful insights regarding the development and use of cyberterror, from
the perspective of a terrorist organization.

E. Limitations

This study addresses only transnational terrorist organizations; it does not
consider domestic terrorist organizations in the United States. Further, we do
not specifically address the “insider threat” to information systems. Nor do we
provide a comprehensive group-by-group analysis. Rather, we establish a
framework and make general assessments based on information and
intelligence regarding terrorist organizations and, their ideologies. The
diversity of terrorist motivations and the opaque nature of their organizations
make it extremely difficult to predict specific terrorist behavior. The nearly
endless supply of “soft targets” also complicates any predictive efforts. This
problem is particularly acute when addressing “terrorism” as a whole rather
than specific terrorist groups. Nonetheless, performing this broadly based
analysis is a necessary first step in understanding and countering an
emerging threat.

This report does not provide any additional analysis of vulnerabilities of critical
infrastructures. The vulnerabilities of critical infrastructures have been widely
examined by a multitude of individuals and organizations. Our analysis is
based on contemporary circumstances and does not purport to address future
scenarios. However, the framework developed should be applicable across
the range of possible futures.

F. Structure of the Study

The study is divided into five major chapters and addresses a number of
diverse, but interrelated, questions. Chapter Il examines existing definitions of
terrorism and establishes definitions of cyberterror, differentiating between



cyberterror attacks and cyberterror support. Additionally, this chapter defines
three levels of cyberterror capability to guide a more detailed analysis of
terrorist motivations and resources. Chapter lll identifies significant trends
affecting the viability and likelihood of terrorism in general. It also examines
the specific opportunities for and threats to terrorist organizations wishing to
pursue cyberterrorism.

Chapter IV examines the utility of cyberterrorism to specific types of terrorist
organizations, independent of resource constraints. The organizational
analysis applied in this chapter considers ideology, group psychology, and
internal organizational requirements. Chapter V examines the necessary skills
and resources needed to reach any of the three levels of cyberterror. Chapter
VI addresses the barriers to entry in conjunction with the various
implementation options for groups that decide to pursue cyberterrorism. The
costs and benefits of the implementation options and the incentives for state
sponsorship are considered. The final chapter presents conclusions and
recommendations for future research.

G. Findings

Advanced-structured and complex-coordinated cyberterrorism will likely be
pursued by only a few terrorist organizations. Of these, the most dangerous
eventuality will likely come from a newly-formed religious group. However, this
is a long-term threat. More likely, near-term threats may be posed by stable,
new age terrorist groups. We recognize also that several less dramatic
threats at the simple and advanced-structured levels also merit further
consideration by the intelligence community.






1. Definitions

Above the gates of hell is the warning that all that enter should abandon hope.
Less dire but to the same effect is the warning given to those who try to define
terrorism. 12

This chapter attempts to relate the concept of cyberterror to existing notions of
terrorism, terrorist activity, and terrorist acts. A comparison of existing
definitions of terrorism provides the basis for a definition of cyberterrorism.
Special attention is paid to property destruction, in an effort to illuminate how
property destruction, which often requires little violence, and seldom produces
fear, has come to be accepted as a true form of terrorism. Despite claims to
the contrary, cyberterrorism has only a limited ability to produce the violent
effects associated with traditional terrorist acts.’® Therefore, to consider
malicious activity in cyberspace “terrorism,” it is necessary to extend existing
definitions of terrorism to include the destruction of digital'® property. The
acceptance of property destruction as terrorism allows this malicious activity,
when combined with the necessary motivations, to be defined as cyberterror.
Finally, the chapter concludes with a description of threat capabilities,
categorized in three levels.

A. Terrorism

In the search for a clear definition of terrorism, about the only constant is that
people continue to disagree. During our research, we reviewed academic,®
State Department (Title 22 U.S. Code, Section 2656f(d)), the Federal Bureau
of Investigation, and the Department of Defense (Joint Publication 1-02)

"2 David Tucker, Skirmishes at the Edge of an Empire: The United States and
International Terrorism (Westport, CT: Praeger Publishers, 1997), p. 51.

'3See Barry C. Collin, “The Future of Cyberterrorism: Where Physical and Virtual
Worlds Converge” Crime & Justice International 13.2 (March 1997). Available at
http://www.ascp.uic.edu/oicj/pubs/cijintl/1302/130214.shtml; Walter Laqueur, “Postmodern
Terrorism” Foreign Affairs 75.5 (Sep/Oct 1996): 24-36; and The Center for Strategic and
International Studies (CSIS) Global Organized Crime Project,
Cybercrime...Cyberterrorism...Cyberwarfare... Averting an Electronic Waterloo, ed. Frank J.
Cillufo, Bruce D. Berkowitz, and Stephanie Lanz (Washington, D.C.: CSIS, 1998).

' In using the term "digital" we recognize that electronic information may be at times
represented in analog form. For clarity we include both forms when using the term digital.

'* Thomas Perry Thornton, “Terror as a Weapon of Political Agitation,” Internal War:
Problems and Approaches. ed. Harrry Eckstien. (New York: Free Press of Glencoe, 1964), p.
73. and E.F. Mickolus, Transnational Terrorism: A Chronology of Events, 1968-1979 (London:
Aldwych Press, 1980), p. XIII-XIV as quoted in Alex P. Schmid, Political Terrorism (New
Brunswick: Transaction Books, 1983), p. 73. and R. Clutterbuck, Guerrillas and Terrorists
(London: Faber and Faber, 1997), pp. 11 & 21 as quoted in Schmid.



definitions for terrorism. The discontinuity noted in academic definitions
continues to be present in various U.S. Government (USG) agencies’
definitions. For the State Department:

The term “terrorism” means the premeditated, politically motivated violence
perpetrated against noncombatant (1) targets by subnational groups or
clandestine agents, wusually intended to influence an audience.
...Noncombatant — to include, in addition to civilians, military personnel who at
the time of the incident are unarmed and/or not on duty. 16

The State Department’s definition of terrorism is interesting because it does
not specifically include actions against “property.” However, the incident
database reflected throughout the State Department's Patterns of Global
Terrorism, (1998) does reflect attacks against U.S. commercial property such
as oil pipelines in Colombia. In fact,

About 40 percent of the (international) attacks in 1998 — 111 - were directed
against US targets. The majority of these - 77 - were bombings of a
multinational oil pipeline in Colombia, which terrorists regard as a US target."

Drawing from this, we also note that the USG Title 22 definition, in practice,
clearly includes destruction of property as terrorism when the other conditions
for terrorism are satisfied (premeditated, politically motivated, etc.).

Unlike the State Department definition, the FBI's definition explicitly includes
acts against property.

The unlawful use of force or violence against persons or property to intimidate
or coerce a Government, the civilian population, or any segment thereof, in
furtherance of political or social objectives.18

As noted in the Department of Defense (DoD) regulation O-2000.12-H, “...itis
important to remember that the DoD definition [logically] subsumes both
definitions used by the FBI and the DoS [Department of State].”19 In an effort
to be inclusive, the definition of terrorism used in this study will remain

'® United States Department of State, Patterns of Global Terrorism: 1997, p. 4.

""United States Department of State, Patterns of Global Terrorism: 1998 (p. 1, section
“The Year in Review”). http:www.state.gov/www/global/terrorism/1998Report/review.html

'® DoD 0-2000.12-H, p. 2-1.
¥ DoD 0-2000.12-H, p. 2-1.




consistent with the broader DoD definition as detailed in Joint Publication 1-02
and the DoD regulation O-2000.12-H.

Terrorism — the calculated use of unlawful violence or threat of unlawful
violence to inculcate fear: intended to coerce or to intimidate governments or
societies in the pursuit of goals that are generally political, religious, or
ideological. 20

In the State Department and FBI definitions, the use of “violence” as it applies
to property damage is generally recognized in the form of property
destruction. The DoD regulation cited above does include “malicious property
destruction”® as a type of terrorist attack. The regulation also begins to
address destruction at the binary code level and specifically refers to it under
the use of special weapons:

Use of sophisticated computer viruses introduced into computer-controlled
systems for banking, information, communications, life support, and
manufacturing could result in massive disruption of highly organized,
technological societies. Depending on the scope, magnitude, and intensity of
such disruptions, the populations of affected societies could demand
governmental concessions to those responsible for unleashing viruses. Such a
chair; 2of events would be consistent with contemporary definitions of terrorist
acts.

As outlined above, the DoD institutional definition of terrorism includes not
only property destruction, but also begins to expand terrorism into the realm of
cyberspace. The following section provides a framework for understanding the
phenomenon of terrorism as applied to cyberspace and information systems.

B. Cyberterror

Cyberterrorism is the unlawful destruction or disruption of digital property to
intimidate or coerce governments or societies in the pursuit of goals that are
political, religious or ideological.

As a subset of terrorism, cyberterror involves using information as a weapon,
method, or target, to achieve terrorist goals. Cyberterror exists in and beyond
cyberspace and includes physical destruction of any device, system of

2 DoD 0-2000.12-H, p. 2-1.
2 DoD 0-2000.12-H, p. 2-7.
2DoD 0-2000.12-H, p. 2-10.



devices, or process with an information component. At the lowest common
denominator, an information component can be understood to represent
binary code. Acts taken to disrupt, deny service, destroy, and corrupt binary
code are thus acts of cyberterror.

A characteristic of cyberterror is its ability to leverage inexpensive means to
gain disproportionate effects through destruction, denial, deceit, corruption,
exploitation, and disruption. Cyberterror can increase the destructiveness, or
disruptiveness, of the act by enabling greater target coverage, effect, and
efficiency. Cyberterror may augment or support traditional terrorism, or be
employed as a distinct form of action in its own right.

C. Cyberterror Support

Cyberterror support is the unlawful use of information systems by terrorists
which is not intended, by itself, to have a coercive effect on a target audience.
Cyberterror support augments or enhances other terrorist acts.

Like terrorist acts (bombings, assassinations, etc.) and terrorist activity
(financial and logistical support), cyberterror can also be classified as either
acts or activities.>> For example, in order to accomplish a terrorist bombing,
various terrorist activities are necessary to support the operation. Such
activities include, but are not Ilimited to, inteligence collection,
communications, logistics, and supply requirements..

The intended outcome of the terrorist use of information technology
determines whether a given incident qualifies as an attack or support. Attacks
are events whose outcome is intended to "intimidate or coerce" in the direct
pursuit of the attacking group’s goals. An incident of cyberterror support is
intended to augment or enhance some other act (or threatened act) of
terrorism. The supported act may be traditional terrorism or cyberterrorism.

Terrorist use of information technology in their support activities does not
qualify as cyberterrorism. Our definition does not include the otherwise legal
use of information technology by terrorist organizations.?* While such use may
improve the distribution of the terrorist message or enhance the efficiency of

% For clarity and continuity throughout this study, we substitute act and activity for
attack and support, respectively. This applies to both traditional terrorism and cyberterror. We
choose to use the military forms of expression.

! Note that this definition excludes activities such as electronic mail between group
members and propaganda dissemination. The definition also excludes the legal collection of
information posted to the worldwide web. While this can be a powerful tool for terrorists we see
this as equivalent to library research which would not be classified as terrorism.
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terrorist groups, such activities cannot be construed as cyberterrorism if we
are to remain precise about our definitions.

We attempt to clarify the distinction between cyberterror attacks and support
by examining them in terms of the concepts of confidentiality, integrity, and
availability. A breach of confidentiality occurs if an unauthorized user gains
access to information. A breach of confidentiality is an act of cyberterror
support. The classic example of a confidentiality violation is acquiring another
user's password. Violations of confidentiality are essentially passive. It is only
when the terrorist group threatens (or implies the threat of) some action with
the stolen information that they cross into cyberterror attacks.

AVAILABILITY
SU PPO RT E-mail bombing
ICMP flooding
INTEGRITY
Modified password file
E-mail spoofing
Document virus
CONFIDENTIALITY
Spying
Sniffers Destruction of SCADA
Use of “backdoors” sensors
Use of default passwords Interruption of Defense
C4l systems
Modification to
safety code
Spoofed controller
messages ATTACK

Figure 2-1: Comparison of Cyberterror Attack and Support

Violations of the integrity of an information system occur when the information
the system uses (either program instructions or data) is modified. This
includes both covert changes to and outright destruction of data.*® These
modifications can occur while the information resides within a component or
when the information is in transit between components. Incidents that violate
integrity may be categorized as either attacks or support. Surreptitious
modification of a user account to allow an attacker access to a key system,
without the threat of action, has no coercive effects.?® On the other hand, the
publicized modification of train routing software intended to produce a collision
will intimidate a target audience.

%% Destruction includes anything from a bomb, to an EMP device, or simply “erasing” the
data.

% It is the threat of what the terrorist may do with this account that intimidates the
populace.
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Availability refers to the ability of legitimate users to access information and
information resources. Violations of availability are generally referred to as
“denial of service attacks.” However, our definition allows violations of
availability to be either attacks or support. Losses of service can occur as
unintended side effects.?” This can hardly be intended to "coerce or
intimidate.” Similarly, a denial of service attack against a computerized
security system that prevents the detection of physical access to an embassy
is an enhancement to an attack and thus cyberterror support. In contrast,
denial of air traffic control services would constitute an attack, because of the
potentially dire consequences.

Although all cyberterror acts imply a violation of confidentiality, integrity or
availability, the reverse is not true. Other criminal acts perpetrated through or
against information systems for non-terrorist purposes are not cyberterrorism.
Terrorism represents the intersection of violent criminal activity and political
activity. The political nature of terrorism is what separates it from other
criminal activity motivated by financial gain or personal animosity. In general,
espionage and criminal activity do not constitute terrorism, and should not be
considered part of cyberterrorism. Therefore, these types of criminal activities
are excluded from our definition, and from this study.

The distinction between common criminal activity and cyberterrorism involves
a substantial gray area — cyberspace activities by terrorist groups principally
intended to provide financial support for other operations. This is a real
possibility, especially for groups that lack a sponsor or profit-producing front
organization. Additionally, other authors have argued that the definition of
terrorism must be expanded to include economic motivations®® and activities
by transnational criminal organizations (TCOs) but that analysis of is beyond
the scope of this study.

Although the use of information-networks to support criminal activity continues
to grow, such as Internet based money laundering, this use is not analyzed
herein. For the drug cartel, a type of TCO, profit is the ultimate motivating
factor. For terrorist organizations and state institutions, cyberterror activities
are motivated by political aims. With regard to cyberterror, it is necessary to
remember that the act must first be a form of terrorism before the act can be
classified as cyberterror. This distinction will allow us to segregate cyber crime
from cyberterror.

%" For instance, some network scanning software can cause some components to
become unstable and fail.

28 Roger Medd and Frank Goldstein, “International Terrorism on the Eve of a New
Millenium,” Studiies in Conflict and Terrorism 20.3 (Jul-Sep 1997): pp. 281-316.
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Recognizing that new definitions can be difficult to conceptualize, we provide
the following example to help clarify the meaning of cyberterror:

Cyberterror Attack Scenario:

A plane crash is caused, not by a bomb, but through a pulse device. The pulse
device was transported on board with a passenger. The intent of the pulse is to
disrupt and permanently corrupt the information system components within the
aircraft. One disrupted control process affected by the pulse was the landing
gear control component. Without the landing gear in the correct position,
among other problems, the plane attempts to land safely but is unsuccessful.

If, in this example, a bomb were substituted for the pulse device, and the other
conditions for a terrorist act were met (intent, etc), then there would be little
debate as to the nature of the violence — it is terrorism. From this extreme
example, the argument is not difficult to make. Examining examples where
individuals are not placed in life threatening (fear producing) situations,
though, begins to complicate the definition. Nevertheless, we argue that the
same criteria applied to traditional terrorism should also be applied to
cyberterror. Once again we highlight the Colombian terrorist bombings of oil
pipelines as an example where terror, in the life threatening form, fails to
develop; but where the incident is indeed categorized as a terrorist act. We do
not dispute the legitimacy of the bombing act in this case. Furthermore, we
employ the same logic when we propose that a cyberterror attack be
accepted as a form of terrorism.

D. Levels of Cyberterror — Defining Capabilities

Not all threats are “created equal.” Any analysis of threats must discern the
varying capabilities of potential adversaries. To date, other studies such as
those published by the PCCIP, the CSIS, the National Research Council and
NSTAC have all failed to do this. We identify three distinct capability levels,
which pose correspondingly distinct threats. Chapter V of this study will define
in detail the component skills, and the barriers to achieving those skills, for
each level of cyberterror capability. As we will argue, achieving the most
robust capability entails significant challenges for existing terrorist
organizations — not only organizational restructuring, but possibly a change in
culture — all of which may decrease the likelihood that this capability level will
be realized.

The characteristics of the three levels (simple-unstructured, advanced-
structured, complex-coordinated) help quantify the different skills and
resources required for a proposed capability. The levels are defined in terms
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of target scope, target analysis, degree of control over intended effects,?
potential utility, and target selection methodology.

Simple-Unstructured: The capability to conduct basic hacks against individual
systems using tools created by someone else. The organization possesses
little target analysis, command and control or learning capability.

Simple-unstructured cyberterror includes direct probing,*® and probing with
malicious secondary source software. Simple-unstructured cyberterror is a
small-scale capability to conduct basic hacks against individual systems using
basic computer skills and openly available malicious software from a
secondary source (such as a hacker web page). This level of cyberterror is
also characterized as simple due to the lack of target analysis and the method
of target selection. Targets are selected primarily based on available tools and
poor security procedures, not because they have are tactically or strategically
significant. The organization lacks the resources and skills to create tools for
attacking selected targets; they are dependent on the resources provided by
the hacker community.

Organizations with a simple-unstructured capability may exhibit low
confidence in the organization’s ability to integrate cyberterror into its existing
and future operations because the organization is dependent on secondary
source hacker software. Electronic mail “bombing” attacks®' and some web
page hacking can be characterized as simple-unstructured attacks. The
potential strategic utility of these attacks is low due to the short duration, and
limited scope and consequences.

%% Degree of control over intended effects — describes whether the consequences of the
cyberterror are manageable by the originator.

% Direct probing — attempts to access via normal though not intended channels (default
accounts or compromised user id and password pairs).

3 Flooding a site with unwanted mail to cause its servers to fail.
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Cyberterror level

Target

Target

Effects
Control

Potential Utility

Target Selection
Method

Scope

Analysis

Simple - Single None Unfocused | Propaganda/Harass- Existing tools =>
Unstructured system or ment, Recruiting target
network
Advanced - Multiple Elementary | Focused Tactical Strikes (for Target => find or
Structured systems or demonstration modify existing
networks purposes or in support | tools
of conventional
operations)
Complex - Multiple Detailed Scalable or | Strategic strikes for Target => develop
Coordinated networks controlled coercive or defensive necessary tools or

objectives

optimize existing
tool(s)

Table 2-1: Levels of Cyberterror
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Advanced-Structured: The capability to conduct more sophisticated attacks
against multiple systems or networks and possibly, to modify or create basic
hacking tools. The organization possesses an elementary target analysis
capability and command and control structure for sequential attacks from a
single location. Some learning ability - can assimilate some new technologies
and train personnel.

Cyberterror activity at the advanced-structured level is more focused in its
effects than simple-unstructured cyberterror. At the advanced-structured level,
an elementary target analysis is conducted to determine the targeted system’s
configuration and system parameters. This level provides a degree of
assurance regarding the immediate effects of the attack on the targeted
system but the organization would be unlikely to understand secondary
effects. At this level, the organization would possess some programming skills
and a sufficient understanding of the targeted system to create basic hacking
tools or modify existing ones. The organization may also possess knowledge
of a variety of information systems. An organization with the ability to operate
at the advanced-structured level may be able to integrate cyberterror and
provide operational support for conventional terrorist operations.

Organizations with an advanced-structured capability will require an internal
learning mechanism to understand and assimilate new technology and train
personnel. Recognizing that this is an organizational imperative is critical; the
internal training mechanism represents a turning point in an organization’s
cyberterror capability. The organization can grow from a cyber opportunity
taker, created by the environment, to an opportunity maker with the ability to
influence the cyber environment. Although the turning point for pursuing more
advanced capabilities resides at this level, the disruption that can be achieved
at the advanced-structured level is still limited, due to a lack of understanding
in multi-system or networked targets.

Complex-Coordinated: The capability for coordinated attacks capable of
causing mass-disruption. Ability to analyze vulnerabilities, penetrate integrated,
heterogeneous defenses (including cryptography) and create attack tools.
Strong ability to conduct target analysis and high confidence in results. Strong
command and control structure capable of employing multiple, simultaneous
attacks from different locations. Strong organizational learning capacity — can
keep up with latest technology, train personnel, diffuse knowledge throughout
the organization, make necessary doctrinal and organizational changes to
enhance capabilities.

In comparison to lower levels, only a small percentage of individuals are
capable of executing the tasks categorized as complex-coordinated
cyberterror. At this level, the terrorist group understands various software,
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hardware, and firmware characteristics of the targeted systems. Further, they
possess sufficient intelligence gathering and analysis capabilities to enable
them to predict the secondary and tertiary effects of their attacks. They may
also possess the capability to defeat some encryption measures and take
advantage of covert channels. This detailed understanding of networks and
computer science coupled with detailed target analysis, with respect to the
configuration and status of the targeted network, creates the ability for the
terrorist to manage the spread of effects from the cyberterror activity. This
capability includes the ability to develop malicious software, and is
characterized by direct penetration®® and subversion of security
mechanisms.®* An organization at this level would have a high degree of
assurance of achieving the desired effects. It would also possess a strong
organizational learning capacity, and exhibit strong command and control.
The organization’s ability to assimilate and understand new technology will
drive the organization’s capability. To assimilate the technology, the
organization must train its personnel and diffuse knowledge throughout the
organization.

At the complex-coordinated level, the utility of cyberterror progresses along
two avenues. First, fully integrated cyberterror support enhances conventional
terrorist acts and activity. However, it is also at this level that cyberterror can
operate in a sufficient manner to be effective in a stand-alone mode. Only at
this level can cyberterror be considered a possible threat to multi-networked
infrastructures, or even single-networked infrastructures with numerous types
and brands of hardware, each with its own proprietary programming code.
Groups at both the simple-unstructured and advanced-structured levels would
lack the organizational expertise to acquire, analyze, and understand the
information requirements for system-wide attacks.

%2 Direct penetration - bypassing intended security policies to create or take advantage
of security holes.

% Subversion of security mechanisms — covert and methodical undermining of controls.
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E. Summary

The following definitions set the conditions for the remainder of our study:

e Cyberterrorism is the unlawful destruction or disruption of digital property to
intimidate or coerce governments or societies in the pursuit of goals that
are political, religious or ideological.

e Cyberterror support is the unlawful use of information systems by terrorists
which is not intended, by itself, to have a coercive effect on a target
audience. Cyberterror support augments or enhances other terrorist acts.

o Simple-Unstructured: The capability to conduct basic hacks against
individual systems using tools created by someone else. The organization
possesses little target analysis, command and control or learning
capability.

o Advanced-Structured: The capability to conduct more sophisticated attacks
against multiple systems or networks and possibly, to modify or create
basic hacking tools. The organization possesses an elementary target
analysis capability and command and control structure for sequential
attacks from a single location. Some learning ability - can assimilate some
new technologies and train personnel.

o Complex-Coordinated: The capability for coordinated attacks capable of
causing mass-disruption. Ability to analyze vulnerabilities, penetrate
complex defenses (including cryptography) and create attack tools. Strong
ability to conduct target analysis and high confidence in results. Strong
command and control structure capable of employing multiple,
simultaneous attacks from different locations. Strong organizational
learning capacity — can keep up with latest technology, train personnel,
diffuse knowledge throughout the organization, make necessary doctrinal
and organizational changes to enhance capabilities.

With these definitions, and an understanding of the distinctions between
cyberterror attacks and support activities, we are now able to address the
range of factors that will influence an organization’s desire to pursue
cyberterrorism.
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I1l. The Environment - Opportunities and Threats

A. Introduction

This chapter examines the current global operating environment. The
fundamental question addressed in this chapter is whether this environment
presents an opportunity for the use of cyberterrorism. It begins with a brief
overview of the factors affecting the perceived utility of terrorism, and then
gives a more detailed examination of the specific opportunities for and threats
to those organizations that may pursue cyberterror. The macro-environmental
factors indicate a continuing utility for traditional terrorism as a form of political
violence. This, combined with information-age developments, will likely create
localized environments conducive to cyberterrorism as well. However, a brief
survey of significant indicators related to cyberterrorism reveals a
heterogeneous growth of information infrastructure and technology utilization
which may limit the “supply side” for cyberterror. This said, cyberterror will
certainly be a growing threat in the future. It is only the rate of growth that is in
question.

B. Global Factors Influencing Terrorism

e The dissolution of the Soviet Union and the end of the Cold War have
created instability in many countries, and fostered the growth of
regional powers.

e The dominant role of the United States in world affairs (politically,
culturally, and economically) and its numerous interventions may
engender resentment and provide rationales for some terrorist
organizations.

e The conventional military power of the United States may drive
adversaries to consider asymmetric approaches to confronting the
United States.

e Ethno-nationalist separatists (ENS) are clamoring for independence
and autonomy in dozens of states.

e Non-state actors form alliances unconstrained by geographic
boundaries.

e The diffusion of technical knowledge concerning CBRN may allow
terrorist organizations greater access to these weapons.
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e BOTTOM LINE: Terrorism will persist and the United States will remain
a target.

A variety of political and socioeconomic factors affect the continuing utility of
terrorism. The most significant factors are the changing world security
environment; the growth of non-state actors; the proliferation of chemical,
biological, radiological, and nuclear weapons; and the growth of information-
age societies.

The demise of the bipolar security environment has resulted in greater global
uncertainty. Ethnic tensions suppressed by now defunct totalitarian regimes
are reemerging, with demands for the right of self-determination. Long-
standing ethnic conflicts threaten to break struggling states into smaller units
by displacing allegiances from the state to the ethnic group.®* Figure 3-1
provides a perspective on the pervasiveness of ethnic conflict. The darkened
(red) areas represent areas of current or potential conflict, a large number of
which are ethnically motivated. These quests for autonomy will continue to
generate politically motivated violence.

Source: 1998 Strategic Assessment — Engaging Power for Peace, Institute for National
Studies, National Defense University, Washington D.C.

Figure 3-1: Current or Potential Conflicts

As the sole superpower, the United States has assumed a unique role in
international relations. Because of this role and a policy of engagement, the
military might and force projection capabilities of the United States have been

% D. L. Horowitz, Ethnic Groups in Conflict (Los Angeles: University of California Press,
1985), pp. 4-6.
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called upon frequently to intervene in crises around the globe. These
interventions have served to highlight the superiority of our conventional
forces and may drive future adversaries to consider asymmetric responses.
Further, as the United States has responded to these crises in order to protect
its security interests, it has undoubtedly engendered resentment. The
aggrieved parties, unable to confront the United States with conventional
forces, may resort to terrorist acts as revenge for these interventions.*

The international nation-state system will be challenged by the continued
growth of non-state actors. Sub-state actors such as transnational criminal
organizations (TCOs), multinational corporations (MNCs), and non-
governmental organizations (NGOs) can create alliances that are not
constrained by state boundaries. In economic matters, some MNCs have
grown to such proportions that their annual revenues dwarf the budgets of
most nation-states.®® Some authors predict that these non-state actors will
increase their power at the expense of the state.>” In Mexico, the Zapatistas
leveraged the possibility of disrupting growth by creating unfavorable
conditions for foreign investment.*

% |van Elan, “Does U.S. Intervention Overseas Breed Terrorism?” Cato Institute
Foreign Policy Briefing #50, 17 Dec. 1998.

% Extrapolating from the Global 500 List (see: http://cgi.pathfinder.com/cqi-
bin/fortune/global500) maintained by Fortune Magazine, Mitsubishi’s 1996 total revenues of
184,365 million US$ would place Mitsubishi 24", just below Turkey, on the World Bank’s 1999
World Development Indicators — Total GDP 1997 Listing. Just below Mitsubishi would be
Mitsu (25"’), another Japanese trading company, which would be followed on the list by Hong
Kong, Denmark, Thailand, Norway, and Saudi Arabia. For a complete listing of Total GNP by
country for 1997 see: http://www.worldbank.org/data/databytopic.

%" Phil Williams, “Transnational Criminal Organizations and International Security,” In
Athena’s Camp, ed. John Arquilla and David Ronfeldt (Santa Monica, CA: RAND, 1997), p.
329. “...itis clear that TCOs pose threats to security at three levels: the individual, the state
and the international system of states.” Also see pp. 332-333.

3 Armando Martinez and David Ronfeldt "A Comment on the Zapatista 'Netwar'," In
Athena’s Camp, ed. John Arquilla and David Ronfeldt (Santa Monica, CA: RAND, 1997), pp.
380-382. The transnational criminal organization's lack of subservience to the state and the
EZLN's use of propaganda to rile media attention and alarm foreign investors against investing
in Mexico’s economy show the growing power of the non-state actors.
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THE SPREAD OF WEAPONS OF MASS DESTRUCTION
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Source: 1998 Strategic Assessment - Engaging Power for Peace, Institute for National Strategic
Studies, National Defense University, Washington D.C. p 181.

Figure 3-2: The Spread of Weapons of Mass Destruction

WEAPON GOVERNING POSSESSOR STATES PROBLEM STATES

TREATY AT TREATY SIGNING

DATES
Nuclear Nonproliferation | US, UK, France, China, Israel, India, and
(N) Treaty, 1970 Soviet Union Pakistan. Active
proliferators include
Iran, Iraq, Algeria, and
North Korea
=le][ele[[e-INM Biological US, UK, Soviet Union, and Iran, Iraq, Libya, Syria,
(B) Weapons China Israel, Egypt, Taiwan,
Convention, Vietnam, North Korea,
1975 and Laos
oasInlle=|IM Geneva US, UK, France, Soviet Egypt, Iran, Iraq, Israel,
(®)) Protocol, 1925 | Union, Germany, Japan, Libya, Syria, North
and ltaly Korea, Burma, Vietnam,
China, and Russia

Table 3-1: CBRN Proliferation

The proliferation of Chemical, Biological, Radiological, and Nuclear (CBRN)
weapons provides a potential strategic alternative to cyberterrorism. Although
the pursuit of both capabilities is possible, most terrorist organizations do not
have the resources to do so. Despite the obstacles and risks of pursuing

22



these weapons, they may still appeal to certain terrorist organizations.39
Although no known terrorist group has succeeded in acquiring nuclear
weapons, the potential cannot be summarily dismissed.*® Similarly, with the
notable exception of the Tokyo subway attack by Aum Shinrikyo, no terrorist
organization has successfully used chemical or biological weapons on a large
scale.*’ Again though, the possibility cannot be ruled out. Attempts to forecast
proliferation are difficult at best, but certain trends seem obvious. For
example, CBRN knowledge and materials will diffuse beyond those who
possess such capabilities today.

As societies transition to the information age, terrorism will see its operating
environment change as well; i.e. government, business, and the media will all
be influenced. Because terrorism takes place on a global scale, any analysis
of terrorism should include an assessment of both the global environment as
well as the varying multiple microenvironments. For this study, analyzing both
the macro- and microenvironment is critical.

The survey of the four variables affecting the future of terrorism yield the
following results:

e A security environment where terrorism continues its utility as a form of
political violence;

e More, not fewer, asymmetrical options available for terrorist
considerations (From CBRN to cyberterror);

e At least one variable (the information revolution) is likely to facilitate the
pursuit of cyberterrorism.

The following section analyzes in detail the specific variables affecting the
future utility of cyberterror. These variables are principally related to the
spread of the information age. Specifically, global connectivity, increasing
information technology (IT) use, the low cost of entry, and the lack of legal
consensus all present opportunities for potential cyberterrorists. Conversely,
the continued utility of traditional terrorist methods, increasing cyberterror

% See Bruce Hoffman, Inside Terrorism (New York: Columbia University Press, 1998),
pp. 185-205.

0 See Richard A. Falkenrath, Robert D. Newman, and Bradley Thayer, America’s
Achille’s Heel: Nuclear, Biological, and Chemical Terrorism and Covert Aftack (Cambridge:
MIT Press, 1998); Jessica Stern, The Ultimate Terrorists (Cambridge: Harvard University
Press, 1999); and The CSIS Task Force Report, The Nuclear Black Market (Washington,
D.C.: CSIS, 1996).

! Falkenrath, Newman, and Thayer, pp. 18 - 26.
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defensive capabilities, and uncertainty are likely disincentives to existing
organizations considering cyberterror. Interestingly, the rapid change of
technology and the prospects for anonymity offer a mixed set of incentives
and disincentives for pursuing cyberterror.

C. Incentives for Pursuing Cyberterror

The following factors are likely incentives for pursuing cyberterrorism.

1. Global Connectivity
Offers an expanding set of options compared to previous avenues
e Diverse systems; not limited to the Internet.
e Degree of infrastructure development and connectivity vary greatly.
e Provides potential stand-off attack capability.
e Increases the number of potential targets.

e Reduces cost and complexity of command and control and
propaganda dissemination.

e Provides a larger audience for terrorist acts.
e Provides an avenue for the broad dissemination of propaganda.

Global connectivity enhances the utility of cyberterror by increasing the
number of possible targets and improving the efficiency and/or effectiveness
of cyberterror support activites. A review of the International
Telecommunications Union (ITU) Yearbook of Statistics shows that
telecommunications networks are expanding.** The demographics of this
expansion, particularly regarding the pace and manner in which global
connectivity is being achieved, yields interesting insights. First, the growth
rate in connectivity varies significantly around the globe. Second, the world is
‘connecting,” but in a heterogeneous fashion. These insights affect the
incentives for pursuing cyberterror attacks and support activities in interesting
ways.

“2 International Telecommunication Union, Yearbook of Statistics, Telecommunication
Services, 1988-1997 (Geneva Switzerland: 1TU, 1999).
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One measure of connectivity, the Internet (a subset of telecommunication
networks) offers a revealing example of the disparity between different
regions. In 1998, Americans represented 52 percent of worldwide Internet
users.*® No other country comes close to reaching that percentage. This
usage helps drive the U.S. demand for the sale and manufacturing of IT
products, a market the U.S. also dominates - representing almost 40% of the
worldwide market between 1985-1995.** A look at geographical regions
shows the lack of use outside of developed countries. North America covers
56 percent of the world usage with Europe and Asia coming in a distant
second (22%) and third (17%) respectively.*® The regions of the Middle East
and Africa, as aggregate entities, do not even make the top 15-country list. On
a world scale, the Middle East accounts for 0.51 of one-percent of Internet
users, and Africa accounts for only 0.74 of one-percent.*®

Looking at Internet distribution from the hardware perspective is just as
revealing as looking at user distributions.

Internet disparity is much greater than for telephone lines. While the gap in the
level of teledensity (telephone lines per 100 inhabitants) between developed
and developing nations has diminished over time, new gaps have opened up
for Internet connectivity. For example there are more hosts in Finland than all
of Latin America and the Caribbean, there are more hosts in three developed
countries of the Asia-Pacific region (Australia, Japan, and New Zealand) than
in all the other countries combined and there are more hosts in New York than
in all of Africa. 47

Even with the above-described discontinuity in telecommunication network
development, the technical ability to communicate via fax, telephone, or
modem from anywhere on the planet still exists. What changes with location is
the price of connectivity: low in advanced societies, but expensive in less
developed markets. At locations where actual land-based telecommunication
networks cease to exist, the opportunity to use satellite communications
remains (although at much greater relative cost and higher risk of exposure).

43 Computer Industry Almanac as quoted in the CyberAtlas web site.
http://cyberatlas.internet.com/big_picture/geographics/article/0,1323,5911 150591,00.html

** Organization for Economic Co-operation and Development, Information Technology
Outlook 1997 pp. 15-19 retrieved from http://www.oecd.org/dsti/.

4 Organization for Economic Co-operation and Development, Working Party on
Telecommunication and Information Services Policies, Internet Infrastructure Indicators, 28 Oct
1988, retrieved from http://www.oecd.org/dsti/.

4 Computer Industry Almanac 1998 report as quoted in NUA Internet Surveys web site,
http://www.nua.ie/surveys/.

" International Telecommunication Union, Challenges to the Network Internet for
Development (Geneva: ITU, 1999), p. 23.
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Global connectivity enhances the attractiveness of cyberterror attacks by
increasing the number of possible targets. Increasing connectivity also
translates into a potentially larger audience for these attacks.

Global connectivity also enhances the attractiveness of IT for terrorist support
activities. A number of violent groups have already chosen to take advantage
of this opportunity. During the seizure of the Japanese Embassy in Lima,
Peru, the Tupac Amaru Revolutionary Movement (MRTA), employed IT
support when they developed and used a multi-media website to keep their
supporters informed while broadcasting their views to an international
audience. Many other violent groups use the Internet in a support role. *® In
fact, a separate survey identified 489 violent groups on the Internet, ranging
from groups within advanced societies such as the U.S. to groups
geographically located in remote regions of the world such as the Free Papua
Movement (OPM) in Irian Jaya.*® With IT support, terrorist organizations can
communicate globally and instantaneously to enhance their command and
control while using commercially available encryption methods (e.g. Pretty
Good Privacy — PGP) and services. The Animal Liberation Front reportedly
uses PGP encrypted email to coordinate and share information between its
North American and European cells.*

However, the opportunities made available by the growth in connectivity do
not come without some cost. The discontinuity within this growth will limit both
what can be targeted, where it can be targeted and how. Because of
discontinuous and heterogeneous telecommunications expansion in such
places as Africa, Asia and the Middle East, the pursuit of a cyber-capability is
likely to be constrained. As the demographic data presented indicate, there is
a finite set of potential “jumping-off’ points available to terrorists operating in
less developed areas of the world. Likewise, the network access which would
support Internet traffic from these regions is also limited. In the absence of
having Internet access, some areas must rely on more expensive, and easily
traced, traditional telecommunications systems. In effect, though the growth
in connectivity suggests the absolute dissolution of traditional boundaries and
distances, it is still limited to a definable set of geographic possibilities.

*® Taliban Islamic Movement at www.ummah.net/taliban, the Zapatistas at
www.ezln.org or the Colombian ultra-right death squads at www.colombialialibre.org . Some
organizations maintain digital connections closer to home. Listed from Berkeley, CA is the
Committee to Support the Revolution in Peru (Shining Path support) www.csrp.org from which
you can order a “digitally remastered (compact disc).. .of traditional folk music from Peru set to
lyrics of the revolutionary struggle — along with voices of revolutionary fighters and prisoners.”

49 A. P. luris, "Information Terrorism, " Jane’s for Intelink - Terrorism: A Global Survey,
01 May 1997.

%0 A. P. luris, "Information Terrorism, " Jane’s for Intelink - Terrorism: A Global Survey,
01 May 1997.
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1988 — 1997, International Telecommunication Union M Robust (18)

Figure 3-3: Teledensity of World States

2, Increasing Dependence on Information Technology
Highlights a potential asymmetry that was not otherwise available
e |T is widespread in the United States and other developed nations.
¢ Introduces new vulnerabilities.
e Increases the consequences of cyberterrorist acts.
e Provides a potential means for financial support.

e May increase the vulnerability of terrorist organizations who employ it.

27




[Tlechnology and change produce better service at lower cost, new markets
and more efficient processes throughout the nation and indeed the world. As a
result, we depend more than ever on infrastructure services. S

The increasing employment of IT enhances the attractiveness of cyberterror
by creating more lucrative target sets and expanding the scope of potential
damage. The President's Commission on Critical Infrastructure Protection
(PCCIP) warned of the vulnerabilities to our national infrastructure and the
dangers of increasing dependency.®® For the U.S., all critical infrastructures
are increasingly reliant on information technology. Telecommunications
networks, themselves controlled by information technology, provide vital links
for other infrastructures such as banking and finance, energy, transportation,
and vital human services. The impact of IT on the financial industry has been
significant:

Walter Wriston, a former head of Citibank, points to what he terms a new
‘information standard’ that is replacing the gold standard. He contends that
information about money is becoming more valuable than money, as electronic
data shifts around the world instantly without any bullion or currency physically
changing hands. 53

The economic stability of the United States is a vital element of national
security and global stability; the disruption of these infrastructures could have
serious economic and security implications. The spread of IT to banking,
finance, and commerce also presents terrorist with the opportunity to use
fraud and theft for financial support of their operations.

The increasing dependency on IT may also affect terrorist organizations that
choose to employ these technologies. They may increase their own
vulnerability to infrastructure disruption and other information warfare
techniques. As terrorist organizations become more reliant on IT, they may
even become less willing to disrupt infrastructure, lest it disrupt their own
operations — unless they can carefully control the effects of their attacks.

The increasing dependency on critical infrastructures presents obvious
opportunities for those who would target the United States and its interests.

> PCCIP, Critical Foundations, p. 10.

%2 Although the use of IT is an essential element of dependency, use alone does not
directly translate into IT dependency. The extent of dependency is a factor of vulnerability,
redundancy, contingency plans, and mitigation/recovery measures.

3 A. P. luris, "Information Terrorism, " Jane’s for Intelink - Terrorism: A Global Survey,
01 May 1997.
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While the U.S. may have an IT dependency, other nations which exhibit much
lower usage rates (as outlined above) may have a much lower level of
dependency. Recognizing this point, the incentive to pursue cyberterror
attacks may vary, based upon the primary target’s IT dependency level.

3. Lack of Legal Consensus

Lack of consensus regarding traditional terrorism and computer crime
offer potential offenders a safe-haven

e There are nine major multilateral conventions related to states'
responsibilities for combating terrorism. The United States is a party to
all of these. However, none of them explicitly covers acts against
information systems. **

e Despite agreements to cooperate against terrorism, there is no
international legal consensus or agreement on computer crimes.

e The United States has extradition treaties with 107 countries.

e |t is difficult to establish conclusively the identity of the perpetrators of
computer crimes.

There is a real, yet largely unrealized, opportunity for terrorists to exploit the
lack of legal consensus regarding computer crime and terrorism. There is a
growing international legal consensus and diplomatic efforts against
conventional acts of terrorism, but response, renditions, and extradition can
still be difficult.>® The complete lack of consensus with regard to computer
crimes, combined with global connectivity, means that cyberterrorists may be
able to operate without the threat of arrest and extradition. There are
numerous incidents of countries refusing to extradite hackers caught red

% See the list maintained by the U.S. Information Agency at
http://www.usia.gov/topical/pol/terror/conven.htm

°% The case of Abdullah Ocalan, the Kurdish separatist leader is instructive. Despite the
fact that he was wanted in Turkey, he was able to travel rather freely in Europe. In fact, the
ltalians may even have been complicit in his escape to Kenya, where he was eventually
caught. Even this capture of a well known terrorist leader caused an outcry and resulted in
rioting by Kurdish emigrants in some European cities. The U.S. Government continues to
emphasize bringing “terrorists to justice for their crimes and successfully conducted three
renditions and one extradition in 1998, twice as many as 1995 and 1996 combined. See Dept.
of State, Patterns of Global Terrorism: 1998, Introduction, p. 1.and Table: Extraditions and
Renditions of Terrorists to the U.S. 1993-1998.
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handed.*® Using cyberterror, terrorists can attack from anywhere on the globe
with relative immunity because cyberspace transcends national boundaries.
Furthermore, victims of attacks may be powerless to respond to attacks
launched from these safe havens, even if the perpetrators were positively
identified.>”

In the current international environment, there exists no consensus as to what
constitutes computer crime as it relates to terrorism. Furthermore, within a
number of states, the issue of computer crime remains unclear. Drawing on
how long it has taken the international community to learn to cooperate in
opposing traditional terrorism, it is safe to forecast that cyberspace-based
malfeasance will persist for some time.

4. Low Cost of Entry

Relatively small investment provides a force multiplier and
a limited capability

e The cost of computer hardware continues to decrease.

e Advanced hacking tools which require only minimal knowledge are
freely available on the Internet.

e You get what you pay for — a low-budget capability is likely to produce
low-budget results.

The cost-effective nature of cyberterror support and the low start-up costs for
simple-unstructured cyberterror allow financially constrained terrorist
organizations an effective, low-cost force multiplier. Cyberterror support
requires little investment and returns can accumulate immediately. With a
small investment (just a few thousand dollars), a group can purchase the
hardware tools necessary to begin employing cyberterror. Already, Jane’s
Information Group is reporting that terrorists are using cyberterror support to

% The case of Ehud Tenenbaum (“The Analyzer”), apprehended in Israel and wanted
by the United States in connection with the Solar Sunrise incident, is among the most
prominent. Despite recent turbulence in U.S.-Israeli relations, Israel is a staunch U.S. ally and
they still refused to extradite Tenenbaum. See also Dorothy E. Denning, Information Warfare
and Security (Reading: Addison—Wesley, 1998), pp. 47 & 51.

* Listed in Appendix B are the nations with which the U.S. Government maintains bi-
lateral extradition treaties. Source: www.usdoj.gov/usncb/extradite.htm. Appendix C lists the
185 member states of the United Nations. As of July 1999, the U.S. Government does not
maintain bi-lateral extradition treaties with 79 UN member states. Notably included within the
79 are Afghanistan, Iran, Libya, North Korea, Sudan, and Syria.
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“co-ordinate operations and to disseminate propaganda.”58 Access to other
support requirements such as weather, maps, and travel related information is
also available on demand. Chat rooms link hackers of different skill levels
creating a virtual classroom for learning and exchange of success stories.

The Internet is a rich source of malicious software; a variety of tools are freely
available for downloading. However, unless the source code is available and
someone in the organization has the requisite knowledge to verify what it will
do, it is risky to use this type of software. It may well perform as advertised but
it is also possible that the tool may be a Trojan horse®® that could damage the
user’s system.

The rapid pace of change noted above also contributes a lower cost of entry
in some cases by preventing effective security measures. Some system
administrators may be overwhelmed or complacent and fail to change the
default settings of new systems and software. This allows attackers to gain
access using the default login and password combination. This lowers the
cost of entry by reducing the knowledge and resources necessary to target
some systems.

For terrorists, a simple-unstructured cyberterror attack may require minimal
investment, but the results will also be constrained in their effects. The
vulnerable systems may not have any tactical or strategic significance. As the
level of cyberterror attack increases the costs of intelligence, human capital,
and in some cases processing power, escalate as well. The United States,
with its enormous human and technological resources has attempted to
create an offensive IW capability. Yet, after several years and millions of
dollars, this capability may not yet have reached an operational status.®

In review, the low cost of entry holds true if the capability sought is intended to
accomplish simple-unstructured cyberterror support or attacks. However, the
cost of entry will increase for both advanced-structured and complex-
coordinated cyberterror attacks.

D. Disincentives to Pursuing Cyberterrorism

While the previous section examined the factors that may induce terrorist
organizations to diversify into cyberterror, this section examines some of the

BAP. luris, "Information Terrorism,"” Jane’s for Intelink - Terrorism: A Global Survey,
01 May 1997.

%A Trojan horse is malicious software contained within an otherwise useful program.

8 william M. Arkin, “A Mouse that Roars?” Special to washingtonpost.com, 7 June
1999, http://www.washingtonpost.com/wp-srv/national/dotmil/arkin.htm
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factors that may reduce their incentives. The availability and effectiveness of
strategic alternatives, an increasing emphasis on the protection of
infrastructures, and overall uncertainty regarding the effectiveness of
cyberterror all provide disincentives.

1. Strategic Alteratives

Cyberterrorism is one of several strategic options available to
contemporary terrorist organizations

e Terrorists have multiple strategic options but limited resources.

e A large supply of soft targets means that their traditional methods are
still viable.

e Cyberterror does not have the potential to produce mass casualties.

e Achieving a level of cyberterror capable of producing similar
spectacular results requires a significant investment.

The utility of cyberterrorism may be lessened by the presence of strategic
alternatives for existing terrorist groups. The strategic alternatives include
traditional  terrorist operations (bombings, hijackings, kidnapping,
assassination, etc.) and chemical, biological, radiological, and nuclear
weapons (CBRN).%’

Cyberterror has the potential to cause widespread disruption; but its actual
physical effects are limited. It does not currently have the capability to cause
widespread destruction. The principal consequences of a cyberterror attack
include a loss of reputation and confidence (psychological), a loss of
proprietary information and privacy, and a loss of money or capital (financial).
In most cases, the risk to information systems is not directly related to the risk
to human life. There are some exceptions, and it is possible that widespread
disruption can increase mortality indirectly. However, the physical harm that
can be inflicted by cyberterrorism does not approach that possible using
CBRN.

Of course, some terrorist groups may pursue limited cyberterror capabilities in
order to enhance their ability to conduct conventional operations. Similarly,

®1 See Falkenrath, Newman, and Thayer pp. 14-18, for a description of these weapons.
Note that the use of this acronym does not mean that this is an all-in-one package. Each
component has specific resource requirements and implications.
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they may pursue limited cyberterror capabilities to facilitate access to the
resources necessary to develop CBRN weapons. While a terrorist
organization could conceivably pursue each of these alternatives, it is unlikely
because of resource constraints. Terrorist organizations have limited
resources and are generally averse to increased risk, since their risk level is
high enough already. Pursuit of complex-coordinated cyberterror capabilities
may reduce rather than enhance their capability to conduct other operations,
because of the potentially high resource requirements. It is also unlikely that
groups that have dedicated themselves to the pursuit of more lethal and
destructive weaponry would view mass disruption as essential to their efforts.
If it is not perceived as essential, few terrorist organizations have the
resources to afford luxuries.

The continuing utility of traditional terrorist methods represents a disincentive
to the potential use of cyberterror. The increasing attention or focus on CBRN
terrorism and cyberterrorism may actually result in increased opportunities for
terrorist organizations that utilize more traditional means and methods. They
may be able to operate “below the radar” of law enforcement agencies that
are increasingly concerned with more exotic forms of terrorism. Terrorist
organizations “seem to prefer assurance of modest success to more
complicated and complex- but potentially higher pay-off (in terms of casualties
and publicity) operations.”®? The lure of traditional methods may be sustained
by the increasing lethality of conventional weaponry. This would potentially
enable greater efficiency for terrorist organizations.

2. Counterterrorism Forces

Two factors make it likely that anti-terrorism and counter-terrorism will
improve significantly

e The increased awareness of vulnerabilities (as a result of Y2K, PCCIP,
etc.) will likely lead to improved defenses.

e The capabilities and resources of counterterrorist forces are increasing.

One threat to the potential of cyberterror is the growth of defensive
capabilities. In the absence of a superpower threat, there has been an
increasing focus on terrorist threats. There is a growing awareness in both
the private and public sector of vulnerabilities and dependencies associated
with information systems. The Presidents Commission on the Critical

%2 Bruce Hoffman, Responding to Terrorism Across the Technological Spectrum,
presented to the Fifth Annual Conference on Strategy at the US Army War College Carlisle
Barracks, PA, 15 July 1994.
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Infrastructure Protection (PCCIP) report and the potential for Year 2000 (Y2K)
computer problems has increased awareness of information system
vulnerabilities and dependencies and may decrease the cyberterrorist's
window of opportunity. Computer Emergency Response Teams (CERTSs) and
similar organizations have improved their structure and procedures to identify
system violations and respond with the appropriate countermeasures. The
response time to system attacks is improving with each attack by typical
hackers. A prime example is the rapid reaction to the “Melissa” macro virus.

Terrorist organizations that use information technology for improved
command and control are as vulnerable as any other organization to
monitoring and intrusion. The use of strong encryption will provide some
protection but, like other organizations, they are vulnerable when the
improperly trained user does not follow proper procedures. Their use of
information technology may help counterattackers locate and track terrorist
operatives. Internet use can leave an electronic map back to the user and
mobile telecommunications systems can provide a beacon for counterattack
forces. Counterterrorist forces could potentially use information warfare tactics
against the terrorist group to negate or manipulate their action without the
group realizing it.

3. Uncertainty

The utility of Cyberterror is still unknown

It is unclear whether disruption is a suitable substitute for destruction.

e Cyberterror may be an adjunct to destruction but the reliability and
“half-life” of any attack tool can be limited; a capability may become
obsolete in a short period of time.

e The results of a cyberterror attack are difficult to predict.

e With limited resources, terrorist organizations may be unwilling to
pursue a capability with so much uncertainty.

The greatest uncertainty that accompanies the use of cyberterrorism is
operational - will the attack or collection program achieve the desired results?
This uncertainty represents another disincentive to cyberterror. While it may
introduce new vulnerabilites and dependencies, it can also introduce new
security measures and eliminate existing vulnerabilities. The information
technology industry continually produces new security measures to eliminate
existing vulnerabilities; hardware and software upgrades or merely better



security procedures, can quickly plug many security holes. An effective attack
tool or methodology may rapidly lose its effectiveness as awareness
increases and countermeasures are developed and implemented. Terrorist
organizations that are constrained by resources might expend a great deal of
resources acquiring a capability that may be only marginally useful by the time
it is fully operational because of the rapid pace of change.

The pace of change means that tools for cyberterror attack and support may
not achieve the desired effects. In some cases, the effects may be easily
predictable. However, in many cases the primary and secondary effects of
disrupting an information system may not be so easily predictable. The
potential for “blowback” because of unintended consequences cannot be
ruled out — therefore contributing to uncertainty. A logic bomb may not receive
the required sequence of events to carry out its programmed intent.
Additionally, efforts to cover the tracks from an attack may backfire and lead
the attacked to the attacker. The terrorist group may then find itself on the
defensive instead of the offensive.

The final and larger question regarding uncertainty is whether cyberterrorism
will have the same impact as conventional terrorism. Despite some of the
advantages offered by cyberterrorism, the ability to generate sufficient
pressure on the adversary through disruption is still the most critical question.
Given the demonstrated difficulty of coercing an adversary with physical
destruction, disruption may not be considered a suitable substitute for
destruction. Disruption is unlikely to be considered as a unilateral objective
when the adversary has resorted to force against non-combatants to counter
terrorist operations (as was the case in Kosovo).

Despite all of the attention surrounding cyberterror, nobody has successfully
demonstrated the capability to use these types of attacks to coerce and create
fear comparable to conventional terrorism. First, even conventional terrorist
tactics have a poor track record of achieving their ultimate goals. Second,
critical infrastructure components are subject to disruption on a regular basis
as a result of natural phenomena, accidents, and operator error.
Nevertheless, most individuals and organizations devise ways to deal
effectively with these disruptions. It is natural to ask what scale of disruption
would be necessary to achieve the goals of terrorist organizations. This is not
to say that it is impossible with cyberterror, only that it has not happened yet
and therefore it is unproven. This lack of proven efficacy contributes to
uncertainty for terrorist groups thinking about moving into the cyber-realm.

E. Factors Acting as Both an Incentive and Disincentive

Whereas the previous sections addressed factors that were clearly positive, or
negative, incentives for pursuing cyberterror, the following factors are less
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clearly defined. Both rapidly changing technologies and anonymity offer a
combination of incentives and disincentives for pursuing cyberterrorism.

1. Rapidly Changing Technology

Terrorist organizations may potentially profit or be victimized by the
vulnerabilities associated with rapidly changing technologies

e Technology is changing at unprecedented rates.
e Profit and efficiency, not security, are the primary considerations.

¢ New technologies can introduce vulnerabilities that are not always well
understood.

e The pace of change prevents users and administrators from
understanding and implementing proper security measures.

e Standardization of technology for effectiveness and economies of
scale tends to standardize the vulnerabilities available to an adversary.

New software and hardware introduce the possibility of new security
vulnerabilities. The rapid pace of change means that the vulnerabilities of new
technologies are not always well understood and that many users and
administrators may be poorly trained in proper security measures. This
potentially translates into more security vulnerabilities for cyberterrorists to
exploit. It also imposes a requirement for terrorist organizations to keep
current with technology changes if they wish to exploit them.

The demand for new information technologies is commercially driven;
government has taken a backseat to private industry. Corporations often
maintain their competitive edge by continually integrating new technology into
their operations. Most organizations, including the Department of Defense and
government agencies, employ commercial-off-the-shelf (COTS) technologies.
However, this rapidly changing technology can create vulnerabilities without
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owner or operator's knowledge or consent.®® Even program fixes or patches

may open the doors to exploitation in other program areas. Further, the
standardization of technology for effectiveness and economies of scale tends
to standardize the vulnerabilities available to an adversary.

The pace of change places a burden upon both users and system
administrators charged with maintaining security. In addition to managing day-
to-day operations, they must keep abreast of newly discovered vulnerabilities,
threats, and countermeasures. While there has been an increase in
awareness and use of security measures,®* any system connected to a
network with remote access can never be completely secure.

If terrorist organizations wish to pursue cyberterror attacks above the simple-
unstructured level then they must learn to incorporate and understand the
rapidly occurring changes in Information Technology. Like other organizations
that use IT, terrorist organizations must be aware of their vulnerabilities and
ensure that their own use of IT does not become a security liability.

2. Anonymity
Anonymity may be achieved, however not without risk

e Long distance communications allow parties to remain relatively
anonymous.

e From the target perspective, it is difficult to immediately distinguish a
cyberterrorist attack from other malicious activity.

63 Systems change so fast that programmers must build compatibility features into
software to ensure proper functioning with previous and future standard systems. Microsoft for
example, in an effort to allow Windows NT Server 4.0 to link to any other operating system,
contains a flaw in its security function. The flaw gives anyone with standard access to the
server services the ability, under certain conditions, to alter any file. All this provides the
potential for unauthorized access or use for group exploitation. As more systems compete on
the open market, assimilation of the operating systems is key to keeping the seamless
operation of the information highway. This means that all systems must operate under the
same guidelines, and these guidelines will bring more problems like those faced by Microsoft
for the cyberterrorists to exploit.

® Current statistics reveal that nations with the higher Internet usage rates also have a
higher rate (per 100 000 inhabitants) of secure web servers for electronic commerce. “The
United States is a clear leader with three quarters of all electronic commerce sites and also
has the highest number of secure web servers at 6.1 per 100 000 inhabitants." OECD,
Working Party, p 10.
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e The difficulty in positively identifying the location, identity and intent of
an attacker can delay or prevent an effective response, giving an edge
to the attacker.

¢ Anonymity is not absolute; calls and connections can be traced and
computer intrusions detected.

e Anonymity is not always possible or desirable for terrorist
organizations.

The use of cyberterrorism may allow terrorist organizations greater anonymity.
Theoretically, there are two levels of anonymity — organizational and
individual; cyberterrorism could potentially enhance both. For obvious
reasons, individual anonymity has always been an imperative for terrorist
organizations. Access to the telecommunication’s networks and their growing
complexity provide ample cover for terrorist groups. Individual terrorists can
perform malicious acts or collect information on critical infrastructures while
continually changing locations around the world. Traceroutes of Internet
routing show the development of network avenues throughout the world,
which terrorists could use as jumping points for dispersed field operators or a
means to cover their tracks. As the Hanover Hacker case demonstrates,65
hackers may use various network connection paths, but the threat of
discovery and apprehension remains.
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% Described in detail in Clifford Stoll, The Cuckoo’s Egg (New York: Pocket Books,
1990).



Improved organizational anonymity could potentially benefit some terrorist
organizations by allowing them to take action with plausible deniability. This
may be useful for attempts to manipulate other parties into military action
against each other. The “Solar Sunrise” incident offers a glimpse into the
possibilities.® One possible scenario might involve Taiwanese nationalists,
conducting attacks that appear to originate in China in order to prod the
United States into retaliatory action. However, terrorist groups must
communicate their demands as an essential part of any coercive or deterrent
strategy and this usually involves (explicitly or implicitly) identifying the
organization. The exception may be religious or anarchist groups that really
have no demands, only objectives that are not dependent upon the actions of
the victims.

The potential for anonymity during support operations could also be highly
beneficial. It may allow terrorist organizations to gather information with much
less risk than conventional reconnaissance. Additionally, unlike cyberterror
attack, where the terrorist's network activity is illegal, terrorist IT support
activities can be legal, cost-effective, and time efficient.

F. Summary

What is the supply side of cyberterrorism?

This section highlighted the factors facilitating the use of traditional terrorism
as well as other forms such as CBRN and cyberterror. This was the first
phase of analyzing the supply side of cyberterrorism.

Global factors outlined earlier in this chapter emphasize the continuing utility
of terrorism. The changing world security environment has resulted in greater
uncertainty in which ethnic tensions and quests for autonomy are rising. The
growth of non-state actors such as TCOs, MNCs and NGOs are free to create
alliances or independently operate unconstrained by state influence or
boundaries. The proliferation of CBRN weapons offers terrorist organizations
access to greater destructive power than ever before. Lastly, the information
revolution is creating an environment in which a terrorist may leverage
informational vulnerabilities previously not possible.

% This February 1988 incident involved attempts to penetrate DoD computer systems
during a period of increased tensions with Iraq. Because DoD officials were initially unable to
identify the source of the attacks, they believed that the Iragis could have been responsible
and considered military options to respond to the attacks. The perpetrators were eventually
identified as an 18 year old Israeli hacker, Ehud Tenenbaum, and two teenage protégés in
California.
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Terrorists will likely seek to capitalize on the specific opportunities presented
by the information revolution. Global connectivity, information technology
dependence, international legal loopholes and low entry costs collectively may
contribute to newer forms of terrorism. If in demand, terrorists may benefit
from these factors by pursuing capabilities aimed specifically at disrupting
these vulnerabilities.

As numerous studies have predicted, the widespread disruption of information
systems and critical infrastructures could indeed have grave consequences.
However, developing a capability to accomplish this requires a great deal
more than just a “computer, modem, telephone, and user-friendly hacker
software.”®” The viability of traditional terrorist methods as well as other new
forms of terror (i.e. CBRN), the uncertainty regarding the efficacy of
cyberterrorism, the limited resources of terrorist organizations, and other
considerations outlined in this chapter suggest that a more sobering view of
the supply-side of cyberterror be taken.

" PCCIP, Critical Foundations, p. 15.
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IV. The Decision to Pursue Cyberterror: Factors and
Influences

A. Introduction

While the previous chapter identified the incentives for and disincentives to the
pursuit of cyberterror, this chapter attempts to determine what types of
terrorist organizations are most likely to take advantage of these opportunities.
By definition, all terrorist organizations have demonstrated the motivation and
intent to effect political or social change through violence. However, the
targets, methods and scope of violence vary widely. Terrorist organizations
are constrained by resources, their goals, and their specific operating
environment. They must choose tactics and targets that they perceive as
appropriate. Not every terrorist organization pursues chemical weapons;
likewise, not every organization will pursue cyberterrorism. Each organization
must determine the degree to which the disruption of information systems and
critical infrastructures supports its goals. Therefore, even if a terrorist
organization recognizes the opportunities and threats, it still must decide
whether to take advantage of the opportunities and adopt cyberterrorism.

There are several approaches to analyzing and understanding terrorism and
terrorist acts: a strategic, a psychological, and an organizational analysis.®®
Each of these approaches represents a valid and valuable analytical
approach but none of them possesses complete explanatory power.? It is
possible that cyberterrorism may not have any strategic utility for a particular
group, yet it may fulfill the organizational or psychological needs of either
individuals or the organization as a whole. Conversely, cyberterrorism may be
congruent with their ideology, yet may be unappealing to the group or key
individuals within the organization. Therefore, in order to understand the
potential utility of cyberterrorism, and the likelihood that it will be adopted as a
tactic, it is important to recognize the impact that its adoption may have on

® It is important to emphasize that the analysis conducted in this study does not apply
these perspectives to the origins of terrorist organizations but rather to the decision —making
processes in existing organizations.

% Walter Reich, Origins of Terrorism: Psychologies, Ideologies, Theologies, States of
Mind, ed. Walter Reich (Washington, D.C.: The Woodrow Wilson Center Press, 1990), pp. 2-
3.
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each of these dimensions. In this chapter, we analyze the decision to adopt
cyberterrorism from the strategic and psychological perspectives.”

The first section analyzes the utility of cyberterror from a strategic perspective.
Because terrorist groups with similar ideologies have similar strategic goals,
the strategic utility of cyberterrorism is examined with respect to particular
ideologies. This examination is done without regard to resource constraints,
which are addressed in Chapter V. The second section examines the
potential effects of individual motivations and group dynamics on the decision
to pursue cyberterror. It contrasts the motivations of terrorists, computer
hackers and information technology professionals and highlights the
challenges and implications of trying to integrate hackers and technical
professionals into a terrorist organization. The final section examines the
potential impact of organizational factors, such as structure, culture, and
organizational lifecycle, on the decision to pursue cyberterror.

A word of caution is necessary before addressing these issues. Terrorism is
obviously a complex phenomenon; scholars cannot agree on a definition, let
alone on the reasons for the adoption of terrorism as a strategy. The same
difficulty applies to understanding terrorist decision-making; i.e. why and how
terrorists select tactics and targets. It is important to keep in mind that there
are wide variations in motivations and tactics among terrorist groups, even
among those that share similar ideological goals. We realize that the
characterizations of strategic goals, targeting preferences, psychological
motivations, and organizational goals offered below are generalizations.
Further, we understand that our analysis may not be applicable to every group
under all circumstances. However, these judgments are a necessary first step
in focusing further investigations of the potential utility for cyberterrorism.

B. Strategic Analysis

One method of analyzing the purpose of terrorist acts is to examine them in a
strategic context; i.e. how the acts relate to the stated strategic goals of the
terrorist organization.”! These strategic goals may include destabilization,
coercion, deterrence, revenge, and defense against competing groups or

70 Application of organizational life cycle analysis and other specific organizational
areas, although introduced in this chapter, were not applied to our framework. These areas
did not lend themselves to a general application of terrorism or terrorist ideologies. Likewise,
our research did not uncover sufficient data to support such a level of analysis. However,
portions of organizational life cycle analysis are incorporated in Chapter Six’s analysis of
implementation options.

" Martha Crenshaw, “The Logic of Terrorism: Terrorist Behavior as a Product of
Strategic Choice,” The Origins of Terrorism, ed. Walter Reich (Washington, D.C.: Woodrow
Wilson Center Press, 1990), pp. 7-24.
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counterterrorist forces.”? Tactics that garner publicity and international support
(political, material, or financial), weaken domestic support for or destabilize the
regime or policies that the terrorists oppose, can support these strategic goals.

This approach assumes that terrorist organizations possess a collective
rationality and select courses of action from a set of perceived alternatives.”

Efficacy is the primary standard by which terrorism is compared with other
methods of achieving political goals. Reasonably regularized decision making
processes are employed to make an intentional choice, in conscious
anticipation of the consequences of various courses of action or inaction.
Organizations arrive at collective judgements about the relative effectiveness of
different strategies of opposition on the basis of observation and experience,
as much as on the basis of abstract strategic conceptions derived from
ideological assumptions. ™

Although this passage specifically refers to the decision to adopt terrorism
versus other means of effecting political change, it can be extended logically
to the process of selecting weapons, tactics, and targets. However, the
excessive violence and seemingly random nature of some terrorist acts leads
many casual observers to question the rationality of terrorists. To a large
extent, this conclusion is based on mirror imaging; i.e. assuming that terrorists
reason based on the same premises as their adversaries. The continuing use
of terrorism does not necessarily reflect terrorist irrationality, but rather reflects
an inability to understand clearly the premises of terrorist logic.

"2 |t has also been suggested that terrorists may have an interest in provoking
disproportionate retaliation, to both gain additional publicity and demonstrate the veracity of the
charges against a state. This may be particularly true in cases involving repression of an ethnic
group. See Martha Crenshaw, “The Causes of Terrorism,” Comparative Politics (July 1981):

p. 387.

"® Crenshaw, “The Logic of Terrorism,” p. 8. See also J. DeNardo, Power in Numbers:
The Political Strategy of Protest and Rebellion (Princeton: Princeton University Press, 1985).

" Crenshaw. “The Logic of Terrorism,” p. 8.



In reality, there is a great deal of territory between irrationality and rationality.
Moreover, rational terrorists may reason quite logically, but the fixed premises
that are the basis of the rational calculus can lead to a “psycho-logic” with
dreadful consequences. &

According to Bruce Hoffman, “All terrorist groups seek targets that are
rewarding from their point of view, and employ tactics that are consonant with
their overriding political aims.””® Therefore, it is necessary to examine
cyberterrorism in the context of espoused goals.”” Because time and space
do not allow a group by group analysis, we have adopted the common
practice of categorizing terrorist groups by their dominant ideology.”® The
following sections examine the strategic utility of cyberterror for five types of
terrorist organizations: ethno-nationalist/separatists, revolutionary, far-right,
new age (single-issue), and religious.”

1. Ethno-Nationalist/'Separatist (ENS) Terrorism

ENS terrorists principally seek to achieve political autonomy, usually in the
form of a separate state, or work towards the “elevation of the status of one
communal group over others.”® Nationalist groups may also work “to oppose
foreign influences in their countries.”®’ ENS terrorist organizations typically

75 Jerrold M. Post, “Prospects for Nuclear Terrorism: Psychological Motivations and
Constraints,” Preventing Nuclear Terrorism, ed. Paul Leventhal and Yonah Alexander (New
York: Lexington Books, 1987), p. 92.

"® Hoffman, Inside Terrorism, p. 158.

T we recognize that the specific features of an espoused ideology may be vague or
inconsistent. Nonetheless, it is possible to classify terrorist organizations by ideology and
derive some useful insights from the common denominators of these broad ideological
categories.

& Ideology is used in a general sense as “the body of doctrine or thought that guides an
individual, social movement, institution, or group.” Random House Webster’s Collegiate
Dictionary (New York: Random House, 1991), p. 668. We recognize the difficulty of
categorizing the complex activity of terrorism and the fact that not all of these categories are
mutually exclusive. In reality, some groups may adopt ideologies that represent a hybrid of the
ideological categories that we have chosen. Our effort is not to identify a pure ideological type,
but only to assign groups to the ideology that most dominates the group’s activity. Additionally,
we recognize that level of actual commitment to an espoused ideology may vary and that other
motivations can influence terrorist operations.

7 Adapted from Martha Crenshaw and John Pimlott, eds. The Encyclopedia of World
Terrorism, Vol. 1 (Armonk: M.E. Shapre, 1997).

8 Daniel Byman. “The Logic of Ethnic Terrorism,” Studies in Conflict and Terrorism 21
(Spring 1998): pp. 149-169.

8 Noemi Gal-Or. “Nationalist Terrorism,” The Encyclopedia of World Terrorism, Vol. 1,
ed. Martha Crenshaw and John Pimlott (Armonk: M.E. Shapre, 1997), p. 192.
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have great staying power and are among the longest surviving terrorist
groups. The cause of independent statehood is not easily abandoned, even in
the face of concentrated counter-terrorist efforts by the adversarial state and
members of the international community. Examples of ENS terrorist
organizations are the Provisional Irish Republican Army (PIRA), the various
Sikh movements within India, the Palestine Liberation Army, the Kurdish
Workers Party (PKK) in Turkey, the Basque ETA in Spain, and the Liberation
Tamil Tigers of Eelam (LTTE) in Sri Lanka.

In general, the principal strategic goals of ENS groups seeking autonomy are
to increase the political and financial costs of the adversarial state and its
supporters and to increase the support for their cause among members of
their ethnic group. These groups frequently strive to achieve publicity and
possibly international recognition and support for their cause. Where ENS
groups seek to limit foreign influence, they frequently attempt to increase the
economic costs of businesses that are perceived to represent foreign
influence.

With regard to violence, certain nationalist terrorists have shown a preference
for causing numerous casualties; but overall nationalist violence tends to be
more narrowly focused, especially when compared to the indiscriminate
application of violence by religious extremists.®> Symbols of authority that
represent the state are typically the target of violence by nationalist terrorists.
These types of targets include, but are not limited to, public officials, public
facilities and utilities, members of other ethnic groups, and representatives of
other governments that are perceived to oppose self-determination. When
these groups seek to combat foreign influence in their country, they may
target the businesses, tourists, and embassies of foreign governments.®
However, violence against foreign nationals by ENS groups is generally
limited, because these organizations require international support for their
efforts. For example, none of the groups mentioned above routinely targets
the United States or other nations.

ENS terrorists have also shown a desire and willingness to attack against
infrastructure targets, which symbolize state control.®* However, using
cyberterror to attack infrastructure targets requires an advanced-structured or
complex-coordinated capability. Being the case, it may be simpler and more

82 Hoffman, Inside Terrorism, pp. 199-205. See also Byman, “The Logic of Ethnic
Terrorism,” pp. 149-169.

8 Gal-Or, “Nationalist Terrorism,” p. 193.

8 As the Patterns of Global Terrorism 1997-Group Profiles highlights, following the
breakdown of the 1996 cease fire the PIRA conducted a bombing campaign on the British
mainland targeting train and subway stations as well as shopping areas. The Tamil Tigers,
another nationalist group, have targeted public utilities in Sri Lanka — Noemi Gal-Or,
“Nationalist Terrorism,” p. 193.



cost effective for nationalist terrorists operating in the disputed territory to
continue to use conventional attacks against these types of targets. For
nationalist terrorists operating from an area external to the disputed territory
(because of effective security measures or forced exile), cyberterror attacks
against critical infrastructure may be a viable option. The same logic applies to
attacks against the critical infrastructure of international supporters of the
incumbent regime. When the selected targets are not in the immediate area of
operations, cyberterror attacks offer reduced vulnerability and potentially more
efficient use of resources. The table below summarizes the considerations
based on the terrorist location versus the target location. °

Location of Target

Domestic International

Terrorist Domestic Conventional attacks are | Cyberterror attacks provide

operating simpler; more likely more  efficient use  of
base resources

Inter- Cyberterror attacks provide | Utility of cyberterror

national access that may otherwise | dependent upon degree of IT

be unavailable use in target country. (These

types of attacks are generally
eschewed by nationalist
terrorists)

Table 4-1: Effect of Geography on Cyberterror Utility

The issue of collateral damage (to actual or potential supporters) is significant
for nationalist terrorists seeking to maintain a base of support among their
constituency or the international community.

Their ‘target audience’, however is not just the local, indigenous population but
often the international community as well. These groups, accordingly,
recognize the need to tightly control and focus their operations in such a
manner as to ensure the continued support of their local ‘constituencies’ and
the sympathy of the international community. What this essentially means is
that their violence must alwag/s be perceived as both purposeful and deliberate,
sustained and omnipresent. 6

Cyberterror and its disruptive effects could potentially enhance nationalist
terrorists’ efforts to create and maintain a constituency and generate

8 This classification is derived from the work of Ariel Merari, “The Classification of
Terrorist Groups,” Terrorism: An International Journal 1.3/4 (1978): pp. 331-346.

% Hoffman, Inside Terrorism, p. 161.
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international support. Whereas mass violence may drive the undecided citizen
from the nationalist cause, disruption may become an attractive option to gain
publicity and support without alienating potential supporters, both domestic
and international. Limiting damage is a relatively straightforward consideration
when kidnapping and assassination are employed. However, bombings and
infrastructure attacks may require more careful planning and execution to
avoid collateral damage. The same considerations will likely apply when
conducting cyber attacks against infrastructure targets.

The more successful ethno-nationalist /separatist terrorist organizations will be
able to determine an effective level of violence that is at once ‘tolerable’ for the
local populace, tacitly acceptable to international opinion and sufﬁcientl_}/
moderated not to provoke a massive governmental crackdown and reaction. 8

Cyberterror could easily meet the standard of “purposeful and deliberate” and
still be tolerable for the local population. However, lower level capabilities may
not present a “sustained and omnipresent” threat. First, the capabilities at the
simple-unstructured level may become obsolete as security measures are
improved. Second, attacks at the simple-unstructured level may not rise
above the “noise level’ created by ordinary hackers or naturally occurring
disruptions. A good example of this is the denial of service attacks carried out
in May 1998 by the Internet Black Tigers, purportedly an offshoot of the LTTE,
against e-mail servers of the Sri Lankan government. These simple attacks
caused a minor disruption but were quickly countered. Since then the Internet
Black Tigers have disappeared.

The low cost of entry may be an advantage for ENS terrorist organizations
with limited resources or no sponsorship. However, low entry cost primarily
equates to a simple-unstructured cyberterror capability. These types of
attacks, may initially offer good return on a minimum investment but the long
term value is questionable. The initial attacks are likely to get a great deal of
publicity but will also result in improved security measures. At the simple-
unstructured level, where the attacker is dependent on others to provide his
tools, the ENS terrorist may not be able to circumvent this improved security.
A more robust capability will require a more significant investment.

At the advanced-structured level, cyberterrorists may be able to cause greater
damage and disruption but they may be unable to predict and control the
effects of their attacks. Widespread disruption may succeed in providing
publicity but unless the effects are controlled, it may also alienate potential
supporters by exceeding their tolerance level. In areas where the terrorists are
not particularly concerned with collateral damage, an advanced-structured

8 Hoffman, Inside Terrorism, p. 162
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capability may be useful in a supporting role for conventional terrorist attacks.
At this level, cyberterror attacks could provide a tactical advantage for
terrorists by degrading the command and control of counterterrorist forces.
Cyberterror attacks could also be used to delay the response of emergency
services. Cyberterror beyond the advanced-structured level is inconsistent
with the scope of past traditional ENS terrorist acts and therefore unlikely.

The connectivity and information technology dependency of both the disputed
regime and the terrorist constituency are likely to be important factors in the
decision to use cyberterror. If the ENS terrorist operates within a society with
minimal information-systems dependency and connectivity, then the
attractiveness of cyberterror lessens due to the smaller possible realized gain.
However, if the target audience is a developed society, such as Western
Europe (see statistics available in chapter Ill), network connectivity provides
access to the audience, whom the nationalist and the government are
competing to influence. The growing global connectivity may provide the ENS
terrorist with access to the international community regardless of where he
resides. The ENS terrorist operating in another country can remain virtually
“‘local.” He can conduct cyberterror attacks from virtually any location with
appropriate telecommunications access.

= ﬁ‘é/\ Representative Sample Derived From

Patterns of Global Terrorism 1998
u ENS (9)

Figure 4-1



To summarize, for ENS terrorists:

e Attractiveness of cyberterror is primarily related to the information-
systems dependency of the adversary.

e Continued IT use to facilitate propaganda and publicity of nationalist
aims to leverage support from the international community.

e Simple-unstructured attacks are likely to prove non-coercive.

e Advanced-structured attacks can support conventional operations to
provide a tactical advantage, and also be used to gain international
attention.

e Mass disruption of information infrastructure and other complex-
coordinated activities are unlikely.

2. Revolutionary Terrorism

Revolutionary terrorists, such as the Red Army Faction, seek to overthrow
established governments as part of a broad program of social transformation.
Although the political ideologies of the revolutionary terrorists can range, they
are generally leftists.®® In contrast to nationalist terrorists, revolutionary
terrorists do not “seek to preserve the status quo, the aim is to change the
rules of the game.”® They are interested in a wholesale political
transf%romation, not just the redistribution of territory for a particular ethnic
group.

Groups such as the German Red Army Faction (a group dominated by left-
wing revolutionaries) have “selectively kidnapped and assassinated persons
whom they blamed for economic exploitation or political repression in order to

8 Gal-Or, “Revolutionary Terrorism,” p. 194.
% Gal-Or, “Revolutionary Terrorism,” p. 195.

% There is, of course, some overlap between nationalist and revolutionary terrorism.
Many nationalist groups espouse a political ideology that they intend to apply to their newly
created state. However, their primary goal is the establishment of that new state rather than
the transformation of the existing state. For true Marxist revolutionaries, the establishment of a
state on the basis of ethnic affiliation is antithetical. Nonetheless, many nationalist groups
adopt a leftist ideology derived from Marxism.
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attract publicity and promote a Marxist-Leninist revolution. 0

“Marxist revolutionaries do not believe in indiscriminate violence.

In general,

Some social-revolutionary terrorist organizations, in particular the ltalian Red
Brigades, have a history of targeting computer-related facilities. The lItalian
Red Brigades in their “Strategic Directions Resolution” of February 1978
identified computer systems as the tool of American multinationals and a link
to imperialism. From the Strategic Directions Resolution:

You see, computers are identified as a symbol, the highest profile target. It is
important to destroy their mesh, to disrupt these systems, beginning from the
technical-military personnel who direct them, instruct them, and make them
functional against the proletariat. 3

A statistical review, conducted in a separate study by Rozen and Musacchio,
identified a total of 57 attacks against computer-related facilities between 1978
and 1988. Ninety-two percent of the attacks took place within Europe (ltaly
52%, France 21%, West Germany 12%, Belgium 7%) with about half of the
computer-related facility attacks within Italy attributed to the Red Brigades.**

Since the collapse of the Soviet Union, left-wing revolutionary movements
have steadily declined.®® With regard to the remaining left-wing movements,
identifying the movement’s context within its state, that is the state’s relative
information infrastructure development level and movement’s locale within the
state i.e. rural versus urban, helps discern the attractiveness of cyberterror.
For example, a revolutionary movement focused in the hills of Peru, a rural
location with little or no information-systems dependent infrastructure will have
little use for cyberterror. As a movement begins to tackle recruitment and
operations in an urban environment, the attractiveness of cyberterror
increases if, and only if, the urban environment has a greater information
systems infrastructure.

" Hoffman, Inside Terrorism, p. 157.
%2 Gal-Or, “Revolutionary Terrorism,” p. 194.

% Quoted in Jerrold M. Post, Kevin Ruby, and Eric Shaw, From Car Bombs to Logic
Bombs: The Growing Threat from Information Systems Terrorism. (Washington D.C.: George
Washington University, 1998), p. 6.

% Post, Ruby and Shaw, p. 6.

% While the USSR did not actively support every left-wing terrorist organization, the
decline and collapse of European communism did coincide with a general decrease in the
level of activity by left-wing terrorist organizations in Europe. The effectiveness of counter-
terrorist forces also played a significant role.
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Figure 4-2

Revolutionary terrorist target selection is dominated by the symbolism of the
target. Past attacks, as the one described above by the Italian Red Brigades,
focused on individuals or symbols of state control. In the case presented,
computer-related facilities represented the symbols of state control. However,
the computer is no longer the sole province of governments and large
corporations. When the Red Brigades issued their communiqué, personal
computers did not exist and the Internet was still the ARPANET.®® All this has
changed though with the introduction and proliferation of the personnel
computer and the Internet; this has allowed ordinary citizens access to
computing power that was once only available to governments and
corporations.

% Today’s Internet is the result of US Government research on packet-switched
networks. The ARPANET, developed by the Defense Advanced Research Projects Agency
(DARPA) was a restricted wide area network that connected military, university and research
computers. In the 1970s, DARPA adopted the TCP/IP protocol suite that is at the heart of the
current Internet. For a brief history of the Internet, see Barry M. Leiner, et. al, A Brief History of
the Internet, available online at http://www.isoc.org/internet-history/brief.html
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Infrastructure Development Level

Low High
Terrorist Rural Conventional attacks are | Cyberterror attacks are
operating simpler; more likely useful for  destabilizing

central government and
population centers

base

Urban Cyberterror attacks are useful | Cyberterror more likely
only for foreign targets (e.g. —
multi-national corporation with
subsidiary operating in
country).

Table 4-2: Effect of Infrastructure Development on Cyberterror Utility

Unlike in the late 1970s, computer networks today represent a tool for the
disaffected to leverage their time to communicate their message to a large
public audience, as is evident b;/ the number of homepages for disaffected
groups found on the web today.®” Disruption of this medium, in an unfocused
manner, may be counterproductive for revolutionary terrorists. However,
focused application of cyberterror in support of traditional revolutionary
violence is consistent with revolutionary ideology. In particular, focused
attacks against governments and corporations may be highly attractive to
revolutionary terrorists.

To summarize, for revolutionary terrorists:

e Attractiveness of cyberterror is primarily related to the information-
systems dependency of the adversary, with an added emphasis on
the rural/urban context.

e Continued IT use to facilitate propaganda is attractive.
e Simple-unstructured attacks are likely to prove non-coercive.

e Advanced-structured attacks can support continued application of
traditional terrorism, and can also be employed in a stand-alone
approach against commercial/capitalist interests within the
opposed state.

% The Anti-Defamation League maintains a list of extremist groups that utilize the
Internet. For more information see http://www.adl.org/frames/front terrorism_up.html.
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e Mass disruption is unattractive, because of unfocused effects and
the changing symbolization of information systems.

3. Far Right Extremist Terrorism

Within far-right extremist groups®, “there is usually the idea that certain
groups of people are inferior or superior as an innate principle. This is
combined with an acceptance of violence as a legitimate form of action.”®
Hatred of socialism or communism and a tendency towards authoritarianism
are common traits among far-right extremist groups.'® These groups vary in
their use of violence, but “the most extreme groups, such as the Nazis and
modern ltalian neo-fascists, see violence as a creative, cleansing force.”'""

LOCATIONS OF FAR-RIGHT EXTREMISTS
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§¢‘é) Representative Sample Derived From Jane's

World Insurgency and Terrorism, 1998
B Far-right Extremists (6)

Figure 4-3

Even though right-wing extremists operate within today’s advanced
information societies (see chapter lll), information infrastructure attacks by
right-wing terrorists are unlikely because unfocused application of cyberterror
would create a large number of collateral victims, some of whom may be

% Due to legal constraints, U.S. based extremist groups were not considered by this
working group.

% Tore Bjorgo, “Far-Right Extremism,” Encyclopedia of World Terrorism, ed. Martha
Crenshaw and John Pimlott (Armonk: M.E. Shapre, 1997), p. 197.

1% Tore Bjorgo, “Far-Right Extremism,” p. 197.

%" Tore Bjorgo, “Far-Right Extremism,” p. 197.
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supporters of the extremist cause. With respect to information infrastructure,
of all the types of terrorist groups, the right-wing groups have shown the most
extensive use of the Internet for propaganda purposes, selling of survivalist
gear, and proliferation of hate material.'"®® They may therefore be disinclined
to attack or disrupt something that they view as an effective tool for their
movement.

An essential characteristic of far-right extremism is the psychology involved in
the application of their violence. Seeing the enemy as inferior and using
violence as a cleansing force provides the extremist satisfaction and reaffirms
their self-fulfilling logic of dominance over the inferior group. Cyberterror’s lack
of personal contact and disconnection from its target are unlikely to satisfy the
psychological needs of some far-right extremist groups.

Recognizing these disincentives leads to the following forecast regarding far-
right terrorist use of cyberterror:

e Operations will occur in advanced information societies.
e They will continue use of IT for support operations.

e Cyberterror attacks against traditional targets will fail to satisfy the
psychological needs of both the group and individual.

e Mass disruption may be unattractive because its effects would
often impact the group's own support operations.

4. New Age Terrorism

When the stomach is full, one looks for something else to do.

Chinese proverb

New age terrorist (single-issue) groups turn to violence “when they believe
that the issues they promote become too urgent for the slow progress of
traditional campaigning.”’® New age terrorist groups, such as anti-abortion
and animal rights groups, differ from revolutionary terrorists because new age
terrorist groups focus on one issue above all else, where as revolutionary

192 Post, Ruby, & Shaw, p. 8.

'% Toby Dodge, “Single-Issue Group Terrorism,” Encyclopedia of World Terrorism, ed.

Martha Crenshaw and John Pimlott (Armonk: M.E. Shapre, 1997), p. 200.
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terrorists generally have wider aims. New age terrorist groups are seldom, if
ever, found outside the context of a greater single-issue, legal, social
movement. The new age terrorist group can, and probably does, act
independently from the law-abiding majority of the movement.

New age terrorist acts tend to be focused in nature against particular
industries, sections of society, or corporations. The Animal Liberation Front
(ALF) initially concentrated on targeting pharmaceutical companies, which
used animals for scientific research. The ALF maintains an espoused non-
violence strategy against humans, and instead focuses on disrupting
company operations in an effort to force them out of business. Past ALF
tactics include arson and sabotage.'® Cyberterror offers these terrorists the
ability to target and attack specific corporations via the cyber realm by
disruption of E-commerce or web-based advertising. The degree to which the
particular corporation is cyber-vulnerable then becomes the relevant variable.
Since targeting national level infrastructure is inconsistent with most new age
terrorist ideologies,'®® the likelihood of such an event is low. But, cyberterror at
the simple-unstructured level would be attractive to the new age terrorist due
to its ability to expand the terrorist’s target set at a relatively low cost and low
level of expertise.

The ALF uses the Internet as a communications medium and to promote their
cause.

The ALF and associated groups maintain a number of web sites posting
reports on recent attacks, appealing to users to write to imprisoned members
and giving advice on security. Activists also communicate by E-mail.'%

The ALF operates around the world but most of their terrorist activity takes
place within the United Kingdom, Canada, and United States.

1%4 James, Morris, and Pienaar, Jane’s World Insurgency and Terrorism. (United
Kingdom, Jan 98) “Single Issue Terrorism.”

1% Other animal rights terrorists such as the Animal Rights Militia and Justice
Department have expanded their target sets from facilities to the individuals involved in the
activity, but still the application of violence has been focused in nature and not indiscriminately
applied against society. See James, Morris, and Pienaar, Jane’s World Insurgency and
Terrorism. (United Kingdom, Jan 98) “Single Issue Terrorism.”

1% James, Morris, and Pienaar, Jane’s World Insurgency and Terrorism. (United

Kingdom, Jan 98) “Single Issue Terrorism.”
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...the ALF is believed to consist mainly of bright, young, middle class
individuals, including computer science students and even some
professionals.'”’

Based on these considerations, new age terrorists will likely:
e Operate in advanced information societies.

e Continue use of IT for support operations such as communications and
propaganda.

¢ Find simple-unstructured attacks attractive because they expand their
range of ‘property’ targets at a low cost.

e Develop advanced-structured attacks to provide a greater probability of
attack success in disrupting E-commerce of targeted corporations.

¢ Reject complex-coordinated effects of mass disruption as inconsistent
with ideology and past group behavior.

97 James, Morris, and Pienaar, Jane’s World Insurgency and Terrorism. (United

Kingdom, Jan 98) “Single Issue Terrorism.”
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Figure 4-5

5. Religious Terrorism

Religious extremism represents the fastest growing type of terrorism. “In
1968, none of the identifiable active terrorist groups were religious. Today,
there are about 50 known groups, and about a quarter of them are religious in
motivation.”'®® The roots of religious extremism go back over 2,000 years, but
for most of the twentieth century, motivations based on ideological issues,
such as Marxism or nationalism, have been more prevalent. For the
religiously motivated terrorist, “violence is an inspired duty carried out in
response to some specific theological belief. So this extremism has a god-
driven aspect absent for secular terrorism.”'%® Contrary to the revolutionary
terrorist’'s tendency to focus violence, religious extremists “have engaged in
more indiscriminate acts of violence, directed against a far wider category of
targets encompassing not merely th