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ABSTRACT

The insurgency in Iraq has continued despite the determination of U.S. and Iraqi
forces. U.S. counter-insurgent strategy has operated from the premise that the main thrust
behind anti-U.S. activities is a combination of Sunnis desiring a return to their former
privileged position and tribal collective actors with long-standing grievances fuelled by
radical Islam. Yet an analysis incorporating insights from gang theory illuminates the
diverse, practical, and local motivations of those involved in insurgent networks. Gang
theory is uniquely suited to illuminate the street-level dynamics that drive insurgent
violence. Through this, a more precise picture of the relevant networks and their
operative motivations can be drawn, allowing finer tuned policies targeted to the
differentiated factors behind non-state violence. | first consider the origins of and
interactions between the armed groups operating in Iraq for discernable trends in
development, paying particular attention to factors consistent with gang models. | then
alter the gang model for the context of Iraq, and present an integrated model that
articulates the likely effects of state-insurgent interaction on stability and security there. |
conclude with recommendations demonstrating the model’s relevance for strategic use in

other regions.
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. INTRODUCTION, LITERATURE REVIEW, AND
THEORETICAL FRAMEWORK

A. INTRODUCTION

In the post-September 11"™ world, The United States is confronting an
international system characterized by new threats and uncertainties. The security posture
of strategic offense adopted in response guarantees a substantial role for military force
within this emerging threat environment. Military planners must contend with an
evolving asymmetrical landscape that differs markedly from the traditional Cold-War era
paradigm. The danger posed by conventional armies has now been overshadowed by the
destructive potential of non-traditional actors, a spectre realized in Indonesia, Tunisia,
Morocco, Madrid, London and Egypt. The perpetrators of these and other attacks
represent new types of non-state actors that appear in a variety of contexts and in
increasing numbers. Revolutionary advances in technology are permitting non-state
forces ranging from computer hackers to terrorist groups and urban gangs to challenge
the security and sovereignty of modern states. Technology allows these groups to
exercise disproportionate levels of influence and to pursue objectives that would have

been unthinkable in previous decades.

The challenges posed by these violent actors are indicative of the changing
parameters of warfare. U.S. troops must be prepared to counter these emerging forces
even as the conventional distinctions between the battlefield and the broader environment
are becoming blurred. Traditional relationships between combatants, civilian populations,
and the state are changing in ways that reflect the new unconventional realities of
conflict. Nowhere is this transformation more apparent than in the ongoing insurgency in
Irag. At present, U.S. forces are facing a complex array of interconnected groups from
across the spectrum of violent actors. Indigenous groups, transnational organizations, and
a multitude of intermediaries extend the effects of this conflict from the street to the
global level. Many of these groups are exploiting advanced technology to mobilize and
sustain operations. New capabilities are augmenting resistance to efforts aimed at
identifying, targeting, and containing insurgent activities. In spite of the determination of
U.S. troops and Iraqi forces, insurgent capabilities continue to rise.

1



1. Insurgency and Gang Models

In order to decipher the trajectory and incentives of the Iraqi insurgency, this
study addresses two main questions. First, how should the insurgency in lIraq be re-
conceptualized in order to better manage insurgent violence in the near term, and to
further suggest potential evolutionary trajectories for the conflict? At present, our grasp
of the mechanisms driving insurgent behavior is tenuous at best. Here | seek to develop a
model that clarifies the factions and loyalties comprising the insurgency, how they relate

to coalition forces and to the Iraqi state.

Second, is there a useful conceptual tool for ongoing and potential future
engagements in the GWOT threat environment? Although operations within Iraq are
framed as a fundamental aspect of the GWOT, this question relates to the broader context
of the objectives and end-state of this global campaign. This study seeks to identify the
crucial strategic components of this environment and the ways in which they interact.

To address both questions, | examine the developing third generation gang (3G2)
model introduced by John Sullivan.l This concept builds on the theory of netwar
proposed by John Arquilla and David Ronfeldt.2 Netwar theory posits that the
information revolution has favored networked forms of organization, and that advances in
communications technology play a larger role in shaping the character and outcomes of
conflict. Actors adopt more diffuse and dispersed characteristics that give them certain
advantages in a conflict environment. The 3G2 model stems from the observation that
urban gangs are well situated to embrace the characteristics of netwar actors. Advanced
urban gangs capitalize on technological advantages in communications, organization, and
weaponry to challenge the security and stability of modern states. | test the utility of the
3G2 model in the present context by comparing the model to the Sunni-led insurgency in
Irag. The findings of this comparison are used to build an integrated model, adapting the
model with innovations for the insurgent context that is presented in Chapter 1V.

1 See John P. Sullivan, “Third Generation Street Gangs: Turf, Cartels and Netwarriors,” Crime and
Justice International, 13, No. 10, November 1997 and John P. Sullivan “Urban Gangs Evolving as Criminal
Netwar Actors,” Small Wars and Insurgencies, 11, No. 1, Spring 2000.

2 See John Arquilla and David Ronfeldt, “Cyberwar is Coming!” Comparative Strategy, 12, No. 2,
1993.
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This model is used to test two main hypotheses: that an adapted version of the
3G2 framework is a more realistic way to conceptualize the Sunni-led insurgency than
the general guidelines currently in use; and that the 3G2 model is a functional
representation of the evolving GWOT environment, and is a helpful conceptual tool for
strategic planners. These hypotheses re-frame the rationale guiding U.S. military
encounters in both lraq and the secondary theatres of the GWOT. They challenge the
current employment of U.S. forces and accepted notions of how and why insurgent
groups mobilize and fight. In the case of Iraq, the existing parameters of U.S. military
engagement are informed by an incomplete appraisal of the essential factors that are
shaping the conflict environment. Explanations for insurgent activity have yet to account
for the societal constructs driving group behavior, offering instead the perception of an
insurgency that is being perpetuated by a discrete collection of actors harboring
restorationist ambitions or primordial tribal grievances. Abstracting motives and
interpreting group behavior through such an outlook omits important attributes that are
useful for discerning trends in the development of insurgent groups. The economic,
political, and social relationships propelling interactions between insurgent groups, local
populations, and the state are left aside, making current assessments of insurgent
capabilities and probable trajectories of evolution partial and inadequate.

In contrast to theories favoring tribal grievances and Sunni intransigence, | show
that the dynamics of the insurgency demonstrate that a complex process of competitive
interaction is structuring the threat environment in meaningful ways. Far from being
driven by al Qaeda or uniform anti-Americanism, much of the insurgency has little if
anything to do directly with the U.S. Relationships between and among indigenous and
foreign insurgent actors have been conditioned by this competitive calculus. Insurgent
campaigns have so far revealed shifting patterns of allegiance and loyalties between
violent groups that are informed by a strategic rationale superseding supposed tribal and
ideological bonds. These results differ from current assumptions, which expect that
violent groups with shared ethnic, ideological, or programmatic affinity will positively
interact to erode the process of stability and reconstruction in Iraq. This process is only

likely given certain specific conditions, and extrapolating the results of this limited set of



circumstances into broad strategic policy will yield negative outcomes, strengthening and
perpetuating insurgent violence.

2. Methodology

Case study analysis is the methodology used in this study. The primary case is the
Sunni-led insurgency from the beginning of the U.S. invasion until the summer of 2005.
This case offers the range of criteria needed to adequately test the 3G2 concept, the most
important of which are: 1) sustained and organized street-level group violence, 2) the
presence of transnational criminal and terrorist enterprises that seek to establish and
maintain local street-level relationships, 3) competition among street-level actors, and 4)
a central state vulnerable to destabilization by the evolving role of street-level groups.
Sources for this study include criminological and sociological surveys of gang dynamics,
studies of kinship and interpersonal networks within Iragi society and government,
relevant literature detailing the netwar concept and the 3G2 model, press accounts of
insurgent-counterinsurgent interaction, and primary source accounts of insurgent-

counterinsurgent interaction from the perspective of US counterinsurgency personnel.

In the rest of this chapter, | establish the parameters of modern low-intensity
conflict and examine the history of insurgent-counterinsurgent interaction. Prominent
cases are compared to show the changing characteristics of insurgency from after World
War Two until the present. I introduce the analytical framework of the thesis and review
the literature regarding netwar concepts and the 3G2 model. | also survey the literature
concerning street-level gang dynamics and emphasize the role of violent competition. |
articulate the theoretical foundation for street-level interaction which will be tested in the
case study.

B. INSURGENCY AND GANG THEORY

Whether termed an insurgency, rebellion, subversion or guerilla war,
unconventional warfare has been the most common form of violent struggle during the
twentieth century. The baseline of this spectrum of conflict is subversion, described by
Kitson as any sustained measure short of armed force employed by one portion of the

population to overthrow a sitting government, or to coerce a government to act against its



will.3 Should one section of the population resort to the sustained use of force against its
government in the pursuance of the above objectives, then the situation corresponds to
the definition of insurgency used in this study. Rebellion describes both processes, but
generally connotes a failed attempt at insurgency, while successful insurgencies are often
described as “revolutionary.”# The terms guerilla, partisan, irregular, and paramilitary
indicate politically nuanced variations of what in practice are combatants engaged in

some type of unconventional struggle. In this study these terms are used interchangeably.

In cases where subversion is inadequate or unsuccessful, insurgency in the form
of sabotage and terrorist violence will erupt, and if insurgent groups are permitted to
become sufficiently well-armed and numerous (guerillas, irregulars, etc.), to the point of
challenging the government in open combat and on comparable terms, the conflict has
evolved into traditional civil war.5 This stage represents the juncture of low and medium-
intensity conflict, where regularized forces contend in open battle in conditions short of
declared war. All varieties of conflict short of this threshold are considered low-intensity
(see Figure 1). The high-end of this spectrum is a state of declared, general warfare. The
thresholds defining each stage of escalation are vague to the point of imperceptibility, a
characteristic compounded by the tendency of higher-order conflicts such as openly
declared war to encompass successive dynamics from subversion onward. Because
insurgency occupies the widest swath of the spectrum short of traditional warfare and
enjoys the greatest overlap between successive stages of contention, insurgency has
become the dominant form of violent conflict since the immediate aftermath of World

War Two when Kitson offered the above formulation.

3 Frank Kitson, Low Intensity Operations: Subversion, Insurgency, Peace-Keeping (Harrisburg, Pa:
Stackpole Books, 1971), 3.

4 Maria Moyano, Argentina’s Lost Patrol (Yale University Press, 1995), 8.

5 Frank Kitson, Low Intensity Operations: Subversion, Insurgency, Peace-Keeping (Harrisburg, Pa:
Stackpole Books, 1971), 5.
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Figure 1. Spectrum of Conflict. (After Army FM 7-85, 1-2 and Army Vision 2010
(Washington, D.C.: Headquarters, Department of the Army, November 1996), 5.

As the nature of conventional warfare has evolved in the intervening fifty years,
the characteristics of insurgency and counterinsurgency (COIN) have varied accordingly,
yet contemporary perceptions of insurgency are only beginning to appreciate how the

effects of the last half-century have altered insurgent behavior.

For the purpose of this study, a somewhat artificial dichotomy has been
suggested, whereby insurgencies during the period conforming roughly to the Cold War
are characterized as “industrial-age,” in order to differentiate between “information-age”
conflicts discussed in later sections. This emphasis is primarily for analytic purposes, and
is not intended to suggest that industrial-age insurgencies simply ended with the fall of
the Berlin Wall, or that industrial-age insurgencies do not have qualities also found in
other periods. In this chapter I first review the literature that details the development of
industrial-age insurgency and COIN theory. | present the broad strategic themes guiding
insurgent motivation, mobilization, and the methodology of state response prevalent
during this period. The second section examines emerging theories of low-intensity
conflict that describe the changing character of warfare and the role of sub-sate actors in
the information-age. The first segment reviews the development of netwar theory and
introduces a framework for analysis informed by structural conditions, political

opportunities, and mobilization structures. The second segment presents the third
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generation gang (3G2) model that relates sub-state actors to netwar theory and identifies
specific trajectories of evolution within an urban context. In the final section of the
chapter | review relevant aspects of contemporary gang theory, with emphasis on
mobilization mechanisms and the role of competition at the street-level.

1. Industrial-Age Insurgency Theory

The characteristics of industrial-age insurgencies are well documented. Some
general themes have been distinguished regarding the conditions in society and catalysts
for insurgent behavior, insurgent mobilization, and state responses to insurgency that are
worthy of review. The situations that persisted in the British and French colonial
periphery as World War Two subsided are instructive, as the campaigns waged in
Vietnam, Malaya, Kenya, Algeria, and Cyprus exemplify fundamental characteristics of
industrial-age insurgency. First, these conflicts illustrate nationalist responses to the re-
imposition of a colonial authority that had been weakened in relative terms by the war.
Second, the political grievances expressed by a particular segment of the population,
usually in the form of independence from colonial rule, surpassed the limits of what
colonial governments were prepared to accommodate.6 Metz and Millen note that these
situations are characteristic of “liberation” insurgency, where insurgents contend against
a ruling group that is perceived as a foreign occupation by virtue of culture, race, or
ethnicity. In such cases, the strategy of insurgency has been embraced by majority
segments of society in addition to marginalized minorities, and has taken the form of

populist-nationalism as well as Maoist-Marxism.?

This distinction in the form of insurgency is notable in relation to insurgent
mobilization and organization. Populist-nationalist movements require no coherent
ideology or proposed political alternative to motivate a sustained inflow of recruits and
resources as long as resentment of outside occupation and foreign interference is
widespread.8 While populist-nationalist movements commonly suggest far-right or fascist

orientations, in practice this ideal type overlaps with Maoist-Marxism, the twentieth

6 Bruce Hoffman and Jennifer Taw, “Defense Policy and Low-Intensity Conflict,” RAND Corporation
(Santa Monica, CA, 1991), 21.

7 Steven Metz and Raymond Millen, “Insurgency and Counterinsurgency in the 21st Century:
Reconceptualizing Threat and Response,” (Carlisle, PA: Strategic Studies Institute, July 2003), <
http://www.carlisle.army.mil/ssi/ > (July 2005), 8.

8 Ibid, 24.



century’s most widely employed variant of insurgent-based strategy. Indeed, the Maoist
“People’s War” seems particularly operative when framed by the nationalist rhetoric of a
liberation insurgency.® The most definitive characteristic of a People’s War is the
triangular relationship describing the political and psychological competition between an
insurgent minority, the government, and the undecided majority population. In this
model, the undecided majority is the critical center of gravity. Both sides must capture
this element in order to establish legitimacy and support.10 The success of Maoist
insurgency not only depends upon its practical ability to sustain operations and support,
but also on its ability to transition into what Metz and Millen further characterize as
“national” insurgency upon the defeat of foreign occupation.ll In this regard, the
principle antagonists are the insurgents and a national government with some degree of
legitimacy and support, and the primary distinctions between the opposing factions are
related to political factors such as ideology, economic class, and identity.12 While
national insurgencies mimic the triangular dynamics of People’s War, a range of actors
capable of altering the relationship between the antagonists replaces the undecided
majority, and mobilization becomes correspondingly more difficult. Because the
insurgents and government generally pursue strategies and tactics that “mirror image”13
the other, the insurgents must fully develop and apply their political alternative within the
areas wrested from state control and vigorously attempt to weaken the government by
capturing popular support. This process was especially evident in Algeria and to a lesser
extent in Cyprus, although national insurgencies became more prevalent in the late 1960s

as colonialism declined.

Britain is most widely credited with the development of comparatively successful
COIN doctrine, due largely to experience as a colonial power. The situations in British

Malaya, Kenya, Oman and Cyprus in the 1950s demonstrated that the ambiguous and

9 lan F.W. Beckett, Modern Insurgencies and Counter-insurgencies (London: Routledge, 2001), 70.
10 Ibid, 74.

11 Steven Metz and Raymond Millen, “Insurgency and Counterinsurgency in the 21st Century:
Reconceptualizing Threat and Response,” (Carlisle, PA: Strategic Studies Institute, July 2003), <
http://www.carlisle.army.mil/ssi/ > (July 2005), 2.

12 Ibid, 3.
13 Ibid, 2.



protracted character of liberation insurgency drastically limited the range and
effectiveness of state response, and that a government must adapt to rapidly evolving
political and security dynamics in order to succeed.14 In broad terms, Britain often
confronted segments of a clearly defined minority group that attempted to control the
population through violence within an ethnically divided society. Insurgents generally
based their operations within the country rather than in neighboring territories, received
little or no support from external sources, and waged the bulk of their campaigns away
from cities.15 Britain’s “Small Wars” doctrine that guided counterinsurgency strategy
during this period discounted the potential of violent activists to move very far beyond
terrorism and low-intensity guerilla warfare, while acknowledging that sustained
“harassment” 16 by insurgent forces might eventually result in strategic success,
exemplified by events in Algeria. In order to prevent such an outcome, Britain employed
a program of case-specific responses that advocated the early recognition of an organized
insurgency, the training and equipping of indigenous forces, use of minimum-force in
hostile engagements, concentration of administrative, police, and military authority,
extensive resettlement programs, “hearts and minds” operations, the employment of
Special Forces and small units where military force was required, and the development of

long-term political incentives.17

While this manner of state response contributed to the unequivocal defeat of the
insurgencies in Malaya and Kenya, the insurgency in Cyprus proved more difficult to
contain, reduced at great length and cost to an “acceptable level of violence.”18 In many
ways, the Cyprian case exemplified future trends in industrial-age insurgency. Not only
was the campaign predominantly focused in highly populated urban centers, but the
insurgents maintained mass public as well as international support. These factors
militated against settlement control and the ability to separate the insurgents from the

population, an integral component of previous successes. The development of indigenous

14 Bruce Hoffman and Jennifer Taw, “Defense Policy and Low-Intensity Conflict,” RAND
Corporation (Santa Monica, CA, 1991), 34.

15 Ibid, 21.

16 Ibid, 13.

17 lan F.W. Beckett, Modern Insurgencies and Counter-insurgencies (London: Routledge, 2001), 158.
18 Ibid, 156.



forces proved impractical, due to the fear of reprisals by insurgents that also inhibited the
progress of hearts and minds campaigns and required costly infusions of British soldiers,
dramatically limiting intelligence gathering potential relative to the use of local forces.
Additionally, the limited political incentives on offer from the British were in no sense
equal to the prospect of full independence demanded by the insurgents, and the
subsequent substitution of popular incentives with mass punishment served to further
legitimize and strengthen the insurgency.19 The ratio of British soldiers to insurgents,
nearly 20 to 1 in Cyprus as compared to 3 to 1 in Malaya and .4 to 120 in Kenya indicates
the difficulty of the British position by the end of the 1950s. As such, Cyprus exemplifies
the evolving role in counterinsurgency of political solutions beyond limited incentives
intended to preserve the status quo. Also, the role of military force in urban
counterinsurgency is more clearly identified. Despite an overwhelming military presence
on the island, a military solution was unattainable. Metz and Millen point out that
military action most directly targeting insurgents has rarely been strategically decisive
and tends to further alienate both the public and the international community, while also
deterring government supporters and inspiring insurgent recruits.21 Further, the Cyprian
case demonstrates that insurgents can effectively seize and maintain strategic initiative
due to what Metz and Millen describe as inherently greater flexibility and lack of ethical
and legal constraints. Lastly, this case illustrates that both protagonists will pursue a
strategy of retributive violence along similar trajectories as long as victory seems
attainable through such means and the costs of continuing a violent campaign are less

than the costs of pursuing an alternate strategy.22

The cases of the Italian Red Brigades and Argentine Montoneros demonstrate that
national insurgencies are vulnerable to similar methods of state response initially

witnessed in the liberation insurgencies of Malaya, Kenya, and in Cyprus to a lesser

19 Bruce Hoffman and Jennifer Taw, “Defense Policy and Low-Intensity Conflict,” RAND
Corporation (Santa Monica, CA, 1991), 18.

20 Ibid, 38.

21 Steven Metz and Raymond Millen, “Insurgency and Counterinsurgency in the 21st Century:
Reconceptualizing Threat and Response,” (Carlisle, PA: Strategic Studies Institute, July 2003), <
http://www.carlisle.army.mil/ssi/ > (July 2005), 9.

22 Steven Metz and Raymond Millen, “Insurgency and Counterinsurgency in the 21st Century:
Reconceptualizing Threat and Response,” (Carlisle, PA: Strategic Studies Institute, November 2004), <
http://www.carlisle.army.mil/ssi/ > (July 2005), 14.
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extent, although important distinctions in counterinsurgency strategy as applied to each
period can be identified. The Italian and Argentine cases both reflected the characteristics
of national insurgencies rather than the liberation insurgencies of the early 1960s,
although the Argentine Montoneros and the Italian Red Brigades to a lesser degree both
framed their violent campaigns in terms of liberation from a foreign-dominated system of
government. The divergent characteristics of state response that in both cases
successfully subdued insurgent violence demonstrate the utility of military and law
enforcement approaches in relation to the evolving nature of insurgent behavior. For
instance, the Italian Carabinieri were able to exploit interpersonal links between the legal
Communist Party of Italy and the members of underground insurgent groups. This
permitted the Carabinieri to conduct a national counterinsurgency campaign based on the
traditional law-enforcement minimum-force paradigm, whereby the military, intelligence,
and administration functions were centralized and the regular military supported law-
enforcement as needed, much like in Malaya, Kenya, and when possible in Cyprus.23 In
contrast, the Argentine government relied on a war paradigm that mobilized the military
and security apparatus against whole segments of the population, such that by the mid to
late 1970s, a concentrated and comprehensive policy of state repression successfully
neutralized the Montonero threat.24 Unlike the Italian case, the negative externalities of
the Argentine response in terms of long-term social and political ramifications suggest
that a war paradigm is generally unsuited to the conditions of contemporary insurgency,

especially if waged by a modern, liberal democratic state.25

While differing in methods, the Argentine and Italian responses both highlight the
amplification of characteristics that impeded British counterinsurgency efforts in Cyprus,
including an almost exclusively urban-orientation, considerable trans-border

connectivity, and substantial domestic as well as international support for the insurgent

23 Max G. Manwaring, “Shadows of things Past and Images of the Future: Lessons for the
Insurgencies in Our Midst,” (Carlisle, PA: Strategic Studies Institute, November 2004), <
http://www.carlisle.army.mil/ssi/ > (July 2005), 33.

24 Maria Moyano, Argentina’s Lost Patrol (Yale University Press, 1995), 84.
25 lan F.W. Beckett, Modern Insurgencies and Counter-insurgencies (London: Routledge, 2001), 92.
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campaign, more so in the case of the Red Brigades.26 The predominantly urban focus of
insurgency in this period may be partially explained by dramatically increasing rates of
urbanization in recent decades, particularly in the developing world. By the year 2000,
the developing world accounted for sixty-eight percent of the global urban-dwelling
population,27 and demographic trends indicate that this rate will increase. Simply put,
insurgency occurs where the people are, suggesting that urban insurgency will likely be

the dominant form of sub-national violence in the future.

The significance of the move to cities is partially apparent in the difficulties
industrial-age armies have experienced in recent counterinsurgency campaigns, including
Panama City, Kuwait City, Mogadishu, Port-au-Prince, Grozny, Sarajevo, Palestine, and
now Baghdad. Contemporary urban insurgency, particularly in recent US experience
often conforms to Krulak’s “3-Block” model, wherein counterinsurgency forces can be
expected to perform humanitarian assistance, peacekeeping operations, and “highly lethal
mid-intensity battle” all within the close confines of a few city blocks.28 The
corresponding deceleration and indecisiveness of military operations, use of
asymmetrical and low-tech methodology, and high casualty rates29 that characterize
contemporary urban engagements reintroduces the protractedness and ambiguity of
classic industrial-age insurgency while mitigating the advantages of industrial-age urban

counterinsurgency strategy.

Additionally, the move to cities has markedly affected the dynamics of insurgent
mobilization, due in part to basic proximity, but more importantly as a result of increased
access to information technology (IT). As the information revolution proliferates globally
and the “digital divide” narrows in the developing world, the availability of advanced

communications technologies to insurgent forces will increase. One prominent theory

26 Max G. Manwaring, “Shadows of things Past and Images of the Future: Lessons for the
Insurgencies in Our Midst,” (Carlisle, PA: Strategic Studies Institute, November 2004), <
http://www.carlisle.army.mil/ssi/ > (July 2005), 23.

27 United Nations, World Urbanization Prospects: The 2001 Revision: World Urban Population, 1950-
2000 with Projections to 2020. (New York, 2001), <
http://people.hofstra.edu/geotrans/eng/ch6en/conc6en/worldurbanization.html >

28 Robert Hahn and Bonnie Jezior, “Urban Warfare and the Urban Warfighter of 2025,” Parameters,
Summer 1999, <http://carlisle-www.army.mil/usawc/Parameters/parahome.htm >

29 Ibid.
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that seeks to identify the relationships between contemporary sub-national conflict and
the spread of the information revolution was first introduced in 1993, and has been
termed “netwar.”

2. Information-Age Insurgency Theory

Netwar theory maintains that the information revolution has dramatically altered
the nature of conflict, such that much of the industrial-age model must be
reconceptualized in order to reflect the emerging realities of the information-age. The
theory posits that the information revolution has privileged networked forms of
organization and a more decisive role of information and communications in the conduct
and conclusion of conflicts.30 Further, the theory states that the characteristics of
information-age protagonists differ markedly from their industrial-age counterparts in
terms of more “diffuse, dispersed, multidimensional, nonlinear, and ambiguous”
characteristics.31 These qualities are shared in the two facets of netwar theory, relating
first to properties of social activism, militant and otherwise, generally viewed as a
promising element for societies, and second to criminal and terrorist groups waging some
variety of sub-national or non-state struggle short of conventional warfare.32 This study is
focused primarily on the latter aspect, the most important characteristics of which are

distinguished by structural conditions, political opportunities, and mobilization structures.

Structural conditions refer to the configuration of objective circumstances in
society affecting the development and orientation of insurgent activity. For the purposes
of this study, structures include the socio-economic and political stratification that
generally form the basis of expressed grievances, as in the cases of national versus
liberation insurgency articulated in the previous section. Although netwar theory
indirectly addresses structure in this traditional sense, two aspects of the model are
noteworthy in this regard. Netwar presupposes a wide range of competition at the societal
level waged by complex, dense, cascading structures consisting of overlapping networks

30 Arquilla, John, and David Ronfeldt, The Advent of Netwar (Santa Monica, CA: RAND, MR-789-
OsSD, 1996), 6.

31 Ibid, 2.

32 David Ronfeldt and Armando Martinez, “A Comment on the Zapatista Netwar,” in In Athena’s
Camp: Preparing for Conflict in the Information Age, eds. John Arquilla, and David Ronfeldt, (Santa
Monica, CA: RAND, MR-880-OSD/RC, 1997), 371.
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that transcend different societal strata and vary regarding levels of exclusivity.33 As
such, a primary structural precondition outlined by the theory is the existence of an array
of associative networks engaged in competition within a society, typically against the
state.34 Informing this view of the necessity of social networks is the assumption that the
information revolution favors networked structures. In this sense, the second structural
precondition relates to information-age capabilities. Netwar requires that potential sub-
national protagonists have access to information technology on a general level, the so-
called “democratization” of IT, in addition to a high degree of technological proficiency,

particularly regarding communications.35

Netwar theory also considers the interactions between the protagonists and the
wider environment in relation to how these interactions change and how such changes
affect the behavior of the protagonists, outcomes described by Tilly as political
opportunities.36 Conventional examples of political opportunities include a state’s
reduced capacity or penchant for repression, the relative openness of the institutional
political system, and relationships to and among the elite establishment, all of which
represent opportunities to increase the accessibility of the political sphere. Such
opportunities partially determine the form and timing of the netwar protagonists’ efforts37
and are particularly apparent in two related aspects: the structure of state response, and
the availability of havens. The netwar model emphasizes that most states are comprised
of large, centralizing, bureaucratic establishments composed of institutional hierarchies

that prefer to act alone when possible.38 These characteristics limit a state’s effectiveness

33 David Ronfeldt and John Arquilla, “What Next for Networks and Netwars?” in Networks and
Netwars: The Future of Terror, Crime, and Militancy, eds. John Arquilla and David Ronfeldt, (Santa
Monica, Calif.: RAND, MR-880-OSD/RC, 2001), 316.

34 Michele Zanini and Sean J.A. Edwards, “The Networking of Terror in the Information Age,” in
Networks and Netwars The Future of Terror, Crime, and Militancy, eds. John Arquilla and David Ronfeldt,
(Santa Monica, Calif.. RAND, MR-880-OSD/RC, 2001), 31.

35 Ronfeldt, David and Armando Martinez, “A Comment on the Zapatista Netwar,” in In Athena’s
Camp: Preparing for Conflict in the Information Age, eds. John Arquilla and David Ronfeldt, (Santa
Monica, CA: RAND, MR-880-OSD/RC, 1997), 372.

36 Charles Tilly, From Mobilization to Revolution (New York: McGraw-Hill, 1978), 7.

37 Doug McAdam, John D. McCarthy, Mayer N. Zald, “Introduction: Opportunities, Mobilizing
Structures, and Framing Processes — toward a Synthetic, Comparative Perspective on Social Movements.”
In Comparative Perspectives on Social Movements: Political Opportunities, Mobilizing Structures, and
Cultural Framings (New York: Cambridge University Press, 1996), 3.

38 David Ronfeldt, Tribes, Institutions, Markets, Networks-A Framework About Societal Evolution
(Santa Monica, CA: RAND, P-7967, 1996), 13.
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when confronted by networked adversaries that tend to combine segments of small,
dispersed organizations acting relatively autonomously but with coordination and shared
intent.39 The capacity of most traditional hierarchical instruments of state power to
detect, target, and repress networked adversaries in a coherent and effective way has been
low, as the persistence of networked protagonists ranging from Columbia to Central Asia
exemplifies. In this way, networked actors can exploit openings within relatively
controlled political space where hierarchies may be slow or unable to respond. Should a
state become more effective at repressing networked adversaries, the availability of
havens becomes proportionally more critical. Havens are defined by Fantasia and Hirsch
as spaces safe from harassment and surveillance that foster oppositional culture and
group solidarity.40 As networked structures often overlap and interconnect in ways that
easily transcend barriers such as national boundaries, the ability of diffuse netwar actors

to exploit a range of havens simultaneously prolongs the effectiveness of their campaign.

In practical terms, a haven provides the political space necessary for further
mobilization, what Tilly describes as the process used by an organization to gain
collective control over the resources needed for action.41 The mechanisms that groups
develop in order to acquire these resources for operations over sustained periods have
been termed mobilization structures.42 Netwar identifies two principal components of
mobilization structures: organizational design, and external connectivity. Organizational
design refers to the form and functions of an organization’s structure. For instance, the
principal role of communications in networked organization has been noted, including all
manner of interaction from advanced technology to basic interpersonal contact. While
netwar articulates certain technological and social dynamics for optimal communication

capacity, the most prominent functional aspects in this regard relate to the structural

39 Michele Zanini and Sean J.A. Edwards, “The Networking of Terror in the Information Age,” in
Networks and Netwars The Future of Terror, Crime, and Militancy, eds. John Arquilla and David
Ronfeldt,(Santa Monica, Calif.: RAND, MR-880-OSD/RC, 2001), 30.

40 Rick Fantasia and Eric L Hirsch, “Culture in Rebellion: The Appropriation and Transformation of
the Veil in the Algerian Revolution,” in Social Movements and Culture, Hank Johnston and Bert
Klandermans, eds., (Minneapolis: UM Press, 1995), 46.

41 Charles Tilly, From Mobilization to Revolution (New York: McGraw-Hill, 1978), 7.

42 Doug McAdam, John D. McCarthy, Mayer N. Zald, “Introduction: Opportunities, Mobilizing
Structures, and Framing Processes — toward a Synthetic, Comparative Perspective on Social Movements.”
In Comparative Perspectives on Social Movements: Political Opportunities, Mobilizing Structures, and
Cultural Framings (New York: Cambridge University Press, 1996), 3.
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design of the organization.43 Industrial-age non-state protagonists generally embraced
formal, hierarchically-based, functionally exclusive organizations similar to the state
institutions that they were contending against.44 Insurgent efforts ranging in time and
location from Argentina to Cyprus exemplify the proliferation of the concentrated
Leninist organizational form. In contrast, information-age protagonists have no such
precise horizontal and vertical reporting relationships that govern the flow of
communications, coordination, command, and control. There is no central leadership or
single headquarters where command capabilities might be targeted. Centralized decision-
making gives way to mutual consultation and local-level initiative, enhancing the

flexibility and adaptability of the organization.45

These properties vary according to the organizational form adapted. Networked
protagonists are known to adopt variations and combinations of three principal designs:46
the chain design, where actors interact sequentially within limited channels; the hub
design, where interactions between groups of actors are channeled through a central core;
and the all-channel design, where interactions are constant and flow to and from each
actor in the organization. The relatively flat all-channel design is the ideal structure in
terms of communication, although in practice most groups adopt combinations of the
three designs for task efficiency, such as an all-channel design at the core of a group and
a chain design for executing decisions at the periphery.47

One important feature in each design is the role of leadership. In the absence of a

centralized structure, leadership is often dispersed throughout the organization, a property

43 David Ronfeldt and John Arquilla, “What Next for Networks and Netwars?” in Networks and
Netwars: The Future of Terror, Crime, and Militancy, eds. John Arquilla and David Ronfeldt, (Santa
Monica, Calif.: RAND, MR-880-OSD/RC, 2001), 322.

44 John, Arquilla and David Ronfeldt, The Advent of Netwar (Santa Monica, CA: RAND, MR-789-
OSD, 1996), 6.

45 David Ronfeldt and John Arquilla, “What Next for Networks and Netwars?” in Networks and
Netwars: The Future of Terror, Crime, and Militancy, eds. John Arquilla and David Ronfeldt, (Santa
Monica, Calif.: RAND, MR-880-OSD/RC, 2001), 325.

46 Ibid.

47 John Arquilla and David Ronfeldt, The Advent of Netwar (Santa Monica, CA: RAND, MR-789-
0OsSD, 1996), 9.

16



contributing to the resiliency of networks to counter-leadership strikes.48 Despite such
dispersion, doctrine and strategy are functions of centralized decision-making, such that
commonality of purpose is maintained when different segments of the organization act
autonomously.49 An additional feature of the network form is the quality of the
associative connections that enable the internal and external links comprising the
internetted structure. It is argued that successful netwar actors generally superimpose
advanced communications and organizational forms over pre-existing social networks,
capped by coherent doctrines, strategies, and narratives.50 Associative networks, be they
kinship or clan based, occupational, or religious in nature are portrayed as pre-tooled
cultural repositories reflecting the stratification of society. As such, social networks
exhibit varying degrees of shared norms, values, and reciprocal trust5! depending on the
exclusivity of a particular social sphere. For example, family, clan, or religious groups
tend toward exclusivity, while social ties based on shared occupation or political
affiliation are generally more inclusive. In netwar, the exclusivity of the organization’s
social structure is a key property for ensuring information security and resisting outside
penetration. Conversely, the most inclusive structures are more appropriate for the all-
channel optimization of information flow, and savvy netwar actors overlap these two

types at critical junctures in order to affect a desirable balance.52

The properties of associative networks also relate to the second element of
network mobilization structures, referring to the establishment and maintenance of
numerous links to external entities, especially other netwar actors, although the range of
potential contacts is limited only by the availability of communications resources. This
property is termed connectivity and deviates from industrial-age models of the life-cycle

of an insurgency. These models describe a phased-progression of organization, terrorism,

48 David Ronfeldt and John Arquilla, “What Next for Networks and Netwars?” in Networks and
Netwars: The Future of Terror, Crime, and Militancy, eds. John Arquilla and David Ronfeldt, (Santa
Monica, Calif.: RAND, MR-880-OSD/RC, 2001), 327.

49 Ibid.
50 Ibid, 324.
51 Ibid, 344.

52 John Arquilla and David Ronfeldt, The Advent of Netwar (Santa Monica, CA: RAND, MR-789-
OsSD, 1996), 10.
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guerilla warfare, and ultimately mobile or conventional war against the sate.53 This
process requires steadily increasing amounts of active and passive popular support,
culminating in some form of popular revolutionary structure should the insurgency
succeed in toppling a national government. In contrast, information-age actors are more
likely to explore alternative methods of financing and acquiring war materiel in the
organization-phase that diminish the necessity of active mass public support in later
stages. While T.E. Lawrence famously observed a similar property of industrial age
insurgency, noting that only two-percent of a population was required to actively support
an insurgency,54 this calculation did not account for the support of an interested state
sponsor, such as Great Britain, in the insurgent effort. This dynamic was replicated with

increasing frequency during the national insurgencies in the latter half of the Cold War.

Conversely, contemporary insurgent groups are increasingly likely to cultivate
relationships at the sub-national level, replacing overt state sponsorship with ties to non-
state actors such as violent transnational enterprises (VTES). These groups provide access
to alternative markets and resources such that insurgent groups require only the passivity
of a population in circumstances short of orthodox civil war.55 Contemporary VTES are
highlighted as evolving practitioners of netwar concepts, forming spontaneously in order
to exploit emerging market trends or created and directed by a core of actors in pursuit of
specific objectives.56 The term “enterprises” has been chosen to draw a distinction
between the more common traditional criminal organizations (TCOs) that in customary
usage refers to traditional, hierarchically-structured organized crime groups, mafias and
the like. These groups are driven by profit and are rooted in the local setting, although
much of their activity entails cross-border interactions with affiliates in neighboring
states. The term VTE refers to segments of the broad stratum of violent non-state actors

that are beginning to adopt information-age organization and behavior, and also includes

53 Frank Kitson, Low Intensity Operations: Subversion, Insurgency, Peace-Keeping (Harrisburg, Pa:
Stackpole Books, 1971), 38.

54 lan F.W. Beckett, Modern Insurgencies and Counter-insurgencies (London: Routledge, 2001), 20.

55 Steven Metz and Raymond Millen, “Insurgency and Counterinsurgency in the 21st Century:
Reconceptualizing Threat and Response,” (Carlisle, PA: Strategic Studies Institute, July 2003), <
http://www.carlisle.army.mil/ssi/ > (July 2005), 15.

56 Phil Williams, “Transnational Criminal Networks,” in Networks and Netwars: The Future of
Terror, Crime, and Militancy, eds. John Arquilla and David Ronfeldt, (Santa Monica, Calif.: RAND, MR-
880-OSD/RC, 2001), 69.
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the emerging class of transnational terrorist actors. These groups are driven by political
motives, based internationally, and exhibit the dispersed properties of assets and
leadership that are characteristic of netwar actors.57 VTES maintain global reach and
capabilities through a complex structure of affiliates and overlapping networks. These
properties allow VTEs to pursue specific political interests in a wide variety of
geographic and political settings.

3. The Third-Generation Gang Model

The third generation gang model stems from netwar theory, and was developed in
the late 1990s in response to emerging trends in the American drug trade. Investigators
increasingly identified links between transnational distribution networks based in Latin
America and street-level gangs based in the United States, and began to question the
potential of certain groups such as urban gangs to embrace characteristics of netwar
actors, especially in relation to networked organizational structure and behavior and the
use of advanced IT and communications. The street-level designation refers to the degree
of interaction that is rooted in and is most consequential to the local setting. Street-level
groups are those that are oriented and engaged locally through associational ties,
resources, and allegiance. The street-level group represents the lowest echelon of the
continuum of actors examined in this study, with transnational or global actors occupying
the highest level. A transnational or sub-state actor may also engage at the street-level,
however they are not considered a street-level group unless their orientation is narrowly
focused and rooted in the local setting. The terms “street-level” and “local-level” are used
interchangeably. One concept gradually taking shape describes a three-phase progression
of street-level gangs into criminal netwar actors. This “third generation gang” (3G2)
model adds new context and trajectories of group evolution onto the netwar framework
by considering the nature of street-level gang-VTE interaction and the potential effects on
state stability and security. The term 3G2 applies to a particular group or organization in

addition to the progression of street-level gangs from small, territorial, opportunistic

57 | coined this term instead of using “Transnational Criminal Enterprise” because while criminal,
VTEs also tend to have an ideological component and | wanted to distinguish them from locally-based
criminal organizations.
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collectives into more sophisticated, internationalized, commercial and political

enterprises.58

The foundation of this process is known as the first generation form, characterized
by individual, opportunistic criminal activity loosely organized and led, resembling a
traditional clan or family structure and based on loyalty and territorial protection (see
figure 2 below).59 This focus on territory and localism is replaced by market awareness,
as second-generation gangs evolve from opportunism to entrepreneurial drug-centered
enterprises, the stage of development most commonly associated with contemporary
gangs.60 Entrepreneurial drug gangs are rigidly structured organizations that are often
confused with traditional organized crime, due in large part to similar motivations for the
use of extreme violence. The issue is further confused by the mutual interests drug
distribution organizations share with second-generation gangs regarding market
presence.61 Competition and protection of markets drive second-generation gangs toward
ever-increasing levels of violence and technological acquisition, facilitated through
interactions with international supply and distribution cartels.62 The final evolutionary
form, the 3G2 itself, is an ultra-politicized criminal netwar enterprise, operating
internationally and combining elements of the first two forms but with substantially
greater sophistication.63

58 Max G. Manwaring, “Street Gangs: The New Urban Insurgency,” (Carlisle, PA: Strategic Studies
Institute, March 2005), < http://www.carlisle.army.mil/ssi/ > (July 2005), 10.

59 John P. Sullivan and Robert J. Bunker, “Drug Cartels, Street Gangs, and Warlords,” Small Wars
and Insurgencies, Special Issue edited by Robert J. Bunker “Non-State Threats and Future Wars,” 13, no. 2
(Summer 2002), 49.

60 Ibid.
61 Tom Hayden, Street Wars and the Future of Violence (New York: The New Press, 2004), 115.

62 John P Sullivan, “Gangs, Hooligans, and Anarchists- the Vanguard of Netwar in the Streets,” in
Networks and Netwars: The Future of Terror, Crime, and Militancy, eds. John Arquilla and David
Ronfeldt,(Santa Monica, Calif.. RAND, MR-880-OSD/RC, 2001), 108.

63 Ibid, 112.
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Figure 2.  Evolving Characteristics of Street-gangs (From John Sullivan, “Gangs,
Hooligans, and Anarchists- the Vanguard of Netwar in the Streets,” in John
Arquilla and David Ronfeldt, eds. Networks and Netwars The Future of Terror,
Crime, and Militancy (Santa Monica, Calif.: RAND, MR-880-OSD/RC, 2001),
103.)

The outcomes of this progression are the control by 3G2 actors of enclaves or
para-states within a targeted country, or the direct or indirect control of a targeted state
through the establishment of a criminal-state.64 As an adaptation of netwar theory, these
trajectories are informed by many of the same premises, with some notable innovations.
In terms of structural conditions, the 3G2 framework places the array of associative
networks and availability of usable technology within the context of states that are
constrained by minimal capacity, poor economic performance, and measurable social and
political disparities.65 This combination of factors presents a broad range of political
opportunities for aspiring 3G2 actors to consolidate or expand their political ambitions,
including: increases in corruptible urban enclaves that weaken legitimate political
centers; declining security capabilities that constrain state response; and conflicts
between and within the traditional elite establishment as status quo power-sharing
arrangements begin to crumble. Given the particular advantages of networked actors in
terms of mobilization capacity, it is argued that evolving street-level gangs are likely to

exploit each of these opportunities in the pursuance of the lawless enclaves or criminal-

64 Max G. Manwaring, “Street Gangs: The New Urban Insurgency,” (Carlisle, PA: Strategic Studies
Institute, March 2005), < http://www.carlisle.army.mil/ssi/ > (July 2005), 12.

65 John P. Sullivan and Robert J. Bunker, “Drug Cartels, Street Gangs, and Warlords,” Small Wars
and Insurgencies, Special Issue edited by Robert J. Bunker “Non-State Threats and Future Wars,” 13, no. 2
(Summer 2002), 47.
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states described above. This capacity is driven by access to valuable information and
exchange relationships via predominantly underground channels. According to the
model, underground criminal organizations and VTEs will form loose alliances with one
another, with smaller criminal enterprises, and with insurgent movements on an ad-hoc,
task specific basis.66 This enables evolving street-level contenders to acquire specific
resources such as advanced weaponry and communications, as well as financial
opportunities and infrastructure through existing smuggling and distribution networks

maintained by VTEs.

Such a relationship integrates several levels of analysis, spanning from the street-
level actor to the global realm, and is a defining feature of the 3G2 model. Interactions
between VTESs and street-level contenders are described in terms of a labor-management
relationship, whereby the VTE maintains the capital resources, i.e. advanced IT and
communications expertise, wholesale supplies of illicit and licit resources, and access to
global markets, and the street-level gang furnishes human resources for the distribution of
goods and provision of services.67 Services include contract killing, physical protection
of assets, and information gathering.68 A confluence of interests is thought to exist such
that both parties seek to erode the effective sovereignty of the nation-state, ousting or

manipulating the government of a country or a segment of the country.69

Equally damaging is the ability of an evolving 3G2 actor to maintain links to
legitimate institutions within society, such as the political establishment, law
enforcement, and the judiciary. A subtle process of corruption and intimidation is thought
to work in tandem with more overt, violent methods to neutralize institutional barriers
and assert de facto political control over a limited domain. As a series of small conquests
develops into an integrated network, it is thought that 3G2 actors would eventually be in

a position to dominate an entire nation state.70 Through such a process, a street-gang may

66 John P Sullivan, “Gangs, Hooligans, and Anarchists- the Vanguard of Netwar in the Streets,” in
Networks and Netwars: The Future of Terror, Crime, and Militancy, eds. John Arquilla and David
Ronfeldt, (Santa Monica, Calif.: RAND, MR-880-OSD/RC, 2001), 117.

67 Ibid, 115.
68 Ibid.

69 Max G. Manwaring, “Street Gangs: The New Urban Insurgency,” (Carlisle, PA: Strategic Studies
Institute, March 2005), < http://www:.carlisle.army.mil/ssi/ > (July 2005), 12.

70 Ibid, 17.
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evolve from a violent, street-level entity exploiting a failed community into a
sophisticated, politically motivated enterprise with international reach, and structured to
maximize technological and interpersonal resources.

4. Gang Theory

Gang theory articulates in greater detail the processes of street-level interaction
that inform much of the 3G2 concept. The relevance of gang theory to contemporary
insurgency may seem questionable to some. In the American tradition in particular, it is
commonly accepted that the origins, development, and proliferation of criminal gangs
represents an entirely different type of process than that associated with the appearance of
insurgent groups.71 Gang members are, after all, typically criminals and as such suggest a
law-enforcement based response. Conversely, insurgents challenge the legitimacy and
authority of a state through the use of military-style tactics, and thus represent a military
threat to be dealt with in kind. Insurgent violence is an issue of national security and
sovereignty, while street-crime is the domain of municipal police. Closer inspection
reveals that in spite of these ostensible differences, street-gangs and insurgent groups are
more closely linked than is commonly thought. Both groups occupy positions on a
continuum of non-state actors that rely on violence as the primary means of obtaining
their objectives.72 The urban focus of contemporary insurgency makes this correlation
even more pronounced. Gang theory investigates the relationships between grievances,
social structures, mobilization, violence, and the enforcement mechanisms of the state
that confront each actor within an urban context, including insurgent groups. The
particular relevance of gang-theory now is that gang behavior is changing in certain
discernable ways that may provide a useful way to conceptualize likely patterns of

insurgent-group development in similar urban environments.

Common themes explored by recent contributions to gang literature have been
the diversity and complexity of contemporary street gangs and their general tendency to

71 Steven Metz and Raymond Millen, “Insurgency and Counterinsurgency in the 21st Century:
Reconceptualizing Threat and Response,” (Carlisle, PA: Strategic Studies Institute, July 2003), <
http://www.carlisle.army.mil/ssi/ > (July 2005), 17.

72 Marie-Joelle Zahar, “Protégés, Clients, Cannon Fodder: Civilians in the Calculus of Militias", in
Managing Armed Conflicts in the Twenty-first Century, Special Review of International Peacekeeping, 7, 4
(Winter 2001) 120 and Charles Tilly, The Politics of Collective Violence (Cambridge University Press,
2003), 99.
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defy convention.”3 To date, the literature has not developed an exhaustive or mutually
agreed upon definition of a “gang.” For the purposes of this study, the term *“gang” will
refer to a formal street-level collective that views its main purpose as providing social
and economic benefits to its members and its community.74 Established street gangs such
as Chicago’s Gangster Disciples and Latin Kings, and Los Angeles’ 18" Street are
comprised of tens of thousands of members from divergent geographic and ethnic
backgrounds that invariably affect the form, motivations, and methods that characterize
their organizational dynamics and interactions with wider society, particularly with

regard to relationships with law enforcement and other elements of the state.

Gang theory emphasizes the role of structural conditions within a society in terms
analogous to netwar theory and the 3G2 model. Gang theory highlights the decaying
social structure of contemporary urban life as a principal contributor to the formation and
proliferation of modern street-level gangs. Studies conducted mainly in the United States
consider the effects of dramatic socio-economic dislocation, decreasing urban tax bases,
and declines in public sector investment. These factors combine with steady influxes of
migrants to result in masses of newly arrived and unemployed, populating deteriorating
neighborhoods with little economic or physical security.’> Such an environment
reinforces the role of associative networks for survival, furnishing street-level groups
ample political opportunity by formalizing their role as cultural repositories of the
solidarity, protection, and economic mobility in low-income neighborhoods.76

a. Street-Level Mobilization
Gang theory emphasizes that in order for street-gangs to sustain or enlarge
this role, mobilization structures broadly defined by organizational form and external

links to wider society must be effective. The two factors influencing the organizational
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model that street gangs will adopt are the gang’s short and long-term goals, and the
economic, social, and political conditions in which gangs must operate.77  Similar to
netwar actors, street-gangs adopt different combinations of organizational forms
depending on the existence of threats and/or opportunities. The three ideal-type models
that gangs are known to employ are the top-down, hierarchical form, the
horizontal/consultative form, and the all-channel/influential form. The hierarchical form
has a traditional vertical structure with clearly defined channels of authority and
responsibility. This design typically indicates that the viability of a gang relies on
generating large sums of money for collective use, as the intensity of urban competition
for markets and territory demands relatively strict oversight and control of resources.”8
The horizontal/consultative design distributes power equally, with interchangeable roles
and consensus-based decision making, and the all-channel/influential form is
characterized by a small core of dedicated members who share authority and direct the
operations of the gang based on mutual interest.79 Although the horizontal and influential
forms exhibit the greatest similarities to netwar-type constructs, the most powerful and

sophisticated street-level gangs tend to rely on variations of the vertical design.80

The design adopted also affects the capability of a street gang to
effectively maintain links to wider society. Theory suggests that street-level collective
interaction with wider society takes place on three levels: with the community, social
service institutions, and law enforcement.81 Jankowski describes gang-community
interaction as a functional association based on a number of “exchange relationships”82 in
which the organization and the community provide reciprocal services. This relationship
is the pivotal element of the street-gang mobilization structure, as the community

provides (or denies) the integral political space for organizational development. Not only
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is the local community the primary source of gang-member recruitment, it also represents
the communications, surveillance, and information infrastructure necessary for operations

against competing organizations.83

At the street-level, strong community affiliation is also recognized as a
critical component of the organization’s defensive capabilities, providing the necessary
haven as outlined above, while also acting as the primary legitimizer of the organization’s
existence.84 The benefits received by the street-gang are only one side of the exchange,
whereby the community expresses an expectation of reciprocity, generally in the forms of
protection and access to resources.85 The latter commodity is a function of both the
organization’s financial success in entrepreneurial markets, and more importantly on the
interactions between the organization and social service agencies of the state. Jankowski
observes that state agencies and street-gangs develop a kind of symbiotic
interpenetration.86 He suggests that the momentum of bureaucratic expansion drives
social service agents to best serve their segment of the community, while the street-gangs
focus any available social service resources toward their community of interest. As such,
both parties are keen to facilitate an ever expanding relationship. A similar dynamic,
although at an appreciably lower level, describes street-gang interaction with law
enforcement. In many respects, law enforcement is eager to establish contacts within the
organization in order to break the otherwise substantial entry barriers of secrecy and
community non-cooperation. Barrios describes routine exchanges of information between
gang leadership and law enforcement, and police attempt to exploit any interaction by
cultivating informers and extracting information about the gang and its rivals.87
Additionally, street gangs are known to pursue formal contacts with local elected

officials, although on a less frequent basis. Jankowski observes that gangs in New York
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and Boston were able to establish consistent, direct ties to high level municipal officials
and elected politicians.88 As at the community level, exchange relationships are formed,
typically some variety of “get out the vote” effort performed by the gang in exchange for
monetary rewards or access to other resources.89 Additionally, street organizations may
attempt to leverage political contacts during periods of unusually intense law
enforcement pressure, although the outcomes of these efforts are variable.90

b. Competition and Truce-Making

Gang theory also identifies trends in street-level competition and truce-
making. Competition in and of itself is the sine qua non of street-gang development.
Competition structures the formal role that street-gangs fulfill in low-income areas. Even
in traditional kinship-based or first-generation gangs, competition for prestige and
territory drives many aspects of group activity.91 According to Jankowski’s model of
gang behavior, street gangs view all other street-level organizations as predatory
competitors,92 including law enforcement. Street-level competition takes several forms.
Gangs routinely compete for territory, markets, distribution rights, prestige, and a range
of other resources, and the primary means of competition at the street-level is small-

group violence.

Street-gangs will initiate hostilities as an organization against other street-
level contenders when either the economic calculus weighs in favor of doing so, even in
cases when the targeted group is not a rival, or when the internal dynamic of the gang is
destabilized or distressed.93 Competition at this level is a lengthy, iterative process of
low-level retributive violence that a typical street-gang is capable of sustaining until
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victory or self-exhaustion.?4 Findings indicate that in most cases, the gang that first
initiates hostilities will ultimately succeed against a targeted group.95 As such, pre-
emption is the prevailing strategic rationale that guides gang competition. While inter-
gang disputes are known for their extreme violence, the overwhelming majority of gang-
related violence is perpetrated by individual gang-members outside of the organizational
context.96 In these cases, organizational violence between gangs is motivated by
vendetta, in addition to the standard dynamics of competition. Such competitive hostility
between gangs is known to rapidly escalate, characterized by the introduction of
advanced weaponry to include military-grade high explosives, car-bombs, and rocket

launchers.97

Competitive interaction with law enforcement adopts a similar form.
Gangs are known to target law enforcement following periods of intensified police
pressure, and will sustain low-level violence until encroachment subsides.98 As such,
street-level gangs will adopt a posture of violent offense tactically while on the defensive
strategically. This tendency is due to the ef