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Abstract

This paperamalyzes he factors am caonditions of command dysfunction from the
cognitive, or mental, perspecive d command ard cantrol warfare (C2W). The auhor
examines the limitations of rational decison making and the tension that exists between
rational and intuitive processes. Next, the pgoe examines the vulnerabilit ies of rational
ard intuitive processesn order to build a cgntive wafare ramewark. The framewaork
consists of three caegaies: the canmand baselne, stressas, ard decepbn. The stressa
armd decepbn cakgaies act on the canmand baseline. The aralysis alo suggess that
there ae a mnmber of posshle nteractons that exist betweenthe stressa and decepion
catgaies. The paperthen uses le framewak to aralyze eviderce of command
dysfunction in three hstorical canpagns. The hstorical amalyses stidy the Geman
command during the Normandy invasion, the Allied command during the fir st week of the
Battle d the Bube, ard the Israel command duiing the first half of the Arablsrael
October 1973 War. In addtion to showing that there are interactions betweenstressors
ard decepion, the amalyses highlight the importance d understanding the adersary’s
command baselne. The paperconcludes hat effecive C2Wis not so muchwhat is done

to anadwersary’s canmand, but rather what he does b himself, pethaps wih a ittle help.



Chapter 1

Intr oduction

While fighting isa physcal act,its direction isa mental poces.

—B. H. Liddel Hat, Strategy

Background and Problem

Command ard control warfare atacks he exercise d auhority ard directon of the
ereny commander. It has along history. In the pastthe fal of the retional monarch or
the canmanding gereral on the field of battle cauld decde te kettle arl the fate of the
kingdam. The failure sometimes resulted from the physical test of armsin combet, leading
to a mortal wound. At other times the fall was psychological brough alout by the
dislocation or disardering of the mnd. The mechansms in the letter cases wex focused
on the mind—causedy surmprise, pethaps decejpdn or a sese o losing cattrol. This in
turn led to faulty decsions. Whatever the nechansm, the artiers realzed bng agothat
warfare was & less catly if one cauld disrupt the ereny’s decsion making ard inducea

mental parysis in the goposing canp.

C2W Doctrin al Definition

Joint Pubicaion 3-13.1, Joint Doctine r Command ©ntrol (C2W), defnes

Command and Control Warfare (C2W) as a military application of information warfare



intended br the atack aml protection of command ard cantrol. The dactrinal definition
follows:
C2W is the integrated use of psychological operations (PSYOP), military
decepion, operations secuity (OPSEC), electonic warfare EW), ard
physical desruction, mutualy suppated Ly inteligence, to deny
information to, influence, degrade or destroy adversary C2 capabilities
while protecting friendly C2 capabilit ies against such actions.*

Stating it arother way— successfi C2W executon eraldes a fiendly commander to
reasm, decde aml actfaster ard more accustely thanthe adwersary in orderto seze aml
maintain the nitiative. The success fothis, as emhasked ly doctrine, depenls o the
synergistic integration of al C2W components.?

C2W is applcable at al levels of command, from battlefield tactical execuion to the
strategic level of nationa military and pditical leadership. While the dlied codlition
dominated the electronic gpectum over the Iragi amy, the 1991 Deat Storm ar
canpagn highlighted C2Wat the stategic level—by attempting to isolate Irag’s national
leadeship.® Although it is not cettain how effective theseattackswere in coercing or
deglading SaddamHuesseat's critical command arangenerts, the pdential of atacking

anadwrsary’s strategic ard operational decsion makers has appeal This appealo focus

C2W atthe stategic level is fostering a naturing US strategic atack datrine.

The Merging o Strategic Attack and C2W

Accading to joint doctrine, atacks agaist ereny strategic certers of grawty, if not
decsive in their own right, are deggned © “cause palysis ard destoy cohesion”
throughout the eremy’s deph.* Althoughthe alove term “pamalysis’ can appy just as

well to the collapse of indudrial economies and the degradaion of transportation nets, it is



patticulaly appopriate o descibe C2W objectves diected agaist an adwersary’s
leadeship. The paslysis objective, in the QW context, suggess the efecive breakdavn
of an adversary’s ability to sense, orient, decide and communicate decisons to his
operational forces. Of the five C2W ekenerts, the roles for physical destuction ard
electronic waifare have significartly exparded wth the use 6long-range precsion attack
capabilit ies and the development of sophisticated eectronic communications. Whether or
not arpower adlerents ard paticulady stategic atack adwcates can rightfully claim
primacyin the conduct of C2W, the quesbn arnises as @ the kalance d enphass pad to
the aher, more psychological componerts of C2W.

The problem of emphasizing direct attack C2W targeting is that it potentially
undemlays the camplementary aspectof leadeship degadaton—the more indirect
method of disrupting the ereny’s caynitive decsion processes.This battle d the minds, if
understood ard exploited for adwantage,canmultiply the efects of destoying significart
componerts of an adwrsary’'s canmand ard control systens. This pheromeron was
articipatd by B. H. Liddel Hart: “the impresson made o the mnd of the gopaosing
commander can nullify the whole fighting power his troops possess.”® The more
prominent role of information management systems in battle, which are vulnerable to
manipulation, creaes rew mears o make impressons an the mnds d oppasing ereny

commanders.

A Clarification of C2W Taxonony: From Paralysis to Dysfunction

The term paralyss is commonly used © desribe the degred efects of drategic

attack and C2W. However, its wide use in professional military writings and doctrine to



describe the demise of an adversary’s decison-making capabilit y masks the true character
of a canplex pheromeron.

This study deines canmand paglysis in two componerts. the degiadaton of decsion
speedard decsion accuacy. Interms d decsion speedthe kest case paralysis’ is the
complete cessabn of decsion making. In terms o accuacy, the best case*paralyss’ is
the utterly mistaken appeciation of realty, regardless d decsion speed.The issue bre is
that parysis s not an “al or nothing” pheromeron—it occurs along a caotinuum of
failure, from dight to total.® The connotation of the term paralysis implies that command
function is governed by an“on/off” switch. In acuality, it is governed ty a thecstat A
further complicating factor is that the degadaton of both speedard percepion canoccur
smultaneoudy. This pant has important implications for manipulating the adversary’s
decsion making. For exanple, a C2W strategy that attempts to re-mold an ereny
commande’s perception of reaity may need give to him plenty of time to think. The
fundamental problem, then is that the term paralyss, which possesses sh strong
connotations of totdity, is paently inadequae to describe the wide range of possible
degadatons of command function that exist in the richly varied realty of war.

To resolve this conundrum, this pgoer will employ the term dydunction in lieu of the
term paralyss. Dysfunction is defned as te almormal, impared, or incomplete
functioning of a system.” It presents a way to capture the “rheogtat” nature of command
impairment without either requiring or ruling out the possibility of complete soppage or
collapse. The chapters that follow will attempt to dleviate confuson as to the nature of
command dysfunction by carefully speciying its types ad megnitude n the caitext of

patticular circumstarces.



Other Definitions

Cognition. is defned as he actof knowing or perceving. It is the act of processng
perceved sensory inputs to build knowledge an awaeress in order to make
judgnerts ard decsions.®

Dislocation. isthe actof displacing, disordering, or disarranging. As Liddel Hart noted,
it can be gpplied both physically and psychologically.

The ResearchQuesion

The question this thess seeks @ arswer is, what faciors a conditions lead b
command dysfunction? This queston leads ® a rumber of others. Are there various
types @ kinds d decsion dysfunction? How doesone produceard recaynize command
dysfunction? Answers to these questions will enhance our understanding of C2W

opportunities, limitations and srategies.

Assunptions

The issue of command dysfunction will be addressed in the context of opposing
command organzatons exercising sane form of command ard control over
conventiondly armed forces.

A secod assumtion is that there is sane common or gereric set of facbors o
conditions that affect decison processes in general and military decison making in
paticular. A related assumption is that there will be individud, cultural and organizational
faciors that significartly influerce spedic decsion making cantexs.

The fourth assurption is that the findings d the kehavioral scences nay provide
some insight to the nature of decison mé&king to include its defects and limitations.

Findly, the sudy assures that the insights drawn from behavioral science may be usefil in



sersitizing the historical examnation of command dysfunction to cetain caegaies o

relationships.

Limitations of the Study

A critical look at the precedng assurmtions am the following chapters highlights
some limitations to this examination. HFrst, the cogntive sciences generally deal with
universal human traits; howewver, much of the lterature is written from the Westem
perspecive. Conclusions nust therefore ke tempered n this light. The three historical
studies, though varied n culture to include a Mddle Eastem adwersary, al involve
Westem “victims.” The cases wersekcted lecauseof their relevance to the issueof
command dysfunction and the availabilit y of credible evidence.

Another important limitation is the scope of dysfunctional factors developed into a
cognitive wafare ramewark in Chapter 3. The scge focuses a cognitive weakresses
and tendencies of a rationa military commander. It focuses less on the dffiliative
(pdlitical) and egacertric factors that greaty complicate decsion processes ahoutcomes,
although these carnbe significart. Because Dthis last limitation, the corroboration of
dysfunctional factors and conditions upan decsion making in the hstorical evderce nay
be masked or made inconclusive by the attributes of individud persondlities, military
tradtions ard spedic organzatona behavior. Finaly, conditions of combat are not

easily studied by the scientific disciplines.

Preview of the Argument

Chapter 2 begins by descibing the rational decsion process as foered by, anong

others, James G. March, Herbert A. Smon and Graham T. Allison.’ The rational decsion



processproduces @timal decsions amd forms the urdellying basis o normative decsion
making.* Following this, the chapter will examine a number of limitations that degrade
rationa decision processes. These include the limitations of human information
processng; percepual and cognitive biases;ard the efects o stess nduced ly
consequantial decisions, uncertainty and time pressure. We will also briefly examine the
motivational, cuktural ard orgarizatonal factors that degade etional decsion processes.

The chapter continueswith an examnation of two decsion modek that atempt to
descibe ard accaunt for the limits and outcomes of nominally rational processes. The fir st
is Irving L. Janis Condraints Model of Policy Making'* The secad is the Recgnition-
Primed Declsion model deweloped ly Gary A. Klein.* Janis modd imbeds a prescriptive
rational process cadgd Vigilant Problem Solvingnto the larger descriptive modd. The
larger model contains cognitive, palitical and egaertric obstackes tat must be overcome
to enploy the Mgilant process. Klein's nodel descibes how expelienceddecsion makers
recaynize problems ard apply rapid sdutions in high-tenpo operational environmerts.
Together, the modds highlight the tension that exists in military decision environments,
the tradedf between decsion accuacy ard decsion speed. This tradedf nature of
operational decison making will be explored further in Chapter 3.

The intention in Chapter 3 is to develop a framework for cognitive C2W. To begin,
the chapter briefly examnes Jéin Boyd's wel known Obsewnation-Orientation-Decision-
Action (“OODA") Loop® as atool to illustrate the different ways a C2W campagn may
addess a ational adwersary’s decsion cycle!® A review pastard curent C2W
contributions from historical war thearists arl 20h certury decepion thearists follows.

The am is to gaher same insights for a cantive C2W framewark. The lesis o this



framework will flo w from two areas. The first is the nature of a“target” decision process
and its limitations, the insights gained from Chapter 2. The second area draws on the
thearies anl methodologies o stratagem—the use 6 decepion ard sumprisein warfare™
Some consderation will also be offered as to the combined effects of decepton ard
operational stress.

The following three clapters exanine hstorical casesn an effort to deermine ff
command dysfunction occured, its form ard extent, ard the exent to which it was a
factor in the outcome of the campagn. Each case will be analyzed in light of the cognitive
warfare framewak regarding the impact of the C2W canpaign on the target decsion
makers. Chapter 4 exanmines he caduct of the Geman command at the time of the
Normandy invasion. Chapter 5 analyzes the condua of the Allied theater and operational
commands n the ewers leadng up b ard duing the Batle o the Bube. Chapter 6
aralyzes the problems that occured within the Israel command ectelons before ard
during the initial gagesof the Ocbber 1973 Aablsrael War.

Chapter 7 reviewsthe major conclusions of the hstorical studies br relevance © the
cognitive wafare framewak deweloped n Chapter 3. The aralysis that follows will
include recessar refinements to the cayntive warfare framewaork and comment on its
general utility for analyzing and planning C2W campagns. The chapter will conclude by

noting implicaions for curent C2W doctrine ard suggesed aeasfor future research.

Notes

1 Joint Chiefs of Staff, Joint Doctine for Command ©ntrol Warfare (C2W) (Joint
Pubicaton 3-13.1), (Wasiington DC: Depatment of Defense, 8 February 1996) v.

2 Joint Chiefs of Staff, Doctrine r Joint Operatons (Joint Publication 3-0),
(Washington DC: Depatment of Defense, 1 February 1995), I11-29. JP 3-0 uses the
Desert Storm campagn to illustrate the integrated approach of C2W. OPSEC and
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decepion shelded gerational intentions as o the rature of the wiole canpaign ard then
the time and place of the gound canpagn. PSYOP targeted Iragi rank ard file
combatarts confiderce n the Huessei regime, ard the air canpagn plysicaly disrupted
the Iraqi leadership’s abilit y to see the battlefield and communicate decisions.

® Depatment of the Air Force, Gulf War Air Power Survey,Summary Bport, Eliot
A. Cohen ed,(Washington DC: Government Printing Office, 1993) 64-71. Prnmarily
during the first week, the stategic canpagn targeted he “certral nervous sywteni of
Saddan Huessein's regime official  resdences, ministries, command burkers,
communication links for media broadcasting, microwave radio relays, switching fecilit ies
and satellit e communication gations.

* Doctine r Joint Operatons(Joint Pub 3-0), 1V-6.

° Basl H. Lidddl Hart, Strategy (Faber ard Faber Ltd., 1954;reprint, New York:
Perguin Books, 1991) 212.

® The dictionary meaning of paralysis includes both the complete and patial loss of
ability to move or act. Webger' s New World Dictionaty of the Anerican Language2rd
ed, 1978.s v. 1030.

’ Ibid., 436.
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York: The Free Pess, 1994) Herbert A. Simon, Adminidrative Behavior, 2nd Ed, (New
York: The Macmillan Company, 1957) Graham T. Allison, Essence ofDecsion:
Explaining the @ban Mssile Crisis (Harpe Collins Publishers, 1971)
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follow the rational process.

" Irving L. Jaris, Crucial Decisons Leadeship in Policymaking and @sis
Management(New York: The Free Pess, 1989)

12 Gaiy A. Klein, “A Recarition-Primed Decsion (RPD) Model of Rapd Decision
Making” in Gary A. Klein et al, ed, Decison Making in Action: Modelsand Methods
(Norwood N Ablex Pubishing Corporation. 1993) 138-147.

13 The dten used “OODA” acronym trarslatesto “Observe, Orient, Decide aml Act.”
Attributed to Colonel John R. Boyd, the OODA degribes the lasic decsion cycle. The
OODA Loop cancept has erjoyed widegpread nfluerce wihin the Depatment of
Defense. Joint Pub3-13.1 (C2W) usesit to degribe typical decsion cycles John R.
Boyd, “A Discourse on Winning ard Losing,” Augug 1987. A cdlection of unpuldished
briefings and essays, Air University Library, Docunment No. M-U 3035246 ro. 7791;
Joint Pubication 3-13.1, A-1, A-2.

4 John R. Boyd, “A Discourse an Winning ard Losing,” Augug 1987. A cdlecton
of unpuldished lriefingsard esays, Air University Library, Document No. M-U 30352416
no. 7791.

* This secton draws fom contenporary decepion thearists t© include Daald
Danel, Michael Dewar, Michael Hardel, Katherine Hebig, Richard Heuer ard Barton
Whaley.



Chapter 2

DecisionProcesses

I ntr oduction

Milit ary operational commanders make decisions in a wide range of conditions. In
peaceime, the scee aml patern of military decision making is not considerably different
from that of the civilian sector. However, as the military decison maker transitions
toward a combat ervironment, the canditions becane more faster-paced,variade ard
consequential. The defining ditinction is an organized opponent. The quesbn that
ansesis how decsion processexharge from more “normal” setings o high-load, fast-
paced,anbiguous, ard opposed dicunstarces. This chapter exanines hat issuein view
of rational decison processes, their inherent limitations and how they change in
challenging decsion setings.

There is good reason for this analysis. Milit ary planning procedures generally follow
rational or aralytical decsion making paterns? How military decision making adjusts or
depats from thes rational proceses under hightload ambiguous operationa

environments may beimportant to the design of C2W.
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The Ratonal Process

Rational modek are consequenia ard prefererce-based dedion processes.They are
consequenia in that curent decsions ae kesed o expectd outcomes. They are
prefererce-based n that consequeres ae appaised n terms o rank-ordered critena.
Rational processes ab follow a lbgic of consequere ly seeking arswers to four basic
quesions:®
What are the pessble aternatives?

What possble autcomes bllow eachalternative ar how likely is eachoutcome?
How do the passble autcomes neasue up b desred prefererces?

What decsion rule or rules ae enployed © sekct an aternative based m their
outcomes anl the decsion maker's prefererces?

PonPE

Simply put, a rational decsion process sureys the ervironmert for al sdution
strategies, determines heir consequeres ad mekes a caparative evaluaion of these
sdutions arl their consequertes agaist one’s prefererces? Given an intelligent condua
of the process,the rational or aralytical appioach estblishes a presciptive baselne for

decisions. Operative military decisions fall into this category.

The Limited Rational Process

Limited rational modds have atempted to accaurt for a number of devations. For
instarce, not al aternatives canbe known, not al discenible aternatives ae cansidered,
prefererces ae inconsistently appled ard decsion processesdo not necessaly
simultareocusly compare the sdution set The decsion makers also bring a number of
limit ations to the decision environment. These common limitations have given rise to the

idea of limited rationality.®
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The limited rational process generally follows the prescriptive logic of consequence
while giving dlowance to a variety of human limitations and coping mechanisms. The fir st
limit ation is the cognitive inability to handle large amounts of information. Specifically,
decison makers have limited abilities to focus attention, remember, communicate, and
comprehend large anounts o data.  To cope, decsion makers typicaly arrange incoming
daa into amplified madds, sereotypes, typologies or schemas. Four of the information
coping mechansms are desdbed below.

1. Editing or Elimination by Aspects The decsion maker screers problem data prior
to reacling the choice stage ly testing a small number of information cues.An
exanple of thisincludesa sequetia test of sdution choices m a shgle dimension
or factor—thus diminating dternatives on the first pass before calling up daa for
other factors.

2. Decompodgion: Inthis casethe decsion maker breaks davn a brge poblem into
its canponert pats. This canbe an effective cqing mecharism if the individual
sub-problems can be solved independently.

3. Pattern Recognition: The aralyst seaches br a recaynizaldle patern within the
problem. If he identifies a familiar patern, he applies an experience-based solution
rule.

4. Framing: This coping mechanism dructures problems into a paticular set of
beliefs ard pewpecives hat constrain dai cdlecton ard aralysis. The franing
usualy narrows information seach around local outcomes as pposed b issues
further distart in effect For exanple, anaralyst may frane a sdution for short
run gains, disregading long term consequeres d the decsion.’

Rekted to the information coping mechansms descibed atlove, decsion makers also
employ various cognitive decision rules to work through complex problems. These rules
alow decsions in the face d incomprehensible problem issues amh limited resources in
which to conductin-deph aralysis. A few of these stategies ae desabed below.

e Satidicing: Instead ¢ seeking anoptimum sdution, the decsion maker sekcts the
first fix that “is good enough” This provides a workable solution while limiting the
experditure o effort ard resources. Standad Operting Procedues (SOPs) are
commaonly applied if applicable.

e Analogiang: The decision meker compares the smilarities of the current problem
to a hstorical exanple. If appeahg, the aralyst modek the pioblem sdution on
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the historical case.This has a paverful appeal Howewer, often decsion makers
only compare the similarities between the two cases, potentially disregarding
important dissimilarities.

e Nutshdl Briefing: Thistechique saes ime ard efort by geting anoutsde agen
to look a the problem and brief it concisely in a “nutshell,” upon which the
decsion maker thenmakes a chice.

e Incremendlism: This rule purposely sticks fast to the last decison made about a
paticular problem. Decision mekers make only small changes to dleviate the most
presshg aspec o the issue?

e Blurring with Statigics. This is the tendency to misuse or misinterpret statistical
data to explain complex everts or sustin precancepions’?

The alove lists are rot exhaustive, but they provide a represetiative sanple of the
kinds of drategies decison makers use to oope with inhaent human information-
processing limitations. The next section addresses the cogntive biases that operate

alongside hese cping mechansms.

The Perceptual and Cognitive Biases wthin the Limited Rational
Process

Percepion ard cagnition perform distinct roles in the formation of judgnen.
Percepion arswers the quesbn: What do | see? Cognition amnswess the next quesion:
How do | interpret it?° Howewer, gerera percepual ard cognitive biasescausedecision
makers to deviate from objecivity ard meke erors of judgment. Percepual biassoccur
from the way the human mind senses the environment and tend to limit the accuacy of
percepion. Cognitive bases esuk from the waythe mind works ard tend to hinder
accuete interpretation. These Iases a germra in that they are thought to be normally
presem in the gereral populaton of decsion makers—regadless & their culural

11

background and organizational affilia tions.
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Percepual Biases

The tendercy is to view “percepion” as a passe recepion of dat@ from one’s
serses. Howewer, percepion is not passie. It is anacive piocess 6 inference n which
one huilds realty from dat input from the seses. We do not understand the mental
processof percepion with great cetainty. We understand that it depenls a geatdealon
one’s expelierce aml backgiound as wel asthe contert of what one serses!”* There ae
three pecepual biases ltat affect the accuacy of one’s view of the environment: the
conditioning of expecthtions, the resistarce b charge aml the impactof anbiguity.*®

A decsion maker's experierce orms the lesis for expectations. The expechations
predispose a “mindset to look for certain data in the ewironmert ard organze t in a
paticular way'* The nind ako orgarizes various nental sclemes to orgarize
expechtions. These mclude smple modelks, typologies, stereaypes ad readymade “plots
and naratives.”* Ore rotable efect of the canditioned expectrcy bias & that it takes
more unambiguous da# to discen anurexpeced een thanit takes b discen anevent
one eyecs'®

Another systermatic bias d percepion isits resistarce 0 charge. The related efectis
that once decison maker establishes a “mindset” or image, he will assmilate new
information to that image The implication is that it is difficult to deect smal changes
once e esséblishes a pecepion.

The last biashg factor considered & the impactof anbiguity on percepion. Decsion
makers who form an initial but perhapsincorrect impression in the midst of high ambiguity
usualy need nore pieces 6 unambiguous dah to recagnize that their initial “picture” is

not correct This relates o the bas d expecations ard the bias that resists charge to
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initial images. In effect, an analyst will persistently fit new information to the poor image

urtil the contradiction becomes panfully obvious

Cognitive Biases

There ae three pimary areas m which cognitive bhases degde he accuacy of
judgment within a decsion proces. the atribution of causlity, the evaluaion of
probabilit y and the evaluation of evidence.'’

Attribution of Causality. Although one canwitness anewert, one camot in the
sane serse see lte evert’s causabn—this nmust be inferred. Psychologicaly, the mind
prefers 1o have ewerts ard causes mlered in a canprehensible patern, a cadition that
biasesthe mind to find order in random or incomprehensible everts. The kbas causes
decsion makers to misreadthe motivational intent behind the acton of their opponents. In
other words decision makers tend to owerestimate the nature and intentions of other
actors ard disregad how exernal constraints afect those actons. Conversely, decsion
makers tend to aralyze their own behavior as eing constrained by the esternal
ernvironmert ard then project this view d thenseles nto the nminds d other decsion
makers. *®

Estimation of Probability. Decison makers estimate outcome probabilit ies in order
to make choices arong sdutions. Three sgtenatic biases lat affect this estmation are
the availability, anchoing, and overconfdencebiases?

The availability biasis a mule of thumb that works on the ease vih which one can
remember or recall other gmilar instances—the number of times that an event has
occurred. The Has s not necessaly detrimental uness he easen which anewernt comes

to mind is influerced ly its ingeling enotional impact or recery—factors that are not
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necessarily related to the probabilit y of its reoccurrence. Conversely, decison makers have
difficulty appreciating the probabilit y of unlikely events. Unlikely events are by definition
rare, and thus rot mentally awailable to most decsion makers. This canlead b the
underestimation of low probability events.

The anchoing biasis a pleromeron in which decsion makers adpst too little from
their initial judgments as addtional eviderce kecames awailable. After making aninitia
esimate, the bias causes deson makers to make clarmges wihin a rarrow range d
possibilities. The anchoring bias is related to the perceptud bias based on resistance to
charge?

The overconidence bas is maely a tendency for individud decison makers to be
subecively overconfidert alout the esxtent ard accuacy of their knowledge. Another
way of sayng this is that there s a tendercy to overesimate cetainty, or downplay
uncettainty. The implicaton in this case $ that even if a decsion maker hedges Is
estimate, his high confidence will not encourage the effort to look agan.

Other typical problemsin estimating probabilit ies derive from the misunderstanding of
statistics.  For instance, analysts tend to “overestimate the probability of future-event
scerarios castructed from a seies d discrete ard individualy probalde everts.” ?* In
other words many decision mekers are unaware of the low probabilit ies that exist at the
erd of a bng decsion tree nade d a rumber of discrete assurptions.

Evaluation of Evidence Decsion makers may also prejudice the waythey handle
eviderce. Gererdly, the first information a decsion maker ges has greater impact than
the daa that arive later. Owersengtivity to Congstency, Absence of Evidence and

Persbternce d Impressonshiases desie various orms o this cognitive das.*
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Normally consistency in data evaluaion is appopriate. Howewer, when very little
eviderce s awailable, decsion makers tend to value coxsistent information from a snall
data st over more variable information from a larger sample. This Owersengtivity to
Consstency bias kads desion makers to infer eroneous canclusions from the data, ard
is caused by the false notion that small and large samples have the same variabilit y.?*

It is not unusud for decision makers to miss daa in complicated problems In an
idealseting, amalysts would recaynize that dat is misshg ard adpstthe cetainty of their
inferences accadingly. When this does ot happen it is usualy the influerce d the
Absence oEvidencebias. Smply put, this bias tarslates b “out of sight, out of mind”
and resists mental efforts to give much credit or probability to the “unknown” category.

The Perssterce d Impressons bias follows a natural tendency to mantain first
impressbons canceming causaty. It appeas that the initial ass@iation of eviderce to an
outcome forms a strong cognitive linkage.The linkage § srong erough to subsequetly
make the same causalconnection despie the preseme d contradictory dat. This bias
appeas to be related to the pecepual bias d conditioned expecttions ard the canitive
availability bias.

Thusfar, the argument has established that a decison maker’s inability to process and
analyze large amourts of daa will limit his rational basis for decison making. Decision
makers compensate by employing smple cognitive strategies and rules to gft information
ard make choices. Thesetoolstend to be usetil as bng as he decsion maker appecates
their limitations and smplifyin g nature. However, a number of peceptud and cogntive

biagsalko influerce the decsion proces, potentially reducing the rationality of judgnert.
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There ae, howewer, even more decsion faciors that complicate the rational decsion
process. These ag examned briefly below to gan anappecation for how complex the

decision environment can become for a military commander.

Organizational Limitations to the Limited Rational Process

A commander s rational decsion process $ invarialdy affected ty organzaiona ard
political processes both within and without his paticular command. Insights into these
organzatonal ard palitical factors canbe considered Ly examining two of the three
modeds that Graham T. Allison developed to explain governmental behavior durng the
1962 Cuban Missile Crisis. His secand model atempts to desribe how orgarnizatonal
processes &bct the decsion process ad is referred to as Model II: Organzaiona
Process. The third modd describes how the pursuit of pdlitical power within an
organization affects decison making; this modd is referred to as Modd |lI: Governmental

Politics.?

Allison Model I1: Organizational Process

Allison’s Modd |l contains severa propositions that describe how organizational
processes cagponstrain a canmander's decsion process. The first is that organzatons
run on stardard operating procedues (SOP9 ard programs. SOPsard programs
(clusters of SOPs) are deived from estblished missbns, doctrine, training ard historical
expeience. These in turn produce a set of capabilities for the execution of particular
operations. Organzationa SOPs ard programs are canplex ard do not lend thenseles
to rapid charge a the flexible implementation of a wide range d options. A secad

proposition is that organzational SOPs structure both the seach for information ard the
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generation of alternatives. In short, Allison’s Modd 11 suggess that the esablished
procedures and capabilities of a military commande’s organization narrow his range of
decsion options. It may be that the rational choice anong the aternatives s not feasble
dueto the inabilit y of organizational programsto find or analyze the choice.”®

A third Modd 11 propostion that influences rationdity is the nature of the
organization’s distribution of responsbility and power. Large complex organizations
facng complex ervironmerts require a faciored dvision of labor, attention ard canmand
authority to perceve ard aralyze, gererate alkernatives aul execue decsions. While the
division of labor ard SOP specalizaton is intended b make the orgarization efficiert, the
same division generates requirements to coordinate the intelligent collection and analysis
of dalk®® The failure to mordinate the varied perceptions and interests within the
organzaton can lead © a rumber of uncoordinated rational decsions at the lower

eclelons, which in turn lead b anoverall irrational outcome.

Allison Modd Ill: Bureaucratic Pditics

Allison’s Modd |1l views decison making as a process of political bargaining. The
barganing takes placebetweena rumber of acbors, eachwhom views he decsion issue
differently depening on his own goals. Influerce depeds on a rumber of factors to
include pesonal pregige aml reputation, autority delived from one’s pasition, peisuasve
skills, knowledge of the barganing rules, and peasond interest in the decision.”” For a
military commander, for whom the lines of command authority may be well defined (both
up ar down the chain), organzational discpline maey temper the palitical barganing that
occurs. Howewer, poalitical ard personal differences canparmyze een a dscplined

organization. The problem is worse when command arrangements are ill- defined or inept.
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The struggle for power ard influerce candeastate candeestate the rational decsion

process?®

Cultural and Individual Biases

Before moving on to exernal effects an the decsion process,sewra culural ard

2 The firs of these $ cukural bias. Cultural

individual biases Bed addessng.
dispasitions toward pecepion are hghly contexual ard are therefore dificult to
incorporate into a gemral C2W model Newertheless, there ae two common culural
biases hhat deseve nention for their role in forming eroneous pecepions: arrogarce ard
projecion. Arrogarce s the atitude d superority over others or the oppacsing side. It
canmanifest asa retional or individual percepion. In the exrene case,t forgoes ary
sefious seach of alternatives o decsion aralysis beyond what the decsion maker has
alreadydecded. It canbecame highly irrational. The piojecion bias seeshe rest of the
world through one's own values and beliefs, thus tending to estimate the opposition's
intentions, mativations and capabilit ies as one’s own.*

This section condudes with a find mention of three noteworthy and highly contextud
motivational biases: risktaking, overconfiderce (ubrns), and hubis-nemes. The
motivational bias d risk-taking is urlike the normal delberation of cakulated risk—the
rational consideration of possble lossesard gans in an uncettain ervironmert. The
decision maker motivated by the risk-taking bias gambles as a mater of personality—
without considering costs ard gans keforehand, or when the risks ae soominous that a

rational decsion maker would not even consider the quesion.®* The overconfiderce a

hubris biastendstoward anoverreacling inflation of one’s alilities and srengths. In the
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extreme it promotes a pideful sef-confiderce that is sef-intoxicaing and oblivious to
rationa limits. A decison meaer afected with hubris will in his utter aggressiveness
invarialdy be led to sumprise adl ewertual downfall.** The Hubris-Nemess Complex is
dargemus mndsetthat combines hubris (self intoxicating “pretension to godliness’) and
nemess (“vengelul desre” to wreak lavoc ard destoy). Leades pasessig this bias
combination are rot eadiy deerred or compeled by normal or rational sdutions

At this point, the argumert has followed te logic of the rational decsion process,the
inherent information limitations of rationdlity, the effects of peceptud and cogntive
biases, organizationa effects and finaly, the potentially debilit ating effects of several
cultural and individud biases. The next section will examine the effects of stress on the
decsion processfollowed by two modek that atempt to synthesize te various factors

that constrain rational decsion making.

Stress Effecs an Limited Rational Processes

There s a rich scentific literature caxceming the effects of stress on humans. It
examnes hological processes, physical heath, psychological conditions, sccial
relationships ard motor performance. In the damain of warfare, stress stidies lave
gereraly focusedat the tacical level, exanmning the efects o stress o the peformance
of individual sddiers ard reactons to envotional trauna. The krowledge d how stress
affects decison making processes is nat, however, well understood. The behavioral
scences lave only begun to serously study stress n decsion making in the last few

yeais** Stress,howewver, has a demnstrative efect on decsion making, ard same studies
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do exst. Three nagor stress aeas mclude he consequetial weight of the decsion,

uncettainty ard the pressue of time.*®

Consequential Decisons
Decsions that deermine the cutcomes d mgor battles, canpaigns or the fate of

nations canbearstrongly on the mnd of a canmander. The weght of a decsion gereraly
induces arinternal stress, which act diferently on eachindividual The extent to which
this srain of respongbility detracts from a commande’s judgnert is alo individualy
depenlert. But thereis arother issue aswel—proper judgment doesnot necesarily lead
to aproper decison—knowing the right thing to d does not automstically lead to the
right decsion. Agan, the autcome is depenert on the individuals mora determination
ard caurage b cary a decsion through to the eml.*®* An excelent exanple is Gereral
Eiserhower' s nonumental ard pesonal decsion to launch the Normandy invasion. Given
the high stakes @ the gperation, the urcetainty of its pdential consequeres poth good
ard bad) ard the vagaies d weaher ard ereny acion, the decsion was mt easy
Eiserhower made he decsion ard saw 1 through but his words conceming just one
aspectof the decsion (the airborne drop behind Utah beach hint at the stressthat comes
with serous casequeres.

| wert to my tent alone am satdown to think. Over ard over | reviewed

eachstep, sanewhat in the sequece setdown here, but more thoroughy

ard exhaustively. | realzed,of course,thatif | delberately disregadedthe

advce d my techical expert on the sulpect [Air Chief Marshal Leigh

Mallory], ard his preditions slould prove accuate, then| would cary to

my grave the urbeamale burdenof a cascierce psty accusing me of the
stupid, blind sacifice d thousanls d the flower of youth.*®
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Uncertainty and Time Pressure

The other two stressas under consideration, uncertainty ard time pressue, are rot
unique to the field of military decison making. However, in the condud of military
canpagns, they are pewasve. Crisis setings canplicate the use o rational ard aralytical
decsion processesn two ways. Frst, they add mmerous urknowns, which in turn creae
many possble aternatives b the decsion problem. Secand, they reducethe time available
to process ad ewaluate dai, choose a cairse d acion, ard execueiit.

Uncertainty has two oconnotations. Frst is the uncertainty that derives from the
variahility of outcomes. Second is the uncertainty or ambiguity of one's information about
the wald, or, in other words, the urcettain accuacy of the data that descibes the
problem environment. ¥ Stress eseach indicates hat intense levels of uncettainty induce
increasng psychological stress. The logic proceeds hat as urertainty becanes sewere,
decsion makers begin resarting to maladapive seach ard ewaluaion methods b reach
conclusions. Part of this may stem from a degie to awid the arxiety of being unsure, an
intolerance d anbiguity. It may also be that aralytical appoaches ae difficult whenthe
link betweenthe datard the cutcomes & not predictable.*

Uncettainty delived from inaccuacies d the pioblem environment may be a product
of time stress. The lack d suficiert time to gather ard processdata may producelow
confiderce, or urcettainty albout one’s caclusons. On the aher hand, profound
uncertainty may aso exist in environments devoid of time pressure. Having too much
time may pemit one to cadlect so much conflicting information that one increasegather
thanreduces upettainty. Reurning to a nultiple choicetest queston ard taking a secand

(and wrong) stabis not anuncommon expelierce. Gereraly, this excepion to the speed-
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accuacy tradeoff occurs when the initial decsion appmisal is mostly correct ard the
difference between the right and wrong solution is difficult to discriminate.**

Time pressure does, however, frequenttly create sress. While mild time pressure
tends to mativate decision activity, the increasing imposition of time pressure frequently
degladesdecsion processes. Whether the degadaton is gracefil or not depens a the
decsion maker, his staff ard resaurces. It also depeds o the rate of charge d the
imposed time presure.  Suddentempo chargestend to shock curent decsion srategies
leadng to a diop in peformance. Recwery may occur as new decsion strategies are
adted.*?

The logic of dedling with the time pressure normally follows a somewhat standard
patern. Increasng time pressue first leads ¢ anaccegration of information procesang.
Decision m&kers and their organizations will pick up the pace ly experding addiional
resaurces b maintain existing decsion strategies. As the pacebegins to outrun in-place
processing capabilit ies, decison mekers reduce their daa search and processing. In some
caseghis trarslatesto increased setivity, which the decsion maker biases o weights
toward detils consdered nore important. In other cases,it does not charge data
collecton but leadsto a shallower da@ aralyss. As the pace cotinues b increase,
decsion strategies begin to charge. At this pant mgjor problems can creep nto the
process. The poblems resuk from maladapive stategies (satisficing, aralogies, etc.) that
sa\e time but misrepresen daia to produce nappiopriate sdutions. The lack d time also
prewverts critical introspection for percepual ard cognitive bases. In sewere time pressue

casesthe piocess my degriorate to awidarce, denal or paric.”®
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While many questions il exist concerning the genera effects of stress on decision
processesthe evderce seem o indicate that time stress inducesdecsion makers to
narrow attention to data, analysis or options.** What becomes narrowed will depend on
the cattext of the decsion process”

Time pressue ard urcettainty operate in two different but related ways within
decbsion processes:exernally ard internally—or put arother way—physicaly ard
percepualy. For instarce, increasng time pressue by increasng the pace perates
“mechanically” or externally against the decison process. It limits the time available to
aralyze data and gererate alternatives. This occurs regardless d whether the decsion
maker feels “pressured,” or is even aware of the limitation. On the other hand, time
pressure can be peceived internally in the decision maker’s mind mare than it may actudly
be affecting his pioblem sdving resaurces. The sane canbe sad for the stess causedyb
uncettainty. If a decsion maker is not mentaly “stressed’by his uncettain seting, he
must gill consider the environment’s variability. Conversely, peaceptions of uncertainty
can stress some mindsto a paint that far outweighs the actua ambiguity and variability of
the environment.

To summarize, the cansequeres & decsions cancreae cansideralde internal stress.
Increasing levels of uncettainty ard time pressue candegiade gtional decsion processes
by creating the need to generate additional dternatives while limiting resources to do 0.
The cambined efects d these pkromera have strong potential to degmade decsion
meking effectiveness. In any case, the impact of dress will most likely lead to some

narrowing of attention ard resourceson the pat of the decsion maker. Some explamation
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is therefore required to synthesize he poblem of rational decsion making in a world of

limit ations, biases and gress.

The Constraints Model of Policy Making Processes

Irving Jams hes dewloped a conprehensive decsion model that attempts to capure
the difficulty of utilizing rational processes in the real world. The modd is caled The
Condraints Model of Policy Making Roceses. It insets a etional decsion procedue
into a kbrger desciptive framewark that contains many of the previously discussed
limitations.*® The imbedded ational procedue is caled the Vigilant Problem Solving
Approach The overal modd illustrates the pitfalls that the vigilant procedure must
negotiate to reacha sound decsion. It also sthows that the Mgilant procedue s not
necesary for al problems. Apperdix 1 depcts the Vigilant Problem Solving pproach

TheCondraints Model ofPolicy Making Roceses is depcted n Figure 1. The logic
flow begins whenthe decsion maker (or process)recaynizes a poblem as eiher routine
or complex—or unmportant or consequential. If the problem is routine or unimportant,
the processapples a SOP or simple decsion rule to dealwith the netter. If the issue $
indeedroutine, the processincurs little cost ard risk. The Vigilant Problem Solving
Approachworks non-routine ard cansequenia problems (shown at the bottom of Figure
1). However, they mug first ga by three different hurdles, any of which may deflect the
decision maker to another mechanism. An overriding constraint will deflect the process to
a smple decision rule. Overriding constraints are limitations in the decison maker's
cognitive resources, dfiliative relationships or his personal motives and emotional make-

up. The castraints, ercountered singly or in combination, induce he enployment of
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simple decision rules from one or more categories (cogntive, organizational-ffilia tive,
egacertric). The fact that a pooblem does ot get vigilant treatment does not necessaly
spel disaser. The problem's cansequees nay be unimportant in the erd. The sdution
may also be “not too wrong” despie the use dintuitive guessegolitical battlesard sef-
serving maives.

Jans’ model is appedhg because ti incorporates te issues © human limited
information capecities, perceptions and biases, and Allison’s portrayal of organizational
(Modd 1l) and pdiitical bargaining (Modd IIl) decison processes. Nevertheless, Janis
model does rot offer a pesciption for decsion makers who are overwhelmed by resource
constraints such as time pressure (not to mention affilia tive and egocentric concerns)—a

possibilit y that looms large for military planners and operational commanders.
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Figure 1. The consraints Model of Policy Making Decison Proceses

In some decsion situatons, a timely, relatively correct respanse & better than an
albsdutely correctrespase hat is made o late. In other words, the situaton gererates a

tension betweenaralysis and speed.

Recanition-Primed Decions

A relatively new family of decison theories known as naturdistic decison méeking
provides some insight into this tenson. These theories describe how decison makers
make highly consequential decisions in ill-defined, dynamic, high-paced ad camplex

environments.”” Ore o the main feaures d naturalistic decsion making is that decsion
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makers do rely on rational decision processes or gpproaches. Limited time is the deining
characteristic of most of these duations.®®

The Recognition-Primed Decision (RPD) modd is one of the more interesting of
those derived from naturalistic decsion settings The RPD model was deweloped aut of
reseach findings that decsion makers assess heir situatona problem based m
recagnition paterns rather than aralysis. The keyfeaure is the enphass on situation
assessem, not the gemration ard camparson of alternatives. Experlierce is the saurce
of the abilit y to recognize problems and their solutions.*

The RPD processworks in the following manner. Frst, an experierced degion
maker recognizes a problem gtuaion as familiar or prototypical. The recognition brings
with it a sdution. The recaynition also ewkes anappecition for what addtional
information to monitor: plausble autcomes, typical reactons, timing cues and causa
dynamics. Second, given time, the decison maker evaluaes his solution for suitability by
testing it through mental smulation for pitfals and needed adjustments. Normally, the
decison maker implements the first solution “on the run” and makes adjustments as
required. The decision maker will not be discard a solution unless it becomes plain that it
is urworkable. If so, he will attempt a second option, if available. The RPD process is one
of satsficing. It assures that expelierced deaion makers idertify a first sdution that is
“reasmaldy good” and ale capale of mentally projecing its implementation. The RPD
process ao assures that experierced deaion makers are albe to implement their one
sdution at ary time during the piocess.

The RPD is a desdptive nodel that explains how expelierced deaion makers work

problems in high stress deaion situaions. From the perspecive of effeciveress,
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however, it is nat the best modd for dl decision environments. Situaions that require the
careful depbyment of resaurces ad aralysis of alstract data, suchas articipatng an
ereny’s cairse d acion, require an aralytical appioach If there is time for aralysis, a
rational processnormally provides a btter sdution for these kinds d problems. The
implication is that decison makers who rely mainly on pdtern recogntion for every
decsion problem could do better. The RPD model complements the aralytical appioach
Neither is appropriate for al decision problems®

The RPD modd provides some insight as to how operational commanders survive in
hightload, anmbiguous ard time presured dtuaions. The key seens to be expelierce.
The e)pelierce seves ashe base br what may be seenasan intuitive way to overcome
stress. A decsion makers reliance a patern recagnition appeas o the pimary
difference letweenrational ard intuitive decsion processes. Decsion makers with more
expeience will tend to employ intuitive mehods more often than analytical processes.
This reliance m patern recaynition anong expelierced commanders may provide an
oppoartunity for an adwersary to manipulate the paterns to his adwantage in decepion

operations.

Conclusion

Although normative decsion modek gererally prescibe a rational process to
optimize problem solutions, a number of factors tend to limit and degrade its execution.
These factors include the limitations of human decision makers to process daa and the
exstence d various nherent biases:cogntive, percepual motivational ard cultural.

Other patential detactors to rational processes dére from organzaiona processesad
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politics.  Military decison making occurs in operationa settings in which the
consequemes @& decsions, urncetainty ard time pressue creae acue stress. This
pheromeron creakes a énsion betweenthe desie for geting optimal decsions, which
usualy take time to gererate, ard the dese for responsive decsions, which may be less
than optimal.  The Vigilant Problem Solving Approach and the Recognition-Primed
Decison Modd illustrate normative and descriptive mechanisms for coping with this
tenson. We will nhow build upon our understanding of decision making under generd

conditions of stress b addess eglicitly the piocess atvork in a canbat ervironmert.

Notes

! Ore can amue hat ermrergercy medical personnel, firefighters ard pdice brces
routinely face arbiguous, variade ard cansequenia decsion ernvironemnts. However,
exceptwhen a pdice brce qposes ogarnized cime, the existence of organzed deady
resistance sets the military decision environment gpart from other hazadous piofessons.

2 The Joint Staf Officers Guide 1993(AFSC PUB 1), (Norfolk VA: National
Defense, University Armed Forces Staff College, 1993) 6-1. Joint U.S. plaming
procedures are similar for both ddiberate and crisis action planning. The procedure traces
the following seps:1) receve ard aralyze he task to be accanplished; 2) review the
enemy Situaion and begin to collect necessary intelligence; 3) develop and compare
alternative coursesof acton; 4) sekectthe kest akernative; 5) dewelop ard getappoval for
this concept 6) prepae a pan ard 7) documrent the phan

® Janes G March, A Primer on Decison Making: How Decisons Happen (New
York: The Fee Pess, 1994) 2-3.

* In pracice, there ae a mmber of differences anong acaderit rational decsion
modek in regad to knowledge, prefererces, ard cetainty of the ervironmert. These
modds normally relax one of the assumptions regarding the level of preference
commonality anong decsion makers, their knowledge d posshble alternatives, or their
certainty conceming outcomes. Herbert A. Smon, Adminidrative Behavior, (New York:
The MacMillan Company, 1957) 6769; Graham T. Allison, Essence ofDecsion:
Explaining the @ban Mssile Crisis (New York: HarperCollins Publishers, 1971) 29-31;
March, Essence oDecsion, 3-5.

®> March, Essence oDecision, 8-9, 23-24; Allison, 31-32; Smon, 80-81; Irving L.
Jans, Crucial Decisons (New York: The Free Pess, 1989) 96-98.

® Irving L. Jaris, Crucial Decisons (New York: The Free Pess, 1989) 43.

" March, Essence obecision, 8-15.

8 Jaris, Crucial Decisons 3541; Janis ard Leon Mann, Decision Making, (New
York: The Fee Pess, 1977) 25-39.
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° March, A Primer on Decison Making, 15-18.

% David R. Jones, Col USAF MC (Ret), Interview by Author, 18 May 96, Maxwell
AFB, AL, Air University Library. Cad Janes is a cansultant in Psychiatry ard Aerospace
Medicine.

" There are other typesof biases. Motivational biases déve from an individuals
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cultural norms ard heritage ae ako significart. Richards J.Heuer Jr., “Cognitive Factors
in Decepton ard Cauterdecepton” in Donald C. Danel ard Katherine L. Herbig, eds,
Strategic Mlitary Deception (New York: Peganon Press, 1982) 32.

2 Heuer 33-34.

3 The following paegrapts on percepual biasesare basedon Heuer 34-40; T. L.
Cubbage, “Understarding Failure in the Estimative Process, Michaell. Hardel, ed, in
Strategic and Opational Deception in \&kd War II, (London: Frark Cass ard Co. ,
LTD., 1987) 130-34; ard Howard RacHin, Judgment, Decison, and Goice: A
Cognitive/Bhavioral Synthes. (New York: W.H. Freemanard Compary, 1989) 62-63.

* The cantext in which the pecepion occurs is important as well Different setings
will evoke different perceptions from the same event. Heuer, 35.

> The plot ard narrative is a wayto fit complicated siuaions into a sory that makes
serse, a adeiing of large anounts o information into a prearanged pbt that the decsion
maker areadyunderstands. Culbage, “Understarding Failure in the Estimative Process;,
131.

® Heuer 34; For an extended amlysis of the expecations facor upan Geman
percepions prior to the Namardy invasion, see Cubage, “Understarding Failure in the
Estimative Proces,” 134-37.

7 Cubbage, “Understarding Failure in the Estimative Proces,” 127; Heuer
“Cognitive Factors in Decepton ard Cauterdecepion,” 44. Robert Jewis historical
aralysesof intergovemmerta mispercepions canfirm the theoretical work of Heuer See
Robert Jewis, “Hypotheses @ Mispercegion” in World Politics, Vol 20, no. 3, April
1968,454-79.

8 Heuer 5758; ard Cubbage, “Understarding Failure in the Estimative Proces,”
127-28.

9 Heuer 44-48; ard Cubbage, “Understarding Failure in the Estimative Proces,”
128-29.

20 RacHin, 58-61.

21 Cubbage, “Understarding Failure in the Estimative Process,” 128. Cubbage offers
the following overestimation example: given a scenario with seven “high” probabilit y
assumtions (eachwith a 9 ewent probahlity), a decison maker will consider its outcome
likely. Howewer, it has a ess han50 percern charce d occurrence.

2 Heuer 50-54; Cubbage, “Understarding Failure in the Estimative Proces,” 129-
130.

2% RacHin, 51-53.
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4 Allison presents three descriptive modds in Essence of Decigon: Explaining the
Cuban Mssile Proces. Allison's first modd applies the rational decison modd to a
nation state. The aher two modek are examned biefly for relevance. For more aralysis
see Allison, 7895, 162-181.

5 Allison, 78-79,8991.

?® Ipid., 80,93-94.

?" |bid., 14445,17374.

28 A good exanple o pditical bargaining that occurred duing an opemtional
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commander (Montgomery) or spread the Allied thrugs on a broad front. The pditical
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Disaders, 4th ed. (Wadington D.C.: AmericanPsg/chiatric Association, 1994)
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' |bid., 12627.
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% David Ranfeldt, “Beware the Hubris-Nerress Complex: A Conceptfor Leadeshp
Analysis,” (Sarta Monica CA: RAND, 1994) pasim.

% The interest in dynamic stress efects on decsion processesvas heightered after
the USS Mcennes shot down an Iranian arliner (Iran Air Hight 655). Otherwise there has
beenlittle research literature (1960-1990) pulished that direcly addesses stress effects
on judgnert ard decsion making. See kenneth R. Hammond, “The Effects of Stress on
Judgnent ard Decsion Making: An Overview ard Argurnrerts for a New Approach AR
Researh Note 95-14, (Alexandria VA; U.S. Army Reseah Institute for the Belavioral
ard Saial Scences Jan 1995) 1.

% There ae nmany other saurces d stress hat also act on the decsion ervironmert.
Thes include dager, fatigue, food ard watr depivation, ard physical exposure to
temperature exremnmes aunl noise.

% This is Clausawitz's proposition as well. Determination is the courage to persist in
a course of acion aganst many odds. Cal von Clausewtiz, On War, Michael Howard
ard Petr Pakt, trars., eds, (Princeton NJ: Princeton University Press, 1976) 102.

%" There were compelling reasons to go with either decision—-to wait for another
opportunity or to press with the landings The decsion wasdifficult dueto the assault’s
narrow window of oppotunity based on tidal paterns, the necesary prepaatory
momentum of a large invasion fleet akready at sea, poor weather that might improve
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Chapter 3

Considering a Cognitive Warf are Framework

I ntr oduction

The analysis that follows re-examines the “mind” sde of the C2W equaion in light of
the limitations and tensions of military decison processes discussed in the previous
chaper.! It begins with an examination of John Boyd’s Observation-Orientation-
Decsion-Action (OODA) cycle to illustrate the different ways a C2W campagn may
attack an adwersary’s decsion cycle. This set the stge br amalysis of the paticular
methods d suchattacks. The e productis a smple cognitive wafare framewak that

will be used to examine the historical evidence of C2W in the following chapters.

The OODA Loop and Two Approaches to Command Dysfunction

John Boyd’'s sccaled OODA Loop illustrated a FHgure 2, is a Smple and useful
construct for concepualzing decsion cycles? The hesic notion is that commanders
obsewe, orient, decde,ard act They then obsewne the outcome ard begin the cycle over
agan. It is obvious that acuual decsion cycles ae rot this simple. Althoughthere may be
anoveral command decsion cycle that appioximates anoperational OODA Loop, suchas

an Air Tasking Order (ATO), there ae a nultitude d decsion cycles i every operation.®
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Newertheless, two cognitive warfare appoackes b command dysfunction can be
visudized by usng the modd.

If one compares the decision cycles of two oppasing military commands to a
“gurfight” between two artagonists, one can appeciate the requirements for good
eyesght (Observation), accuacy (Oriertation), ard a Bst draw (Decsion ard Action). If
comparably skilled, the quicker of the two will tend to get the upperhand. Howewer, a
faster draw does not necessarily help a skilled gurfighter whose am is obstructed by
blowing dust So it is with competng decsion processes.Both speed ath accuacy are
required, ard they are neasued n relation to the speed ahaccuacy of one’s goponent.*

These wo factors kecame the tesis d a cantive wafare framewark.

OBSERVATION

ACTION ORIENTATION

DECISION

Source: Joint Pubicaton 3-13.1, Joint Doctine or Command
and Gntrol Warfare (C2W)

Figure 2. The OODA Cyclke

The “anti-speed” appyach attempts to slow an adwersary’s decsion cycle so his

decsions ae irrelevant at the ime of executon. The focus s on degiading the efficiercy
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of the decision cycle by denying the “observation” function the abilit y to see and impeding
the flow of accuste information through the ptysical links o the loop. Data denal is
usualy acheved by prewerting the adwrsary’s dosewation function, or sersors, from
operating effectively in one or more chamels. Decsions ard accaonparying daga are ako
slowed ly neutralizing or destoying the communication links that connect the commander
to the subordinates who carry out his will. Operations security, electronic warfare (EW)
ard physical atack ae used d execut this appoach® Contenporary Americandoctrine
adwocates domination of air, space,ard the ebctromagnetic (EM) spectuns to acheve
this effect A successfl “anti-speed” gstategy also indirecly affects the adwersary’s
orientation. Late ard misshg dat degade acclate percepions d realty.

Howewer, a pue “anti-speed” gstategy aganst an eremny’s communication links ard
obsewation functions is not normally sufiiciert to induce conmand dysfunction. Cutting
communicatons and Hinding semsors canserously hamper command ard cantrol; they
will, however, not go unoppased by an adversary who expects these kinds of attacks. An
adwersary may simply switch to unaffecied nedia to communicae aml cbsewve. An
adwersary can also charge his canmand arangenerts, objectves @ strategy to
compersak for his increased desion cycle dificulties. Potentid countermeasues
sugges that the effort to dow an adwersary’s decsion cycles may not aways work, ard
evenif it does,other coping mecharisms canreduce he impactof the impediments® This
leads usd the secad appoach

The secoad apppachatempts to corrupt the adersary’s arientation. The focusis on
the accuacyof the oppanent’s percepions ard facts that inform his decsions, rather than

their speedthroughthe decsion cycle. Opeations secuity, decepion ard psychological
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opertions (PSYOPS) are usudly the pimary C2W ekemnerts in the caruption effort.’
The corruption scheme’s relationship to decsion speeds samewhat complicated. In fact,
the corruption mechansm may work to vary the decsion speed depeling on the
objective of the intended mispercepion. For exanple, the ereny might be induced ©
speedy make the wrong decsion. Even sq an adwersary decsion process wald likely
slow down in an ernvironmert of increased ammguity ard appaent contradictions (if
discened). As with the rarrow enployment of a pure “anti-speed” strategy, the
projecion of falsehoods am anbiguity into the ereny’s decsion cycle is not necessaly a
sufficiert strategy by itsef. Other C2W elenrerts may be needed @ isolate the target from
information chamels that canundemine the caruption erdeavor.

In summary, a canitive wafare stategy canview anopposing decsion process fom
the perspecive of deceasng its speeddeceasng its accuacy, or both. The “anti-speed”
strategy preverts the adwersary's OODA Loop from keepng pace wih ewerts. |If
successfl, the autcome nmekes te gponent reactve, cedng the initiative to the other
side. The corruption appioach concertrates m affecting decsion accuacy ard may or
may not degiade be speed éiciercy of the goponent. If successfl, the adwersary makes
inappopriate decsions. A more complex strategy would combine the appioaches. Figure
3 illustrates the two basic gpproaches. A closer look at the possible combination of
approaches will follow later in the chapter. However, it is gppropriate a this point to

examine some formal insights into cognitive warfare expressed by military theorists.
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Figure 3. Cognitive Warfare Approaches

Cognitive Warfare Hints from War Theay

Sun Tzu wrote as follows concerning planning and intellig ence:

Therefore, regarding forces: By perceving the ereny ard perceving
ourselves, there will be no unforeseen risk in any battle.® So, the battles of
those sghisticated atstrategy do not have unorthodox victories, are not
known for genus, are rot ackrowledged 6r valor— becauseheir victories
contain no miscakulations?

Conceming Alternative Ohectives:

The eremy must not know where | intend to give battle. For if he does
not know where | intend to give battle he must prepae in a great many
places. And when he prepaes n a geatmany places,those | have to fight
in ary one phce will ke few.'

Conceming suprise anl decepbn:

Therefore, have a capability, but appear not to; meke use, but gppear not
to; be near but appearfar, or be far but appearmear, show gans to lure
them; show disorder to make them take chance....Attack their weaknesses,
emerge o their suprise*
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SunTzu’'s ledger of war truths canbe thought asa st of proverbial wise sayings
They are rationally appedhg; simple to remember; ard as he e)presson goes, easer sad
than done. Michael Handd writes that Sun Tzu’s was a prescriptive optimist regarding
the plaming and execufon of warfare in gereral ard C2W in paticular.® SunTzu's
axioms assume an omniscient ability to gather intellig ence in order to make detailed plans
to win a victory—a victory that can be forecast SunTzu’'s exwlicit adwcacy for
decepion in al agpecs of warfare is cited regulaly as suppat for its continued
importance today.”® There is, howewer, aninternal contradiction betweenhis assumtion
of accuete intelligence and the insistence upan decepion. The presere d decepion in
the deciion environmert would seento lessenone’s caffiderce d accuete intellig ence.™
Another note of interest is Sun-Tzu’s position concerning wmmand desision processes.
His enphass on methodical ard detiled plaming indicates anassurption of aralytical
decsion making. His wads a1 how decsions ae nade n the heitle saylittle—hut
perhaps imply the requirement for patern recognition and intuition:

Turbulerce ard fermert: while fighting amd chaos, we nmay not be

confused. Rolling and tumbding: while controlling within gyrations, we may
not be deaked™

Carl von Clausawitz wrote the following concerning planning and intellig ence:

Many intelligence reports in war are contradictory; even more are false,
ard most are urcettain.'®

No other human activity is so continuoudy or unversally bound up with
charce. And throughthe eknert of charce, guesswek ard luck came to
play a geatpat in war."’

Conceming suprise anl decepbn:
The two factors that produce surprise are secrecy and speed....t is equdly

true by its very nature surprise can rarely be outstandingly successful. It
would be a mistake, therefore, to regard suprise as a keyelenen of
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successnwar. The piinciple s highly attractive in theary, but in practice it
is often held up ty the friction of the wiple machine.®

...plars arl orders issued dr appeaarcesonly, fase reports desgned to
confusethe ereny, etc—hawe as a ule so little stategic value hat they
are used aly if a radymade qportunity presens itsef.*

Clausewtiz's peispecive s vastly different from Sun-Tzu with respectto C2W.
Clausewitz was pessmistic in his outlook concerning the costs and benefits of decepton
and surprise at the strategic and operational levels. This pessmism femmed from the
difficuty of hiding extensive logistics ard troop prepaations necessar for major
campagns and the relatively limited maility of the armies of his era. Clausewitz saw
more utility of decepton ard suprise atthe tactical level in operations that took little
time. Friction ard urcetainty also gawe him a heathy skeptcism for the value of
intelligence in planning and conduding the battle®® Clausewitz's major contribution to
C2W thought is his realstic appmisal of the friction ard chaos that confronts an
operational commander ard the requirements o courage ad intuition to make the

required decsions.

Since all information and assurptions are opento doult, ard with charce
atwork everywhere, the commander continualy finds hat things ae rot as
he expected.

During anoperation decsions have usualy to be made atonce: there may
be not time to review the Stuation or even to thnk it through

If the mind is to energe urscathed from this relentless struggle with the
unforeseen two qualties ae ndispersable: first, ard intellect that, evenin
the darkest hour, retains some glimmerings of the inner light which leadsto
truth; ard secad, the cairage b follow this faint light wherever it may
lead?

42



Sun Tzu ard Clausewiz pant different pictures d the command ervironmert. While
SunTzu seesa predctable canpaign in which decepive ploys am suprises canbe
plamed, Clausewiz seesdg as he pimary instigator of suprise—welded ly charce.

B. H. Liddel Hart wrote as 6llows caxceming movement ard suprise:

Strategy has ot to overcome resistarce, exceptfrom nature. Its puposeis
to diminish the possibility of resistance, and it seeks to fulfill this purpose
by exploiting the ements d movement and surprise....

Although srategy may am more a exploiting movement than at exploiting
sumprise,or conversely, the two elenens reacton eachother. Movement
generates suprise,ard suprise gves impetusto movement.?

Conceming aternate dyjectives:

...the best way is to operate dong a line which offers dternative objectives.

For thereby you put your opponent on the torns of dilemma, which goes
far to assue the ganing of at leastone dyjecive—whchever is least
guaded—aml may erale you to gan one afer arother.”

Conceming decepbn:

...t is usudly necessar for the dislocaing nove to be proceeded ¥ a
move, or moves, which can be best ddined by the term “distract’ in its
literal serse of ‘to draw asuder. The pupose d this ‘distracion’ is to
depiive the enemy dhfis freedom ofaction ard it should operate in the
physical ard psyhological spheres. In the physical it should causea
distertion of his forcesor their diversion to urprofitade erds, so that they
are too widely distributed, ard too committed ekewtlere, to have the
power of interfering with one’s own decisively intended move. In the
psychological sprere, the sane effect is saught by playing upan the fears
of, ard by deceving, the gopasing cammand.*

The renewal of maneuver warfare during World War |l brought with it a resurgence
in C2W thinking—and connected it to maneuver. B. H. Lidddl Hart's contribution to
C2W is the indirect apppach® The indirect appoachawids eny lines d expecation
(the line o greakst resistarce) by taking a Ine that is not expeced, ard moves

unexpecedly into the rearof the ererry. This physical movement dislocates he goposing
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forcesfrom their linesof communicaion. This “sudderi dislocation also cau®s a mental
dislocation in the mind of the commander—a “serse d feelng trapped. The ursetling
psychological effect of having urexpeced emny forces n the rear tends © deby the
commanders respaise. Liddel Hart’s starting mechanism to urleash the war of
dislocaton rests an the use ba “distracter.” This distracter cantake two forms. The first
is the creaton of anmbigutty in the eremy’s nind as © one’s real objectives anong many
(atemative objectives) The aher is a deiberate decepion ploy to creak false certainty
in the eremy commander's mind as b one’s objectives?® That said, Lidddl Hart’'s C2W
dislocation effects wek for the nost pat related to maneuver. Howewer, the widespead
practce of strategic ard operationa decepion duing World War 1l has ako led to a

resugerce d decepion theary.

Devebpment of Modern Decegion Theory

Decepton adwocates argue that the increasng s@histicaion ard capaliities of
battlefield surveillance have paradoxically increased the importance of and oppartunities
for decepibn.?” They are important because he lettlefield is only trarspaert in the
physical serse® They are goportune kecauseof inherent percepuial biases—radeready
by the mind’s expectations.

The dscusan in Chaper 2 on biases pesemed the concept that expectations
influerce wrat is perceved. New dah are addedto existing concepions ard images. The
percepions that form tend to do so quickly ard, once formed, are resistart to charge even
in the presence of contradictory information. Other cognitive biases affecting probabilit y
esimation ard the evaluaion of eviderce end to reinforce he pesistence d these

percepions. This persistence s the keylever for decepion. It is easyto reinforce wtlat is
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alreadyexpeced. Theissueisto understand the Mictim’'s e)pecations in relation to one’s
own objectives awl intentions. The task is much tougher when the target s expecations
do not match up wih the decerer’s decepte story. This is dueto the strength of initial
impressons. Howewer, decepton can also work aganst the adwersary’s curent
expechtions by weakeing his cafiderce n them® Appendix 2 lists the relationships
betweendecepion ard pecepual ard cagnitive bases.

Fundanentaly, al decepion ploys ae castructed in two paits: dissimulation ard
smulation. Dissmulation is covert, the act of hiding or obscuring the real; its companion,
simulation, presets the false®* Within this basic construct, decepibn programs are
enployed n two varians. A-type (ambiguity) and Mtype (misdirection). The A-type
decepion seeks @ increase atiguity in the targets mind. Its aim is to keep the
adwersary unsure of one’strue ntentions, espeally anadversary who has initialy guessed
right. A number of aternatives ae dewloped br the target's consumption, built on lies
that are oth plausble ard suficiertly significart to cause he target to experd resources
to cover them The M-type decepion is the nore denmanding variart. This decepion
misleadsthe adwersary by reducing anbiguty, that is, attempting to convince hm that the
wrong solution is, in fact, “right.” In this case, the target positions most of his attention
ard resaurces n the wrong place®

Although the A-type ard M-type programs are cacepualy different, in practce hey
are usedsimultareously in various sradesand enphases. A decepion program may start
out as anM-type ploy to confirm the adersary’s eypecttions alout what is going to
happen (usualy what he expecs o the lasis d logic ard experierce). Howewer, since

most adversaries are prudeant enoughto consider other possibilities (of which one may be
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the realsdution), the decerer also may enploy anA-typeprogram to increase e rumber
of akernatives. This, if effective, causeshe decepion target to spread his remaining
resources over a numbker of possbilities® Appendix 2 lists the man principles and

techiques & decepion.

A Cognitive Warfare Synthess

A compatison of the insights of Sun-Tzu, Clausewiz, Liddel Hart ard the nodem
decepion theaists reveak tension conceming canmand ard the caxduct of C2W. A
tension exsts betweenClausewiz's cal for intuitive decsion making amdstthe chaocs ard
Sun-Tzu’s prescription for detailed planning based on excellent intelligence. There is dso
a tension betweenClausewiz's skepical view d the ccst/berefit value of decepion ard
sumpriseard both Sun-Tzu's ard Liddel Hart’s strong adwcacyfor it. Both Sun-Tzu ard
Liddel Hart highighted he diemma of akernative dojectves upm an adwersary’s mind
made possble by movement. Clausewiz enphaszed he weght of charce anml
consequercesupon the commander's mind canceming the imponderables d battle. 20th
Certury decepiton thearists pant out the tension betweenthe nodem trerd of battlefield
trarspaercy ard the goaque ature of intentions. The dscussins o Chapter 2 ako
presented a numkber of rational limitations, biases and dress effects that affect decision
making. The quesbn, therefore, alises as @ how one should use hese diferent insights
and issues for military decison making in settings that range from peaceime training to

those that are gppaosed,high-paced,anbiguous aml immediately consequential.
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Three Categories ¢ Cognitive Warfare

Ore wayto visuaize the canitive wafare appoachof C2W is in a threecatgay
framewak depcted atFHgure 4. The categaies include of the adwersary’'s command
baselne, stressas, ard decepbn.®®* The canmand baselne represes the adwersary’s
exsting decsion making characteristics. It congists of his eypecttions, percepions,
command arangenerns, decsion procedues, expelierce, training, tradtion, culture ard
ary other significart factors that constitute his decsion making. The laselne includes
both strengths ard weakmsses. Weakressesnclude sdtinduced poblems that affect the
accuacy ard speed b his decsion cycle* The command baseline establishes the
opportunity “meru” for the aher two caegaies.

The secand framewark caiegay consists of stressas. “Stresses’ come in two ses,
physicalard psychological The plysical stressas are actons that complicate arl degiade
the adversary’s decison making by pressuring his capabilities and time resources. This
relates back to the “anti-speed” approach discussed earlier. Targeted capabilit ies include
the ability to communicate and use sensors.  Increasing the tempo of operations reduces
the adwrsary’s time to make decsions. Other physical stressas that degiade decsion
making derve from the reture of the goerational ervironmert. Briefly, these mclude
environmenta extrenes (noise, temperature) ard physical hardshps (ack d skeep,food,
water ard hygiere). Common to al, physical stressa's reduce dedion resources n terms
of information, time and physical capabilities.®* However, the introduction of physical
stressass leads ¢ the secod kind, those that are psyhologicaly felt in the mind of target
For exanple, while anincreasen operational tempo reduces aailable decsion cycle time,

the available time may Hill be sufficient to méke effective decisons. Nevertheless, the
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increasedtempo may causea decsion maker to perceive signficart time pressue ard
adust his decsion process. Whether or not this degades s decsions is depewlert on the
sewerity of the peceved time stress anl the types ¢ coping mechansms that are used d
compensate.  Similarly, other psychological sressors, including uncertainty and high
stakes,affectthe decsion ernvironmert. The urcettainty in this caseis basedon the nature
of charce—the urknowalle ewerts that are inherent in operational setings. This is in
contrast to the uncertainty ard anmbiguity that is purposel introduced ly decepion.*® The
other mgor psychological stressor is the weight of consequeantial decisions. This is also an
internal stress, induced by the adersary's own mora friction in the face d& sdving

consequential problems®’

COMM AND BASELINE STRESSORS DECEPTION
COMM AND ARRANGEMENTS| HIGH STAKES ACTIVE
LINE OF CONTROL A-TYPE
DECISION PROCESS UNCERTAINTY CREATE AMBIGUITY
EXPECTATIONS TIME PRESSURE M-TYPE
PERCEPTUAL BIASES CREATE MISDIRECTION
COGNITIVE BIASES
PASSIVE
OPERATIONAL SECURITY
SECRECY
CAMOUHR.AGE

Figure 4. Cognitive Warfare Framework

The final framewark categay is decepion. The A-type decepiibn program increases
uncettainty by gererating a rumber of akternatives br the adwersary to consider.® M-type
decepion programs work in the goposite direction in terms of uncertainty and seekto
convince the \uctim that he is “right” about the decerer's nethods aml objectives, when

he is objecively “wrong.” Both decepion types eploit the canmand baseine’s
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expechtions ard pecepions. They also both enploy operational secuity measues to

hide real capabilities and intentions.

Conjectures ard Implications

While it is appaent that there is a ‘targeting” relationship betweenthe command
baselne am the aher two C2W “tool” categaies, there might also be a number of
interactions betweenthe decepion ard the stessa cakegaies. Examning time pressue
ard decepion, the logic indicates hat there may be either mutualy reinforcing or
interfering interactions. If one assumes the general notion that psychological time pressure
causeglecsion makersto chamelize nformation seaches anl aralyses,thenthe quesbn
asto whento increase itme pressue in conjunction with a decepbn program depenls m
the victim’'s primary attention or expecations. If his atention is akreadyfocused o the
decever’'s phusble “story,” thentime pressue (if applcalde to the decerer’s goerationa
plan would likely assst. This is becauselte \ctim’'s ctamelizaion will attenuae his daa
seach ard aralysis on what he considers the pelipheral matters—the place where the
decever has hddenthe truth. On the aher hand, if the decever needsto charge an
adversary’s expectations, then adding time pressure will lik ely be counterprodudive. In
this case,time pressue may dery the victim suficiert time to perceve ard cansider the
decepion ard reduce he \ictim's caifiderce atout exsting his pecepions.®

The realworld appicaton of intentional stressas ard varied decepiton programs will
require a s@histicated urderstanding of the stessa-decepion interacion. This is in

addition to understanding what cognitive and perceptud vulnerabilit ies are exploitable in
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the command baseline and having excellent intelligence resources that return feedback
conceming the adwersary’s thinking.

In Chapter 2, the discussion ended by describing the latent tension that exists between
the requirements for decsion accuacy ard decsion speed. The gemra idea was hat
given adequad time ard information resaurces,the prefered wayto decde casequenial
decsions was ¢ use anaralytical appoach If this was mt possble due ¢ time
constraints, there wasa reed or expetierced patern recagnition or same intuition to get
an adequag decsion in reduced tme. The quesbn now is how this tenson between
decsion speed ath accuacyfits into the degjns d the canitive wafare framewark.

If one hed insight to the decsion process ad expecations of the eneny command, a
logical question may follow:*® On which erd of the speedaccuacy tension is the ereny
strength? Is it expeliercedbased mtuition or rational aralysis? An exploitable weakress
on either erd may indicate the decepbn-time pressue strategy to useto manipulate the
ereny’s decsion process. If the adwersary has ro weakress a either erd of the decsion
spectum, then one mght deermine what strategy places e eremy command in a
position in which it has insufficiert time to aralyze the decepbn puzze ard not erough
intuitive confiderceto seethroughall the aternatives. The pant here is that appoachng
the cognitive side of C2W from the peppecive d the adwrsary’s decsion process ray

provide sane insight on the overall C2W operation.

Conclusion

This chapter considered two basic ways to appoach a canitive wafare stategy.

Thefirst appioachattackedthe speed banadwersary’s decsion cycle; the secod focused
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the attack on its accuacy. These appractes oughy line up wth the two “tool”
catgaies of the Cognitive Warfare Famewak: stressas ard decepbn. More often
than not, one wauld expect these apgractes b coexst ard overap in useand effects.
The dea hat there is aninterdepemert relationship betweentime pressue and decepion
was dso considered. Although our knowledge of this relationship is incomplete, the logic
indicates tat there ae loth reinforcing ard interfering interactons.

Most important is the fact that the overall cognitive wafare appoach is depeuert
upon the erenmy’s canmand baseine—the decsion making processes, command
characteristics and expectations of the decison mekers. The illfu | employment of stress
ard decepion aganst the command baselne nay be a piincipal mechansm to bring alout
its cognitive dislocation.

It is now appiopriate to usethese msights to exanine the hstorical evMderce. We

begin with the Namarndy canpaign of 1944.

Notes

! While ackrowledghg that the spedics of ary C2W canpaign depenl greaty on
the target's character, the following argunment will fo cus on the unversal perceptud and
cognitive asped d decsion making.

2 John R. Boyd, “A Discourse on Winning ard Losing,” Augug 198. A cdlecion of
unpuMdished briefings and esays, Air University Library, Docunment No. M-U 3035216
no. 7791. For anin-dept aralysis of Boyd’s theary in the caitext of strategic paralysis,
see Dawd S. Fadok, “John Boyd ard Jbhn Warden Air Powers Ques$ for Strategic
Paralysis,” Thess, School of Advanced Ar Power Studies, Maxwel AFB, AL: Air
University Press, Februaly 1995; Joint Pubicaton 3-13.1, A-1, A-2.

¥ An opemational commander most likely has a mmber of personal decsion cycles
running simultareoudy on a vaeried ®t of problems ard concems. Many suppating
OODA Loopsoperate within the canmander's staff ard at sulordinate eclelons. Each
step wihin an OODA process ao has anOODA Loop. For exanple, a sulordinate
reconnaissance organization will run its own decision cycle while executing the higher
eclelon's “observation” function.

* One can be much less wrong in perception than another, but still far enough off the
mark to frustrate saught after objectives.
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Notes

®> Physical atack ncludes ai, ground, specal forces, ard as information warfare

tecmiquesmature, electronic attack. Jant Chefs of Staff, Joint Doctine for Command
Control Warfare (C2W) Joint Pub 3-13.1, (Washington DC: Depatment of Defense, 8
February 1996),11-8.

® This suggess that the cancept of cutting canmurications ard Hinding sensors not
be viewed fom a rarrow techical perspecive. The idea s to slow the decsion process
to induce conmand dysfunction. This may not occur by reducing electronic transmssbns
to acertain level.

" Because C2Wusualy enploys PSYOPS to influerce a boader population, this
analysis will fo cus on decepton as a ool to influerce emmy decsion processes.

® SunTzu, SunTai: The Nw Trandation, trars. by J. H. Huarg (New York:
William Morrow and Company, Inc., 1993) 52.

° lbid., .

% SunTzu, The At of War, trans. by Samud B. Griffith, (Oxford: Oxford University
Press, 1963) 98.

1 SunTzu, SunTa: The New Trandation, 40-41.

12 Michael I. Hardel Magers at War: Sun Ta, Clausewitz and Jominj (London:
Frark Cassard Co., LTD., 1992) 102131.

13- Joint pubications cite Sun-Tzu often. See Joint Publication 3-0; Joint Publication
3-13.1; ard Jint Pubication 3-58.

4 Michaell. Hardel Magers at War: Sun Ta, Clausewitz and Jominj 117.

* SunTzu, SunTa: The New Trandation, 59.

% Carl von Qlausewitz, On War, Michael Howard ard Peter Paret, eds ad trars,,
(Princeton NJ: Princeton University Press, 1976) 117.

" Clausewitz, On War, 85.

'® Ibid., 198.

% |bid., 202-203.

0 Handd presents a smilar argunent. See Michael |. Handd, Masers & Wa: Sun
Tau, Clausewtz and Jomini101-131.

?I Clausawitz, On War, 102.

?2 B, H. Lidddl Hart, Strategy 2nd Edition, (New York: Peryuin Books, 1954) 325.

2% Ibid., 329.

?* Ibid., 327-28.

> The indirect appoachwas ot new, but it seened rew being reborn after the
frudrations of World War .

26 A review o Liddel Hart's historical aralyses slows that he lears more toward the
creafon of anbiguity through alternative dojectives ashte dstracing mecharism.

" Ore suchadwcate is MichaelDewar SeeMichael Dewar, The At of Decepion
in Warfare, (Newton Abbot Dewon UK: Davd & Chares, 1989) 116-117.

8 The adwent of steath tecology seems o have tempered he trerd toward the
“trangparent battlefield.” Other technologiesmay sameday expose curent steath. In ary
case,the argunrert follows that no matter how wel one canserse the ervironmert, one
canna discern intentions of the mind.
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Notes

2 Richards J.Heuer “Cognitive Facbrs in Decepion ard Caurterdecepion” in

Donald C. Darel ard Katherine L. Herbig, eds, Strategic Mlitary Deception (New
York: Peganon Press, 1982) 4260 pasim.

%0 Barton Whaley, “Toward a Geera Theay of Decepion’ in John Gooch ard
Amos Perimutter, eds, Military Deception and Sategic Suprise, (London: Frark Cass
ard Co. Ltd., 1982) 183.

%1 Donad C. Daniel and Katherine L. Herbig, “Propositions on Milit ary Decepion”
in Donald C. Dariel ard Katherine L. Hertbig, eds, Strategic Mlitary Deception
(Perganon Press, 1982)5-6.

%2 Daniel and Herbig, “Propositions on Milit ary Decepton,” 6; Whaley, “Strategem
Decepton ard Surprisein War,” (Canmbridge MA Massachsets Institute d Techology,
1969) 134,14041.

% Taking the cancept further, the cayritive wafare nodel acualy is two-sided
(assuning two combatarts), sothere ae wo ses, or six cakegaies.

% The list of sef-inducedproblems that may be presem canbe lengthy. Besies
percepual ard cognitive biasesthe list may also include p@r command lines d autority
ard muddled aganzational proceses (Allison Modd I1); self serving motivations (Allison
Modd 111); and individud biases (risk-taking, hubris, hubris-nemesis).

% The lack d skep § one the spnificart physical stressas not addessedr this
paper anong others. Depiliving anereny commander of sleep § a primary way to reduce
his canitive efeciveress. Davd R. Jones, Cd USAF MC (Ret). Interview by Author,
18 May 96, Maxwell AFB, AL. Air University Library.

% For this framewark, charce aml friction cause he stessa of urcettainty. The
other saurce d urcettainty ard anbiguity comes from a third catgay tool, A-type
decepton. The diference ketweenthe two is sulile. A-type decepon intentionally
promotes lies to create uncertainty. The uncertainty of chance and friction is probabilistic
in nature. For thisreasm the ramewark maintains themin sepaste caegaies.

37 Some operational capabilities, though not intended specifically as C2W messures,
can induce psychological stress. The threat of Allied tactical arpower complicated the
Geman decsion for a defensive strategy in Frarce, a decsion that the Gemars rever
resdved canpletely. See Clapier 4.

% Heuermakes an interesting pdnt conceming A-type decepion. Orce a deaion
meker is sengtive to the possibility of decepion, then its use énds b became
overestimated. “Factoring in the possibility of decepion imposes et arother intellectual
and psychologica burden. This undemines the credibility of whatever evidence is
available and reduces he lkelihood of ariving at a neanngful aralytical conclusion to
guide decsion making. As a caisequerte, decsion makers ard aralysts alike often resist
serioudy coming to grips with this possibility.” Heuer, “Cognitive Factors in Decepion
ard Caunterdecepion,” 64.

% There appea © be little witten alout the interacion of decepion ard stress.
Decepton literature ard joint doctrine includetiming as a critical factor, but in the sense
of giving a victim suficiert time to validate the “truth” of complex decepion plars. The
idea of limiting the time for an enemy to discover a decepion ploy is mentioned by
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Notes

Michael Dewar See Mchael Dewar, The At of Decepton in Warfare, 15; Michael I.
Hardel “Introducton: Strategic ard Opelational Decepton in Historical Perspecive,” in
Michaell. Hardel ed, Strategic and Opeational Deception in the Secondowd War,
Totowa, NJ Frark Cass ard Co., Ltd., 1987) 27; Joint Chiefs of Staff, Joint Dodrine for
Military Deception(Joint Pub 3-58), Washington D.C.: Depatment of Defense, 6 lune
1994,1-3.

0 This assures that one hes the initiative to attack he eremy’s decsion process.
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Chapter 4

The Normandy Invasion

This chapter examnes the Namardy canpaign from the gring of 1944 urntil the
Allied breakout in Augug 1944. Of paticular interest is the effect of the Allies C2W
decepion effort to dislocate Geman forces pror to ard ater the invasion in light of the
dysfunctional command problems that already exsted within the Geman chain of

command.

Background and Summary of Campaign

When the Allies selected the gte for the long-awaited invasion, they sought to balance
a rumber of important considerations. the stte o ereny dekenses,the reachof Allied ar
cover, logistics build-up feasbility, and suitability of the terrain for the subsequent
breakauit. The two possble landing stes wee the Namardy coast ard the keacles
between Durkirk ard the nouth of the SSmme River, referred to as the Pas de Cahis.
The lktter had adwantages m distarce fom enbarkation to delarkation ard from the
beacles b the heat of Gemary. On the aher hand, becausetiwas suchan obvious
place b land—it was ato the place the Allies expected the Germans to ddend mast
heauly.! Therefore, the Allies chose Normandy.

The canceptof operations for the Overlord invasion was fairly straightforward:
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. Land on the Namandy Coast

2. Build up he resources meded dr a decsive battle in the Normardy-Brittany
region ard kreak ait of the erenry’s ertircling posttions.

3. Pusue m a broad front with two ammy groups enphaszing the left to gan

necessayr ports ard reachthe boundaries d Gemary ard threaenthe Ruli. On

the right, link up with Allied forces invading France from the south.?

In more detail, the invasion plan ervisioned diopping eknerts of the three atiborne
divisions at night behind the keacles rear Camelian ard Caen The airborne infantry
missbn was to seke important bridgesand causeway that provided exs from the
beacles. The initial anphibious assaul that followed bBnded sx infantry divisions on five
different beacles abng a 60mile front. The landing on the extreme right (Utah Beacl) on
the Contertin Peninsula sought the eatty capure of Cherbourg. The Americanlanding at
Omaha Beach ard the Bitis/Caredian landings at Gdd, Jure ard Sword Beacles
ermdeawred b move inland ard occupyground on the goenplains sauth ard westof Caen
Their objective was b esgblish a deénsible beacthead or the landing ard build-up of 36
divisons. Allied naval forces suppating the landings secued the seaappioaches aganst
ereny mines submarinesard urface conbatarts in addtion to providing fire suppat for
the landing force. Allied ar forces provided overhead deense, interdiction and close ar
suppat.®

The Allies labored through 1943 ard the first half of 1944 © build the required
assault forces and sugtainable logistics capabilities to undertake the invasion. They dso
worked to acheve two other mgjor prerequsites to ersure the success fathe lodgmert
ard lreakout. The first was b reduce he Luftwalffe fighter force sothat it could not
threaen the keaclhead. This was accoplished as a esuk of the strategic air canpaign

aganst Germany proper, culminating in Big Week in February 1944. The cand wasto
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limit the number or effectiveness of German offensive formations in France, especialy
those resevesthe Gemars cauld throw aganst the beacthead.* The atainment of totd
air superority over Frarce wert far toward acheving these caditions. Begnning in the
ealty spring of 1944, the Allied air forces atacked the French rail system in an effort to
isolate the Namandy ard Pas de Calis areas. In May they began destoying rail ard
highway bridgesacross the Seine between Rouen ard Paris. While the rail atacks lad
minor effects on German rall movement, the bridge campagn made German force
movements very difficult.> The Allied command was aso depending on a decepion
named Fortitude Southo limit the number of German forces confronting the beaclnead.
Geman forces n the theatr were depbyed n four amies under the command of
Genealfeldmasshall Ged von Rundgedt (OB West): the 14, 7th, 15th, ard 19th Armies.
Genealfeldmaischall Erwin Rommd commanded the 7th and 15th Armies (Army Group
B). Geneanloberst Johannes Blagkowitz commanded 1¢ ard 19h Armies (Army Group
G). The amies had a mixture of parzer (armor), parzer greradier (mechanzed nfantry),
infantry, ard static divisions. The infantry ard static divisions manned the “Atlartic Wall,”
a discatinuous seies d fortificatons, ertrerchments ard fighting paositions abng the
coast The parzerand parzergreradier divisions were positionedinland from the coastas
mobile reserves. The gatic divisons generaly lacked the mobility, equipment, training
ard cambat expelierce d Geman front-line unts. The infantry, parzer ard pareer
grerader divisions wee more capale, but many were stort their full combat equpment
and mapower grengths.  Some were in the process of formation or rehabilit ation from

recern combat acion on the Eastem Front.°

57



The Geman 15th Army held the coastfrom Caento the Shelde estiary on the Duth
border. Itsorder of battle an the eve d the invasion consisted of fourteenstatic divisions,
three infantry divisions, ard two parzer divisions in reseve. The 7h Army held the
Normandy and Brittany peninaulas with five gatic divisons, seven infantry divisions and
one pareer division in reseve. 7th Army forces n the Namardy area casisted of three
static, two infantry ard the ane pazer division. The 1stArmy, consisting of one infantry
ard three static divisions, covered the long Bay of Biscaycoast from the Loire River to
the Sparish border. Ore pazer division was paitioned n reseve. The 19t Army held
the Ferch Mediterranean coast with four static, three nfantry divisions ar two parezer
divisions.” OKW controlled the nobile ammor theaker reseve cansisting of one parzer
greradier ard three pamer divisions? Figure 5 depits Gemanforce dpositions.

(Figure 5 not awailable)
Figure 5. Order of Battle of OB Wed, 6 June 1944

Source: Gordon A. Harrison, Cross (hanné Attadk, (Washington: OCMH, 1993) Map V.

The Geman defense along the Chamel coast rested m the tmely reinforcenert of
Rommd’' s armor by the OKW mobile armor reserve to the Allied landing stes. Of these,
the 1¢ SS Parer Divison wasin Belgium, the 116h Parzer Divisions was north of the
Seine kehind the kulk of the 150 Army, the 12 SS Panzer ard Panzer Lehr Divisions were
sauth of the Seine nearthe 7th/15th Army boundaries, ard the 17h SS Panzer Greradier
was located near the Loire. Onthe ewe d the invasion, Rommel had just one parzer
division near the Namardy landing beacles. Two parzer divisions o the OKW theater
reserve were relatively nearby, south of the Sene; but required OKW's pamisson to
enploy. Rommel’s two remaining parzer divisons had further to travel, ard had to

conterd with the pioblem of desroyed Sene Rver bridges®
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As planned, the Allies air-dropped eements of three arborne divisons behind the
beacles after midnight on 6 Jure. Elenerts of sk infantry divisions landed o the
Normandy beacles duing the dayon 6 Jure. The Allies made limited gans during the
first days of the fighting, but sufered fewer lossesthan expected aganst uneven Gemman
resistarce. By the erd of the first week,the sepaate beaclheads hd linked up o cawve
out a lodgment eight-to-twelve miles in depth from the area near Caen to Quinneville,
sauth of Cherbourg. The alserce d the expeced Geman amored cournterattack during
this time was remarkable. In fact, this would be the genera story for the German defense
in Normardy. While the Allies built up forces and expanded the bridgehead, the Germans
reaced D fill gaps and hold off the inevitable. The bridgehead dowly pushed southward
into the hedgeow country of the Bacages arh toward Caen® The nost the Gemars
could do in respanse was @ mourt local counterattacks from an increasngly strained
perimeter. Allied ar interdiction ddayed the German reserves that the German High
Command sert to Normardy. They were sulsequetly fed into the ine pecenealto hold
the peimeter.™

The battles in late June and through July developed into a drawn-out attrition
operation among the hedgeows. The Allies continuoudy wore down German unts as
they attempted to force a breakthrough into open “tank” country to the south. The
Gemars hung on to the line whle looking for ways to gaher erough forces ©
counterattack. They were constantly in a dlemma. In order to mount a counterattack to
drive the Allies into the sea or a least glit the beactnead, they had to form a nobile
reseve from local resources. As thesemobile units were alreadycommitted defensively,

their withdrawalthreatered © cdlapse he deénsive ine from which they cane, causing
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additional defensive scrambles.”® Allied nava gun fire and fighter-bomber attack further
aggravated the planning and execution of these maneuvers. Although the Allies were
frustrated attimes with the sbw progress agaist the Geman line, the Gemars could not
afford to fight the costly battle indefinitely.

The Allied Cobra operation wegd of St Lo (25-28 July) initiated the big pus that
alowed he US. Third Army to break ait at Avranches on 1 Augud. From this point, the
battle in Normandy and eastern France turned into one of high-tempo mobility. The
German 7th Army male an ill-fated cournterattack toward Mortain on 6 Augug in an
attempt to contain the kreakait. While the Geman counterattack adwanced pbward the
west under punishing air attacks,the sautherly adwance d the US. Third Army turned
eastthreaenng the 7h Army’s sauthern flark ard the Caredian First Army attacking
from the rortheastthreaered ts rear The Geman forces pausedot deal with these
threats while continuing to atack westward toward Mortain. Then, as the Allies moved
to complete the ertirclement at Falaise, the Gemars turned around ard attempted to fight
their way out back to the east. In the end, the Allies crushed much of German 7th Army
ard a pation of the 5h Panzer Army, abeit a pation of their forceswere alde to escape
the packet™ Figure 6 depits the lodgnert ard breakaut battles.

(figure 6 notavailable)

Source: Forrest C. Pogue The Supreme Command, (Washington D.C.: OCMH, 1954),Map 1.
Figure 6. Normandy Lodganent and Breakout

The success of the Allied Normandy campagn owes much to a successfil C2W

operation aganst the Geman Command. The aralysis follows.
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Allied C2W Operations agairnst the GermanCommand

The GemanHigh Command cancluded n eaty 1944 hat the Allies were planning to
launch a largescak invasion in wesem Europe Howewer, exacly when ard where this
invasion would occur remained anopenquesion in the ninds o the Geman leadeship.**
Von Rurdsiedt expeced he nvasion to take plce duing the good weater months, April
to Augug. He believed the landing location would be betweenLe Hawe ard Caais. He
based s estmate on the gegraphic advantages a sugequenm breakhrough would enjoy
in threaenng the Geman Rulr. As he considered he lack d Geman forces b stop a
mobile breaktrough betweenthe rorthern Chamel coast ard the Geman frontier, the
Allied advantages gppeared compelling. In short, von Rundgedt’s worst case scenario was
a lbnding in the Pas de Calis area becauseit posed the greaest threat™ This
predisposition assisted the dlies in their C2W efforts to protect the Normandy lodgnment.

The primary C2W effort took place atthe theaer level—an elaborate decepbn
program intended b spread Geman atentions ard forces pior to the landings anl to
prolong the dslocaion for same time afterward. The Fortitude Southdecepion effort
amed to encourage German expectations that the Allies man effort in the invasion of
wesem Europe, the schwerpunkt would indeed ke phce am the Pas de Cadis beacles™®

The cacepual basis d Fortitude Southwas that of maximum plaugsble Allied
strength.’” This told the story that the Allies had sufficient resources to condud a
diversionary landing in addition to the man assault. Second, it told the Germans that the
Allies were gaing to hit them with the man assault at Pas de Calais. Finaly, it told the
Gemars that the invasion at Normardy was n fact the dversion—that the main landing

would come a Pas de Calais Sx weeks later.
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The overall plan deweloped anl execued ehborate secuty schemes (canouflage,
signal discipline, restricted zoning, €c...) to concealthe realinvasion force. The Allies fed
their “intentions’ to German intelligence through a closely controlled set of “turned”
double agens.® This was the primary channel. Fortitude Southenployed $x suppating
decepion plars to confirm the “story” in secadaly chamels. These seaadary chamels
included German radio intercepts, ar reconnaissance and German observations of Allied
air grikeson the cattinernt. The $x suppating operations are listed below:

1. Quicksilver | wasthe fictional planthat built the Frst United Sates Amy Group,

the force ntended br the cioss clamel assaulaganst the Ras de Cadis region.

2. Quicksilver 11 was te fictiona radio decepion of FUSAG—This operation
attempted to smulate army group radio traffic amilar to paterns of other real
formations.

3. Quicksilver Il was a visud demongtration of smulated landing craft dong the
sautheastard eastcoass of Englarnd.

4. Quicksilver 1V ertalled bombing operations aganst the Pas de Calis beach
fortific ations. *°

5. Quicksilver V entailed bombing operations aganst inland communications behind
the Pes de Calis beacles.

6. Quicksiver VI displayed mideading lighting schemes on the coast. In the east the
lights smulated numerous port and assembly facilities. On the southwest coast the
lights simulated assernly areas ad pats in aneffort to decqy attention from real
sites.®

The Allied abilit y to gan insights into the German High Command’s strategic thinking
ard to measue Geman reactons to Allied decepion greaty aided teir cause. Code
named ULTRA this source gave Allied planners access d Gemman secet wireless
communications traffic ercrypted by the Enigma machne. The insights ganed Ly Ultra
gawe the decepbn plamers a citical tool in dewoping the “stories” the Geman

command was to believe ard pemitted them to monitor Geman reactons to the

decepion planas t urfolded*
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Evidence d German Command Dysfunction

The German command had mgor problems prior to and durng the Normandy
canpagn. First, it was urcertain about the location of the man Allied landing. As
mentioned previoudy, OB West, von Rurdstedt expeced the landing to occur in the Ras
de Calais region. Rommd, the commander of Army Group B, comprising the 7th and
15th Armies, also believed that the main landings wauld occur there. The Geman High
Command, OKW, ako leared bward this sdution, to include Hitler himself.”
Newertheless, they also had daubts. In eaty April 1944 Hitler suddery ranked the
Normardy area on the sane level as Rs de Calis for probade invasion® With this
revelation, the German command scrambled to find mae reinforcements and build
addtional fortificaions. Howewer, Hitler ordered the Fas de Cakis coastdefensesnot to
be weakerd. The Geman dilemma was snple—there were many paossble phces ¢
defend, but inadequag forces b defend ewerywhere.*

The urcettain aspectof the landing locaion combined wih insuficiert infantry
divisions would not have beeninsumountalle if the Germars hed possessedsuficient
mobile forces. However, Allied ar dominance trandated this issue into a second
dilemma—an uncertainty over defensve strategy. Von Rundstedt wanted to hdd the
panzers in the theater reserve and move them as necessary once they identified the Allied
man effort. His principd army group commander, Rommd, wanted to paosition the
panzers close to the coast in order to repd the landing forces immediately. Rommd had
less cafiderce than von Rurdstedt in moving mobile reserves n the faceof Allied ar
attacks. The problem with Rommel’s pcsture was hat one had to guessight. The sane

Allied air problems that made a rapid response difficult from the theater reserves aso
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made it difficult to move laterally along the coast. On the other hand, if it was equdly
difficult to move no matter the strting pant, atleastRommel’s phnhad a clarnce b place
the pamrzers at the rght spa for the caurnterattack. In the em, the Geman High
Command campromised ketween these o views—paitioning same parzers forward
under Romméd while holding the rest further inland in the OKW reserve.”®

The indecsive compromise an defensive stategy was anndicator of the poor state of
the Geman command. It worsered when the invasion started. The major problem was
the lack d freedan of acion under a sigle urified theatr command.* The amy, navy
ard air forcesin theaer cooperated n haphazad fashion, arsweing to indepemlert chains
of command that met at OKW. Neither the theater amy commander, von Rurdstedt, nor
ary of his sulordinates calld meke a ngor move without the OKW s pemisson. In
addtion to the use b the theatkr parzer resewnes, this includedthe movement of forces
betweenamy groupsard amies ard ewen the tactical placenent of individual divisions
within secors? This situaion was emcebated by the fact that these @emtiona ard
tacical decsions wee made i East Prussa, far removed from the action.”®. Cumkersome
ard cenrally controlled from afar, the Geman command was ncapalte of making timely
operational decsions?

The most significart consequere d this poor command arangenert was a ear
parysis in operational decsion-making. The high command handcuffed the operational
plaming ard execuion of the cainterattacks aganst the beaclnead. Hitler' s instructions
included telling Rundgedt what types of artillery to use aganst specific enemy target
ses.® Inevitaly, the Gemancommand lost the “hig” operationa picture very eaty in the

campagn. Three days dfter the Allied D-Day, OB West concluded hat the Geman forces
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in Normandy were insufficient to repd the Allied attack. Von Rundgedt’'s suggesion was
that the invasion at Normardy was successf ard would lead b Gemary's deéat
whether or not the mein landing cane ekewlere ata kter time. The respansefrom Hitler
in East Prussa was o trickle in a few divisions from sauthern Frarce anl the Ukraine.
Mearwhile, the nmgjority of the dvisions abng the Pas de Calis coastsatidle, pinned by
Geman expecttions ard Fortitude Southercouragenert.®

The sory of obstinate Geman command remained casistent through the nonth of
June ard into most of Juy.** Orders given to counterattack he kridgereadwere rendered
neaty impossble by Hitler s refusalto storten the deénsive line to producethe required
forces. At the erd of Jure, OKW decded b hold the ine ard fight a war of attrition while
waiting for the second landing to come. This was done to avoid an implausble maneuver
war agangt supeior Allied armor and ar forces. The problem was that the attrition
campagn was aso implausble. In mid-July Hitler sill could not overcome his hesitation,
despie the ugings d his saff, to release he 15h Army on the Pas de Cakis coast
Finally, in the latter part of July, OB West ard OKW convincedHitler to release parof the
15th Army’s resewves, but this acion was agai too little, too late.*® When the Allies
findly broke aut at Avararches, the Geman command atempted to fight a war of
maneuver to close the breach but their decsions wee never alde to cath up wih the

pace @ the Allied advance.* Orders arived atthe urits ateadyovercome by ewerts.®

Analysis in View of the C2W Famework

Figures 7 and 8 present a schemaic of the Allied C2W operation, based on the

framewark egablished in Chapter 3. Figure 7 depits the C2W canpaign prior to D-Day
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on 6 une 1944;Fgure 8 fiows it aterwards The Allied decepion operation influerced
the atentions, forces ad deensive stategy of the Geman High Command, OB West ard
the Army B Group canmander prior to ard ater D-Day. The diference ketweenthe role
of the decepbn in the two time peiods & sulile. Before the invasion, the program
ercouraged Gaman beliefs that the assatilwould occur acioss te rarrow secton of the
Chamel, but that a dversionary landing was pasble. The phusble casedr a dversion
also complicated he Geman defensive stategy. This relationshp is stown by a ddted
linein Fgure 7.

Later, the decepbn operation ercouraged he Gemars to believe that Normardy
was he diversion ard to expecta secaod landing (depcted in Figure 8) There wee two
key factors in the decepbn. The first was he stong Geman precaicepion that the Pas
De Cakis area washe nost likely placefor the Allies to attack—becausetiwas he nost
dangerous for the German paspective. The second was the Allies construction of
“maximum plausble strength” in the minds of the Geman command. The creaton ard
maintenance of more divisions in the Geman plaming estmate than actuualy exsted
suppated he deduabn that the Allies could condud a diversionary landing and a mgor
landing to follow.* The success fopre-D-Day Fortitude Southcanbe measued Ly the
Gemanforce’s reaver dispasitions of 15th Army over 7th Army.*’

The actons of the Geman High Command duiing the first critical days of the
invasion, 9-10 June, dso illustrate the success b Fortitude South On 9 lune OKW
started the 1¢ SS Parer ard 116 Parer divisions toward the Normardy area, but then

redirectedthemon 10 Jur to cover the Pas de Cadis coast The evderce br the tasking
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charge points to three ‘turned” agerts who delvered heir reports on 9 Jure. The
consolidated report that wert Jadl ard Hitler is below.

V-man Alaric network ARABAL reports on 9th June from [his post in|
Englard: After personal consultation on 8th June in London with my
agents [D]onny, Dick and Dorick, whose reports were sent today, | am of
the gpinion, in view d the stong troop cancertrations in South-eastard
Eastem Englard which are rot taking pat in the presen operations, that
these @emtions are a dversionary maneuver desgned b draw off ereny
reseves n order thento make a deaive attack n arother place. In view
of the continued air atacks m the cacertration mentioned, which is a
strategicaly favouralde position for this, it may probaldy take phce n the
Pas-de-Calais area, paticularly since in such an atack the proximity of the
air bases will facilit ate the operation.®

GERMAN
COMMAND BASELI NE STRESSORS DECEPTION

COMMAND ARRANGEMENTS| CONSEQUENTIAL
‘ DEFENSIVE STRATEGY -~ DECISIONS
L OKW CENTRALIZED CONTROL ~ AIR ATTACKS

M-TYPE
ENCOURAGE EXPECTATIONS
. FOR LANDING AT PAS DE

| EXPECTATIONS FOR MAIN < CALAIS
LANDING AT PASDE CALAI S

OPERATIONAL SECURITY
.| EXPECTATIONS FOR

DIVERSIONARY LANDINGS < A-TYPE
PLAUSIBLE STRENGTH FOR
DIVERSONARY LANDINGS

Figure 7. C2W Framework for Normandy Prior to D-Day

Prior to D-Day, Allied arpower was a consequential decision stressor because bthe
effect it had on the Geman command’s seach for a valde strategy conceming the
placenert of reseves. While the am of Allied ar operations was not necessaly to
frustrate Geman decsion makers, the evderce seem to stow they acheved this effect
It was nitially important in the mnd of Rommel and becane so later for the OB West staff

that attempted to planard execute operational maneuvers urder dayight ar atacks.
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Figure 8. C2W Framework for Normandy After D-Day

The C2W modd for the post D-Day period (Figure 8) illu strates the Fortitude South
decepion’s continuing ercouragenert for a secad landing. This acion effecively tied
down a rumber of divisions in the aher secbrs. Addtionally, the efects o the canbat
stressors increased pressure on a shaky German command arangement. That Allied
airpower caused &oc on Geman plars was d@vious D the field canmanders. OB West
ard his subordinateslacked ecannaissance, close ar suppat ard artillery spotting. They
suffered from continuous ar atack while there was good weather and daylight. Allied
airpower (and shp to shore ombardment eaty on) slowed he Geman “acion” portion
of the “OODA” Loop to a ciawl in relation to the Allies.* This problem was aggavated
by the fact that the goerational decsion makers (Hitler ard the OKW) could not adug to
what was operationaly feasible given the limited resources they had and the heavy
oppasition they were facing. The Allied breakout added speed and movement to the
dislocaion of Gemman decsions aml added lte stess d urcettainty to the Geman

command’s problems The Allied war of maneuver, which turned initially to the west into
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Brittany, ard thenback © the eastcreaked aclasst “atemative objectives” problem. The
Gemars calld not cover al patential offensive dojectives. Howewer, the pioblem was
worse. The German command was not only uncertain of the direction and am of Allied
amor, it was sbw to reactdue b their inahlity to observe Allied moves, decide and
execue a countering move. This furthered the guf between the Geman High
Command’s desies, percepions, ard realty.*

Finally, because Hier ard the OKW were the gerationa decsion makers for
Normandy aswell every other theatr, one nustadd he dstracting cansequetial decsion
stressesof other fronts. In the case bHitler ard the OKW in the simmer of 1944,the st

cangetlong; the Sviet Belorussan offensive is simply one exanple™

Conclusion

The Allied decepibn program, Fortitude Southwas a mgor factor in the
mapositioning of the German army in the west prior to and after the Normandy landings
The decepbn operation keyed on two major factbrs: the stong Geman precancepions
of an Allied landing aganst the Pas de Calais coast and the construction of an Allied force
structure estimate based on maximum plaugble strength. The latter alowed the Allies to
sel the Namardy lodgnert as a drersion, thus feezhng numerous frcesalong the Pas
de Cadis coastfor six weeks.

While the Allied decepibn was a succes#, aced ;n a Geman command that was
alreadyin trouble. The Geman command in the westwas dgfunctiona on its ovn—
characterized by a non-unified canmand in which the theaer ard force conmanders hed

little if ary freedan of acton. Control was cetralized atOKW, which was emeshed n
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tacical detal ard discannectedfrom the actial happenngs n the gperational theater. The
Allies aggravated this dysfunction with time pressure in the form of airpower before the
break-out ard maneuver afterwards. These stessa's slowed Geman operational decsion
cycles relative to the Allies to the paint that at the lower echelons (OB West ard below),
the Gemars cauld only reactto Allied moves.

The Gemars dd not recover from the cansequeres d their command problems urtil
the Allies ran out of offensive momentum on the German frontier in the Fall of 1944. But
even in retreat, Hitler was planning to turn the tables and create havoc for the Allied

Command. This planning turned into the Battle of the Bulge
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Chapter 5

The Batle ofthe Buge

This chapter examines the operational performance of the Allied command during the
opering plae d the Geman Ardemes offensive of Decenber 1944. The following
paragraphs will summaize Allied offensive drategy in late 1944 ad Geman aims ard
prepaations for their winter offensive. After briefly descibing the conduct of the battle,
the study focuses on the Allied command’s expectations before the German atack, the
German exploitation of those expectations and the subsequent Allied response during the

first week d the canpaign.

Background and Summary of the Ardennes Campaign'

By the erd of November 1944, Allied strategy pursued a broad front advance toward
the Rhine ard into the interior of Gemary. Strained bgistics amd siffening Geman
resistarce had dasled the hgh expecttions for a quck erd to the war The long ard
cunmbersome supply lines suppating sven Allied field armies from the Normandy and
Marseilles coast, were responsible for dowing and then hating the advance aong the
German border. The primary solution to the Allied problem was the capture of the

Netherlands port of Antwerp. However, after the Allies captured the port, they were
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unalde to use 1 for three nonths.?> As a consequere, the stugging Gemars hed time to
reorgarze a dednse.

The Allies planned two man thruds to penetrate into the German interior. Feld
Marshal Montgomery’s 21stArmy Group am two Americanfield amies of Gereral Omar
Bradky's 12th Army Group, the 1g ard 9th Armies, were to atack n the rorth, battling
across te Rcer ard Rhne Rvers, to close on the Rulr Valley from the west The
sauthern thrust enployed Gemeral Geage Ritton's 3id Army to cross the Rhine near
Frarkfurt ard press wrtheastto ervelop the Rult area fom the sauth.®

Betweenthese wo efforts was he Ardemes forest. This region had beena relatively
quiet zone snce Ocbber 1944—usd ly both the Americars ard the Gemars to rest
wealy divisions ard train inexpelierced pesonnel. The American 1st Army depbyed the
VIII corps in this sector, covering a seventy-mile front with two inexperienced and two
battle-wear divisions. Eiserhower ard Bradkey accepéd the thin Americanline here to
make addiional forces awilable for the atacks b the rorth ard sauth.*

Ever snce the Allied breakout of Normandy and the sweep across France and
Belgium, the Geman High Command had beenseeking to turn the tables n the west At
the erd of Septenber, Hitler decded tat this blow would originate from the West Wall
(Siegfried Line).> The caunteroffensive dojective saught the deéat of significart Anglo-
Americanforcesin the westin orderto release sbng Geman forces or the Sviet front.
Hitler s objecive wasto gan addtional time for further techical developmerts ard to
sow political discad between the Americars arm the Bitish. The dfensive used
Germary's last resaurces® There were nat, however, many other options. Germany

could not win awar of atrition aganst the Allies.”
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The winter counteroffensive amed to split the Allied armies dong a line from Bitburg
through Brusse$ to Antwerp, capure the pat, ard destoy the Biitish forces morth of the
divide The attack had to catch the Allies by surprise in order to overcome the Germans
inferiority in ground force rtios ard canmand of the ar. The dfensive then had to rely
on speed to get across the Meuse to Antwerp before the Allies responded with supeior
resources® The Geman High Command seécted he Ardemes secbr primarily becauset
was thinly manned. Additionally, the Eifel hill r egion to the east offered conceament from
Allied air attack for assembling forces® The inadequacyof the ad retwork, espealy
during the sloppy winter months, made he seobr an urlikely place b atempt a ngor
mobile offensive. Although this inhibited German mobility, it aso abetted Allied
expecttions that an offensive wauld not occur in the Ardemes’® To ercourage his
expecttion, the Gemars enployed anexensive secuity ard decepbn effort to hide the
asserhly of troops ard mask their intentions to atack The rext secton discusses he
impactof this decepion in more detll.

The timing for the offensive depended on the Germans' ability to build up the needed
forces ad logistics infrastucture to launch the atack. Howewer, the diving facior for an
attack dae was the requirement for poor weather to neutralize the Allied air forces. For
this reasm, Hitler setthe atack wndow for 26-28 November. The Gemars sulsequerly
postponed the attack to 16 Decenber dueto debys in the asselnly of forces causedyb
dlied air interdiction.** Unfortunately for the atackes, the deby also put the operations
neaer to the perods d better flying weaher. The Geman planis depcted atFHgure 9.

The Gemars struckin the ealy hours d 16 Decerber, suiprising the Americanfront

line troops ard the ertire chain of command al the way to Supene Headquaters Allied
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Expedtionary Force (SHAEF). Twerty-eight parzer, parzergrenadier ard
Volksgrenadier divisions pushed into the U.S. First Army’s V and VIII Corps, and quickly
threatened a theater-level disaster. Three of the four front line divisons of the VIII corps
were either overrun or sent reelng backwad. For the Americars, the struggke becane a
battle of dday, fough by hastily assembled units at isolated crossroads in an attempt to
block the advance of Gemanarmmor. Surprise gae way to confusion ard in same cases

paric in the Americanrear™
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Figure 9. German ArdennesPlan

Despte the initial sumprise,the Gemars wee not quick erough The atack d the

6th SS Panzer Army on the rorthern flark sufered sebacks ad debys aganst the US. V
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Corps This was due primarily to the failure of the initial infantry assault to open wide
erough gapsfor the amor to exploit. Intended b be the nain effort to the Meuse most
of the 6h SS Panzer Army ewertualy becane ted up n aslow struggk to cleararoute to
the west On the sauthern flark, the 7h Army was umbe to advance to positions to
protectthe 5h Panzer Army’s sauthern flark. The 5th Panzer Army made better progress
in the center, but could not meet the aggessve time-tade to the Meuse Rier. This
happered in part dueto the rapid arival of Amerncanreserves alead d the pazers attwo
critical road pnctions: St. Vith ard Basbgne. Although the Gemars bypassedboth
junctions ard later took St. Vith, their denal slowed he Gemanadwance © the west

The offensive ganed ground for ten days before grinding to a halt afew miles short of
the Meuse Rier. Its failure stermed from a rumber of factors. From the Geman
perspecive, the list includes msuficiert forces, training ard trarspat, poor road
conditions, dlied ar atacks, tough resistance from “weak” troops and the relatively
prompt operational measures taken by the Allied command.** The last factor is certral to
the analysis. Although ruddy surprised, the Allies responded mae quickly than the
Gemars had articipated, quickly inserting amor unts from the U.S. Ninth ard Third
Armies as well as the SHAEF theater reserve (XVIII Airborne Corps) into the path of the
assalt.'* Addiionally, the Allies realigned the command on 20 Decenber placing Field
Marshal Montgomery in charge d the rorthern half of the kulge. This eralded the
Americans to commit dl their unts to the northern shoulder with the knowledge that
British reserves were coming (British XXX Corp9) to blunt the wes erd of the Geman
advance. From the sauth, the US. 3rd Army courterattacked mto the eyposed &ft flark

of the Gemanadwance.
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German C2W Operations agairst the Allied Command

To overcome supetror forces,the Gemanplanrelied on extensive gerations secuity
ard decepbn to mask the dfensive kuild-up up n the Eifel. The Gemars erforcedthe
following measures to mantain operational security:

1. OKW limited information about the plan to a drict few—who were sworn to a
formal oath of sececy.
a. Orders were hand-carried. OKW awided ugng teletype a telephone sgnals
to transmit orders.
b. Dissenmnation of the pknto the tactical echelons occured just prior to the
attack.
c. The plan contained highly compatmertalized umt instructions. Tactcal
commanders had few deails about other unts.
d. Eachcommand eclelon used a dferent revolving cade sgtem
2. Assenbling forcestook panstaking measues b canouflage heir vehicles anl
positions.
a. Units hd urderthe forest cover. There wee no dayight acivities.
b. Units used carcoal for heaing ard caoking to cut down on visible snoke
c. The phn prohibited the u®e o dSgns amd unt desgnators to mark
communication stations.
3. The amor divisions d the 5h ard 6th Panzer Armies noved into the seabr during
the last two nights
a. The Luftwaffe increased mght operations to mask the roise d the amor
movement.
4. 7th Army removed foreign troops Guscepible to desetion) from the attack secbr.
15

While the secuity plan hid the atacking force, the decepbn exploited Allied
perceptions concerning German capabilities. The Allies perceived the German army to be
hard-pressed, short of troops fuel and options. Still, the Allies knew the Germans were
capable of making spailing attacks agangt their advances into the Reich. Therefore, the
Allies expected Rundgedt to use what armor he could muster to launch conservative
counterattacks, espeally on the Cologne phkin betweenthe Raer ard the Rhne rivers.
The Geman plan obliged tis thinking by ercouragng the obvious. The componerts of

the planfollow:
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1. The cover plan communicated a ddensive intent to counterattack any Allied
breakhroughs acoss te Reer river ard in the drection toward the Rulr valley.

a. The oeraton's “defersive” code rame, Wacht am Rhein (“Watch on
Rhine”) suppated tis intent.

b. Units destnedfor the atack cancertrated rorthwestof Coogne to adwertise
defensive intentions nearthe Rcer.

c. 6 Panzer Army built up te fictitious “25th Army” northwest of Codognre
with daylight movements, simulated radio traffic, increased air ddense activity,
civilian evacuaions, and headquaters personnel.

d. The panused camuflaged uit desgnations to hide pesonnel charges.

e. The Germans disseminated the cover plan to the Allies through Neutral
governments

2. The Gemars naintained rormal acivity in the Efel secor.

a. The 7th Army mantained normal radio traffic volume

b. Vigting officers wore the uniforms of 7th Army units committed to the
secbr.

c. Units mantained normal patrol activity until the end of November, then
ceased.

3. To add b the anbiguity during the fina build-up stige,the Gemars propagaed
false rumors about an offensive in the Trier area duimg the Jamary or February
time frame. This was done to explain the inevitable Allied discovery of increased
activity, despie the precauions taken'®

Of note, the Gemars formed ae speal unt that plamed to conduct C2W warfare:
a speal operations group cale ramed “Greif” under ObeistLeutnant Otto Skorzeny.
Congisting of a speally equpped pamer unt ard a rumber of small commando teans,
this force pamed to rushalead d the fighting unts am seze he Meuse hdges. The
unit dso intended to infilt rate the Allied rear and midead units by issuing false orders,
charging road sgns ard remarking minefields. Althoughoperation “Greif” never gat near
the bridges, its limited presence in the American rear caused ggnificant security
concems.’

The pln for Geman success @ied on sumprise ard then speed. The decepion
program only operedthe “door.” After this, the speed bthe thrust had to stay alead @

Allied recovery. There was no other ddiberate C2W plan to prolong the Allies surprise-
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induced command dislocation other than rapid movement through the Allied rear.
Whether this would be effecive a not depered o the rapidity of the Geman advance
and the speed and gppropriateness of the Allied reacton.

It is noteworthy that same of the neasues tken to maintain sececy hampered the
speedof the attack’s execution. For exanple, the pohibition to serd out patols, while
deemed critical in mantaining plan security, aso deprived the initial assault units of

intellig ence that might have saved time.

Evidence of Allied Command Dysfunction

As stated earlier, the German offensive surprised the Allied front line as it began to
unfold at 0530 hours on 16 Decerber. The cammitted divisons within of VIII Corps
found themselves among infilt rating German infantry intent on opening ggos for the
following parzers. So started a days wath of scatered but tenacious small unit fire
fights along the front. However, the realization of surprise traveled dowly up the Allied
chain of command. This happered in pat becausefront line communicatons were
disrupted in the eaty confuson—a factor that debyed word to higher headquaters that
anything urusud was hgpening. However, this was naot the only reason the higher
eclelons weee slow to comprehend.

By 1000 lours on 16 Decerher, the VIII Corps commander, Genera Troy Middleton
realzedthat something g washappenng, athoughit would be some time before he ard
his gtaff would know how bad it wasgaing to get'® The Frst Army commander, Gereral
Hodges,on the aher hand, was sonewhat slower to appeciate that the Gemars wee

initiating a mgor offensive. All throughthe day Hodges insisted that General Gerow’s V
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Corps 2rd dwvision continue ts scheduled atack bward the Roer dans north of the
Ardemes. Hodges efused Genw’s requess o carcel the attack asthe latter deat with
heawy Geman atacks agaist his caps’ right flark. By next morning, Hodgesrealzed
that the Germans were conduding mare than a limited atack. However, by this time the
Geman offensve was spiting Geow’s amd Middleton's corps fom eachother ard
Middleton’s command from Hodges"

On 16 Decerher, four hours passed dfore word of the assaul reacled the
headquaters of 12th Army Group. The nitial 12th Army headquaters response judged
the acton assomething that “should not be misinterpreted.” The 12h Army Group G2,
Genera Sibert, gated that urntil something of more magnitude and cohesion could be
estblished, “‘the days eerts could not be regaded as dong term threat’”® Late that
afternoon word of the assatlreacled Gewrra Bradkey while he was visiting Gerera
Eisenhower at Supene Headquders. Although detils were sketchy, the report stated
that the Germans had penetrated at five locations on the VIII Corps front.? In his
memoirs, Bradky concedes hat he first thought this atack was pthing more than a
diverson—Rundgedt s ploy to dow down Paton’s Third ard Hodges$ Frst Armies in
their respecive fctors. As subsequen reports hit SHAEF headquaters later on that
ewvenng, both Eiserhower ard Bradky were asbnished that newly formed Volksgrenadier
divisions could mount anoffensive

The erratic ard mixed reports coming in from the front line unts canin pat explain
the dow comprehension and skepticism that initially prevailed among Allied operationd
level commande's. Some reports were optimistic, others not so, many were confused or

contradictory, gill others reported little if anything. The effect was not conduave to
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perceiving that a grard assaul was tking plce?® At the same time, the Allied
command’s strong expecttions canalso explain this insidious ceep d suprise—t was
difficult to readly acceptwhat was ot expeced.

The fact that the Gemanrs could not totally prevert same of their attack deéils from
leaking acioss te lines slows how difficult it is for one to see khe real when it is not
expeced? This dearly illu strates the requirements for strong and urequivocal warnings
to overcome deepseaked pecepions. Forrest C. Pogue n The Supeme ©@mmand,
succinctly sums up the dysfunctional mindset that led to the Ardemes surprise:

1. the Allied emphasis on offensive rather than ddensive action;

2. the conclusion that the enemy was graining every nerve to sop the Allied attack

against Cologne and would likely atack when the Allies had crossed the Roer;

3. the eroneous lelief that von Rurdsedf a reasmalde ard caufous man, was

controlling strategy in the west;

4. the view that Gemary's fuel stortage wauld meke ary ereny offensive acion

unsuccesdl;

5. the cawiction that ary atack he ereny was capale of mounting would lead aly

to a qucker Gemandekat ®

The Allied Recovery

When the reports of the atack arived at SHAEF headquaters during the evening of
16 Decenber, it was Eiserhower who first sersed hat the Gemars wee launching a
large-scale offensive. He reasoned that were no immediate objectives worth taking in the
Ardemes; therefore, the Gemars wee after samething westof the Meuse. Eiserhower' s
intuitive grasp established the framework for a series of decisions that enabled the Allies to
recover much more quickly thanthe Geman High Command had predicted.

First, during the night of 16 Decerber, Eiserhower ordered Bradky to getthe first
reinforcenmerts moving toward the region. Those reinforcenerts arived ard fought late

on 17 Decerber.”® Onthe sane day, Eiserhower releasechis theaer resewve to the First
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Army at Bradky’s and Hodges'request On 19 Decerber at a meeing with his American
Army commande's a Verdun he halted dl ongoing and planned Allied offensives and
adustedthe boundaly betweenBradky's Twelfth ard Devers Sixth Army Groups b the
north.?” This decsion pemitted Patton to disergage ad swing north ard atack he saith
flank of the Bulge within afew days. Eisenhower’s operational decision was facilit ated in
execufon by Patton's shiewd tacical serse. Severa days before the Geman attack,
Patton’s G-2 sensed that something might be brewing in the Ardennes. Based on that
hunch, Patton directed hs saff to prepae catingercy plars for an attack to the north.?®
On 20 Decerber Eiserhower reorgarnized te theatr command, giving Montgomery
command of al the forces a the rorth side d the Bulge, while Bradky retained command
of the lettle an the sauthern half of the Bube. This decsion trarsferred the U.S. First arnd
Ninth Armies to Montgomery.

The decision to gve Montgomery the northern hdf of the batle is noteworthy.
Politically, it was a tough decison to give a British commander command of two
Americanfield amies ard not discredit Gereral Bradkey ard his 12th Army Group. But
there wee two good reasms t do it this way—ard they prevailed. Frst, the 12h Army
Group forward headquaters in Luxembourg washaving a difficult time communicaing
with the Frst ard Ninth Armies to the rorth. This becane nore problematic as he
German 5th Panzer Army drove a wedge into the VIII Corps sector.®®  The hasty
evacuaion of Hodges First Army headquaters to a sfer locaion also exposed Bradkey's
tenuous command links**  Second, General Eisenhower's most pressing operationd
concem was to contain the Geman adwance eastof the Meuse Rier. This imperative

demanded that reserves be committed without reservation. Giving Montgomery a big
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piece ¢ the kettle was msurance r Eiserhower that this would, indeed, be the case.
Thus by the erd of dayfour, Gereral Eisenhower had made the four crucial decsions that

would sbw down, blunt ard then contain the Geman offensive.

Analysis in view of C2W Model

A sctematic of the Geman C2W canpagn model is presemed below in Figure 10.
Under the Allied Command Baseline, the Germans successfully exploited the Allies strong
perceptions of German ddensive intentions. The Allied perceptions of German intentions
were tied to their peceptions of German offensive capabilities as well as to von
Rundstedt s conservative ard predictable gperational viewpdnt. The exploitation used a
decepion program that cloaked Hiler's real ard despeate operationa intentions while

advertising what the Allies expected to see from von Rundgtedt.

ALLIED
COMMAND BASELINE STRESSORS DECEPTION
COMMAND MANEUVER WARFARE
W ARRANGEMENTS e TIME PRESSURE

UNCERTAINTY
| ALLIED OFFENSIVE
| EXPECTATIONS
M-TYPE
ENCOURAGE ALLIED
PERCEPTIONS OF GERMAN
DEFENSIVE INTENTIONS

| PERCEPTIONS OF GERMAN
COMMAND ARRANGEMENTS|

/

PERCEPTIONS OF GERMAN 4‘-—

| INTENTIONS OPERATIONAL SECURITY

\

| PERCEPTIONS OF GERMAN
CAPABILITIES

Figure 10. C2W Framework for the Ardennes

The Germans had no other serious C2W component that directly targeted the Allied

command basdline®* Depenling on speed ane, the Gemars dd not enploy arpther
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delberate gressor, for exanple, a sippating atack n the Ninth Army’s secior north of
Aachen. The latter might have added some additional consternation to the Allied
command’s recovery from the first surprise.®®* Newertheless, the Gemars did quie well in
stressing the Alllies in a negaive sense in the Ardennes sector—maintaining a very quiet
but crowded reighborhood in the day before the atack an 16 Decerher.

The decepion-inducedsurmpriseoperedthe dar for the assau) ater which the speed
of the parzers had to outrun the reactons of the Allied command. Here is where Hitler
made the same misappreciation that Eisenhower had made concerning von Rundstedt. |f
Eisenhower “mirror-imaged” his freedom of decision onto von Rundstedt to run things as
he saw fit, then Hitler “mirror-imaged” the limited operational authority he had given von
Rundstedt onto Eisenhower.® Hitler thought his panzers had time to ¢et to the Meuse
and beyond, bdieving that Eisenhowver would have to go D his pditical supeiors
(Roosevelt and Churchill) in order to g& peamission to move reserves and realign
commands ®

The Allied command was unde a tremendous amount of pressure during the
canpagn®* Furthermore, the Battle of the Bulge brought British-American military
relations dmogt to the breaking paint.®” Nevertheless, the Allied command system was
alde to function suficiertly wel to recover from its suprise and deelop a kasble planto
halt the Gemars easbf the Meuse. Eiserhower's intuition, which may be pethapsaform
of accuste patern recagnition, and ahlity to make good, tough decisions in a stressful

situation were a ngjor componert of this elasicity.
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Conclusion

The German Ardennes offensive surprised the Allied command through the use of
extensive operations secuity ard decepbn. While tight sececy hid the paming ard
build-up, the decepbn plan played drecty to the Allied expectation that the Germans
were waiting to fend off continued Allied advances into the Reich. The Allies were
looking attheir own intentions ard the Gemars’ predctable reactons.

Once the courteroffensve began, however, Genera Eisenhower’s initial intuitive
respanse setin motion decsions that swiftly countered the Geman pareer attack in the
Ardemes. These deaions tempered he suprisevelated canmand problems during the
crucial first weekof the Geman offensive. Also of note, the Gemars dd not enploy ary
other mgor C2W dgressors, other than speed, to dow the Allied command recovery. In
addtion to rumning into numerous small unt road blocks ard rapidly appeaing
reinforcenens, the Geman adwance was Bmpered ty the lack d force strength ard
logistics suppat. This ard the deliit ating effects of Allied ar atacks gave the Allied
command addtional time to recover ard respand. The Gemars’ achevement of a fota
surprise could not overcome the Allies supeior maerial strength and effective command.

The October 1973 Arablsrael War alo enployed decepon to launch a surprise
offensive. But urlike the Gemans Ardemes dfensive, the Egyptian achevement of
surprise was not intended to make way for a Sina blitzkrieg. On the other hand, it took a
few days for the Israel defenders o recaynize this fact The aralysis follows in the next

chapter.
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Chapter 6

The October 1973 War in the Snai

This chapter examnesthe Ocbber 1973 War on the Shai front from 6 to 14 Ocbber
1973! Specifically, the focus will center on Egyptian preparations and Isragli
appreciations prior to the conflict, Isragli command problems in the initial days and the

sulsequen Israel recovery.

Background and Summary of the Campaign

The Ocbber 1973 War wasthe fourth of a ®riesof mgor wars betweenlsraelard
her Arab neighbors. In the precedng 1967 $ Day War, Israel had won a tremerdous
victory aganst a larger Arabforce. For their pat, the Arals lost consideralde territory in
addttion to suffering an embarrassing military defeat. Egypt lost the Sinal peninsula and
the useof the Suez Caal. Israel forces @cuped he Suez Caal eastbank. A tense
military and poalitical standoff developed during the period that followed. The stand-off
waspurctuated by the 19691970 War of Attrition, anintermittent seriesof artillery duds,
raids aml ar atacks aanss mth sides d the caml. Egypt's leadeshp ackrowledgedthat
they could not quickly gain military parity with the Israelis; however, they were unsatisfied
with the pditical stalemate they referred to as ‘No Peace,No War.” The Egyptiars saw

the deadbcked satus quoas a dedci Israel amexation of the Snai. Primarily for this
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rea®n, Egypt plamed (late 1972)to launch a surprise two-front offensive aganst Israel
sometime in 1973?

Surprise was acessar to offset the Israels tactical ard technical superority. The
Egyptiars ako induced $ria to atack o the Golan Heights to make Israel fight on two
fronts. The Egyptian objecive was ¢ estblish a lridgetead m the eastank of the Suez
Cand. They bdieved that by ganing and hdding ground o, the eastern bank, they could
undemine Israels secuity doctrine, which in turn would kreak te pditical deadbck.
The Israel secuity doctrine was based @ secue borders, detrrence, holding the
initiative ard fighting one Arabfoe ata ime.’

The Egyptian plan Plan Badr, erdeawred b force a cossng of the caml, destoy
Israeli fortified points and establish defensive positions 10 to 15 kilometers into the Sinai. *
Comprehensive ari-aircraft defenses wee to cover the erire deph of the operation.
After ganing the eastbank of the Suez, the Egyptiars plamed to repel expeced Israel
amor counterattacks? The initid assaul plamed for five infantry divisions each
suppated by anamored krigade. The addiional crossing of three mechanzed ard two
amored divisons would putthe Egyptian2nd ard 3rd Armies on the eas bank within 48
hours. The Egyptiars pamed to cenert the sepaate bridgeleads mto a cottinuous font
by the third day Follow-on acion depexed m the progress d this operation aganst
expeced lsrael counterattacks ad the success fothe Syrian offensive on the Golan
Heights. ®

The Isragli plan in the Snal depended on excellent military intelligence to provide
adequag waming for the mobilizaion of its forces. Ore regular amor division was

positioned n the Snai behind a seies d fortified strongholds positioned along the caral.
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The strongholds were manned by reserve infantry. The amor division, suppated ty the
Israel ar force, plamed to reinforce he stongholds © contain ary assaul acioss he
canal while waiting for the arrival of the mobilizing reserves. The Isragli D efense Force
(IDF) mobilizaton schedule sert the first mechanzed esewves nto the Snai within 48
hours of mobilizaion. Up to 20 resewve lkrigades cald be available within three b five
days.’

The Egyptiars conducted a n@jor training ard re-equipmert program from late 1972
through Sepenber 1973. Their objectveswere to master the techical problems involved
in crossig the caml ard to train their infantry for enployment in an arti-armor defense.
The Egyptiars mobilized anl conducted mgjor maneuvers in Decentber 1972 ad ewen
larger maneuvers during April ard May 1973. Although Israel intelligence rated the
possibility of war as “low,” Israel executed patial mobiliz ations in response to Egypt’s
maneuvers. In Septenber, the Egyptiars kegan a nmassive mobilizaton for the amual
Tahir 41 exercise, which beganon 1 Ocbber 1973. They amounced a dermbiliz ation for
8 October. By this time, the Israglis had olserved a totd of 20 different Egyptian
mobilizatons during the perod betweenJanualy ard Sepenber 1973. Israel intelligence
appraisas continued to rate the probability of war as “low” through this period. In any
case,lsrael leadeshp caonfidertly counted on geting a 48 lour atack waning if this
estmation charged?

Dueto aggnificant Syrian force build-up of armor and artillery, Israel focused on the
Golan during the latter half of September. The Israelis linked this build-up as a response
to a ngor ar ergagenent on 13 Septenber betweenlsrael ard Syrian fighter aircraft.

The assumption was hat the Syrian build-up, if not a case bnervous “defersive” saler
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rattling, was at worst the preparation of a limited reprisal aganst the northern Isragli
frortier. In the first days of October, the Israglis reinforced the Golan front. On 5
October, because bthe eer increasng Egyptianacivity along the Suez,the IDF put their
standing forces on dert on the Golan and in Sinai. Still, Isragli estimates rated war as
unlikely, asthe acivities on both fronts were seenas aother repeatof the pevious Mays
“advarcing to the krink.”®

|sragli intellig ence finally concluded at 0430 o 6 Ocbber that Egypt ard Syia wee
about to g to war the same day toward duk. As Israel mobilized, Egypt and Syria
launched smultareaus attacksat 1405 tours.® The surprise was not atotd “bolt fromthe
blue” Newertheless, Israel unexpecedly found itsef urprepaed for war at the start of
hodtilities.'* During the first two days, the Egyptiars aclieved their initial objectiveswith
greaker ease han articipated. They crossed he Siez, isolated nost of the Israel
strongholds, estblished a kridgetead m the eastbank ard repulsed he nitia Israel
amor counterattack® During the same period, Syrian armor pressured Isragli defenses
on the Gdan Heights, peretrating toward the JodanRiver in the saithern secor. As this
threatdeweloped, neaty al Israel ar suppat on 7 Ocbber wert to this front to stemthe
Syrianadwnce®®

During the ewening of 7 Ocbber, the Israels plamed a twvo-division counterattack
aganst the Egyptian bridgetead* The phn caled for a sequetia attack, the first from
north to south agang the Egyptian 2nd Army (on the Egyptian left) by General Avraham
Adaris division. Adaris atack phmed to converge n front of the secod division,
commanded by Genera Ariel Sharon, positioned about 15 miles to the south. Sharon

intended b cover the first attack aml reinforce t as recessar. If not needed,Sharon’'s
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divison was to attack north to uth aganst the Egyptian 3rd Army (on the Egyptian
right). Both divisions’ objectves wee to roll up Egyptian amor on the eastbank, while
staying out of range d the infantry positions arayed nearthe caml. The planallowedfor
crossings to the west bank if things went well.™.

The execuion on 8 Ocbber appeaed D succeed afirst, but then wert awry ard
evertualy erded n utter faillure. Egyptianinfantry mauled wo of Adaris brigadeswhich
had frontally attacked with little air, infantry or artillery suppat. Adaris attack s depcted
in Figure 11. While this was hgopening, General Shmud Gonen, the IDF Southern Front
commander, ordered Sharon to move his dwvision sauth to atack westto eastat the
sauthern erd of the caml. Sharon never gat there, but insteadwasrecaled in the middle
of the afternoon to return to his starting pasition. There hs division plugged he Israel
certer on the left flark of Adans battered dwvision to contain a renewed Egyptian
advance. In the move sauth ard then back rorth, Sharon’s division missed he fighting.
After dl of this, the Egyptians retained the initiative and pressed the Israglis further from

the caml. The Israels lost albout 150 tnks.*®
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After three dag of suprises, sebacks ard confuson, the Israels attempted to
recover by switching to the defense in Sinai. The IDF reasgyned conmand positions,
reorgarized brces,ard cdlected heir wits. At this paint the Israel leadeshp decdedto
wait for the Egyptians to meke the next move. Events on the Golan front had in the
meartime improved dramaticaly as bkrael forces stadiy pusted the Syriars out of the
Golan region ard toward Danascus

Ultimately, this would help turn the tide in the Sinai as well. The Egyptians, under
political pressue to assst their Syrian aly, adwanced teir amor beyond SAM ard
infantry cover toward the Gii ard Mitla Passes a 14 Ocbber.’” The atack sufered
from lsrael ar atack aml maneuvering amor. The Israels destoyed a caosiderade
number of Egyptian tanks while only suffering light losses. With the victory, the Israglis
reganed te iitiative in the Snai ard wert on to conduct a successfl war-ending

courteroffensive acoss he Suez Caal between15 aml 25 Ocbber.'®

Egyptian C2W Campaignagairst the Israeli Canmand

The Egyptians needed surprise to unhinge the basis of the Israeli military strategy—
the timely mobilization of their reseves. Any atack hat commenced prior to or during
Israel mobilizaion createdvery favorable force rtios for the atackes. The pioblem was
that Isragli intellig ence gahering was quite good. This fact not only made any attempt to
hide dfensive prepaations impracical, if discovered, it also invited an Israel preenptive
attack, samething that had occured before. The sdution was anelalorate decepion

canpagn desgred D dul Israel awaeress ¢ the imperding atack.
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The Egyptiars pbmed the decepbn program after thoroughy aralyzing Israel
conceptions and expectations about themselves and Arab fighting capabilities. Not lost on
the Egyptian command was a ey strong lIsrael contenpt for Arab unty, combat
discipline and the technical capabilities necessar to ergage $rael forces.® The
Egyptiars built the decepion planon two conceps. The first was b ercourage exsting
Israeli expectations about the improbability of an atack dueto the Arab inferiority. The
second was a ddiberate repetitive conditioning of Isragli intelligence concerning Egyptian
military activities aong the Suez Cana. Together these two components sought to dul
Israels awaeress & the imperding atack whle stroking Israels confiderce caceming
its conceptions of supeiority.

The first componert of the decepbn was &irly straightforward. The Egyptiars
essenaly postured henseles deénsively for Israel consumption. The Egyptiars lkeaked
alleged equipment problemsto the media and other intellig ence channels. They also made
extensive deénsve prepaations in deph behind the front. Additionally, the Egyptiars
stated their concems for peace n cawrefully worded nessagesd the international media
ard through diplomatic chamels. Whether desgned a exploited ater the fact, Prestert
Sadats dismissal of Soviet weapams advusors in 1972 ato added waht to the lack d
offensive intentions.”

The secand ploy conditioned the Israels to view hHgh force kvels ard a lusy state o
activity on the westbank as ‘hormal.” The Egyptiars acconplished this by repeatdly
conductng a rumber of training eercises,both large ard snall, along the caral region
over aten nonth period.” Asthe scad dof these maneuvers reacted unprecedeted levels

duning September, the Egyptians goerly conducted normal acivities 1o add anbiguity to
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Israeli intelligence appraisals. These activities included routine meetings of the high
command, state ceenonies, scleduled pullic speechs an the hosting of international
military and pdiitical ddegations. The lower military echelons kept routine mantenance
and “house deaning” activities in view of the Israglis urtil just hours prior to the assault.*
Exercise amouncenerts, the smultaneous setup am dismartling of assaul equpment,
ard the novement of troops loth toward the caml ard to the rearalso added”noise” to
the Egyptiansignal.”®

As with al classt decepbn, sececy tightly guaded te Egyptiars real plars. A
sekctgroup pbmed the atack. Dissenmation of the planto the tactical level started on 3
October to the dvision commanders. Attack desils wert to the lrigadecommanders on
the 4h, battalion ard campary commanders oan the 5h, ard finally to the sddiers during
the morning hours of D-Day.*

Whether intended o not, there wee other distracing inciderts canplicaing Israel
percepions. The Israels atributed Syria’s force build-up to the 13 Septenber air
ergagenent with Israel arcraft, rather to some grarder desgn. On 28 Sepenber, Arab
terrorists sezeda train in Austria with Russan Jewsh emigrants. This event alsorbed he
attention of Israel leades aml the public during the first days of October.® The narrow
difference letween offensive aml dekensive force pcstures also increasedthe IDF's
difficulty in appeciating Syrian ard Egyptian intentions. Using Soviet doctrine, it took
little time for armor and artillery to switch to offensive operations from an initial defensive
alignment.

The Egyptian C2W plan atter 6 Ocbber was nuch more modest The Egyptiars

primarily depenled a the stock of suiprise b slow Israel reactons and causemistakesin
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the initial IDF counterattacks. Nevertheless, the Egyptiars made same effort to increase
the IDF's command difficulties by conductng ar attacks agaist IDF bases ad
communications certers. On the first day, they also atempted to reachthe Gddi ard
Mittla passesvith a light ammor unit, coming in close range © the forward IDF Southern
Command headquaters. Additionally, specal forcesunts infiltrated in the Israel rearto
attack the C2 facilities and disrupt the organization and approach of the reserves. At the
tactical level, the Egyptians jammed radios and used atillery fire to disrupt C2

communications.?®

Evidence ard Analysis of Israeli Canmand Dysfunction

There wee a rumber of Israel command problems in the period prior to the attack
ard duiing the first three dag of the canflict. The following paragrapls examne those
problems in light of the failure to avoid surprise and the failure of the 8 October
courterattack n the Snai.

The Egyptiars realzed hey were acheving suprise ; 3 Ocbber, three dag prior to
the atack. They had campleted their force huild-up, yet they saw o indication that the
Israelis were responding.?””  Indeed,the Israels did not conclude hat war was at hand
urtil the morning of the attack, three days later. Even at this juncture, Isragli intelligence
gaw a sure edimate of 1800 fours for the gart of the attack, which thenoccured at 1400
hours. This four-hour eror affected @erational command decsions, alowing many
tactical units to be caugh out of position when the shooting started.?® After the war, the

Israeli government established a commission of inquiry, the Agranat Commission, to
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determine the urdeiying reasms for the IDF failure to awid suprise. The commisson’'s
major conclusions ae dscussed blow.”

The cammissbn atributed he failure to three factbors in the Israel Director of
Military Inteligence’'s (DMI) evauation of inteligence. The first was an uryielding
adrerenceto “the conception.” Thiswasa pecepion that held to two beliefs. 1) that the
Egyptiars wauld not start a waraganst Israel urtil they had sufficiert airpower to battle
for air supemacy ard attack Israelin dept; ard 2) Syria wauld not attack lsrael unless
Egypt also atacked® The secad problem was he fact that Israels defensive phrs
rested on a dagymatic assuance d adequa¢ waming to mobilize te retion.®* Finally,
during the days leadng up to 6 Ocbber, there wee many waming indicatrs that could
have prompted DMI’s reappaisal of Arab intentions. These mdicators, howewer, were
evaluatd incorrecly within the context of “the concepion.” Thus, the Israels
confidertly interpreted the urprecedeted Syrianforce huild-up an the Gdan as deénsive
ard the intense Egyptian activity along the Siez Caal as a pimed exercise® Isragli
logic followed tat Syria wauld not atack kecauseEgypt was not going attack. The
reasm Egypt wasnot going to atack was bcausehey did not have the arpower to take
on the Israel Air Force.

Despite ggnificant errors in the evaluaion of intelligence, the Agranat Commission
also attributed the failure to misapprecitions of Israel Defense Force (DF) Gerera Staff.
The commission concludedthat based on known Egyptian ard Syian depbyments, the
IDF should have partially mobilized shortly after 1 October to mantain an gppropriate
force lance m eachfront vis-a-wis the erermry. Additionally, the IDF Gereral Staff’s

total reliance on the intelligence branch for sufficient warning led to the omission of any
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planning for no-warning cntingendes. There was no thought as to how the smaller
regular starding force wauld conterd with a two-front war while the rest of the IDF
mobilized.*® Another major facior contributed to the overal mispercepion of the
stuation. The fact that one organization collected and evaluaed dl intellig ence denied the
senor leades an “official’” secad opinion. They had nothing on which to archor their
own personal misgivings. DMI’s legerdaty reputation for being carect made his even
more difficult.  This organizational arrangement intensfied the effect of “the
concepion.”?

To summaize thus far, the Israeli command dysfunction prior to the war was its
blindness to actal Egyptian ard Syrian intentions. “The concepion,” a pesstent
capabilit ies-based perception that confidently assumed that there was no logic for an Arab
attack agaist a supeor IDF, contributed sgnificartly to the Hindness. The blindnessled
to surprise and a hurried maailization to war. Once hostilities began, additional Isragli
command problems sufaced,espeally at Southern Command in the Sinal. Theseare
addessed below.

Upon receving word to expect an attack, Gonen directed the regular amor division
under Gerera Mandler to depby in accadarce wih the sarding operational plan, but not
until 1600. Gonen selected this timing S0 as not to gppear “alert” to the Egyptians. This
plan named Dovecoat sert Mardler’s three amor brigades ¢ forward firing positions on
the caml to suppat the grongholds ard canteg an Egyptian crossing of the camal. The

problem wasthat this delberate deby asumed that the atack wauld canmence at1800.

When the atack keganat 1400, the Israel tanks were Hill sitting in the rear. Tactically
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surprised at the timing of the assault, the closest brigade was in the wrong place ad cauld
not execue a phnthat was apidly being overcome by everts.®

The efects d the stategic suprise sweptinto the goerational ard tactical levels in

other ways as wel. The Egyptian assaul precpitated cals for assstarce from the
strongholds al along the caml. Israel amor respanded n haste, dispesing into snall
elemerts ewverywhere without suppating infantry and atrtillery. The Egyptians ruddy
greeed hem with arti-tark missles. This fate befell the first brigade ard then the
following two brigades some hours later. By the morning of 7 October, Mandler's
division had lost two-thirds d its amor ard had beenunalle to slow the Egyptian assadul
Although it took same hours for the kad rews to reach Southern Command ard the
Gerera Staff, it appeaed that the hgher command eclelons quckly appecated the
significarce d the rew tacical dargers®* This awaeress wasevidert in the guidarce
Gereral Dauvd Elazar the IDF Chief of Staff, gave Gonen the right prior of the 8 Ocbber
counterattack (the second padnt given bdow).*” The caunterattack enployed he two
reseve amor divisions that were armriving at the front on the right of 7 Ocbber. The
divisions were commandedby Adanard Sharon. The caunterattack dojective was o “roll
up” Egyptian amor in the lridgelread n a wo phaseattack. Adaris division plamed to
make the first attack, followed ty Sharon. Elazargawe his gudarce as dllows:

1. The IDF was b conduct the atack eastof the caral aganst ammored
concertrations in the oppasing two amies’ bridgeleads 2nd ard 3rd Egyptian
Armies).

2. The attacking forces wee not to appioachthe caml at a range that would leawe
them vulneralde to the ani-tark missles setup a the entbankment. They were
also not to get“bogged davn” in the rerchesdug ly the Egyptianinfantry.

3. Israeli armor would attack in a flanking movement—from north to south or south
to north, accading to the planfinalized—aul not frontally from eastto west
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4. The am of the atack was ot to cross he carml. This would be pemitted only if
the atack had exraadinary success—iemrnng the destuction of most of the
armor in both bridgeheads. Similarly, the objective of the attack was not to rescue
the men in the fortifications. A rescue would be attempted only if circumstances
charged.

5. At ewery paont throughout the day only one o the three amor divisions would
ergagein mobile battle. The aher two would hold position to suppat the
attackng dvison. The third divison, commanded by Mandler, would not take
patt in ary offensive acton.®

Elazatis strategic intent put the main IDF effort on the Gdan front where the threat
to Israels secuity was more acue. This included he ngjority of the ar suppat. The
IDF attack in the south was rot the main effort. Its purpose was to stop adlitional
Egyptianadvances ad estblish the canditions for the IDF to take the initiative—without
squardering forces® However, duiing the early hours of 8 October Gonen began
charging the pln to include escue daempts of the stongholds, which caled for close
appoactes b the watrline, which also implied sulsequen crossing attempts. Gonen's
plan submitted later to the Gemral Staff, included he chlarge, but it was appaently
missed o misunderstood by Elazarard hs saff. Disrupted conmunications also confused
matters. Unale to contact Adandirecty, Gonen tried to charge Adaris atack aders (to
rescue $rongholds ard meke ciossings) prior to dawnthrough a radio relay. Adan who
did not realze that Gonen was clarnging the ageedupan plan thought Gonen wasasking
him if it was feasible. Orders dso went to Sharon to rescue the srongholds depending on
how the stuaton deweloped wth Adaris atack. Sharon prepaed his division thinking
that the rescue was ow the main plan®

Even before the caunterattack rad begun the Israel operational command in the
Sinai wasdysfunctional. The two attacking division commanders wee not concepualy

working the sane plan that Gonen at Southern Command was ow contenplating.
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Gonen, on the other hand, went well beyond his original guidance and was attempting to
win the Snai war in one day His phn saugh to amihilate erermy amor, rescuethe
strongholds aml cross wer to the westbank of the Suez Caal. It was asfihe already
assumad the “extraordinary success”Hat Elazarhad eafier speciied. Since Gonen had
sert his witten combat plan to the Gerral Staff, he also probaldy thought Elazarknew
ard appoved of its kroader scqpe. Elazar mearwhile thought Gonen was gaong to
execue the ptased abck ageed upa the right before.**

The canmand was f@rther confused ly misperceptions that energed dumg the
attack. Egyptian communications jamming and shelling of divisional C2 nodes contributed
to these nepercepions. Howewer, Egyptian acions were not the pimary factor. After
two days of erduring shocks ard disappantmerts, the Israel command washungry for
good news. Thus when Gonen’s Southern Command gaff monitored the tactical nes
duning Adaris atack, they readiy head what they thought to be succes$rom intermittent
ard canfused conmunicatons. Like widfire, ercouragng but unconfirmed reports
traveled quickly to the Gemra Staff. These ealy reports suggesed hat Egyptian unts
were breaking ard that Adaris brigades wes crossing the caral. Although Elazarhimself
was skepical that extraardinary successegould be occuring so eady so soon, he
nevertheless approved Gonen's requests to send Sharon’s divison immediately to cross
the caml at the southern end.”> During this time, Adancould rot discen cleaty what was
happenng to his atacking krigades. Sharon, who was n the lketter position to seethe
battle, puled out to head sath as adered. In the nmeartime, the Egyptiars roughy
handled two of Adaris brigades ath beganto adwance easward toward the high ground

that Sharon had vacaed. Later Gonen realzed tat Adanwas laving trouble ard recaled
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Sharon back to his garting pasition. It was later still that Elazarrealzed hat not only had
things gone badly, but that the Saithern Command had execued ome other plan® The
Defense Minister, Moshe Dayan would later sum up the batle: “T here was confugon at
the hghestlevels alout the kettle pbn ard Southern Command had little idea ¢ what was
happernng during the caurse of the days fighting.” *

The reasms for this command delacke exend beyond the Egyptiars’ suiprise. There
were other significart factors that played nto the Israel command problem—problems
that were mostly sef-induced. To start, the sane strong precancepion of supetority that
blinded the Israel command to the suprise atack ao influerced teir decsions that
followed o, the oemtional battlefield. They expeced success agat a foe who
historically did not fight well or last long against them. This peception derived “good”
news from the fog of battle aml canfirmed confidert expecttions at the higher ectelons *®
Secand, the Israels deat poorly with the stess d time pressue—both real ard sef-
induced. The proximity of the Syrian armored threat to Galilee added time pressure sress
on the Chief of Staff and the General Staff. This initial danger may have loosened their
oversight of Gonen's paming ard execufon on the Snai front.*®

Why Gonen was nh sucha hurry to increasethe scqpe of the 8 October counterattack
is more difficult to deermine. A general concern that supapower intervention might
freeze |gyptian Sinal gans ey have influerced te heste. Another factor was petaps
Gonen's concem for the IDF sddiers left surounded n the stongholds. The fact that the
IDF had a stong tradtion of not atandoning their own made this a disquieting command
dilemma*" While these wo faciors may have induced mternal perceived time pressue,

the facts were that Gonen did not have maost of his infantry and artillery, that he was not
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going to getmuchair suppat, ard that he did not have a gapd recannaissance pcture o
Egyptian dispasitions.  If the Egyptiars wee alout launch arother attack, there were
advantagesin letting them expose teir amor without infantry ard beyond the reachof
their ar ddense. All of these paints might have given Gonen and his staff more reason to
go slowly. In ary case,the Suthern Command hurried, to the adwantage of the

Egyptians.

The Israel Command Recovery

The Israel command in the Snai began its recovery on the ewenng of 8 October
when it becane appaent to Elazarthat the caunterattack red failed to adlere to the
original plan Elazarordered the Suthern Command to defend its curent positions arul
forego any offensive action until conditions on both the Golan and Sinai fronts made that
possble’® Even s, one of Gonen's divisions (Sharon) frudrated this order by taking
offensive acton toward the Suez Caal on 9 Ocbber.*® This prompted Hazarto charge
the gructure of the Sinai front’s command late on the same day, installing retired Generd
Bar-Lev as s Depuy Chef of Staff for al Israel forcesin the Sinal. Elazar also
subdivided the region into smaller zones. Gonen remaned in the chain of command on the
Canal front under Bar-Lev.>® For the next several days the Egyptians carried out limited
offensive operations to sdidify their bridgelead paitions; howewer, they sufered high
losseswhen they attempted to pushdeeperinto the Snai. Their increased dficulties
correspanded b Israel tactical adustments ard improving canmand canfiderce.

The recovery of the Israel command was ado evidert in the aralysis ard delberation

of its stategy to conclude he war The diference was hat the Israel command now fully
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appreciated the determination and <ill of the enemy. The IDF leadership reflected this
appeciation in a nine-hour delate on 10 Ocbber that chose a courseof action from three
options:
1. Attack on the Syrian front, hold in Snai, and mantan current force
appationmert;
2. Attackon the Syrianfront, hold in Sinai, ard shft Sinai ammor to the Syrian front;
3. artﬁd on the Syrian front, atack n Sinai, ard shft amor from the Syrian front to
Sinai.>
The first option was intended b improve the Israels postwar barganing pasition by
taking Syrian territory to offset the Egyptians Sinai gans. The second option was the
sane as the first except that it shifted amor from the Snai to reinforce te pushinto
Syria. This option increased lte charce that Israel forces in the Sinai might lose
addtional ground to the Egyptiars. The third option halted he angoing Israel push
aganst Syria rear the 1967 ceasfire line am shifted amor forcesto the south for a
counteroffensive aganst the Egyptiars. The dsadwartage canmon to the secad ard
third options was the four to five day trangit time for the armor between fronts. Weighing
of the gptions, the Israel command cansidered ime to be the ciitical factor ard thus opted
for the first option.®® This ultimately worked in their favor. IDF gains aganst the Syriars
brought pdlitical pressure to bear on the Egyptian command. This ultimately moved the

Egyptians to make the costly attempt to push out of the bridgenead and teke the Sinai

mountain passes:

Analysis in View of the C2W Famework

The Egyptian C2W canpagn aganst the Israel command prior to 6 October is

depcted n FHgure 11. To acheve suiprise, the Egyptians used wo decepion schemes.
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The first decepion ercouraged gtong Israel percepions regarding their overall
superority, assuance of attack waning ard Arab disunty. All of these mfluerced te
Isragli “low probability” estimate of an Arab atack. The second decepton conditioned
the Israels to expect a hgh level of acivity along the Suez. As Egyptian attack
prepaations becang nore obvious, the two decepions canbined © blerd misdirecton
ard anbigutty to forestall a clarge n Israel appecations until the morning of the attack.
Both decepions spedicaly targeted lsraels military intelligence, DMI, the only agency
with that responsbility. The dgnficant stressor duiing this peiod deived from the

potential political ramifications of a mobiliz ation.>*
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Figure 12. C2W Framework for Arab-lsraei October 1973 War—Prior to 6 Ocbber

Figure 13 depits the C2Wframewark of the Israel command upon the start of the
attack urtil its recovery on 9 October. The Egyptians made modest attempts to dsrupt
Israeli C2 usng mdbile raids, artillery and dectronic radio frequency jamming.>®> The latter
two efforts increased he dificuty of Israel communicatons at the tactcal ard

operational command levels. While the effect of jamming and C2 targeting would
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ordinarily increasea commander' s unceitainty alout ongoing operations, in this case ti
denedthe evderce hat may have given the Suthern Command (Gonen) ard the Gereral
Staff (Elaza) reasms o quesion their confiderce. The serousress ¢ the Gdan threat
focused cosequemia decsion stress anl time pressue upan the Gerral Staff. The resuk
most likely reduced Hazafs oversight of the pbming ard execuion of the 8 Ocbber
counterattackin the Sinai. At the sane time, it appeaed hat the Southern Command was
under self-imposed ime pressure to rescue he grongholds ard to take giound on the wes$
bank of the Suez. This had to occur before supepower intervertion precuded the
oppartunity. As far as braels command dysfunction in the Snai, these stessas (C2
attack, consequemial decsions ar time pressue) intensified the major causeof their

problems—overconfiderce.
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As a fina though, one nustaralyze he Egyptiars’ modestC2W planatfter 6 October
in light of their strategic objectives. If the dojjective was ¢ estblish a foothold on the
caral, the elalorate decepiton scleme was suficiert to attain the suprise b acheve this
aim. If they intended b reachthe Snai mountain passes there may have beenan
opportunity shortly after the Israels badly execued caunterattack an 8 Ocbber—while
the IDF command was gill sorting itself. However, the Egyptians did not have a C2W
mechanism to prolong Israel command dysfunction or induce 1 agan to suppat their
attack on 14 October. In ary case,the Israels had sbpped caotributing to their own

command midortunes.
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Figure 13. C2W Framework for Arab-lsrael October 1973 War, 6-8 October

Conclusion

The Egyptiars ard Syriars successily plamed ard execued a decepbn program
that exploited strong Israel percepions o force supdority ard assued atack waning.

This eralded the Arabs to udeasha suprise assation two fronts.
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The sane strong percepion of superority that leveraged te Arab sumprise a$o
played a najor pat in the Israel command’s misappeciation during the first threedays of
the conflict in the Sinai. Although the Israels were relatively quick to appecate the
Egyptiars’ use & new weapas ard tactcs, they were slower to correct their hurried ard
overconfidert “shoot from the hp” decskions. This was appant during the 8 October
Sinai counterattack—anerdeavor that ran blind to realty ard anok in confusion.

After the initial atack, the Egyptiars dd not have a significart C2W mecharism to
prolong or induce further Israeli command dysfunction. The Isragli Southern command
beganits recovery whenthe IDF Chief of Staff ordered it on the defensive on 9 October.

This eralded the IDF to adusttheir appeciation of the ereny ard meke letter decsions.

Notes

! This case sidy exarrines he Snai front during the first threeof war's four phases.
The phasesare dividedasfollows: 1) The nitial assauk on the Gdan ard acioss he Siez
Cardl, 6-7 Ocbber; 2) the Israel counterattack n the Snal, 8-10 Ocbber; 3) the Israel
counterattack onthe Golan and the Egyptian attempt to push out of the bridgehead for the
Sinai mountain passes11-14 Ocbber; 4) ard the Israel counteroffensive acoss te Siez
to the westbank that erdedthe war, 1525 Ocbber. NadavSafran “Trial by Ordeal The
Yom KippurWar, October 1973 Intemational Secuty 2 (Fall 1977) 143.

> The Egyptiars felt that there wee two courses & acion awaiable agaist the
supeior IDF: a return to the War of Attrition or the launching of a limited war. The
disadvantage of choosing an atrition campagn was that it invited wider retaliatory action
from Israel Israel would probaly refrain fighting an attrition war due b© the
disproportionate costs to their sidein personnel ard resaurces. The Egyptiars cansdered
a limited offensive feasible in light of supepower palitical intervention. Hassan El Badri,
Taha El Magdoub ard Mohammed Dia El Din Zohdy, The Ramadan Vér, 1973 (Dumn
Loring, VA: T. N. Dupuy Associates Inc., 1978,15; Trevor N. Dupuy, Elusive \Mctory:
Arab-sraeli Wars 194741974, (New York: Harper ard Row Pubishers, 1978) 387-88;
Anwar SadatIn Search of Identity, (New York: Harperard Row, Publishers, 1977) 232.

® In the Egyptian view, Israels based ler secuity on maintaining secue borders,
mantaining the initiative (preemption), deerring the Arabs from conduding an all- out war
through military advantage, fighting on one front a atime and securing the suppat of the
US. The Egyptiars pbmed to undemine this serse d secuity by overcoming the retural
and military obstacles on the Suez Canal, neutralizing Isragli air forces and achieving
sumprise b preclude bkrael preenption. Abdel Ghan El-Gamasy The Cctobe War:

116



Notes

Memoirs of Field Marshall El-Gamay of Egypt trans. by Gillan Potter et d., (Cairo:
The American University in Cairo Press, 1993) 128-139; Hasan El Badri et al., The
Ramadan Vér, 1973 18-20.

* There is gill debate concerning Egypt’s objectives.  Sada’s autobiography states
that his objective wasto restore Egyptian confiderce anl pride. He was gong to do this
by crossing the canal and establishing an immovable foothold, “...as little as 4 inches of
Sinai territory...” Sada, In Serch for Identity, 244.

®> The Egyptiars used a sttegic offensive-tacical deensive stategy.

® Lt. Gereral Saad H Shazl, The Gossing of the Suez(San Frarcisca American
Mideas$ Research, 1980) 36; Nadav Safan “Trial by Ordeal The Yom Kippur War,
October 19737 in Intemational Secuty 2, no. 2, (Fall 1977) 135-136; Chaim Herzog,
The Aab-sraeli Was, (New York: Random House, 1982) 239-240.

" Dupuy, Elusive Mictory, 399401 ; Herzog, The Aab-sraeli Was, 230.

® The chronology of these eerts comes from Michael |. Hardel “Percepion,
Deception ard Surprise: The Cag of the Yom Kippur War,” Jerusalem: The Helrew
University, 1976, Maxwell AFB AL: Air University Library, Docunment No. M-U4368,
29-33;

°® Herzog, The Aab-sraeli Was, 229; Michael I. Hardel, “Percepion, Decepton
ard Suprise: The Case of the Yom Kippur War,” 31-33; Safan “Trial by Ordeal The
Yom KippurWar, October 1973 136.
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1973 o 27 Sepenber. After mobilizing another batch on 30 September, Egypt
denobilized 20000 eserves on 4 Ocbber, 2 days prior to the attack. El Shazly, The
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obsewvarce d the year, could have raised susmiions. Howewer, the angoing Moslem
obsewarce of Ranadanwould have tempered his concem. Ranadanwas ot a Ikely
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that even if the Israels had figured ait what was gaong to happen their mobilizaion
would not be complete in time to appecially affect the initial battle. In any case there still
was no changein Isragli force dispostions. Heikal, The Rad to Rimadan 27, 33.

?8 Bartov, Dado, 273,296; Dupuy, Elusive \ictory, 408410; Herzog, 239-241.

29 “The Agranat Report: The First Patia Report,” The Jemusalem Jounal of
Intemational Relations4, no. 1: 6990 pasim.

%0 “The Agranat Report: The First Patia Report,” 74.

1 Harpch Bartov writes hat the assuance hat waming would come in time ard the
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ambiguous environment was Prime Minister Meir’s and Dayan’s desire not to appear to be
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0" Bartov writes that Sharon, who had arived at Gonen's headquaters atter the
counterattack phming sessin, would later claim that he was uninformed alout the
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*® In addtion to having less tme to oversee eerts on the Suthern Front, Elazarwas
operating on little skep.Bartov, Dado, 384.

*" The umge b rescue he sddiers trapped m the strongholds is reflected by Sharon
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* political considerations faciored nto the BarLev’'s decsion to retain Sharon asa
division commander. Sharon ard Bar-Lev were pdlitical opponents in the upcaning
Knessetelectons. Bartov, Dado, 38789

>' Bartov, Dado, 406415.

2 The Syrian threat to Galilee had now passed; however, hints of supepower
intervention mantained time pressure on the General Staff. Bartov, Dado, 414.
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Egyptiars had crossed oer the 4h ard 21stArmor Divisions into the lridgelead or an
attack b commence o the sane day The sulsequen falure of the Egyptian offensive
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Chapter 7

Conclusions and Implications

Chapter 2 examined the limitations of rational decision making and concluded by
de<ribing the tension betweenrational ard intuitive judgnert. Chapter 3 elalorated on
this line of thought by adding the notion that both rational and intuitive decision processes
are suscepble o stress anl decepbn. Chapter 3 ako dewloped a cgnitive wafare
framewak to model the acton of stress anl decepgbn upan a conmand baselne.
Chapters 4, 5 and 6 used the framework to analyze three historical cases. the Allied
Normardy canpaign, the Battle of the Bulge, ard the Arablsrael October 1973 War.
This chapter amalyzesthe caynitive wafare framewark in light of the caclusons o the
historical casestudies. The aim is to arswer the reseach queston: What factors o

conditions lead to command dysfunction?

Comparison of the Histori cal Cases:Decepion

In all three cases,the attacker enployed decepbn to exploit the adwrsary’s
expechations. Eachdecepion varied n its dojectives, techiques ad duration asa resuk
of the spedic seting in which it was used. Strong expecttions within the targets’

baselne greaty asssted al of the decepbns.
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The decepion that setup the Geman Ardemes suprise dfensive was he smplest of
the three. The ploy encouraged the Allied view that German intentions were defensive.
The scheme was primarily one of migdirection. Poor weather, forest cover, night
movements, ard very tight secuity cloaked the Gemars’ real intent. The decepion
erded o the norning of the atack.

The Egyptian decepion was @milar to the German scheme in that it achieved surprise
for anatack. Howewer, the decepbn’s desgn was nore complicated. Like the Gemman
plan the Egyptian scheme enployed msdirecion to ercourage he ereny’s percepions of
non-offengve intentions However, the Egyptians had little naural cover to hide their
forces,so they conditioned Israel percepions to accepthigh levels of actvity on the Suez
front. Furthermore, as he exent of atack pepaations peakedat a new high, the
decepion enployed addtional routine “exercise” signals to increase he anbiguity of the
Israglis’ overal picture. Nevertheless, the Egyptian ploy was dmilar to the German
Ardemes decepbn in that it also erded oce he atack kegan Both the Geman ard
Egyptian decepions acheved suprise n the “if” caegay; they sumprised he victim that
anattack was egngoing to occur.

This is one of the man distinguishing differences of the Allied decepion in the
Normandy canpaign. In 1944 he Gemars knew the Allies were coming but they did not
know exacly when or where. The decepbn, Fortitude South subtly multiplied the
options aganst which the Gemars hed to defend. It ercouraged he Geman percepion
that the main landing would take place @ the Pas de Calis coast It also conditioned the
Gemars to expect a dversonary landing. The two misdirection schemes together

created an uncertainty in the German command that did not end when the Allies came
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astore at Normardy. The anbiguity as b whether Normardy was the main effort or

merely a diversion lingered on for some weeks.

Stressas

Table 1 lists the stressas uncovered in the Hstorical cases. The evderce appea o

indicate that all but one of the stressa's were by-products of other combat related factors.

The exception was timing of the Egyptian attack. By conduding their third mgor force

build-up in ten months and timing it just before the Isragli elections, the Egyptians applied

a cansequenial decsion stressa aganst the Israel pdlitical leadeshp. The Israels had to

calculate the political costs of mobilizing the IDF for another possible false darm. The

following paigrapls review the aher indirecty produced gtessas.

Table 1: Comparison of the Historical Studies: Stressors

CAMPAIGN CONSEQUENTIAL UNCERTAINTY TIM E PRESSURE
DECISIONS
NORMANDY ALLIED
PRIOR DDAY AIRPOWER
GERMAN
DEFENSIVE STRATEGY
POST D-DAY BELORUSSIAN MANEUVER WARFARE | AIRPOWER M ANEUVER
OFFENSIVE i WARFARE
CENTRALIZED CONTROL ; . J
OVERWHELM ED ALTERNATIV E OBJs GERMANT OODA™ CYCLE
ARDENNES
MANEUVER WARFARE MANEUVER WARFARE

ALTERNATIV E OBJs

ALLIED * OODA” CYCLE

OCTOBER 1973
PRIOR DDAY

POST D-DAY

IDF MOBILIZA TION

-

POLITICA L COSTS

GOLAN
THREAT

GOLAN
THREAT

LOOSER OVERSIGHT
ON SINAI

GOLAN
THREAT

OVERCONFIDENCE
STRONGHOLDS
US/USSRACTION

SELF-INDUCED
TIM E PRESSURE
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Prior to D-Day, Allied arpower induced consequenttial decison dress upon the
German command by frudrating both of its deensive options, whether to position its
armor forward or degp within the theater. After D-Day, dlied airpower put time pressure
on the Geman command by slowing the novement of reinforcemners ard derying the use
of aeral recmnaissance. The efect sretched out the Geman“OODA” cycle relative to
the Allies. The Allies capitaized on the dower German “OODA” cycle ater the lreakaut.
The added dress of uncertainty caused by the Allied war of maneuver exacebated the
dysfunction of the Geman command. The Soviet Belorussan offensive addedarother
consequenial decsion stressa to the Gemars’ operational decsion making in Normardy.
This is discussed further under command baselines.

During the Batle d the Bube, the Geman thrust into the Ardemes producedboth
time pressure and uncertainty stresses within the Allied Command. The Germans' lack of
materia resources, their failure to clear the shoulders of the penetration, Allied arpower
and the relatively quick Allied command response tempered these effects. In addition to
disrupting the momentum of the adwnce, the relative narrowness @& the pertration
helped the Allies discern the Germans' objectives.

During the Arab-lsrael October 1973 War, the immediate Syrian threat on the Golan
exerted time pressue, urcettainty and cansequetia decsion stress o the IDF cammand.
Israel’ s limited geographic depth offered little oppartunity for failure. These stresses may
have loosered the oversight of the ewerts that occured in the Sna. In the Snal, the
Israels appeaed © put time pressue on thenseles b rapidly dekeatthe Egyptiars. The
sef-induced time pressue stemmed from overconfiderce, concem for cutoff Israel

strongholds, and perceptions of imminent supepower intervention. Egyptian radio

125



jJamming had the exceptional effect of assisting the rapidity of incorrect Israeli operational

decsions by obscuing acual everts.

Command Basaines

The ealier discussin of decepion reveakd that eachtarget command had strong
percepions alout its atacker In eachcase,the atackerercouraged bese pecepions.
Also noteworthy is the fact that eachcommand had internal problems. The Gemars at
Normardy were in the worst shape. OKW, under Hitler s domination, exercised tight
operational control in Normardy from East Prussa. Hitler, who had a popersity to
becane mired in tactical details, had little canprehension of the theakers operational
problems. The 20 July assassetion atempt aganst Hitler sulsequenly aggavated
existing internal problems within the German command. Even if the Allies had terminated
Fortitude Southatter D-Day, the dysfunctional Geman command would have beenhard
pressedto conduct a successit defense in the mdst of secet pdice puges ad the
problems of the Eastern Frort.

The Allied command duiing the Battle of the Bulge dso had internal diffic ulties,
exhibited by srong pesona grievances beween Montgomery and Bradley. However, in
stark contrast to the German Normandy case, the Allies were able to mantain a coherent
unified command despite these problems  The Isragli command in the Sinai lik ewise dedlt
with personality conflicts anong same of its gperational ard semor tacical leades,
notably Gonen ard Sharon. These caoflicts contributed to same of miscuesduring the 8
October counterattack. Afterwards the IDF adjusted the chain of command to minimize

the operational impact of personality friction.
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Combination Effects d Stress aml Decepion

The hstorical studies appeato confirm the decepbn-time stress bgic. The Egyptian
and Allied decepibns captalized a lengthy pre-nvasion peiiods © condition Israel ard
Geman percepions. Howewer, there wee addtional factors that also affected their
timing problem. These factors included atack readiness, weather, tides and currents, and
moon illumination. In the Egyptian case, the timing aso exploited the observance of
religious holidays on both sdes and upoming Isragli elections. Thus while tempo
manipulation may be animportant factor for the successfoa decepon, it is only one d
several timing issues to consider.

The Geman Ardemes decepbn provides aother insight to the decepion-time stress
interaction. The Germans only had to encourage existing Allied peceptions to set up the
Ardemes caunteroffensive. The decepbn-time stress bgic would have caled for a
German attack at the first oppartunity to deny the Allies time to deect the impending
offensive. For the Gemars, this first opportunity occurred in late November, the start of
a predicted poor weather peiod for Allied arpower. However, the Germans had to dday
the dfensive for neaty three weeks écause DAllied ar and ground pressure in other
secors. This highlights the mportance d possessig the initiative to exploit decepion
and timing. A decever with the initiative canblerd decepbn ard tempo as needed,as
happened in the other cases. However, without the initiative, the ability to manipulate the
pace & ewerts is much more difficut. This was the Geman problem. Allied pressure
complicated the Gemman effort to concertrate forces n the atack seabdr ard to reactto
Allied initiatives elsewhere. Althoughthe later sart exposed the German counteroffensive

to Allied ar attack sooner than originally anticipated, the dday did not undermine the
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effeciveressof the aiginal decepion. The implicaton is that manipulating time pressue
to reinforce decepobn is not always necessay.

The Arablsrael 1973 caiflict illustrates one other possible cogntive C2W
combination, that of decepibn ard cansequetial decsion stress. The Egyptian decepion
ercouragedlsrael percepions alout the urikelihood of an attack. At the sane time,
Israel leadeshp was eluctart to incur the pditical consequermesof a costly mobilizaion
if it proved umecessar. This motivation was espeaily operative duing an election
canpagn. It is difficult to deermine whether or not the alserce of elecion stresswould
have made it easer for Israels leadeship to mobilize. In ary case,the desie to awid

political costs caild only reinforce lsrael percepions that anattack was uhkely.

The Tersion BetweenDecision Making Speedand Accuracy

Chapter 3 aralyzed he tension betweendecsion speedard accuacy asanimportant
starting point for a cognitive appioachfor C2W. The requirement for speedn a dynamic
environment tends to cal for intuitive decsion processes. Conversely, the reed or
accuacy gererdly cals for a nore amalytical appoach The intuitive processis fast but
can lead to poor decisions when a commande’s intuitive skills do not fit the problem.
This is usualy due b insuficiert patern recaggnition. On the other hand, the aralytical
appoach gereradly yields accuete decsions kut normally takes nore time than may be
available. The question is whether or not this decsion accuacy-speed apprachis usetil
for cognitive C2Waralysis? Ore wayto tell isto use 1 to exanine the hstorical cases.

The cenrally-controlled Geman command duiing the Namardy canpagn was beset

with organizational and pesondlity problems It is therefore difficult to say with
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confidence what additional effect Allied actions had in furthering these problems
Newertheless, there ae seerd insights to consider. Frst, one wauld expectthe Gemars
to anayze the Allies probable courses of action for the invasion of the continent. The
German problem was the vulnerability of their analytical decision processes to decepton.
The vulnerability stemmed from the lack of reliable intelligence channels. While the
Germans had radio intercept capabilities, they had little aerial reconnaissance. They
therefore degpended heavily on a system of agents that the Allies had compromised. The
Allies exploited this analytical weakness by feeding the fiction of Fortitude Southto the
Germans. The Allies dso profited by reading German command appreciations provided
by ULTRA. Second, whether intentional or incidental, Allied maneuver warfare and
airpower exploited the speed ehdf the decsion accuacyspeed cotinuum The Geman
command was vulnerable here as well. When the dtuaion demanded quick, intuitive
decsions to sawe the Geman 7th ard 5th Panzer Armies from ercirclement, the Geman
command did not reactin time. It appeas to have beenatempting to aralyze a battle
whose ngjor feaures t was o longer alde to recaynize.

In the Ardennes campagn, the Germans adroitly let the strength of Allied perceptions
(and unknown to the Gemars, their reliance an ULTRA) impar their amalysis of Gemman
intentions. Howewer, once he dfensive kegan the Gemars had o mears to affect the
accuacy ard speed bAllied decisions except for the psychological disocation that could
be caused by an armored breakthrough The Allied command recovered relatively quickly,
in patt dueto Eisenhower's intuitive judgnen, but also becaus Allied ar supremacy, the
tenacous fesistarce d scatered Amercandefnders aml the Gemars’ lack of resources

slowed he adance.
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The “accuacy-speed” amalysis of the Arablsrael October 1973 waralso provides
uselll insights. Like the aher casesthe Egyptian decepion attacked he accuacy of
Isragli appreciations, illfully conditioning the Israelis’ analysis of Suez-front activity.
What is interesting is the failure of the Isragli counterattack in the Sinai on 8 October.
Although it appeas that the Egyptiars krew how the Israels would respand to the
assaul the Israels thenseles ae respasible for rushng into the battle with haste ard
overconfiderce. The Israel Southern command did not take the tme to aralyze what was
actualy happenng in the kettle. Instead,they intuitively aced o paterns remembered
from the Six Day war of 1967. The Israel command in the Shai recovered when they

slowed teir own operating tempo—ard aralyzed wat had acualy occured.

Conclusions

The insights ganed tom the hstorical aralyses deronstrate that the cantive
warfare framewark is a usefil C2W aralyticaltool. The framewark arangesthe cognitive
C2W appoachas anntegrated whole. It compek e to understand the target command
prior to appying stess anl decepbn schemes aganst it. The amalysis requires detailed
ard accuate human intellig ence about an adversary’s cognitive and perceptud tendencies.
It also requires urderstanding on how stress aml decepbn gereraly impact decsion
making in orderto appl themaganst a spedic target command.

The target command is the starting key to C2W. This is not a new revelation, but it is
important in light of the next conclusion. In dl three historical cases, however illful the
actions of the atacker it seers that the successf the C2W efort depemled greaty on

what the adwersary was alreadydoing to himself. This was espeally appaent in the

130



Normardy ard Arablsrael exanples The suggesion is that every command baseline
probaldy caries at least same dysfunctional baggage hat is vulnerade to decepive
exploitation.

Although we do not fully understand the impact of stress, the exant literature
suggess that stress cau®s decsion makers to chamelize a curtail their problem-solving
efforts. This papergawe paticular atention to the gressors of consequenial decsons,
uncettainty and time pressue. These &ciors wee included n the cantive wafare
framewark as daberate C2Wmechansms. The hstorical studies eveakd the preserce of
these stessas;, howewer, the evderce ato slowed that they were not necessaly the
resuk of a phmed C2W scleme. It appeas that a stessa canalso alise as a ¥-product
of other operational actons. Furthermore, same stressa's ersuefrom circumstarcesthat
are indepewnlert of the atackets C2W desgn. The Arablsrael October 1973 War
showed such a mix. After ganing initial surprise, the Egyptians ddiberately jammed
Israel command nets to increase ucettainty. The Syrian threat on the Gdan ard the
Egyptian threat aganst the Suez stongholds aso indirecly induced consequetial
decsion stress anl time pressue upm the Israel command. Finally, the threat of eaty
Americanintervertion, seenmngly indepemlert of Arab objecives, added itne pressue to
Israel percepions.

The theary of decepion is connected b the human mind’s pecepual ard cagnitive
biases. Becausethesebiases ar dificult to overcome in the presere d contradictory
eviderce, decepiton canbe a paverful C2W tool. The hstorical studies cafirmed this
power, paticulady when the decepbn ercouraged he fargets existing biasesard

percepions. Additionally, the cases siwed the panstaking detal that that is usualy
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necessar for decepion plaming ard executon. Each scleme was custm-fit to the
victim’s command baseline.

There abo appeas to be a relationship betweendecepion ard stress, patticulady with
respectto time pressue. The logic pemits the decerer to quicken or relax tempo to
erhance decepbn effectiveress. The decsion to relax or increase lie pacedepeinls on
whether or not the victim has accepd the “right” solution. If he has, the decever may
increase the tempo to limit the victim’'s opportunity to detect the error. If the victim has
not acceped the “right” solution, then more time is needed & condition him to do so
However, there are other factors that affect the equaion. One factor is the ability to
maintain the initiative. Before the Ardennes offensive, the Germans lacked it. Thus they

were unable to exploit the timing of their decepion-cloaked atiack.

The Factors and Conditions of Command Dysfunction

The reseach quesion askedwhat factors or conditions lead b command dysfunction.
The arswer is that there may be many. The fact that every commander perceves ard
decides with aunique st of cognitive limitations, biases and perceptions implies a number
of variations for possble C2W exploitation. The Namandy study hints that significart
internal problemswithin the command can give rise to serious dysfunction with little or no
external input. The adeptuse & stress anl decepion canintensify that dysfunction. On
the other hand, the Ardemes ard Arablsrael sudies sugges that seemingly heathy
commands canbe deceved, sumprised ad stessed—ad yet sill recover given other
advantages. Although none of the examples illustrated the succesdiil enployment of

stressa's without decepion, this does ot necessaly precude he passhility. It follows
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from this observation that a command passessing great <kill and méaerial resources could
stress the opposing command by presenting mutiple threats in a short peiod of time.

The Ardemes ard Arab-lsrael studies ao bring arother consideration to the C2W
problem. Both the Allied and Israeli commands recovered from surprise.  Both aso
possessed supeior forces, in qudity if not in numbers. However, in both cases ther
attackes dd little to prolong the suprise o induce aher command problems once the
attack started. This suggess that a weakercommand’'s C2W effort needsto maintain
pressue on its targetto slow or stop its recovery. The sare is probaly truefor any C2W

effort.

Doctrinal Implications

The canclusion that anoppasing canmand may cary its own dysfunctional baggage
does mt require a cltarge b the curent C2W doctrina defnition; howewer, it may
warrant some shfts in our C2W peispectve. Frst, rather thanviewing offensve C2Was
something we doto the ereny command, we mght take the appoach of finding the
addedmcrement the adwersary needs ¢ contribute to his own disaser. In same casesthe
best C2W planmay leae the erenmy command abne. Secand, we mght be more cautous
in putting too much weight on any particular C2W drategy when we do not fully
understand how the enemy thinks. Furthermore, we are not immune to self-induced
dysfunction. We may have difficulty discening internal problems that are readly appaent
to the ereny. The ramification is that we mght better appeciate aur own blindspds ard
vulnerabilities if we mentaly live in the enemy’s camp and learn to think like him. This

suggess that every operational level command needsa cuturally-attune, knowledgeale
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ard imaginative “red cell’ that is constantly attempting to replicate for the commander
what is gaing on in the mnd of the adwersary. From this perspecive, the cognitive
warfare framewaork is multi-sided.

The tension betweendecsion speed ath accuacy may warant arother shft in our
C2W perspecive. Ore of the propaositions of C2W doctrine, as sated in Jant Pub 3-
131, states hat

Synchronized C2W opemntions sthould erade a JREC [Joint Force
Commandel] to operate ‘insde’ anadwersary’s decsion cycle by alowing

the JFEC to process mformation throughthe C2 de@ion cycle faster that an
adwersary commander.*

This statemert concertrateson the speed sle d the speedxccuacy continuum Deciding
faster (and more accuetely) than the ereny is not the issue,it is the inference that we
always desre to disrupt the speed bereny decsion cycles. The inference nay ignore
occasons whenwe wart the erermy command to maintain or acceérate its decsion cycle
becauseits information is inaccuete—or give it more time to digest inaccuete
information. Joint Pub 3-58, Joint Doctrine for Milit ary Decepion, highlights this sulile
decepion-time requirement:

A decepion operation requires caeful timing. Sufficient time must be

provided for its portrayal; for the adversary’s intellig ence system to collect,

aralyze, and report; for the adwersary decsionmaker to react ard for the

friendly inteligence system to detect the action resulting from the
adwersary decsionmaker's decsion.?

Although Joint Pub3-13.1 enphaszesthe requirement of integrating al C2W elenerts, it
fails to address the more complicated timing problems of decepion in the dscussin of
decbion cycles?

Finaly, given that the cognitive wafare framewark is a usefil aralytical tool, how

does it fit into overall C2W doctrine? Another way to ask this question is, what portion of
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C2W resides outside the cognitive warfare framework? At fir st glance, it seems the abilit y
to destoy C2 targets is the pation that exsts outsde he framewak. Howewer, the
answer is much more complicated. Is the capability to kill an operational commander with
along-range, precsion-fire outside the cognitive framewark, or is it a rew “stresse?’ It
seens to be a stressa while one is vulneralde (and cognitively affecied). If successfily
employed, direct attack Kkills the decison cycle, literally.  However, killing one
commander's decsion cycle caild induce stess o suwviving C2 sgtens, suchas dher
similarly threatened portions of the chain of command. Likewise, other operational
actions caninduce $ress ard uppat decepion within the canitive warfare framewark,
as was illustrated in the historical sudies.

The diference daes rot reside n the plysical method of the atack, but in the doject
of the atack. The caynitive appoach focuses a the pecepions aml thinking of the
commander, seekng to alter the speedard accuacy of his decsions. It consders the
ereny commanders C2 sywtem in terms o accuacy amd speed,and deak with it
accadingly. The other appoachto C2W views te poblem as a sgtem flow. This
appoachfocuses on the @ systemthat suppats the enire command, seekng to slow or
shut down its information flow. It views te canmand eclelon as a major flow
componert, ard removes a destoys it as appopriate aml feasble® These ae

complementary appioactes hat may operate smultareously.’

Furt her Research

Milit ary professionals and theorists have written maost of the insights concerning the

art of operational decsion making. Until recenly, the cagnitive aml psychological
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scientific disciplines had not specifically addressed military decision meking environments,
espealy in regad to stress. This trerd had charged duing the last ten yeass, with
increagd interest now focused at the tacical decson making level. This sudy suggess
that addtional reseach be conducied to study cognitive decsion processest the higher
operational levels of war. Such reseach should examne a larger sanple of combat
operations to explore the urderlying tension between decsion speed ath accuacy, ard
how decision makers attempt to stisfy both.

Additional reseach is also needed ¢ investigate the typesand effects of stressare not
considered n this study. These include step depwration, hunger ard fear Additionally,
the investigaion needs ® uncover the canitive efect of these stessa's when appled in
combination. All suchreseach, howewer, should build on the kasic framewak presemed
in this sudy.: command dysfunction is based on the interaction of the command baseline,
stressass to that baselne, ard delberate decepte acions by a thinking oppanent.

The nost critical battlefield is the ane lkeastunderstood. The first cognitive war is to
understand how we decde. The rext battlefield is the erermy’s mind—how he sees us ah

himself. The oljective is not to be out-thought.

Notes

! Joint Chiefs of Staff, Joint Doctine r Command and éntrol Warfare (C2W)
(Joint Pub 3-13.1), (Wadington D.C.: Depatment of Defense, 7 Februaly 1996) 1-6.
Apperdix 1 in Joint Pub 13-3.1 discusses the kasic decsion cycle (OODA Loop).

2 Joint Chiefs of Staff, Joint Doctine fr Military Deception(Joint Pub 3-58),
Washington D.C.: Depatment of Defense, 6 une 1994,1-3.

% Jant Pub 3-13.1 addesseshe use & decepion to stapeard influercethe eremy’s
esimate of the stuaton by creaing canfusion ard inaccuacies. Howewer, there is little
mention of the timing or tempo considerations that may be necessayr to acheve this. See
Joint Pub3-131, 1-6, I-7.
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Notes

* Automated decision systems can be analyzed smilarly. For example, the accuacy
ard speedof anereny’s automated ar defense system may be manipulated n terms o its
computer data (accuacyard speedps wdl as a sgtemof interconnected rodes ad links.

®> Inthis view, al five C2W elerrerts may operate in either appioach
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APPENDIX A

Janis Vigilant Problem Solving Approach

PROBLEM

FORMULATE
PROBLEM
1. REQUIREMENTS
*DANGERS TOAVOID
*GAINS DESIRED
*ACCEPTABLE COSTS
2. CHOOSE INITIAL
DIRECTION

STEP 1 I

o\
4 h ANALYS'S
5. REQUIREMENT
DATA SEARCH CHgNGES
3. RECALL PRIOR 6. OPTION
DATA GENERATION
4 SEARCHFOR |« -+ 7 ADDITIONAL
NEW DATA REQUIREMENTS
FOR DATA
-~/ ./
STEP 2 STEP3 :

=P  PRMARY PATH

- -- FEEDBACK PATH

CLOSURE
* INTERNAL

CONSOLIDATION
* COMMITMENT
TO DECISION

EVALUATION AND SELECTION

8. PROS &CONS OFEACH OPTION

9. OPTION COMPARISON

10. UNSATISFIED REQUIREMENTS

11. COSTS & RISKS
MINIMIZATION

12. IMPLEMENTATION PLANS

STEP 4 *

-

DECISION IF FOLLOWING
PROBLEMS ABSENT

1. GROSS OMISSIONS

*SURVEY OF OBECTIVES
*SURVEY OF OPTIONS

2, POOR DATA SEARCH

3. BIAS IN DATA PROCESSING
4. FAILURE TO CONSIDER
«INITIALLY REJECTED OPTIONS
*MAJOR COSTYRISKS OF PREFERRED
CHOICE

«IMPLEMENTATION DETAILS

\ /

Source: Irving L. Janis, Crucial Decsions, (New York: The Fee Pess, 1989) 91

Vigilant Problem Soling Approach to Decison Making

The Vigilant Problem Solving Approach flows in four mgor seps The first step
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formulates the problem in terms of acceptble costs aml desied gans which, in turn
framesthe nitial direction for the dat searcch of the sscand sep. The third dep updads
chargesin requirements, gererates potential solutions ard tasks addtional data seacch as

required. The last step selects the optimal solution and plans its implementation in the



alserce d ary mgor decsion errors noted in the lox below. The processis iterative

which isindicated ly the ddted feedlack pah arows ketweenthe seps.
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Appendix B

Bias-Decepion Relationships

Perce

tual Biases

Bias

Decegion Implication

Expectitions influerce pecepions. More
unanbiguous dat is required to recaynize
an urexpeced ewert than one that is
expeced.

It is easer to reinforce exsting pecepions
thanto charge hem

Perceptons form quickly but resist charge.
Once formed, percepion of new dag is
biased toward the initial impression.

It is easer to reinforce exsting pecepions
thanto charge hem

Initial exposure to ambiguous paterns
interferes wth accuete percepion even as
more ard cleaer data becanes awailable

The sequene d the information fed into
the targetimpacs the decepbn ploy.

Source: Adapted from Richards J. Heuer, “ Cognitve Factors in Deception and
Counterdeception” in Donald C. Daniel and Katherine L. Herbig, eds., Strategic
Military Decepion,, (New York: Pergamon Press,1982) 62.

Cognitive Biases

Biases m Estimating Probabhilities

Decegion Implication

“Avallability” influences estimates. The
probability of an event is higher if one can
easlly imagine it.

Those charged wth watching for cetain
events overestimate their probability of
occurrence. (“Cry Wolf” tendercy)

“Anchoring” incremertally adjusts esimates
in response b new daa.

It is easer to reinforce exsting pecepions
thanto charge hem

Overconfiderce of one’s knowledge
influerces sufectve feelngs conceming
estimates.

Overconfiderce intensifies other bias
impacs, leadng to sef-satisfacion ard
tendercy not to rearalyze pdgners

Biases m Evaluating Evidence

Decegion Implication

There is a tendercy to hold higher
confiderce with consistent data from a
smal sample than with more ambiguous
data from a brger set

Decepton should catrol as nany chamels
as pasble. Decepton is possble feedng
small amounts of information.

Continued on next page
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The alserre d information is often

neglected n forming judgmerts.

Decepton program emors of cammission
are nore of a damger that emors of
omissbn.

Percepions persist even when ewvderce
upon which it is based is discredited.

The targetprovides sone of the secuity for
the decepbn plan secuity leaks ag rot as
compromising as e cauld expect

Biases m Perceiving Causality

Decegion Implication

Everts are thought to anse from owered
paterns. Analysts rgject charce, errors,
ard accderts as eplamtions for ewerts.
Analysts overesimate oppaonent’s
adheence to coherent rational behavior.

Analysts suspectdecepibn to rationalize
randomness, charce,ard error.

Othes behavior atributed to their naure;
own behavior atributed to dtuaiond
context.

Since reture of ereny is malevolent, they
will engagein decepion.

Source: Adaped from Heuer 62-63.
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Appendix C

Whaley’s Structure of Deceqion

DISSIMULATION SIMULATION
(HIDING THE REAL) (SHOWING THE FALSE)
MASKING MI MI CKING
Eliminate old pettern, blend in with background | Recreate old pattern, imitation
REPACK AGING INVENTING
Modify old pattern by matching another Create new patern
DAZZL ING DECOYING
Blur old pattern, reduce certainty Give additiond or aternative patern, increase
certainty

Source: Barton Whaley, “Toward a Geneal Theory of Deception” in John Gooch and Amos
Perlmutter, eds., Military Deception and Srategic Surprise, (Totowa NJ. Frank Cass and
Company Limited, 1982) 182.

Dewar’s Principles am Techniques d Decegion®

Principles

1.

Centralized control and command. Uncoordinated ard poorly plamed
strategies cando more danage ky confusng friendly forcesthan damage b the
victim.

. Detailed Preparation. Requires careful intellig ence gathering and wargaming the

possble range d victim responses.

. Logical Decepion Ploy. Strategy must fall in line with victim's expectations.

Thisis espealy effecive wrenvictim deducesihdings basedon false information
usng his own intellig ence analysis.

. Corroboration of Sources. False information must be fed to mutiple victim

intellig ence collectors. A balance must be mantained so not to create too good of
a picture ard alouse susion.

. Timing. Given enough time for the victim to consume false indicators but not

emughtime toanayze.
Appearance and Maintenanae of Seurity. The purposefl release b

information carit appearto be tooeasy and ause suspion. At tke sane time,

the real stategy mustbe protected.
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Techniques

1.

2.

©

Encouraging the Obvious Confirming the victim’s belief that the most likely
objecive isindeed mtended, thus dverting atention from the realplan

The Lure. Presen the Jictim an urexpeced aml fortuitous oppartunity which
leads ¢ a trrap.

. The Repetitive Process Lull the victim into complacerty by repeatng actions of

what is ultimately the intended action.

. The Double Bluff. Rewalthe truth to a victim who expecs decepbn in hopes

that it will be rejected.

. The Unintentional Mistake. Encouraging the victim to believe that he has

acqured valuabie information by secuity mistakes o the pat of the decarer.

. Bad Luck. Encouragig the vicim to bdieve he has acquired vitaiformaton

through evets that ae beyond ta cantrol of the decerer (i.e., fa and fiction of
combat).

. Substitution. Giving fale information to the \ctim, encourage iB cantinuing

belief that is fale, and en replace he false with the real This can wak in
reverse as well.

. Impersonation. Age dd use évictim’'s unforms, systems, anddhaviors
. Physical Forms Sensorydecepbn based m canouflage, coceament, ard

decoys.

Notes

! Michael Deway The At of Decepibn in Warfare (Newtan Abba Devon
UK:David & Charles Publishersplic., 1989) 14-18.
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