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Foreword

In this 1997 Air Force Scientific Advisory Board (SAB) study on United States Air Force
Expeditionary Forces, the Committee devel ops an enhanced Air Force capability to conduct expeditionary
operations, the Aerospace Expeditionary Force. A combination of operationa concepts, new systems, and
technologies training and organizational changes are identified in the three volumes of this report. Volume
1 presents an overall picture of the AEF concept. Volumes 2 and 3 provide added detail and reference
information. This volume details the deliberations and conclusions of the following study panels:
Operational Context and Training; Command, Control, and Information (CZI); Technology Thrusts; and
Lean Sustainment.

The study results represent an outstanding collaboration between the scientific and operational
communities and between government and industry. The Study Committee wishes to thank the many
individuals who contributed to the deliberations and the report, as listed in Appendix B. In addition to
Scientific Advisory Board members, many ad hoc members devoted their time. Industry also assisted and
Air Force Mgor Command liaison officers were extremely helpful. The Air Force Academy provided
critical technical writing assistance, and several executive officers from the Air Staff and Major Commands
provided outstanding administrative and logistical support. We gratefully acknowledge the assistance of
the UK Strike Command and DARPA. Senior leadership including Genera (Retired) Mike Carns,
Lieutenant General George Muellner, Lieutenant General John Jumper, Mr. Ron Orr, Mr. Larry Lynn, and
Mrs. Natalie Crawford improved the study greatly through contribution of both their people and their own
personal time.

The Study Committee would also like to give specia recognition to the SAB Secretariat and
support staff, in particular Lieutenant Colonel Jim Berke, and the ANSER team, in particular Ms. Kristin
Lynch, who provided invaluable administrative and logistical assistance in pulling together the myriad of
inputs into this final report. Their efforts are greatly appreciated.

We believe the AEF will become the most frequently used Air Force capability and we are proud to
have been part of the establishment of this capability. The men and women of the Air Force want to make
the AEF happen and, with alittle help, they can and will.

Finaly, this report reflects the collective judgment of the SAB and henceis not to be viewed as the
official position of the United States Air Force.

Dr. Ronald P. Fuchs
Study Director

February 1998
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Abstracts for Appendices E-H

This report consists of three Volumes. Volume 1 isthe Summary Volume of the report. Volume 2
contains Appendices E—H and Volume 3 contains Appendix |. The Appendices aretitled as follows:

Appendix E: Operational Context and Training

Appendix F: Command, Control, and Information

Appendix G: Technology Thrusts

Appendix H: Lean Sustainment

Appendix I: Environment (Biological, Chemical, and Force Protection)

A short summary of the contents of Appendices E through H follows.

Operations Context and Training: Volume 2, Appendix E

The purpose of the Operational Context and Training Panel was to set the stage and provide the
background required by the other panels of the study for them to use as a basis for their work. This
Appendix begins with a brief review of the need for an Aerospace Expeditionary Force (AEF). Such
aspects as the motivation for an AEF, a definition of an AEF, avision for an AEF, the fundamental
building blocks of an AEF, and the likely missions for an AEF are reviewed. Next, the current and future
operating environment in which an AEF might be employed is covered. Included in this section are
constraints on future military resources and operations, the various current and future actors in the
operating environment, and the implications for an AEF that result. With the foregoing as abasis, a
representative spectrum of missions that an AEF might be expected to perform is presented. These
missions range from full-scale conventional war to humanitarian relief operations. With the range of
missions established, the needed operational capabilities and qualities of an AEF are put forward and
explained in the context of the missions that an AEF might have to perform. The Appendix next makes
comments on the organization and operation of USAF Battlelabs in support of making the AEF part of the
Air Force culture and concludes with a detailed review of the training implications that result.

Overview of AEF Operational Context and Training

Section

Number Tl
1.0 Introduction
2.0 The Need for an AEF
3.0 Likely Future AEF Missions
4.0 Needed AEF Capabilities
Annex A Précis of Recent Global Trends
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Command, Control, and Information: Volume 2, Appendix F

Appendix F provides a more extensive discussion of the improvements in Command, Control, and
Information that are the foundation of the SAB Committee's vision for the AEF. Some of the text is
identical to the Volume 1 sections on C?l. The reader can review this appendix with the knowledge that all
of theinformation in Volume 1 on C? isincluded in this appendix.

Overview of AEF Command, Control, and Information (CZI)

1.0 Overview

2.0 Critical Enablers to C?l in Future AEFs

3.0 New Operational Concepts Enabled by New
Command and Control Capability

4.0 C?l Transition Plan

5.0 Required Experiments and Demonstrations

6.0 Recommendations

7.0 Summary

Technology Thrusts: Volume 2, Appendix G

Volume 1 of this report addresses operations, training, and equipment that, if implemented, would make
major improvements in the effectiveness of AEFs in the near- and mid-term time frames (through 2012). In
the future, however, it may be possible to provide an even faster response with an even smaller footprint
forward. Concepts and emerging technologies exist that if developed and employed could make paradigm-
changing improvements to AEF operations mainly in the longer term, that is beyond 2012. These concepts
and technologies, and avision of their potential effect on AEF operations, are described in Appendix G.

Overview of AEF Technology Thrusts

1.0 Long-Term Vision of AEF
2.0 Advanced Technologies to Enable This AEF Vision
3.0 AEF Concepts and Technologies
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Lean Sustainment: Volume 2, Appendix H

A primary theme of the study is reduction in deployment footprint and in the time required to prepare,
deploy, and employ an AEF anywhere in the world. The Lean Sustainment Panel examined the full range
of logistics functions associated with an AEF, including transportation, supply, munitions, fuel,
maintenance, civil engineering, base operations, and personnel support services. Through interaction with
expertsin each of these areas, supported by modeling and analysis, the Lean Sustainment Panel has
estimated the minimum feasible package of personnel and materiel required to set up acombat AEF at an
austere forward base and the minimum feasible time from receipt of an execution order to delivery of a
military effect. The Panel identified the primary limiting factors and made recommendations to move the
Air Force closer to the goal of rapid, global response across the spectrum of operations.

The Panel found that significant improvements in planning and execution monitoring processes are essential
to the AEF concept. Logistics planning must be based on required operational outputs and must switch
from traditional “supply push” to responsive “demand pull.” Crisis action planning must be faster, better
integrated across functional areas, and based on modern information systems. The Panel also found that
AEF-dligible wings should be trained, organized, and equipped to deploy sub-squadron sized “dlices’ that
can be aggregated as required to tailor aforce to a specific mission. Minimum response times depend on
posturing mability forces (tankers and transports) for rapid movement of deploying forces and may require
some level of dert status for units designated as primary for AEF tasking.

Important infrastructure improvements include establishment of Regional Contingency Centers as in-theater
support sites to reduce required airlift and establishment of bomber main operating bases to allow global
bomber operations. Focused investments in reliability and maintainability improvementsin airlift and in
regional mission support assets would have major benefits, especially with reduced force structure. Full
implementation of the Lean Logistics initiative is essential to minimizing AEF logistics footprint.

Similarly, we have defined a“Minimum FHight-Essential Maintenance” concept for forward-deployed
forces. A number of technologies, notably advanced munitions like Small, Smart Bomb and enhanced
engine durability, offer significant payoffs for deployed operations.

Overview of AEF Lean Sustainment

Number | Tie
1.0 Introduction
2.0 Deployment Processes and Timelines
3.0 Tools for Employment-Driven Crisis Action Planning
4.0 Minimum Bare-Base AEF Package
5.0 Infrastructure Considerations
6.0 Airlift
7.0 Deployment Base Operability
8.0 Reliability and Supportability Issues
9.0 Cost Estimates
10.0 Findings
11.0 Recommendations
Annex Logistics Abbreviations
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Appendix E

Operational Context and Training

1.0 Introduction

This appendix reports on the work of the Operational Context and Training Panel. The purpose of this
Panel was to set the background and provide the operationa basis for the other panels' work and the
summary volume of the Aerospace Expeditionary Force (AEF) report. This appendix documents the
individual work of the Operational Context and Training Panel members.

The appendix is organized as follows:

Section 2 examines the factors that have created a need for an AEF.
Section 3 describes likely missions for AEFs.

Section 4 suggests needed capabilities and provides the Panel’ s observations on Battlelabs
and the experiments necessary to test the AEF concept.

Section 5 covers AEF training considerations and recommendations.

1.1 Operational Context and Training Panel Membership

John A. Corder, Chair
Ma Gen (Ret)

Lt Gen (Ret) Robert D. Beckel, Deputy Chair
Superintendent
New Mexico Military Ingtitute

Mr. Milton Finger
Deputy Program Director, DoD Programs
Lawrence Livermore National Laboratory

Dr. William B. Rouse
Chief Executive Officer
Enterprise Support Systems, Inc.

Mr. Jesse T. McMahan
Co-President
Modern Technology Solutions, Inc.

Dr. Eric V. Larson
Policy Analyst
RAND Corporation

Mr. John A. Warden, 1l
President
Venturist, Inc.



Volume 2: United States Air Force Expeditionary Forces

Dr. Thomas E. Cedel
Senior MTS
TASC

Executive Officer: Mg Thomas E. Jacobson, Air Combat Command (ACC)
Technical Writer: Capt Alison M. Weir, U.S. Air Force Academy (USAFA)

2.0 The Need for an AEF

2.1 Motivations for an AEF

The immortal words of Stonewall Jackson, who said, “ Get there fustest with the mostest,” ring truer than
ever. TheU.S. National Command Authority (NCA) and the warfighting Field Commanders of the U.S.
Military (Commanders-in-Chief — CINCs) require fast, flexible, precise, lethal/effective, and sustainable
military capability that can be applied in ajoint and combined manner." These forces are needed to meet
the wide range of contingencies that may require immediate action, including deterring or defeating
threatened use of weapons of mass destruction (WMD) or ballistic and cruise missiles; deterring or halting
invading armies before they achieve objectives that will be costly or otherwise difficult for U.S. forcesto
recover; and acute natural and technological disasters ranging from earthquakes, droughts, or epidemicsto
incidents such as Chernobyl and Bhopal, which require urgent action to minimize casualties and far-
ranging damage.

In addition, reductions to budgets and forward-deployed forces mean that more and more forces will come
from the continental United States (CONUS). These considerations dictate the need for wide-ranging
airpower capabilities that can be employed on short warning from the United States or other (often austere)
bases. The wave of the future will be CONUS to CONUS, and CONUS to target to forward deployment
base. The Air Force sresponseisthe AEF.

2.2 Definition

AEFs are tailorable and rapidly employable air and space assets that provide the NCA and the CINC with
desired outcomes for a spectrum of missions ranging from humanitarian relief to joint or combined combat
operations.

2.3 Vision of the AEF

Weimagine the AEF asa“dice’ of capability that could be used alone or combined with more dices asthe
situation warrants (see Figure E-1).

The area at the bottom of the chart in Figure E-1 represents the three basic capability components for the
AEF. Any execution will require at least one and normally two (the “info” capability will amost aways be
executed regardless of the kind of operation) .

“Food” isthe symbol for an AEF disaster relief capability. The humanitarian AEF is capable of putting
directly into the hands of 1,000 people enough food, self-administerable medicine, water, and emergency
shelter to alow them to function with minimum ill effects for 10 days (which may mean daily delivery or
one delivery). Key isthe “point of use” concept as we assume a natural or human-induced breakdown in
the distribution network. (If the distribution network is undamaged, the task will be relatively low stress:

Teines Integrated Priority List.
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deliver so many tons of sustenanceto an airfield from which it will pass into the normal delivery network.)
Assume that the nearest airfields are at least 500 miles away and that there will be arequirement for light
security (no organized terrorism expected). Today, our means of delivery would be cargo aircraft;
conceptually, however, a fighter that can deliver an antipersonnel cluster bomb unit could also deliver an
equivalent amount of “good” energy.

AEF Capability Components

Apply all available energy from E a
normal bases within 24 hours of

Russiaclass, regiona quake
decision with months warning a @ “ f

Apply appropriate energy from \E @
normal bases within 24 hours of
decision with weeks warning

Iraq class, province quake,
China class presence

Apply appropriate energy from
normal bases within 24 hours of
decision with days warning

Panama class, Los Angeles class quake,
Serbia class presence, Bosnia separation

Libya class combat, village quake,
Liberia class presence, Grenada
class separation

Apply appropriate energy from normal bases
within 24 hours of execution decision, no warning

E “Food": sufficient food, blankets, medicine to individual point
of use to succor a 1,000-person village

“Bombs’: Sufficient “bombs’ to accomplish El Dorado Canyon
e objectives (20 targets nearly smultaneously). Could be 3 B-2sor 10 F-117s
or package of 20 F-16s with support

“Info”: Sufficent “info” to observe “Liberia” seize and exploit
Liberia datasphere, and broadcast to world

Figure E-1. Capability Components of an AEF

“Bombs” is shorthand for harm to the enemy; it could be induced with bombs, rays, or something else.
Conceptualy, an AEF bomb unit could solve an El Dorado Canyon class problem less than a day after the
execution decision with no need for deployment prior to the operation. This class of problem requires
precise effect on 20 moderately hard (on average, 3 feet of reinforced concrete) targets, which include the
following types. leadership, communications, energy, infrastructure, and military headquarters, including
air defense facilities. The target country has 1991 Iraq class air defense capabilities. Possible forces
include 3 B-2s (assumes each can target at |east seven separate targets in the course of a sortie) and
appropriate tankers; 12 F-117s (assumes each can attack two separate targets with two available for catch-
up or for targets that need more than one bomb) and appropriate tankers; 24 F-16s with 6 F-15Cs for air
escort, 4 F-4G equivaent aircraft, 2 EF-111 equivalent aircraft, and appropriate tankers. (Note: The
above illustrates arange of possihilities; clearly other combinations within this range are possible.) If the
aircraft must be deployed prior to attack (undesirable) or recovered in the vicinity, assume bare bases with
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good concrete in a moderate ground threat, which includes terrorists with light chemical and biologica
capability.

“Info” is shorthand for an informational effect on the opponent; it requires observation of a Liberia-size
country, seizure of itsinternal communications so that they cannot be used by the local government without
our permission, broadcast of television and radio to the entire country, and broadcast of pertinent
information to worldwide commercial networks such as CNN. Assume a bare base at least 500 miles
distant with light to moderate ground threat (no air threat), and the need to operate continuoudly for at |east
10 days after initial operations begin — which should not require prior deployment.

The basic units should be able to manage the problem described on the right of the triangle at the first level.
At the next level, the same types of capabilities will be needed but the numbers go up as the number of
targetsincreases. The second level has roughly the following parameters: Food for about 10,000 people
over the same period, bombs for about 200 targets, and info about 10 times the Liberia class requirement.
Threats remain about the same. At the third level up, assume food for 100,000 people, bombs for about
2,000 targets, and info 100 times the Liberia class requirement. Threats to forward bases (if used) increase
to include moderate aircraft, cruise missile, and short-range ballistic missile (SRBM) attack, which may
include moderate chemical and biological agents, determined commando-type raids, and extensive covert
sabotage attempts against bases and supporting infrastructure. At the fourth and highest level, assume
food for 1,000,000 people, bombs for 5,000 targets, and info 1,000 times the Liberia class requirement.
Threats become ubiquitous and include the possibility of covert attack on CONUS installations and
perhaps some direct attack.

Timetable: The Air Force should be able to execute the basic food, bomb, and info AEFs within 24 hours
of execution order by the end of 1998, and should be able to execute Level 2 (Panama class) by the end of
2000. Third and fourth levels may depend on new technologies, but the Air Force should strive to be able
to provide the NCA with these full capabilities by the end of 2014.

Defined this way, the emergence of AEFs can have dramatic consequences for the entire Air Force,
potentially resulting in revolutionary changes throughout the institution, including doctrine, organization,
training, equipment, alert status, and operationa tempo.

2.4 Key Characteristics of the AEF

AEFs must be rapid, aware, precise, secure, light, and evolvable, resulting in the following attributes:

Operational Effectiveness. AEFs, with their speed, precision, and lethality, are capable of
leveraging global air and space power.

Minimum Forward Presence. AEFsrely extensively on reachback.

Global Employability. AEFsare fully capable of operating from preplanned or austere
basing.

Rapid Response. AEFs are capable of having an impact within 24 hours (at most) of
receiving an order from the NCA.

Agility. AEFsconsist of force packages that are responsive to afull spectrum of missions.

Evolvability. AEFs can adapt to the situation from the initial contact through sustained
operations.
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3.0 Likely Future AEF Missions

Likely future AEF missions may be understood in the context of the continuum of U.S. national security
strategy, the current and future operating environments, and the historical pattern of Air Force
employments.

3.1 The Air Force Role in Promoting the National Security Strategy

Since its creation in 1947, presidents have called upon the Air Force to provide unique airpower
capabilities to promote the nation’ s interests and values at home and abroad. During this period, the Air
Force has made major contributions to the U.S. joint warfighting effort in three major theater wars
(MTWSs): Korea, Vietnam, and the Gulf War; to a host of smaller-scale contingencies, including operations
in Grenada, Libya, Panama, and Bosnia; to an even larger number of crisis deployments that were aimed to
deter, assure, or coerce; and to a still larger number of noncombat operations, including hundreds of
humanitarian operations.?

Between now and 2010, employment of U.S. military forces — including the AEF — will be gresatly
influenced by the same criteria that have guided past presidentsin their decisions to use force.

3.1.1 Elements of Continuity in U.S. National Security Strategy

The ends of U.S. foreign policy — nationa survival, the preservation of our basic liberties and ingtitutions,
and the promotion of economic well-being — will continue to guide future presidents. The current national
security strategy putsit this way:

Since the founding of the nation, certain requirements have remained constant. \We must protect
the lives and personal safety of Americans, both at home and abroad. We must maintain the

sovereignty, political freedom and independence of the United States, with its values, institutions
and territory intact. And, we must provide for the well-being and prosperity of the nation and its

people’

Generally speaking, the level of U.S. military involvement — from modest commitments of U.S. military
personnel for humanitarian operations in an unopposed environment to large commitments of force for
combat operations — has been commensurate with the president’ s perceptions of the importance of the
national interests engendered in the situation. Put smply, the level of U.S. involvement and commitment
has reflected presidential judgments that (1) a particular set of conditions was likely to have a significant
impact on important U.S. interests; (2) the behavior of the United States could significantly affect these
conditions; and (3) the expected benefits from a particular course of action were worth its expected costs.
Thislogic dictates that presidents commit U.S. forces to combat operations only when particularly
important interests are at stake and the use of forceis likely to lead to the desired result. Otherwise, they
generaly seek to avoid use of force.

2Three data sources were used: the Global Reach—Global Power database of over 600 Air Force operations from 1947 to 1992;
the database of Air Force presence operations from 1981 to 1995 developed by Defense Forecasts International (DFI, 1995), a
defense consulting company in the Washington, DC, area; and a database of Air Force military operations other than war
(MOQOTW), covering operations from 1916 to 1996 (the period before 1947 under the U.S. Army).

3president Clinton, A National Security Strategy for a New Century, the White House, May 1997.
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3.2 The Current and Future Operating Environment

Key features of the operating environment will set the context for accomplishing the missions described
above.

3.2.1 The Current Operating Environment’

For the foreseeable future, the United States will remain the only multidimensional (political, economic,
military, cultural, information, etc.) superpower. Therest of the world will be nonpolar but will involve
multiple playersin the security domain while being loosely multipolar in the economic domain. Put another
way, the world will be characterized by the formation and dissolution of ad hoc coalitions to meet threats to
security, but will exhibit more consistency in trade relations, investment, and other economic activities.

3.2.2 The Future Operating Environment

By 2010, there will still be no clear global challenge to the United States. Nevertheless, there will be a
number of emerging regiona economic giants, potentially including China, Russia, India, Brazil, Indonesia,
and Iran. In some cases, these countries also will be aspiring to regiona military hegemonies, and may use
their growing wealth to improve their military capabilities. Nonproliferation efforts are likely to be only
partly successful, as other countries, especially rogue nations, acquire medium-range ballistic missiles (i.e.,
capable of Persian Gulf—to—Europe trajectories) and some WMD capabilities.

The United States will continue to find the greatest common ground with the Western-style market
democracies of Western Europe and the Far East regional trading blocs. Because of divergent interests and
threat perceptions, however, the United Statesis likely to encounter difficulty in constructing coalitions
with these nations. The United States often may face the choice of acting in restrictive coalition or acting
alone, since base access may be either unavailable or contingent on providing reliable theater missile
defenses to regional allies.

Populations affected by disasters also may be larger as aresult of population growth and urbanization,
resulting in the need for humanitarian operations of unprecedented scale.

3.2.3 Constraints on the AEF
3.2.3.1 Constraints on Resources

The first constraint will be that the Air Force will need to do more with less. In the past, the defense share
of national resources has risen and fallen on the basis of many factors, both externa and internal. As
Kaufmann and Korb (1989, pp. 50-51) note, * The funds made available to defensein the last forty-five
years have resulted from a combination of factors: the magnitude of the perceived threat, the international
environment, and the internal political and economic situation.” In the post—Cold War world, the threat
perceived by the genera public has diminished and the United States has focused more on domestic issues,
including the nationa debt. Until these factors change, it is unlikely that defense spending will increase,
and mogt likely that it will continue to decrease. Weidenbaum (1991) also points to the interaction between
international and domestic factors in determining defense resourcing:

[D]ecisions affecting war, peace, and the host of in-between positions cannot be made in
isolation from domestic and international political, economic, and social factors. Both the
willingness and the ability of a nation to support a given level of military preparedness are
determined by complex interactions of these related dimensions.

“The annex to this appendix provides a précis of current trends in the international environment that often are drivers of Air
Force operations.
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As shown in Figure E-2, the changing share of resources allocated to defense has in fact been responsive to
both international and domestic conditions: increased defense spending can be seen at the onset of the
Spanish-American War (1898), World War | (1917), World War 11 (1941), the Korean War (1950), and
the Vietnam War (1965). The Cold War level of funding — especially during the 1953 to 1968 period —
can be seen as something of an anomaly, historically speaking. And the current level of spending —
somewhere between the interwar levels and those of the Cold War — has tapered off.
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Figure E-2. National Defense Outlays as a Percent of Gross National Product (GNP), 1890-1995

Absent achange in threat, it seems unlikely that defense budgets will grow. And in spite of the remarkable
macroeconomic performance of the country over the past 5 years, problems with Medicare and Social
Security funding may cause defense spending to come under increasing pressure.

3.2.3.2 Constraints on Military Operations

For the foreseeable future, important external and domestic considerations will constrain U.S. military
operations. A number of these constraints will arise from the international environment. As aresult of
consensus-building in coditions based upon decisions by the United Nations or other alliances, lowest-
common-denominator concerns often will determine the objectives to be achieved, the strategy pursued, the
forces assigned to different missions, and other aspects of the conduct of military operations. Because
different coalition members will have different stakes in the outcome, the least-committed members may be
particularly sensitive to the costs and benefits of coalition membership.

In the domestic sphere, constraints also will be imposed as a result of such factors as

Broad differences among leaders over the nation’s foreign policy goals and the appropriate
circumstances for the use of force

The gravity of particular situations

The benefits and prospects for success of specific uses of force

The scrutiny of the conduct of military operations as a result of real-time news coverage
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Among the more important of these constraints are minimization of casuaties, collateral damage, and the
duration of combat operation35

The future will bring with it new constraints. Outside of the core regions of interest to the nation (i.e.,
Western Europe, the Far East, and the Persian Gulf), military intervention typically will be considered
optional. Thisis because the nation’s stakes will be small in most situations, military operations will meet
with congressional and public ambivalence, and severe constraints on casualties, collateral damage,
duration, or other dimensions frequently will be imposed on future U.S. military operations. The president
most often will choose not to employ combat forces because of the perceived low benefit-risk ratio; the
severity of congtraints (e.g., on casualties) imposed by the NCA will be inversely proportional to the stakes.
In addition, political sengitivity to and the viability of many operations will continue to hinge on the
accomplishment of objectives within these constraints. We can expect that CNN and other media effects
will be most prevalent when leaders are divided over the merits of an operation. 1n some cases, these
congtraints may make it exceedingly difficult to accomplish the missions.

In those few cases in which presidents see sufficient interests to engage in combat operations outside the
core regions, they will seek to conclude them quickly and with low casualtiesto avoid political liability
(e.g., the operations in Grenada and Panama). In other cases, when the interests are insufficient to justify
any casualties, presidents will rely on noncombat capabilities (e.g., humanitarian and peacekeeping
operations), and operations will continue only as long as the environment remains relatively benign. Only
when convinced that the costs will be modest will the president commit forces to peace enforcement, the
promotion of democracy, humanitarian causes, and other core values. Presidents, in virtually al cases, will
place stringent constraints on these operations.

3.2.4 Actors in the Operating Environment

The missions assigned to AEFs typically will involve one of three types of international actors: high-end
competitors, rogue nations, and failing or failed states.

3.2.4.1 High-End Competitors

Status. High-end competitors will approach parity with the United States in the size of their economies,
but not in the wealth of their societies. That is, while their economies may be very large, given their large
populations, wealth on a per capita basis will lag behind that of the United States. Thus, these countries
are likely to be followers (rather than leaders) in technology. As a consequence, these countries will seek to
acquire technology from abroad through espionage, arms transfers, co-production agreements, and other
arrangements. Although such competitors appear unlikely in the next 15 to 20 years, the most obvious
candidates for future high-end competitors appear to be Russia and China, which have very large

popul ations, tremendous national resources, and sizable military establishments.

Goals. The goals of high-end competitors will be increased regiona influence and, in some cases, even
regional hegemony. These nations will seek to deny U.S. influence in their regions by using a host of
strategems to weaken or break up U.S. dliances or coalitions formed to oppose them, and to weaken the
resolve or sense of security of U.S. friendsin the region.

Weapons. High-end competitors will acquire fifth-generation fighters, advanced Integrated Air Defense
Systems (IADS), and cruise and ballistic missiles. They also may acquire limited numbers of aircraft
carriers, antisatellite capabilities, precision-guided munitions (PGMs), information warfare, and WMDs.

>The desi rability of avoiding losses also arises from a smaller force structure and diminished capacity to replenish capital
stocks (e.g., of high-performance aircraft).
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Perhaps more important, as with many other nations, high-end competitors will attempt to engage in
asymmetric strategies to avoid head-on technological competition with the United States; they will attempt
to affect the United States' will by stressing the potentia costs of military conflict, and develop strategies
whose success or failure will be determined only in the very long term (well beyond the United States’ short
attention span).

U.S. Strategy. The U.S. strategy with high-end competitorsis to deter or prevent faits accompli to the
United States' disadvantage, e.g., the seizure of key objectives that will be more costly to recover than to
protect. The United States also will seek to minimize friendly casualties but, with the higher stakes,
domestic audiences may be willing to accept more casualties than in other cases. Finally, the United States
will seek to act in “codlitions of the willing,” frequently constructed under the rubric of the United Nations,
the North Atlantic Treaty Organization (NATO), or another formal body.

3.2.4.2 Rogue States

Status. Rogue states generally will be devel oping states with |eaders who believe the possession of
threatening military capabilities (especially WMDs and delivery means such as ballistic or cruise missiles)
will provide them with political influence well beyond what they would have without these capabilities.

Goals. Likethe high-end regional competitors, rogue states will seek increased regional influence, athough
this influence will stem from the coercive ability they derive from their military capabilities. Rogue states
also will attempt to weaken or deny U.S. influence and to complicate the United States' ability to build
coalitionsin their region.

Weapons. Less capable than high-end regional competitors, rogue states may have fourth-generation
fighters, cruise/ballistic missiles, PGMs, and WMDs, especially chemical and biological weapons. They
also may sponsor terrorism.

U.S. Strategy. Thetypical U.S. strategy for dealing with rogue states will be to deter or deny coercive
actions by these states, to contain the damage that these states can do, and to punish them for their actions.
Asin the case of Libya, the United States will likely rely upon highly selective strike operations to
neutralize capability while minimizing friendly and noncombatant capabilities.

3.2.4.3 Failing and Failed States

Status. Failing and failed states face political, economic, or social breakdown, and may be incapable of
providing either a secure environment for their populations or basic human needs such as food, water,
shelter, and medicine.

Goals. While some failing and failed states may aspire to economic self-sufficiency, free markets, or
democracy, many — perhaps most — will be incapable of formulating any goals other than resisting
outside intervention in their affairs.

Weapons. The populations of failing and failed states will have access to relatively cheap and low-
technology weapons such as small arms, mortars, land mines, shoulder-launched surface-to-air missiles
(SAMs), and other, similar systems.

U.S. Strategy. The U.S. interest in these states typically will be humanitarian only, although in some cases
limited national interests also may be involved.® TheU.S. strategy accordingly will be to provide
humanitarian relief to mitigate suffering and — as alast resort — to use coercive diplomacy (including

®For example, one motivation for the U.S. intervention in Haiti was to stop the undesirable refugee flow to Florida.
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airpower) to shape the political-military environment. Because the U.S. stakes in these situations will be so
much lower than in the other cases, military forces will need to accomplish their objectives with absolutely
no casuaties, and to deter or avoid engagement wherever possible.

3.2.4.4 Other States

Other states — perhaps the great majority — can be considered neutrals, economic partners, or
competitors, although the rolesthey play are likely to change from issue to issue. Unlesstheir interests are
substantially engaged, these nations are unlikely either to assist or to impede U.S. actions, and will remain
neutral or fence-ditters. In other cases, the role they assume — whether in support of or opposition to U.S.
actions — will betied to their perceptions of the correlation between their own national interests and those
of the United States in the situation at hand. Most of the Western European states can be expected to
remain, by virtue of their membership in NATO, alies of the United States and major trading partners.
The same can be said for Japan and South Koreain the Far East. Despite these ties, most of these
countries can be expected to compete actively with the United States in the economic domain. Absent a
compelling threat, however, these alliance ties seem likely to weaken, making it difficult for the United
States to build coalitions. The goals of these states are likely to vary from situation to situation, and their
weapons will be tied closely to their level of economic and technological development. The U.S. strategy
with these states will be to bring them on board as coalition partners and to prevent them from providing
aid and comfort to U.S. adversaries.

3.2.5 Implications for AEFs

When the basic ends of U.S. foreign policy are threatened, presidents will be willing to commit the nation to
combat operations. Absent direct threats to these basic ends, future U.S. presidents will likely continue to
espouse a general policy of nonintervention with combat forces, except in specific, narrowly defined
circumstances. In some cases, presidents may commit combat forces, especialy when there are threats to
American citizens abroad, threats to allies to whom the U.S. has obligations codified in preexisting treaties,
and United Nations-sponsored operations that promote important U.S. goals.

More specifically, future presidents probably will continue to differentiate between core regions of vita
interest to the nation — places where important U.S. allies and friends can be found — and secondary
regions that engage only American values (e.g., aspirations for the spread of democracy, humanitarian
desires to diminate starvation). In the core regions of the Western Hemisphere, Europe, the Far East and
the Persian Gulf, U.S. leaders will be willing to use force to secure important strategic and economic
interests. When select alies are threatened, the United States will provide military assistance calibrated to
the nature of the interests engaged. In the secondary regions of Africa, other parts of Asia, and the Pacific,
the level of involvement and cost-acceptance will be even more acutely sensitive to the interests engaged.
In these regions, the United States generally will avoid interventions involving combat (and commitment of
ground combat forces) unless American citizens must be protected or evacuated. Humanitarian and other
noncombat operations in an unopposed environment will be routine; less often will the United States
undertake these operations in an opposed environment.

Future U.S. national security strategy will continue to focus on emerging threats to the core regions, while
responding to and attempting to shape developments in the other regions without incurring costs beyond
relatively modest commitments of political, diplomatic, and economic capital.

The premise of national security strategy will continue to be that defense planning should focus on major
combat operations in defense of the core regions. Nevertheless, the United States is likely to become
increasingly attentive and responsive to the needs that arise from noncombat operations in the other regions,
and the trade-offs between preparations for war and peace operations.
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This current and likely future operating environment has a number of major consequences:

The Need for a Spectrum of Capabilities. AEFs must be able to participate in awide array
of missions, although the nature of Air Force involvement in any particular situation will be
tied to the stakes involved. 1n some cases, those stakes will be sufficiently high to warrant
the employment of Air Force combat capabilities, but in many situations, noncombat
capabilities such as command, control, communications, and computers, intelligence,
surveillance, and reconnaissance (C'ISR) and airlift may be all that is warranted. This
variability requires afull spectrum of capabilities, ranging from noncombat to major combat
capabilities.

Joint Operations. While the Air Force will be called upon to provide airpower, it most
often will operate in ajoint context alongside its sister Services, which bring to the table
capabilities of their own.

Coalition Operations. There will be, for the foreseeable future, a greater emphasis on
coalition operations. U.S. involvement frequently will be the catalyst for constructing
coalitions, although the composition of the coalitions may vary by region and issue.

For ce Protection. The protection of forces will become increasing important. Force
protection means assuring high survivability and low vulnerability to loss or capture, as well
as detecting and preventing WMD, terrorist, or other unconventional threats to forces.

3.3 Representative AEF Missions

Planning for AEFs needs to focus on the unique contributions AEFs can make to the full range of Air Force
missions, ranging from deterring or fighting the early stages of MTWs to undertaking noncombat
operations such as humanitarian relief. To better understand the potential role of AEFs, we will review the
historical record of how the Air Force has been employed in the past.

3.3.1 The Recent Historical Record of Air Force Employment

Whileit isimpossible to forecast specific demands that may be levied, data on past operations (especidly
those in the recent past) can help us understand how the present differs from the past, the variability in the
demand for different types of operations, and the range of Air Force contributions to these missions. It also
can help usto assess the evidence that the Air Force has engaged in more operations since the end of the
Cold War than it did during the Cold War.

3.3.1.1 The Number of Annual Operations Has Declined

To set the context for understanding the shape of future demands on AEFs, we first can explore the
frequency of Air Force operations. Figure E-3 provides about 15 years of data from two sources on the
annua number of Air Force operations (each source uses dightly different inclusion criteria).
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Figure E-3. Frequency of Air Force Employment Has Been Declining Toward 15-Year Low’

Both series show variability in the annual number of operations undertaken by the Air Force, with higher
levels of activity in 1983 to 1985, 1988 to 1989, 1991, and 1994. Both also show a sharp decline in the
annua number of Air Force operations since 1991. Since the two sources track well with one another, we
should be able to trust these conclusions. These data strongly suggest that the number of Air Force
operations has decreased since the end of the Cold War. But that is not the whole story.

3.3.1.2 The Level of Effort in Air Force Operations Has Increased

In spite of the decline since 1991 in the annual number of operations, the average level of effort involved in
recent operations is higher than in the past. Figure E-4 presents data on the average duration and number
of missions flown in Air Force operations begun in each year from 1981 to 1994.

Figure E-4 shows that the average duration and missions flown in Air Force operations has increased over
thelevelsin the 1980s. To interpret these data, however, we need to understand that these results are
dominated by the very large, lengthy deployments to Southwest Asia, Somalia, and Bosnia. Put another
way, afew large operations have been driving the increased level of effort.

"The data from RAND are the annual frequency of Air Force participation in MOOTW. The data from DFI are the annual
number of presence missions, broadly defined, minus participation in exercises.
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Figure E-4. Operations Have Become Longer and More Demanding

3.3.2 The Range of AEF Missions Supporting U.S. National Security Strategy

Table E-1 provides an illustrative list of the possible AEF missions.

Of these missions, the Operational Context and Training Panel has chosen six that span the range of
plausible AEF missions and that should provide insights into the possible challenges to designing AEFs: (1)
combat operations, (2) counterproliferation operations, (3) presence/show-of-force/demonstration
operations, (4) peace enforcement operations, (5) global awareness and illumination operations, and

(6) humanitarian operations.

Table E-1. lllustrative Missions for the AEF

Protection of the homeland Counterterrorism

Protection of Americans abroad Security of legitimate regimes

Prevention/halting aggression Advancement of democratization

Peace enforcement (neutralizing/separating  Enhancement of global awareness
combatants) Peace operations

Counterinsurgency operations Humanitarian assistance

Counterproliferation operations Assisting other U.S. authorities

Support of alies/pro-democracy (e.g., counterdrug, border control)
insurgents Space control
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3.3.2.1 Combat Operations

Combat operations are rather rare events. For example, when we consider MTWs or larger wars, in the
past 100 years we have experienced one in each generation:

Spanish-American War (1898)

World War | (1917), nearly 20 years after the onset of the Spanish-American War

World War 1l (1941), 24 years intervening

Korean War (1950), 9 years intervening

Vietnam War (1965), 15 years intervening

Gulf War (1991), 26 years intervening
While smaller combat operations (including activities ranging from strikes and raids to coups de main such
asthose in Grenada and Panama) are more common than large wars, they are not al that common,

especialy those involving ground troops. Examples of these cases found in the Global Reach—Global
Power and Defense Forecasts International (DFI) datasets of Air Force operations include

Grenada (1983)

Libya (1986)

Panama (1989)

Strikes during Persian Gulf reflagging and escort operations (1987)
Strikes against Iraq since the end of the Gulf War (1991 to present)

3.3.2.2 Counterproliferation Operations

A unique subset of combat operations is counterproliferation operations aimed at denying an adversary its
WMD capability. There are only afew examples of this sort of operation, including the Isragli strike on
Iragq’'s Osirak nuclear reactor, U.S. strikes against Iragi WMD sites during Operation Desert Storm, and
apparent preparations for potential strikes against North Korean nuclear facilities prior to the agreement on
the disposition of their nuclear capabilities.

3.3.2.3 Presence/Show-of-Force/Demonstration Operations

Only somewhat more common are operations short of combat aimed at accomplishing discrete political
objectives. Presence operations, shows of force, and demonstrations fit into this category and remain atool
for deterring or coercing when other means have failed.® Accordi ng to the Global Reach—Global Power
data set of Air Force operations, from 1981 to 1992, there were 168 operations, of which 25 (fewer than
one-sixth) were presence/show-of-force operations. Examples included deployments to the Persian Gullf,
Korea, Panama, and the Philippines. According to the DFI dataset of 1,052 Air Force presence operations
from 1981 to 1995, five operations were classified as combat deployments and four as nationa shows of
force.

8AIthough they may accomplish the same goals, permanently stationed forward-deployed forces and exercises are not included
in the category of presence/show-of-force/demonstration operations. The emphasis here is on deployments that are undertaken
to deter, reassure, or coerce.
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3.3.2.4 Peace Enforcement Operations

Peace enforcement/neutralization operations — in which combat air patrols, strikes, or other operations
may be used to separate combatants in an internal conflict — also have been quite rare Examples include

Dominican Republic (1965)

Lebanon (1982 to 1984)

Somalia (summer to fall 1993)

Bosnia (no-fly zones and strikes prior to negotiations on the Dayton accords)

These operations can be difficult to accomplish and typically involve larger commitments of ground forces
than do peacekeeping operations (see Figure E-5). To the extent that these more ambitious operations can
be successfully accomplished by AEFs at a smaller cost and footprint, there is an opportunity to develop
concepts of operation (CONOPS) for this type of mission.
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Figure E-5. Manpower Level of Effort for Various Peace Operations

Further evidence indicates that presidents have shown less commitment to peace enforcement operati ons.™®
For example, presidents often have chosen not to commit air or ground combat forces to deal with civil
wars.™ In other cases, they have shown awillingness to withdraw when costs became unacceptable; indeed,
many past examples (e.g., Lebanon [1982-84] and Somalia[1992-1994]) are cautionary ones.

We include in this category such activities as establishment of no-fly zones and safe havens, and coercive strikes to separate
combatants.

0 here also i's evidence that members of the public are much less likely to support the use of U.S. military forces for
interventions in the internal affairs of other countries than in the case of interstate wars where a U.S. friend has been
attacked.

M51ch casesinclude the civil warsin China (1945 to 1949), Greece (1947) and Palestine (1947 to 1948), Vietnam (at Dien
Bien Phu, 1954), and most recently in Rwanda, Zaire, and Cambodia.
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These data together suggest that involvement in these sorts of operations will continue to be infrequent, and
when the U.S. does engage in these operations, the government will prefer airpower in order to avoid the

commitment of more vulnerable ground forces.

3.3.2.5 Global Awareness/Illumination Operations

The mission of global awareness and illumination operations is to collect, fuse, and disseminate
information. These operations are far more common than combat operations. Past operations with a

primary focus of global awareness and illumination have included

Creek Sentry — Airborne Warning and Control System (AWACS) deployment to Poland

Elf One — AWACS deployment to Saudi Arabia
Counterdrug operations in the Western Hemisphere
Support to peace negotiations in the Balkans

In fact, of the 1,050 operations between 1981 and 1994

189 involved surveillance assets (e.g., AWACS, RC-135)

135 were in combination with fighters or bombers (54 involved C'ISR in a primary role)

Most were used in exercises, military operations other than war (MOOTW), or

counternarcotics operations

Figure E-6 shows that the number of these operations has declined, largely due to the great reduction in

exercises.
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Figure E-6. Frequency of Global Awareness Operations

Figure E-7 suggests that the average level of effort of these missions increased at the end of the Cold War

and subsequently declined.
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Figure E-7. Average Level of Effort in Global Awareness Operations

3.3.2.6 Humanitarian Operations

Humanitarian operations are the most common operations undertaken by the Air Force. They involve
assessing and mitigating natural and technological disasters, providing humanitarian relief, medical
evacuation (medevac), and other humanitarian actions. Past humanitarian operations include

Famine relief operationsin Ethiopia, Somalia, Bosnia, and many other locations

Earthquake relief in Armenia and the Philippines

Flood relief in India and Bangladesh
According to the Global Reach—Global Power database of Air Force operations, of the more than 620
operations undertaken by the Air Force between 1947 and 1992

387 (62 percent) were humanitarian operations.

— 329 of these were disaster relief operations.
— 16 were medevac operations.
— 42 were other miscellaneous humanitarian operations.

According to data from DFI, 216 of the nearly 1,050 operations undertaken between 1981 and 1994 (more
than 20 percent) were humanitarian operations; this constitutes 40 percent of the nearly 530 operations that
were not exercises.

Figure E-8 shows that the annual number of Air Force humanitarian operations peaked in 1991 and has
declined since then.

12\atural disastersinclude earthquakes, volcano eruptions, and floods; technological disasters include Chernobyl and Bhopal.
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Figure E-8. The Frequency of Humanitarian Operations Has Declined to Past Levels

As suggested by Figure E-9, the average duration of these operations has greatly increased over the past
several years but the average number of missions has declined, probably due to the resource constraints
imposed by the very large and long-duration humanitarian operations in Southwest Asia and Bosnia.
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Figure E-9. The Average Level of Effort for Humanitarian Operations Has Increased
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3.4 Summary and Conclusions

The Air Force needs to plan for a balanced force that can quickly generate AEFs capable of meeting the
demands of awide range of missions. To do this, the Air Force will need

Enough ready combat-capable platforms to handle MTWs and other combat operations at
short notice

Enough ready support platforms for other (i.e., noncombat) missions
Enough supporting capabilities to ensure success

The best approach is to examine time/impact/cost outcomes in a multidimensional matrix populated by
vignettes that capture

A distinct mission
The area/context of the mission

— Stakes/constraints
— Environment (e.g., unopposed vs. opposed)
— Different levels of HNS, infrastructure, €etc.

The next section will identify the key capabilities needed by AEFs to undertake the six illustrative missions,
and measures of effectiveness for determining the success or failure of the AEF.

4.0 Needed AEF Capabilities

Significant changes in the geopolitical situation coupled with new technologies make possible a new,
powerful concept of air operations. In today’s world, and in the world of the next quarter century or so, the
United States will face a variety of threats that are not predictable in time, place, or specifics. The
unpredictability of the future threat requires the development of a capability (including humanitarian relief)
to solve military problems quickly to minimize the damage an aggressor might inflict or to minimize human
suffering following a disaster. The timeline for disaster relief aways has been short (help should arrive
within 24 hours). The timeline for reaction, preemption, and prevention of military problems has shrunk
from years and months early in this century to days at its close. We must anticipate that the time allowed
will continue to shrink as faster and more effective means of aggression appear.

The advent of high bandwidth for communications, of computer processing and analysis of large amounts
of information, and of precision that makes hitting a target a high-probability event have combined to make
it possible to bring many enemy strategic, operational, and tactical targets under attack quickly and in
parallel with a different effect than bringing those same targets under attack serially, as older technology
demanded. The more parallel the attacks become, the faster the enemy’ stotal energy isreduced. Asthe
enemy’ stotal energy is reduced, his ability to carry out his own operations, to react to attack, to learn, and
to repair falls (see Figure E-10).

The faster we reduce our opponent’s energy levels, the higher the probability we will succeed in achieving
our objectives. The same concept prevails in humanitarian relief, except that our goal becomes adding
energy to the system in the form of water, food, medicine, shelter, guidance, and communication.
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Figure E-10. Probability of Success and Changing Energy Levels

In the old seria world, our emphasis was on positioning forces that could make moves and counter those of
the opponent. Numbers had to be large to make up for the inherent inaccuracy of weapons and the low
probability of success on any given move. It is now, however, possible — and necessary — to think in
terms of the effect we wish to impose on the opponent as a system (an enemy or a disaster environment).
Our goal, then, becomes one of imposing our desired end on the opponent as quickly as possible. When
weapons were highly inaccurate (as they have been up to amost the present day), affecting a large number
of targets was a difficult and time-consuming task. For example, in World War 11, B-17s had to drop over
9,000 bombs to have a 90 percent probability that one would fall into atarget about a third the size of a
football field; in the Gulf War, the number of bombs required to achieve the same probability of a hit was
one if dropped by a precision-capable aircraft such asthe F-117. Not only isit now possible to hit
something with high probability, it also has become clear that there are not many strategic, operational, and
tactical targets that must be hit in order to produce system failure. In addition, we can know roughly the
target numbers we are likely to face in the future because the number of targets does not vary much and the
numbers are quite low even for alarge country and large military (see Figure E-11).
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Figure E-11. Numbers of Strategic and Operational Targets
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With new geopolitical and technological conditions, it is useful to consider encompassing descriptions of
the outcomes realizable with military operations and to derive principles that apply across the board. The
principles suggest a general mode of operation and also away to measure our success in preparing for
execution and for the execution itself. Overlying these principlesis the need to bring the situation to
fruition as quickly as can be managed palitically; that is, downess of military operations should never
hinder political processes.

4.1 The Six General Outcomes for U.S. Military Forces and Accompanying Precepts

[Hlumination. Collect and disseminate information, control information, and exploit
information.

Denying the fruits of aggression. Paralyze, deenergize, reverse, or halt an aggressor.
Separ ation of combatants. Prevent third parties from damaging each other.

Intimidation. Impress a potential opponent to do things or not do things it would do absent
an AEF operation.

Inhibition of WMD use. Make it difficult or impossible for a targeted organization to
employ unusual and dangerous weapons.

Disaster relief. Relieve starvation, stave off disease, and protect disaster victims from the
elements.

To ensure maximum potential to attain these outcomes, the AEF should

Focus on achieving the desired effects on enemy function and base all organization,
planning, and operations on those desired effects.

Produce an effect on the opponent as soon as the political decision to do so ismade. Inthe
short term, the opponent should be affected significantly within 24 hours of the political
direction to execute; in the long term, the time should fall by at least an order of magnitude.

Suffer few to no casualties to avoid creating a political liability.

Plan for and use reserves and Guard forces appropriately.

4.2 Operational Concepts and Measures of Merit
4.2.1 Using These Concepts and the Accompanying Curves

Our objective is to become highly competent in each of these concept areas as quickly as possible and
across as much of the AEF structure as possible. To measure our success, we have identified the
capabilities an AEF must possess and have provided accompanying curves that demondtrate the effect the
attribute (speed, precision, parallel targeting, etc.) has on the success of the mission. To use the curves, we
must estimate where the AEF currently lies on each curve, then decide whether any given new technology,
concept, or organization will move the AEF in the right direction on the curve.

To achieve its goals an AEF must

Move very fast
Affect the enemy system through parallel operations
Exploit information rapidly
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Be precise

Confound the opponent

Cover enough targets rapidly enough to affect the opponent at a systems level
Keep supporting functions to a minimum

Survive to succeed and suffer few to no casualties

Be capable of operating in ajoint or combined environment

Be technologically superior to the enemy to minimize casualties

Innovate constantly

Be redlistic about future personnel resources™

4.2.2 Move Very Fast

An AEF that is very fast (with emphasis on speed of employment) can impose damage faster than an enemy
can cope with it (parallel effects) or defend against it, and can do so with little risk. Conversely, avery
sow AEF gives the enemy ample opportunity to devise counters and to impose military or political costs on
the dow attacker. A fast AEF has significant political advantages in that it accomplishes its objectives
before the externa environment can adapt to thwart its effectiveness. Sufficiently high velocity aso can
substitute for numbers (in theory, a small number of units, if they were very fast, could strike al relevant
operational and strategic targets before the enemy could react). Finally, the return on increased velocity of
an AEF isvery high (it approaches the square of the increase). However, speeds that were satisfactory
yesterday are unsatisfactory today and the trend appears to be accelerating.

4.2.3 Affect the Enemy System Through Parallel Operations

All opponents (e.g., enemy nations, enemy armies, third-party combatants, and post-disaster environments)
are systems. The objective in conducting operations against these systemsis not primarily to destroy
things, but rather to put the entire system into a position that forcesit to conform to our objectives. We
change the system by changing its energy levels (e.g., take out energy for atraditional war situation and put
in energy for a disaster situation; see Figure E-12). The faster we affect key functions and entities, the
more likely we are to succeed. We affect system functions by hitting key strategic, operational, and tactical
targets with physical or information energy. When we are very fast, we shut down so many enemy
functions (e.g., leadership, energy conversion systems, communications, mobility, support, and combat
units) so quickly that the system ssimply cannot deal with what has happened to it; it goes into shock and
suffers some degree of paralysis. Thefirst principle of operations then, and the first metric, for an AEF is
the rapidity with which it can create a shock effect on whatever system or subsystem is assigned to it.
Since we know the range in numbers of potential targets (even though we don’'t know whom we might
fight), we can base our assessment of the AEF on how many targets it can affect over a given period of
time.

By will map these attributes to the range of AEF operationsin Chapter 5, where we define six missions and assess AEF
capabilities to fulfill them.
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Figure E-12. Energy Levels Should Be Driven Toward a Stable Situation

4.2.4 Exploit Information Rapidly

In today’ s world, information is difficult to keep secret and rapidly losesits value. Success, then, is heavily
dependent upon an organization's ability to gather, analyze, and use information faster than an opponent
(see Figure E-13). Fast information exploitation depends on technological, organizational, and cultural
factors.
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Time to Exploit Information

Figure E-13. Exploitation of the Information

4.2.5 Be Precise

When time is of the essence (asit always is), when resources are limited (as they aways are), and when
errors and collateral damage invoke a heavy political cost (asthey normally do), it isimperative to be
precise. Being precise means hitting the right targets as well as hitting them accurately. AsFigure E-14
shows, greater precision reduces personnel requirements, the number of delivery platforms, collatera
damage, casudties, and the time required to defeat the chosen targets.
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Figure E-14. Precision and Effectiveness

4.2.6 Confound the Opponent

An opponent can most easily manage an attack coming from a single direction and composed of only one
attack element. Asthe number of attack elements goes up, the enemy rapidly loses the ability to deal
effectively with more than one or two — and perhaps with any. Theideal AEF is one that confronts the
enemy with multiple eements, composed of different technologies and different operating approaches (see
Figure E-15). This may mean simultaneous attacks from the air, from space, and from the infosphere with
platforms ranging from very fast (hypersonic) to very slow and from obviousto nearly invisible.

Difficulty
of
Defense

Number of Different Types of Offense
Figure E-15. Confounding the Enemy

4.2.7 Cover Enough Targets Rapidly Enough to Affect the Opponent at a Systems Level

Hitting targets sequentially gives the opponent time to react, recover, repair, and counter. An AEF should
be able to impose rapid system effects. The number of destroyed targets (strategic, operational, and
tactical) needed to paralyze or destroy an opponent is small regardless of the opponent’s size (see Figure E-
16). A key measure of aforce structure isthe time required to hit these targets. A slow force structure
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without precision would require a very long time regardless of size, while a fast, precision-capable force
structure could hit all significant targets within a very short period even if the force itself issmall in
numbers. The reason is straightforward: Although each enemy soldier constitutes a potential target, the
individual soldier isof little concern if heis not operating as part of a system that guides him, sustains him,
and provides him with tools to multiply hisindividual physical capability. Asan example, Genera
Schwarzkopf correctly predicted that the Iragi army in Kuwait would lose all its operational effectiveness if
it lost the mgority of its command, control, and sustenance, and about 50 percent of its major weapons

(tanks, artillery, etc.). To impose these losses on the Iragis, who had deployed the largest army since the
Korean War, meant hitting just 4,000 targets.
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Figure E-16. Target Coverage Requirement

4.2.8 Keep Supporting Functions to a Minimum

Figure E-17 shows that complexity, cost, and risk rise rapidly as weapon delivery platforms (e.g., aircraft,
tanks, and ships) require supporting platforms and personnel (e.g., aerial refueling, carrier battle group
defense, and combined arms). The ideal force structure has delivery elements that can execute
independently. The AEF command structure should focus on imposing the right effect on the opponent as
quickly as possible. Every second spent solving support issues (e.g., escort, tankers, packaging, food, and
bombs) is a second not spent on the real issue — affecting the opponent quickly. 1n addition, support

operations, by definition, require time to execute, stretching the time required to affect the opponent. They
slow operations and increase visibility.
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Figure E-17. Support Personnel and Platforms
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Figure E-18. Logistics Support vs. Employment Force

Maintaining forward logistics or moving logistics forward to support combat operationsis costly, time
consuming, and dangerous. A key measure of merit for aforce that must leave its home territory to fight is
itsindependence from logistical constraints. The ideal force structure consists of elements that need no
preemployment logistics support (see Figure E-18).

4.2.9 Survive to Succeed and Suffer Few to No Casualties

In serial and attrition war, it was almost a given that both sides would suffer extensive losses; the winner
was frequently whoever suffered least. In the parallel world, there is no reason to accept losses as a given
if one has technological superiority/supremacy. In fact, |osses represent errors in preparation and
execution, which should be reduced drastically compared to earlier operations. Remember, too, that the
likelihood of American casualtiesisasignificant factor in making a political decision to intervene;
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casualties after intervention affect decisions on the course of operations. Casualties are minimized and
survival maximized by reducing visibility, increasing speed, reducing the number of personnel exposed, and
operating out of reach of enemy attack. Hitting something that is moving very fast or that isinvisbleis
difficult. Theidea AEF isvery fast and as close as possible to being invisible individually and in mass
(see Figure E-19).
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Aggregated AEF Visibility and Velocity

Figure E-19. Visibility and Velocity vs. Survival
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Figure E-20. Effects of Staging for Opponent

Support forces tend to be densely concentrated in small areas and less hard than combat forces. Dense
masses make excellent targets, especialy if the enemy’sgoad isto inflict casuaties. Anideal force
structure puts no support forces within easy range of enemy weapons (see Figure E-20).
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Figure E-21. Exposure vs. Casualties

If no oneis exposed to hostile fire, the probability of casualtiesis zero. Asthe number exposed rises from
zero, the probability that people will be hit goes up rapidly (see Figure E-21). Theideal force structure
accomplishes its mission with very few exposed to enemy fire.

4.2.10 Be Capable of Operating in a Joint or Combined Environment

In many cases, the political situation will dictate the need to include other countries' forces in operations.
The AEF must be able to accept these other forces without undue adverse effect on its own operations. In
many instances, there also will be operations under way by non-AEF U.S. military forces. The AEF must
be able to fit into the proper command relationship and to be supported by these other forces or to support
them.

4.2.11 Be Technologically Superior to the Enemy

There is no way to predict the who, what, or why of future enemies beyond alogical assumption that
someone will figure out away to use new technology for purposes inimica to the United States; therefore,
it isimperative that the AEF be as close to state of the art as possible. A rough approximation of what
“state of the art” means can be derived by assuming that the potentia for new technology isincreasing
roughly in proportion to Moore's Law. However, it is not appropriate to judge our technological or
organizational progress against our past performance or against other militaries. The only acceptable
measure isto compare our progress against that of the best in the commercial world. Whether being state
of the art costs more or costs too much is not the immediate question; rather, it is, How far away are we
from what we know to be physically possible? The AEF needs advanced technologies not only to maintain
air superiority in an ever-more-threatening world, but also to allow us to complete missions faster and with
asmaller footprint. Such advanced technologies include communications systems that alow for reachback,
highly accurate missile systems that could be launched from farther away, planes that require less
maintenance, and force protection sensors that could reduce the number of people required to patrol an area
(see Figure E-22).
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Figure E-22. Exploitation of Technological Potential

4.2.12 Innovate Constantly

If the AEF isto be aways ahead of al competition (as it must be), then it must constantly and rapidly
improve its technology and its CONOPS. If either or both stagnate, the impact and success of the AEF will
fall dramatically and the cost of operations in human termswill go up. Note that today a new technology
or concept of operation islikely to have a much shorter effective life than did new technologies or concepts
in the past.

4.2.13 Be Realistic About Future Personnel Resources

The rapid expansion in world trade and wealth is creating jobs for “smart” people (the kind who currently
servein the Air Force at al levels) at arate that exceeds the availability of people to fill these positions.
The organization that today requires a certain number of smart people to accomplish its mission must, in
just afew years, be prepared to do that same mission with substantially fewer people or be prepared to pay
far more for their services than it currently pays.

Job creation worldwide, especially in the United States, is likely to continue. Every individual will have
more and better job choices. Especially in demand will be “smart” people, including those upon whom the
United States depends for the officer and enlisted corps. To compensate for the drop in availability, the
AEF must either become more productive (capital intensive) or be willing to pay far more for its personnel
— and it may not be able to pay enough.
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4.3 Mission-Specific AEF Capabilities Needed

This section describes our methodology for ng the AEF concept. We first present scenarios that
illuminate the key characteristics of the six missions and identify the range of capabilities the AEF needs to
accomplish each mission. We then present each study Panel’ s options for providing the needed capabilities.
Each Panel has assessed the degree to which these options actually meet the required capabilities.

Combat operations. We present three scenarios. (1) retaliate for aterrorist attack,
(2) preempt an aggressor’ s missile attack, and (3) paralyze, halt, or deenergize an attacker
(the leading edge of a major combat operation).

Counterproliferation operations. Counter WMD devel opment or use.

Presence/show-of-force/demonstration operations. Deter, coerce, or otherwise impress a
potential opponent.

Peace enforcement to neutralize or separate combatants. Separate opposing forces.

Global awareness and illumination. We present two scenarios. (1) conduct information
warfare to mitigate unrest, and (2) investigate, document, and publicize genocide.

Humanitarian relief. We present two scenarios. (1) provide disaster relief from mud dlides,
and (2) provide disaster relief from earthquakes.

To help devel op specific technologies and concepts for the AEF within the general guidelines posed above,
we should have a framework of hypothetical problems. The following vignettesillustrate the kinds of
problems the AEF will face.

4.3.1 Combat Operations
There are three scenarios for combat operations.

Scenario 1.1: Counterterrorist Retaliation Against Small Country (Libya Equivalent)

Intelligence and forensic evidence have determined that a small rogue nation in the Middle East
was responsible for aterrorist attack that killed alarge number of U.S. citizens. The president has
authorized a strike against key command and control (C?), intelligence, and training sites with ties
to the terrorist group. Collateral damage to surrounding neighborhoods must be minimized.

The objective is to strike about 20 targets in a very short period (minutes to hours) direct from
CONUS without forward basing. Affect and exploit the rogue nation’ s datasphere. |f absolutely
essential, recover to a base outside CONUS (not desirable).

Scenario 1.2: Large Country (Irag Equivalent) Missile Threat Against Neighbor

An aggressor nation threatens to deliver a massive missile attack against a U.S. friend if the friend
fails to make concessions that would be inimical to U.S. interests. The aggressor threatens the
friend with unacceptable damage within 24 hours and says that the United States will not and
cannot help. The aggressor claims that it is ready to suffer severe retaliatory damage from the
United States, but that U.S. actions will be of no value to the friend and, in any event, the
aggressor doesn’t think the United States will launch a destructive attack after the fact. AEF
mission: Preempt the aggressor’s planned attack in such away that few missiles are fired
effectively againgt the friend. Presume the need for secrecy and surprise operations. Possible
solutions may include robust defense or paralysis of execution.
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The objective is to conduct parallel operations to affect about 1,000 targets directly associated with
the aggressor’ s deployed land force, with the aim of imposing enough damage and disruption that it
is unable to move forward. Focus on command targets, communications, fuel, supplies, key
infrastructure such as bridges, and major weapons such as artillery and tanks. Operations should
be successful within about 24 hours. Initial employment should be from CONUS- and space-based
forces, with subsequent sorties flown from forward operating locations as distant as practicable
from the opponent. Conduct aggressive information operations.

Scenario 1.3: Large Country Threatens Land Invasion of Neighbor

An aggressor assembles significant forceson aU.S. friend’ s border and threatens to attack rapidly
unless the friend acquiesces. The U.S. president requests preemptive disablement of the attacking
force with minimum fuss and human losses on the aggressor’s side. The friend is unwilling to
grant basing rights for fear that doing so will precipitate awar. A U.S. collaborator, located 2,000
miles from the friend, will alow use of its undeveloped concrete strip fields located in aremote
region.

The objective isto conduct parallel operations to affect about 2,000 targets in as short a period
as possible (preferably in less than 24 hours). Initial employment should be from CONUS and
space-based forces with subsequent sorties flown from forward operating locations as distant

as practicable from the opponent. Conduct aggressive information operations to shut down
aggressor’ s internal communications, substitute appropriate programming for the aggressor's TV
and radio audiences, and provide world news about the aggressor’ s deeds and the care with which
attacks are conducted. Prepare to provide humanitarian relief as required.

Needed Capabilities for AEF Combat Operations
To successfully prosecute combat missions, AEFs must be able to
Rapidly employ/deploy the AEF to the theater of operation, forcing entry if necessary, and
begin offensive operations within 24 hours
Provide location and target information to support strikes
Strike targets with precision and with minimal collateral damage
Counter opposing weapons of mass destruction
Counter opposing ballistic and cruise missiles
Provide force protection and minimize casualties
Provide combat search-and-rescue at the earliest practical time
Dominate opposing operations in the air, on land, and at sea, and operate at will
Counter opposing IADS
Dominate the information environment
Degrade opposing C*
Degrade opposing stocks and infrastructure
Establish minimal infrastructure necessary to support AEF operations
Provide for lean sustainment of the AEF for the duration of its assignment
Operatein ajoint or combined environment
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Complement the capabilities of U.S. friends, allies, and coalition members
4.3.2 Counterproliferation Operations
Scenario 2.1: Rogue State Threatens Use of Chemical Weapons

A North Korea—sized state has surreptitiously completed a chemical weapons program and has
built 100 VX warheads, which it threatens to use against a U.S. friend in 72 hours regardless of
consequences. The President of the United States has decided that the rogue nation cannot be
allowed to have missiles equipped with chemical weapons (CW) or CW production facilities and
that the rogue must not attack the friend. Since the rogue nation has close relations with a
significant regional power, the President wants to remove its CW facilities and weapons as quickly
and surreptitioudly as possible, with minimum damage to the rogue state. One concrete runway
without facilitiesis available in aremote part of the friendly nation. The President insists on
minimal collateral damage, especialy chemical spillouit.

The objective is to conduct operations against key parts of the rogue’ s reactor program (ostensibly
a power research facility), to find and destroy the weapons, and to preclude their use in the process.
Ensure that proper information operations are undertaken to support the strike and to communicate
to the rogue’ s leadership exactly what is happening and why the rogue should not react.

Needed Capabilities for AEF Counterproliferation Operations
To successfully accomplish counterproliferation strike operations, AEFs must be able to

Rapidly employ/deploy the AEF to the theater of operation, forcing entry if necessary, and
begin offensive combat operations within 24 hours

Provide location and target information to support strikes against WMD sites
Strike targets with precision and with minimal collateral damage

Provide force protection and minimize casualties

Provide combat search-and-rescue at the earliest practical time

Dominate opposing operations in the air, on land, and at sea, and operate at will
Counter opposing air defenses

Dominate the information environment

Degrade opposing C*

Establish minimal infrastructure necessary to support AEF operations
Provide for lean sustainment of the AEF for the duration of its assignment
Operatein ajoint or combined environment

Complement the capabilities of U.S. friends, allies, and coalition members
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4.3.3 Presence/Show-of-Force/Demonstration Operations
Scenario 3.1: Threat Against a Friendly Nation 200 Miles Offshore

A large aggressor threatens an attack on a U.S.-friendly island nation some 200 miles off the
aggressor’s shores. The aggressor is known to have very sophisticated antiship missiles with
1,000-mile range and has openly expressed its contempt for naval forces. It believesit can cross
the water to get at theidland nation if it has air superiority over the sea. It reportedly isready to
move within 36 hours. The island nation’ s intelligence has information indicating that the
aggressor will not begin its attack if the United States makes a visible and credible show of force.
It aso believes that significant disagreement exists in the aggressor’ s government about its foreign
policy and that the right U.S. response properly publicized may lead to the fall of the ruling party.
No basing exists on the island, and the nearest available land bases are 1,000 miles or more away.
It is possible that the AEF may need to stay for along time or to pass responsibility to a non-AEF
entity.

The aggressor will back down only if the United States deploys forces that clearly can do serious
damage to the aggressor. The operation will require a clear demonstration of the United States
ability to fly against the aggressor with relative impunity and to defeat the aggressor air forces
while providing reasonable defense for the idand from missile and air attack. It aso will be
necessary to ensure that dissident elements within the aggressor understand what is occurring and
that the world at large is convinced of itsimminent aggression. Success demands a synergistic
combination of force and information AEFs.

Needed Capabilities for AEF Presence/Show-of-Force/Demonstration Operations

The capabilities needed for presence/show-of-force/demonstration operations are essentially the same as
those for combat operations. To successfully accomplish these missions, we must make the adversary
believe that a credible capability exists for thwarting an anticipated course of action or making it too costly.

4.3.4 Peace Enforcement
Scenario 4.1: Separation of Rival Factions in Internal Conflict

Rival factionsin aless developed country are attacking each other’ s forces and civilian supporters.
The U.S. President wants to end the fighting rapidly with little to no risk to U.S. personnel.
Unimproved concrete airstrips are available for operations in a remote area of athird country 800
miles from the warring country. The President believes he can maintain congressional support only
for aweek. The opposing forces number about 5,000 each, and each has about a hundred pieces of
self-propelled artillery and tanks, and a handful of MiG-21 class aircraft. Weather is marginal,
and the country has rough terrain. The President is amenable to destruction or incapacitation of
equipment on both sides, but wants little or no damage to civilian property and essential services,
likewise he does not want to kill combatants on either side.

The objective isto halt movement of military forces from both sides, preferably with nonlethal
weapons. Take control of the country’ s datasphere to ensure that true information about both sides
is seen by everyone internally and externally. Conduct food relief operations to groups on both
sidesasrequired. Extract U.S. and other nationals in untenable positions.
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Needed Capabilities for AEF Peace Enforcement Operations

For successful peace enforcement operations, AEFs need capabilities to
Rapidly employ/deploy the AEF to the theater of operation, forcing entry if necessary, and
begin operations within 24 hours

Provide location and target information to support strikes against combatants and supporting
infrastructure

Strike targets with precision and with minimal collateral damage
Minimize friendly casualties

Provide combat search-and-rescue at the earliest practical time

Counter opposing air defense capabilities

Dominate the information environment

Degrade opposing C*

Degrade opposing stocks and infrastructure, as necessary

Establish minimal infrastructure necessary to support AEF operations
Provide for lean sustainment of the AEF for the duration of its assignment
Operatein ajoint or combined environment

Complement the capabilities of U.S. friends, allies, and coalition members

4.3.5 Global Awareness and lllumination

There are two scenarios for global awareness and illumination.

Scenario 5.1: Information Warfare to Mitigate Unrest in a Small Undeveloped (Liberia-like) Country

A small West African country has deteriorated into chaos, with roving bands of armed brigands
fighting in the streets, looting, and burning. The President wants to follow the situation closely to
assure the safety of Americans and other noncombatants, and wants to use propaganda and
information warfare capabilities to take over broadcast mediain order to broadcast messages to
reduce the violence.

The objective is to take over the country’s datasphere, including all official interna traffic. Inject
messages that will ameliorate tensions. Use air- and space-based capahilities.

Scenario 5.2: Investigate, Document, and Publicize Genocide

Strong rumors arise that a small, less developed country is committing genocide and may be on the
verge of crossing bordersinto neighboring states. U.S. political leadership is troubled but needs
more confirmation than is available from refugees and satellites. If the rumors are confirmed, the
President believes that we must make the world aware of the situation as soon as possible.
Although direct intervention is not feasible, the President believes that blocking the country’s
ability to use internal TV and radio and then substituting information showing the country’s
citizenry what is occurring will be highly useful. He needs a fast response (within days) in order to
stave off attacks from the country’ s nationals in the United States demanding intervention, which is
not feasible. Multiple bases are available in neighboring states.
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Needed Capabilities for AEF Global Awareness/Illumination Operations
For successful global awareness/illumination operations, AEFs must be able to
Rapidly employ/deploy the AEF to the theater of operation and begin operations within
24 hours
Provide necessary location and target information
Provide force protection and minimize casualties
Provide combat search-and-rescue at the earliest practical time
Dominate the information environment
Degrade opposing C’ or political control through information operations14
Establish minimal infrastructure necessary to support AEF operations
Provide for lean sustainment of the AEF for the duration of its assignment
Operatein ajoint or combined environment
Complement the capabilities of U.S. friends, allies, and coalition members
4.3.6 Humanitarian Relief

There are two scenarios for humanitarian relief.

Scenario 6.1: Mud Slides in South America

Following prolonged rains from a hurricane, mud dides have buried a small city in a medium-sized
South American country, killing hundreds and injuring thousands. Thereis an austere airfield
normally used under visual flight conditions, but its use is limited at this time due to inclement
weather. Air traffic control (ATC) must be provided by the AEF.

Scenario 6.2: Huge Earthquake in Northeast Turkey Cuts Off Tens of Thousands From Outside
Supply

Many people have been killed and injured. Thereisadire need for food, medicine, and shelter.
Thereisno land access, and all existing runways and highways appear to have suffered earthquake
damage. Winter conditions require rapid aid to widely dispersed and isolated people humbering
over 100,000. They need food, medicine, and shelter fast. The nearest functioning bases are 500
miles from the catastrophe area.

Needed Capabilities for AEF Humanitarian Relief Operations
To successfully accomplish humanitarian operations, an AEF must be able to

Rapidly employ/deploy the AEF to the theater of operation and begin operations within
24 hours

L ocate the affected population

Provide point-of-use delivery of food, water, medicine, and other relief

Minimize friendly casualties

Mgince thisis an act of war, this probably is not a frequently needed outcome, outside of combat operations.
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Provide search-and-rescue at the earliest practical time

Establish minimal infrastructure necessary to support AEF operations
Provide lean sustainment of the AEF for the duration of its assignment
Complement the capabilities of U.S. friends, allies, and coalition members

4.4 Battlelabs and the Development and Testing of AEF Capabilities
4.4.1 Introduction

The Air Force recently has implemented a new system of evaluating, testing, and implementing concepts
that come from the field and that may improve operations. We see these “Battlelabs’ as an idedl
environment for testing potential improvements that may make implementing AEF operational concepts
easier and more effective.

The Air Force Battlelabs were founded on the basis of avision to “create an environment in which
innovative concepts can be harvested, rapidly evaluated, and, when proven, quickly fielded.” Thekey to
thisvision isthat the labs serve as a vehicle to harvest ideas by taking concepts that may be generated
anywhere — in operational units, in the laboratories, by staffs, by major commands, and by the Air Staff
— and provide aforum for evaluating them objectively. The evaluation of a new concept involves
determining whether it provides value in moving the Air Force toward its vision for the future in either the
near term or far term (inherent in this evaluation is afocus on the military needs of the Air Force and the
nation). The concept then isrigoroudly tested to improve it and to discover what would be required to field
it. Finaly, concepts are fielded or implemented by convincing others — the magjor commands, the Air
Staff, and organizations external to the Air Force — that the concept provides either a significant
capability improvement or cost savings. The concept then becomes a part of the Mission Area Plans
(MAPs) and Program Objective Memorandum (POM) process. The Battlelabs and especially the AEF
Battlelab are crucial to the success of the AEF because they can act as crucibles to test the AEF s current
capahilities, its shortcomings, and ways to improve the AEF concept. In addition, the Battlelabs provide an
Air Force-wide forum to demonstrate the capabilities of an AEF and measure an AEF s contribution to the
Air Force’'s mission. Thisisimportant because the Battlelab’ s work provides a basis both inside and
outside the Air Force for justifying the organizational and force structure changes required to make the
AEF work.

4.4.2 The Battlelab Process

Figure E-23 depicts the Battlelab process. A number of issues revolve around the fact that Battlelab tasks
and responsibilities cut across organizationa lines. The current structure of the Battlelabs has them
organized under the magjor commands in conjunction with the respective warfare centers. Thistype of
organization makes it very difficult if not impossible to resolve the issues outlined in Figure E-23. In
addition, as currently organized, the Battlelabs are hampered by too many layers of approval and do not
have enough authority to execute their mission.
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Concepts

Evaluation

\ Implementation

Major organizational issues revolve around the fact that Battlelab
tasks and responsibilities cut across organizational lines:

» Who takes ownership and champions the process?

* How are interactions between Battlelabs fostered?

* How is the four-way link among labs, operators,
acquisition staff, and programmers fostered?

* How does implementation occur?

Figure E-23. The Battlelab Process

The Battlelabs are organizations for examining change; in order to do this they must be sheltered from the
institution they are trying to change. The labs need to be linked to power — and that means people and
money. The Battlelabs should control their own resources and have enough resources — people, money,
and things — to get their jobs done. Thiswould clearly lay responsibility on the Battlelabs for producing
concepts that would improve the Air Force' s capability to perform its mission. Within this construct the
corporate Air Force has to be willing to let the Battlelabs try experiments without having to ask permission
and must accept the fact that some concepts will fail.

The fundamental question facing the Air Forceis“What institutional incentives will alow the Battlelabs to
survive over time?’ There are two perspectives to the problem, one from the Battlelabs themselves and the
other from the Air Force hierarchy. First, in order to survive, the Battlelabs must produce innovative and
leading-edge solutions to either current problems or the Air Force' s vision for the future. The first results
have to become evident within a POM cycle of the lab’ s inception, or the Battlelabs will be viewed as
another nonproductive attempt at innovation. Second, to assure the Battlelabs durability, the Air Force
has to structure the Battlelab process so that it is maximized for success.

The Battlelabs have to be owned and championed at the highest levels within the Air Force — the level of
the Chief or Vice Chief of Staff. The Battlelabs' charter and tasks cut across all organizational lines within
the Air Force, from major commands to the staffs to the laboratories and research institutions. The only
way that the Battlelabs will be able to successfully work across these organizations is by being protected
from them. In addition, the Battlelabs need to be protected from organizations that view them as threats or
areresistant to change. Finaly, the Battlelabs need to be integrated so that they do not produce
“stovepiped” solutions. That integration can be brought about only through common ownership.

The Battlelabs must have the power to accomplish their missions, and that requires funding and resources.
Initial funding should provide the Battlelabs with the capahility to execute at least one major experiment
thisfiscal year. Adeguate funding from a central source will ensure that the Battlelabs objectively evaluate
concepts and squarely put the responsibility for producing results in their laps.
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4.4.3 The AEF Battlelab

The Battlelabs must involve operators, the labs, acquisition organizations, and programmersin their
process from the beginning. The focus for this process should be the Air Force Long-Range Plan and
Vision. Battlelabs develop conceptsto help fulfill the vision and implement those concepts by inserting
them into the MAPs.

Whereas the other Battlelabs can work at any level from systems to employment, the AEF Battlelab was
formed to address asingle, immediate, Air Force-wide issue — the AEF. Specificaly, how does the Air
Force implement an AEF both today and in the future? In the near term, the AEF Battlelab must focus on
the Air Force' s requirement to rapidly build a power-projection AEF capability. 1t can accomplish this by
analyzing and taking advantage of AEF experiments that already have occurred, designing new experiments
to further mature AEF concepts, and interacting with the other Battlelabs and warfare centers. In the far
term, the AEF Battlelab should extend the concept of an AEF from power projection to al facets of the Air
Force' s core competencies.

4.4.4 Experiments

The design of a Battlelab experiment can be modeled after a classic scientific experiment: Develop a
hypothesis, test it, and analyze the results. First, we have to understand the question. The steps are as
follows:

Frame the hypothesis: What question are we asking?
Develop and run the experimental protocol: How will we test the question?
Capture and analyze the results: What are the metrics?

Recommend, modify, or reject the concept: Did the concept improve capability?

The question should be based on the effects we want to achieve; in the case of the AEF Battlelab
experiment, for example, the question could be “How do we destroy 45 targetsin 48 hours or deliver 50
tons of humanitarian relief supplies within 24 hours?’ After figuring out how the question will be tested,
the lab should develop metrics to determine whether the concept would improve our capability or cost less
than other approaches. The metrics are critical and play a fundamental role in our being able to support a
decision to implement a concept in the future. Finally, this methodology has to be rigorously applied but
still must not stifle innovation. The sciences have used this type of approach for centuries and produced
amazing innovations.

Experiments can be executed at any level or at all of the levels outlined in Figure E-24. Theinitial look at
a series of concepts might be at the tabletop level. In this situation, the concepts are subjected to alogical
analysis of their ability to provide a desired capability or effect that fitsinto the Air Force Long-Range
Plan and Vison. The next level isatest of the concept(s) using modeling and smulation. This approach
allows the Battlelab to further scope the concept and submit it to tests that might not be possible to execute
inthefield. The third method for performing an experiment is to conduct an actual field trial. The goal of
this type of experiment isto conduct a hands-on test of the concept and determine potentia capabilities and
deficiencies. These tools do not have to be used in a prescribed order and the result of one, some, or all of
these methods should be a concept that can be implemented or inserted into the MAPs.
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Figure E-24. Levels of Experiments

4.4.5 Example Experiment

There are six representative missions for the AEF: (1) combat operations, (2) counterproliferation
operations, (3) presence/show-of-force/demonstration operations, (4) peace enforcement operations,

(5) global awareness and illumination operations, and (6) humanitarian operations. An example
experiment for a combat operation could be based on the question “How does the Air Force apply combat
power to asituation in which it is tasked by the NCA to destroy a set of targets within 24 hours?” The
secondary questions for this experiment are “What combat power do we apply?’; “How do we apply it
within 24 hours?’; “How long will it take the Air Force to destroy the target set?’; “What are the political
and legal constraints?’; and “What support is required?’

Once we have framed the question, the next step is to determine how to test the question. Figure E-25
illustrates the types of considerations that have to be addressed when performing a Battlelab experiment.

BATTLELAB EXPERIMENT

\ COMBAT
&] How does the Air Force destroy a chemical OPERATIONS
facility 10,000 miles away within 36 hours? EXPERIMENT
THE QUESTION
What combat power do we apply?| = } %
How do we apply it? (weapons & tactics
[FRAME THE QuUEsTION] PRIvIL? (weap )
What operational and logistics support is required?
What is important? What are the political and legal constraints?
What are our options?
3
By
pe Field-test bomber & fighter options
. - RUN AN
Examine options: EXPERIMENT \
Analysis Metri
Methods Modeling & simulation (M&S) € ”_CS .
. « Time to first bomb on target
Field test .
« Time to destroy target
« Support required
CAPTURE < Sorties lost, by reason
. - THE RESULTS
What is the capability?
GENERIC How do we improve our capability?

EXPERIMENT

IMPLEMENT

Figure E-25. Example Experiment
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For this question, the scenario should be designed around either destroying a nuclear, chemical, or
biological weapons site or stopping an invading army. Next, the Battlelab needs to find atest site. The
experiment could be accomplished in conjunction with an exercise or at an Air National Guard (ANG) field
training site. The advantage of an ANG field training siteis that it provides a complete set of facilities,
including an airfield, base infrastructure, and practice ranges. The operations plan (OPLAN) for the test
outlines the infrastructure for the experiment and delineates support requirements. The final part of the
experiment design is the decision to evaluate various options for answering the questions. This could be
part of the actual test but also could be accomplished in atabletop analysis or using modeling and
simulation. The important thing is that the evaluation cover the range of reasonable options for
accomplishing the task, including not just the attack option but also how we accomplish force protection,
logistics, or movement.

How Do We Test the Question?

» Develop scenarios Nuclear, biological, and chemical (NBC) target
set and/or attack/slow/halt invading forces

» Determine test site In conjunction with major exercise or
ANG field training site

* Build OPLAN Infrastructure for the experiment
(personnel, ranges, C 2, etc.)

» Design options Bombers vs. fighters
Basing questions
Force protection
Others

Figure E-26. Example Process for Testing the Question

The next step is to develop metrics to measure the outcome of the test (see Figure E-26). They should be
determined as a part of the OPLAN and should clearly address the question being asked — focusing on
providing a means of measuring improvement over current capabilities. In our example experiment, some
metrics would be

Timeto first bomb on target
Time to destroy the target set

Sorties generated per day
Targets destroyed per day

Lift required to accomplish the mission
Combat support required to accomplish the mission

Sorties lost because of inadequate force protection

It is absolutely critical that the metrics be established and collected during the test. These form the basis
for evauating the concept and implementing it later.
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Thefina step after understanding whether the concept would improve our capability is to determine
whether to recommend, modify, or reject the concept. Would we accomplish the tasking faster, better,

or more cheaply than we could have today? If the concept would not improve our capability, can the
concept be modified or improved to make it better? One possibility isto return the concept to the developer
for additional work. If the concept would result in a new or improved capahility, then the Battlelab should
move the concept to the MAP process to compete for funding.

4.4.6 Candidate Experiments

The following are recommended high-level experiments that the AEF Battlelab should accomplish. The
experiments are built around the five AEF missions:

Leading Edge of Major Combat Operations

— Asdescribed in the previous section

Peace Operations/Neutralize Combatants

— Begin air and space operations over a country within 24 hours

Global Awareness

— Provide detailed data to a country on a significant activity such as movement of the
president within one hour of its happening

Show of Force

— Deploy aforce, 6 to 30 aircraft, to a trouble spot within 24 hours and begin presence
operations, flying sorties, within 36 hours

Humanitarian Relief

— Demonstrate precision airlift/airdrop of relief supplies within 24 hours to a small
undevel oped country

4.4.7 Battlelab Conclusions

The keys to the success of the Battlelabs are (1) capable people willing to challenge the “old” way of doing
things, (2) common ownership of the labs at the highest level of the Air Force, (3) accessto senior Air
Force |eaders to capture their support and imaginations and to preclude layers of bureaucy from stifling the
innovations and agile capahility fielding, (4) funding to accomplish tests and validation of concepts, and (5)
arigorous methodology that provides not only an evaluation of the concept but aso the basis for future
advocacy of the concept inside and outside the Air Force.

To realize the potential of Aerospace Expeditionary Forces, the Air Force needs to plan for a balanced
force that can quickly generate AEFs to meet the demands of awide range of missions. The Air Force
Battlelabs in genera and the AEF Battlelab in particular can play a major role in creating such a balanced
force.
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4.5 Training

45.1 Overview

The Operational Context Panel examined training issues for each AEF study areato identify critical issues
and promising approaches/technologies. Training includes instruction, which focuses on new knowledge;
practice, which is the process of trandating knowledge into skills; and rehearsal, which focuses on real-
world practice of the operational scenarios soon to be executed.

AEF missions dictate unique operations training requirements. Geographical separation of organizations
prior to deployment implies aneed for distributed training to allow crewsto learn in advance how to
coordinate with their supporting forces and functions. Some training functions may have to deploy with the
AEF, eg., mission planning, intelligence, targeting, and electronic warfare/suppression of enemy air
defenses (EW/SEAD) planning and employment. AEF missions are likely to have to provide their own
capabilitiesin these areas.

The lack of existing Operations Plans will create the need for C? training focused on real-time integration of
plan modules. The distributed nature of organizations also will create unique C training needs. En route
mission planning dictates capabilities for in-the-cockpit rehearsals to complement predeployment
instruction and practice. Thiswill require crewsto use normal aircraft cockpit displays — for both flight
and systems — as planning and rehearsal tools.

The lack of existing plans also will result in logistics planning being performed by the deploying
organization and tailored using plan modules. Operations with minima maintenance (e.g., flights
servicing, no scheduled maintenance, and minimum flight-essential repair) imply important changes for
training. To support awide variety of deployed systems, training also should consider personnel and career
policies.

AEF missions present considerable challenges for force protection because of the likely lack of
infrastructure for forces inherently on the perimeter. There is aneed for training — before and during
deployment — to ensure that deployed forces can meet their own protection needs. Cross-training will be
needed to assure acceptable levels of necessary skills, e.g., training at least one member of each deployable
air and ground crew in chemical, biological, and laser protection.

4.5.2 Meeting the AEF Training Needs

TRAIN FOR AEF NEEDS

« Expanded Flag Training
« Dynamic Force Management Training
AEF « Information Operator Training
MISSION « Database Access Training

NEEDS < Minimal-Maintenance Training

« Remote Air Traffic Control Training
« Fatigue Management Training
« Telesupport Training

« Force Protection Training
TRAINING APPROACHES

« Deployed Operational
Readiness Inspections

» Cross-Training E—

« Distributed Training

« En Route Embedded Training

« Deployed Embedded Training

Figure E-27. Air Force Training Needs to Reflect AEF Operations

E-42



Appendix E: Operational Context and
Training

4.5.2.1 Overriding Training Needs

AEF missions will impose avariety of new demands. Thus, an overriding issue concerns the substantial
risk that current training will leave the Air Force unprepared. For example, AEF missions will routinely
use reachback communications during daily operations and must be trained to operate in this manner. As
another example, AEF missions often will be conducted as joint/coaition operations. Training should
reflect these conditions and be harmonized with the appropriate joint/coalition organizations. Air Force
training should be systematically assessed, at all levels, to ensure that people “train as they plan to fight”
for AEF missions.

4.5.2.2 Specific AEF Training Needs

Flag training exercises currently are oriented solely toward massive force-on-force missions. This narrow
focus will leave peopleill prepared for the wide spectrum of AEF missions, e.g., global awareness. Flag
exercises should reflect all AEF scenarios, with scenarios and instructions changed accordingly to enable
practice of AEF missions.

AEF mission characteristics often preclude having off-the-shelf operations plans. Response time
requirements of AEF missions will preclude planning before execution. These two factors dictate dynamic
force management. Training should include parallel planning and execution, including instruction and
practice in use of the relevant information tools and decision processes.

Information may be aweapon in future operations. Multiple career fields relate to information, but a“big
picture” approach to information as a warfighting tool is missing. Communications, intelligence, weapons
controller, and ATC career fields should be merged into an “information operator” career field, with
training designed accordingly.

AEF missions will require rapid access to awide range of DoD, other Government, and commercia
databases. Training in the use of standard tools for transparent access and utilization of the National
Imagery and Mapping Agency (NIMA), the National Security Agency (NSA), and other Government and
commercia databases should be developed and used.

AEF missions may be premised on minimal maintenance (i.e., flights servicing, no scheduled maintenance,
and minimum flight-essential repair). Maintenance personnel should be trained to perform in this
environment, including training to assess usability of degraded systems.

AEF missions will require remote ATC operations. Training should be devel oped to support this
capability.

AEF missions will require people to work for long periods of time, in part to meet the tight response
requirements and in part because of lean staffing. Training in fatigue management is required, both for
countermeasures and for the ability to recognize unacceptable performance degradation.

The smaller AEF footprint depends on reachback communications for needs such as diagnostics, repair,
supply, and telemedicine. The Air Force should develop instructions and practices for working with these
“telesupport” systems, including use of the communications functions underlying these systems.

Force protection capabilities will be limited during many AEF missions, and personnel will have to
compensate for thislack. The Air Force should routinely conduct predeployment training of air and ground
personnel in self-protection, including use of chemical and biological gear, laser protection, and small arms,
with at least one member of each air and ground crew trained to be a resource person in these aress.
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4.5.2.3 Training Approaches/Technologies

The training needs just outlined can be met using several training approaches/technologies. While some of
these approaches/technologies are readily available, the content needed to use them for effective training
may require substantial research and development. In particular, all of these training
approaches/technol ogies should include mechanisms for measurement, feedback, and adaptation of training
to trainees performance aswell asto their individual characteristics.

AEF organizations will be much leaner than traditional Air Force organizations and many specialties will
not be available, e.g., personnel with specialization in various aspects of force protection. Increase the
breadth of training and the use of cross-training to ensure that required skill mixes are available, including
provision of refresher training and reachback for data unavailable at the point of deployment.

AEF organizations will lack traditiona training infrastructure (study materials, training systems, etc.) both
en route and during deployment, and in some cases prior to deployment. Intelligent computer-aided
instruction (ICAI) should be used to supplement training of C?, air, and ground personnel throughout Air
Force training programs.

AEF organizations will be assembled from many standing organizations. Consequently, AEF air and
ground teams may not have had opportunities to develop team skills. Distributed training technologies that
can be employed to provide practice and rehearsal of mission planning and operations both before and
during AEF deployments should be devel oped and used.

A large proportion of the time available for planning and preparing for AEF missions will be en route.
While some of thistime may be used for deep, much of the time could profitably be used for training.
Embedded training technologies (e.g., smulation and intelligent computer-aided instruction) to be used to
provide en route training for C?, air, and ground personnel should be developed and used.

Proficiency tends to degrade during deployment because of the lack of the practice components of training.
In addition, promotions of enlisted personnel may be at risk because the personnel are not prepared for
tests. Embedded training technologies (e.g., smulation and ICALl) that can be used to provide ongoing
training both before and during deployment for C?, air, and ground personnel should be developed and
used.
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A Précis of Recent Global Trends

One of the most lethal threats facing the country in the current environment is that of WMD, including

ballistic and cruise missiles.

Table A-1. Iragi Missiles in Design or Research and Development (R&D) Before Operation

Desert Storm15

Al Fahd 300

Al Fahd 500

Al Abbas

Badr 2000

Tammouz |

Al Abid

Intended range of 300 kilometers (km). Based on coverting the Russian
SA-2 SAM into a ballistic missile. Abandoned in R&D.

Indended range of 500 km. A mock-up for a disinformation campaign was
displayed at the 1989 Baghdad Arms Exposition. Never reached the
design phase.

Claimed range of 950 km. Longer in length and carried alighter payload
than the Al Husayn. Abandoned during R&D.

Indended range 750-1,000 km. Solid-propellant, two-stage. Based on
Argentine Condor missile. Facilities constructed to support missile
production. Under R&D.

Claimed range of 2,000 km. Based on SCUD technology with SA-2 SAM
sustainer for second stage. In design stage, but not devel oped further for
R&D.

A three-stage space launch vehicle. First stage consisted of five Al Abbas
airframes. Test launch of first stage in December 1989.

Regional Conflicts

Asshown in Figure A-1, conflicts are in decline worldwide as those that emerged with the breakup of the
Soviet Union and the Balkans are resolved.

Contrary to the conventional wisdom, the post—Cold War world has not seen a particularly striking
outbreak of ethnic and other conflicts. In fact, the number of armed conflicts worldwide has declined since
its peak of 55in 1992, and the number of “major armed conflicts’ — involving the battle-related deaths of
at least 1,000 people during the entire conflict — have been in decline since 1989.

Lotfice of the Secretary of Defense, April 1996.
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While the reasons for the contrary belief are understandable — violence in what was formerly arelatively
stable Europe came as quite a shock — the fact remains that conflict has been in decline, and not in
ascendancy.

60

Americas

50

40

Middle East

Number of Conflicts

Figure A-1. Regional Conflicts, 1989-1995

Should this trend continue, one of the potential drivers of U.S. military operations — and AEF
employments — may diminish in importance.

Military Expenditures

As Figure A-2 shows, military expenditures worldwide aso are declining, with the possible exception of
thosein Asia.

Just as war has been in decline, so too have preparations for war in most parts of the world, including the
volatile Middle East. In fact, between 1984 and 1994, military expenditures as a percentage of GNP have
declined —

From 5.5 to 3.0 percent for the world as awhole, from 5.4 to 3.1 percent for the devel oped
world, and from 6.1 to 2.6 percent for the developing world

From 6.6 to 3.2 percent for Europe, from 2.5 to 1.8 percent for East Asia, and from 17.9 to
7.7 percent for the Middle East

From 5.8 to 2.4 percent for China
From 16.3 to 12.4 percent from 1992 to 1994 for Russia
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Should this trend continue, one implication is that in most parts of the world military capital stocks will
erode and the capabilities of potential adversaries will decline. The United States' combat edge can be
expected to widen, especialy in the more expensive technol ogies such as advanced combat aircraft.
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Figure A-2. Military Expenditures as a Percentage of the GNP

Another implication is that, with few willing to accept the risks of challenging U.S. military prowess,
noncombat operations such as humanitarian relief operations may become an increasingly large share of the
Air Force' s day-to-day operations.

Finally, among those who do aspire to challenge the United States, there will be a preference for pursuing
asymmetric strategies that seek to exploit the United States' lower tolerance for costs, casualties, or delayed
success.

Terrorism

The level of terrorism abroad has declined since its peak in 1987, as shown in Figure A-3. According to
data from the Department of State's (DoS's) Patterns of Global Terrorism, 1996, the number of acts of
international terrorism declined from 665 in 1987 to 296 in 1996, a 25-year low. These incidents have
become more lethal, however. The number of casualties reached a near-record 311 dead and 2,652
wounded. By contrast, there were 314 fatalitiesin 1994 and 165 in 1995. In addition, 132 terrorist acts
were directed against Americans in 1996, a decline from the peak of 187 in 1987, but an increase over the
past 2 years. there were 66 attacks against Americansin 1994 and 99 in 1995. All told, 24 Americans died
and 250 were wounded in terrorist incidents in 1996, an increase from the six Americans killed in 1994 and
the 10 killed in 1995. DoS has identified Iran as the chief state sponsor of terrorism.

There are two principal implications for the Air Force. First, because terrorism sponsors will seek
plausible deniahility, there are likely to be few instances in which the sponsoring state will be clearly
identified and the Air Force called upon to conduct strike operations. Second, as was seen in the recent
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bombing in Saudi Arabia, there will be a continued need for close attention to force protection issues,
particularly in regions like the Persian Gulf.

International incidents

Number of Incidents
1)
U.S. Fatalities

200 4=

U.S.-targeted
attacks

Source: Department of State | U.S. fatalities.

t t t t t t t t t t t t t t t t t t t
1977 1979 1981 1983 1985 1987 1989 1991 1993 1995

Year

Figure A-3. Trends in Terrorism

Disasters

Another driver of Air Force operations is disasters, which frequently lead to humanitarian relief

operdti ons.'® Natural disasters include earthquakes, droughts, famines, floods, high winds (cyclones,
hurricanes, and typhoons), landdides, volcano eruptions, avalanches, cold and heat waves, insect
infestations, and tsunamis; non-natural disasters include nontechnologica accidents (including transport
accidents), technological accidents, and fires.

Figure A-4 shows that natural and other disastersfall unevenly on the different countries of the world, but
that most of the victims are found in the less developed world, primarily Africaand Asia. Thereislittle
doubit that the poverty of many of these countries, leading to poor construction techniques and inadequate
infrastructure, contributes to the size of the affected populations. The implication is that the most
dangerous disasters are associated with particular regions and therefore are somewhat predictable. AEFs
can expect to be called upon to render humanitarian and disaster relief most often in these regions.

Furthermore, although we cannot predict disasters, the overall pattern or probability of certain typesin
certain regions is relatively consistent and, therefore, somewhat predictable. Deaths due to natural
disastersin Africa are due primarily to the droughts and famines that periodically have occurred in such
places as Biafra, Ethiopia, Somalia, and the Sudan. Deathsin South Asia, on the other hand, are due
primarily to typhoons and hurricanes, which have created massive losses of life in such places as
Bangladesh and India, and to the resulting food shortages, cholera epidemics, and other consegquences.

In short, although the Air Force may not know in advance precisely when it will have to respond to a
certain type of disaster, it has strong evidence that it will, over time, be responding to specific types of
disastersin particular parts of the world. AEFs may need to be configured for response to these types of
disasters.

18D ata are from the International Federation of Red Cross and Red Crescent Societies' annual World Disaster Report.
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Number of Disasters
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Figure A-4. Disasters by Region
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Figure A-5. Refugees
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One perennial problem in the contemporary world is the plight of refugees, which has driven many
humanitarian relief and assistance operations. As shown in Figure A-5, the number of refugees appearsto
be in the decline phase of its cycle.

Refugee movements can be the result of conflicts that drive populations from their homes, of governmental
policies, or of disasters. Refugee movements can increase tensions between neighbors and ignite
longstanding disputes over borders or over the protection of minorities.

If one wereto look only at the data for the past 10 years, one would think that the number of refugees was
climbing to unprecedented levels, but, as the figure clearly shows, the number of refugees worldwide has
waxed and waned over time, with peaks roughly every 10 years (corresponding to new conflicts and
emerging nations) and troughs between. The peaks are in part due to the ebb and flow of intrastate and
interstate conflicts, and partly due to unpredictable disasters. Barring the eruption of major war or
disaster, the figure suggests that the number of refugees worldwide may decline further, as disputes that
emerged at the end of the Cold War are resolved and other longstanding disputes (e.g., the conflict in the
Balkans and the dispute over Palestinian self-rule) creep toward a resolution.

Urbanization
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World Low Severely Latin Middle Sub- East Asia South Europe &
Income Indebted America East & N. Saharan & Pacific Asia Central
& Africa Africa Asia
Caribbean
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Figure A-6. Urbanization, 1970 and 1992

Figure A-6 shows the increase in urbanization for different classes and regions of the world. Although the
number of wars and disastersis unpredictable, it seems likely that the combination of high population
growth and growing density and urbanization in many of the regions most often afflicted by disasters,
coupled with economic growth rates that fall short of being able to dramatically improve infrastructure,
housing, and other features, will create larger disastersin the future. Asthe density and level of
urbanization in many of these countries increase over time while building codes fail to improve, the Air
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Force should expect the size of affected populations to grow. This means that the scale and scope of Air
Force humanitarian operations, with the need for food, medical care, potable water, and other assistance,
may increase for some regions.

Democracy

6,000 -

Source: Freedom House

5,000 o

4,000

3,000

Population in Millions

Figure A-7. Population by Level of Freedom

Market economies continue to advance, while democracy spreads more dowly and unsurely, based largely
on indigenous factors. Figure A-7 presents data on the size of the world’ s population experiencing various
levels of freedom, based upon the most commonly used source for such data— Freedom House, a human
rights organization that annually categorizes countries in terms of the level of freedom enjoyed by their
citizens."’

The data suggest that we can expect the development and spread of democracy in the future to be uneven at
best. Since 1991, the number of the world’s people living in countries that exhibit the most desirable
attributes of Western-style democracy actually has declined, in large measure due to India’s increased
restrictions on press and personal freedoms™® The spread of democracy will continue to be fostered
primarily by local political and economic factors, and less by external interventions aimed at promoting
democracy. Although it isfashionable to note that democracies don’t fight democracies, states in transition
to democracy show a higher propensity for war than stable democracies. Put another way, the movement
to democracy can be a bumpy and dangerous one.

1 Ereedom House reaches asummary judgment based upon arather exhaustive list of indicators regarding elections, press
freedom, and the like. It generally is considered to be the most consistent and reliable indicator of how freedom and
democracy are faring.

B\ ost recently (in July 1997), the coup in Cambodialed by Hun Sen represented the loss of a country that appeared to have
been making good progress toward democracy.
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Acronyms and Abbreviations

ACC Air Combat Command

AEF Aerospace Expeditionary Force

ANG Air National Guard

ATC Air Traffic Control

AWACS Airborne Warning and Control System

c? Command and Control

CYSR Command, Control, Communications, and Computers, Intelligence,
Survelllance, and Reconnaissance

CINC Commander—in—Chief

CONOPS Concept of Operations

CONUS Continental United States

Ccw Chemical Weapons

DFI Defense Forecasts I nternational

DoS Department of State

EwW Electronic Warfare

GNP Gross National Product

IADS Integrated Air Defense Systems

ICAI Intelligent Computer-Aided Instruction

km Kilometer

M&S Modeling and Simulation

MAP Mission Area Plans

MOOTW Military Operations Other Than War

MTW Major Theater War

NATO the North Atlantic Treaty Organization

NBC Nuclear, Biological, and Chemical

NCA National Command Authority

NIMA Nationa Imagery and Mapping Agency

NSA National Security Agency

OPLAN Operations Plan

PGM Precision-Guided Munitions

POM Program Objective Memorandum

R&D Research and Development

SAM Surface-to-Air Missile

SEAD Suppression of Enemy Air Defenses

SRBM Short-Range Ballistic Missile

USAFA U.S. Air Force Academy

WMD Weapons of Mass Destruction
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Appendix F

Command, Control, and Information (C?1)

1.0 Overview

This appendix elaborates upon and further devel ops the concepts and recommendations addressed in
Section 3.2 of Volume 1 of this report. This appendix should be read in tandem with Section 3.2 in order
to fully understand the challenges of and potential opportunities for Command, Control, and Information in
Aerospace Expeditionary Force (AEF) operations.

1.1 C’l Panel Membership

Genera (Ret) James P. McCarthy, Chair
Olin Professor of National Security
United States Air Force Academy

Maj Gen (Ret) Robert A. Rosenberg, Deputy Chair
Executive Vice President and General Manager, Washington Operations
SAIC

Dr. Curtis R. Carlson
Executive Vice President, Interactive Systems Division
David Sarnoff Research Center

Mr. Charles L. Gandy
Private Consultant

Dr. Barry M. Leiner
Vice President
Microelectronics and Computer Technology Corporation

Dr. Donald L. Nielson
Director, Computing and Engineering Sciences Division
SRI

Mr. Vincent Vitto
President and Chief Executive Officer
Charles Stark Draper Laboratory

Lt Gen (Ret) John Fairfield, USAF
Vice President, Air Force Programs
DynCorp

Advisor: Colonel Bernhard S. Hoenle, AFCIC

Executive Officer: Major James F. Geurts, SAF/AQID
Technical Writer: Capt Anthony J. DelGenis, USAFA
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1.2 C’l Panel Charter
The C? Panel was charged with the following tasks:

Examine ways to modify and strengthen current Air Force command and control practices to
increase the effectiveness of future AEF deployments.

Describe the value of C°l across the range of AEF operations, from combat operations to
humanitarian relief.

Evaluate global connectivity technologies essential for successful AEF operations.

Address global awareness capability and the best means for achieving this critical AEF
enabler.

Study information management concepts that will alow observation and enable meaningful
analysis of myriad simultaneous activities in the area of interest in real-time or near real-
time.

Emphasize system assurance principles that will allow AEF commanders maximum
flexibility in their use of technology, while denying potential enemies the ability to breach
our systems or deny their effectiveness.

Underscore the importance of geospatial position, navigation, and timing services for AEF
operations, especially those involving the planned or potential use of Air Force aircraft.

Recommend new command and control concepts that should be pursued in order to
maximize the effectiveness of AEF operations.

Recommend new operational concepts that are enabled by information technology.
2.0 Critical Enablers to Robust C?l in Future AEFs

What a New C?I Offers an AEF

The AEF as defined in this study requires an expanded vision that embraces the totality of commercial and
military capabilities to achieve mission success. A set of system-level enablers, developed below, will
capitalize on these capabilities and lead to new operational concepts. A distributed Joint Force Air
Component Commander (JFACC), implemented as a virtual assemblage of staff, permits only a fraction of
that resource to be forward deployed. An ability to observe, plan, and execute far faster than the
opposition leaves the enemy in a continual state of surprise. These new system-level enablers make the
AEF a powerful new element of joint and combined operations by providing a global capability for
battlespace awvareness. Other new and valuable operational concepts are enabled. Dynamic air interdiction
will replace preplanned missions for interrupting ground lines of communications, and close air support
will become an all-wesather, anytime aid to ground forces. We aso will enjoy the efficiencies of precise
location of our resources, which offers bare-base air traffic control (ATC), an ability to adaptively engage
the mogt vital of the in-flight resources, and far more efficient logistics movement. All participants will
have a greater common battlespace awareness and thus will be able to act effectively with less detailed
tasking. Moreover, the envisioned AEF will be affected by new organizationa structures, new systems and
technologies, and new operating concepts. New training approaches will alow the AEF to control the
operating tempo of the battlespace, preparing the battlespace for operations, and inflicting surprise and
shock on the enemy. Thiswill result in faster, more efficient achievement of AEF objectives with fewer
casuaties. Advancesin total global and battlespace awareness will permit C?l capabilities that will lead to
new operational concepts and greatly enhance operationa effectiveness. These capabilities will permit
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common, timely, and accurate assessment of the threat. Reachback for distributed C? will be enabled; this
reachback will permit the forward-deployed footprint to be reduced.

AEF C?l Enablers

Any military operation with the attributes of an AEF will place significant reliance on C?l. Rapid response,
dynamic en route planning, and accurate battlespace awareness al depend on the presence of timely
information, properly disseminated and used. To obtain and use such information, the Air Force, along
with its joint and codition partners, must upgrade both its equipment and procedures. Here, the Panel will
address the necessary enablers, specifically those system-level concepts necessary for an information-
intensive operation to succeed.

The Air Force can achieve the following required innovations in the next 5 to 10 years: first isthe
innovation in information technology, dominated by the commercial sector but also from continuing
military research and development (R&D). To benefit, the Air Force must aim at assimilation, certainly
more o than its prospective enemies do. Second isthe likely air superiority the Air Force will have over its
adversaries. This advantage will provide freedom in the use of unmanned aerial vehicles (UAVS) to
supplement more conventional means of surveillance or communications, both from the military and
commercial sector. Third isthe comparative strength of U.S. information and intelligence gathering
resources, and fourth is the comparative advantage of the U.S. technology base, such as the capability to
field new and precise Global Positioning System (GPS)-enabled weapons.

The Air Force must use its own developmental resources to gain military capabilities and practices beyond
what the commercial marketplace can provide to everyone else. The two capabilities that form the
foundation of AEF operations are the precision and completeness of our battlespace awareness and the
ability to move information where and when needed. These are enabled by the following:

Global Connectivity. Any effort that relies on information must clearly have a means to
convey it. Every platform that can potentially participate in an AEF must have some means
of assured connectivity. This appliesto not only Air Force platforms but those of Joint and
Coalition forces as well.

Information Management. Extensive information has no value if not properly managed.
Systems must not only ease the interaction of staff with machines but also assist and guide
the user community in the gathering, processing, and dissemination of information. This
need becomes paramount under the time and spatially distributed pressures of an AEF.

Battlespace Awareness. Awarenessin this context means a global capability to precisely,
comprehensively, and continuously define the battlespace. Thisincludes the location status
of both friendly and enemy forces. This database should be interpretable at several levels of
abstraction.

Geospatial Position, Navigation, and Timing (PNT). The accuracy aready delivered by
GPS has whetted the imagination of both users and developers. For example, the present
system needs the ability to conduct remote operations with precision while creating high
platform and weapon efficiency. This capability will also enable near-term unambiguous
fusing of various sources of information.

System Assurance. An operation that relies on the use of information must therefore secure
that capability. More specifically, the connectivity grid and precise location must have
extremely high availability because the operation depends on them. Additionaly, systems
must be designed to degrade gracefully. The loss of such detail, however, should not disable
all operations. All AEF command support systems must default to aminimal but adequate
C’l functionality.
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In addition to the C?I enablers listed above, the Pentagon’ s recently released list of 17 candidate Advanced
Concept Technology Demonstrations (ACTD) for FY 98 leans heavily toward command, control,
communications, computers, and intelligence (C'1) capabilities, including such promising programs as CI
for Coalition Warfare, the Joint Continuous Strike Environment, Space-Based Space Surveillance Systems,
and Theater Precision Strike Operations. The Air Force leadership can make a strong statement in
leveraging the future of AEF deployments by funding promising programs, such asthese ACTDs, at alevel
sufficient for continued devel opment and evolution.

2.1 Global Connectivity

Achieving the concepts of the AEF requires high-bandwidth connectivity to the various elements of the
AEF, including forward deployed, en route, and reachback support elements. Today, such requirements
range from voice connectivity and relatively low-bandwidth electronic mail to maps and other graphics
data. Future capacity requirements will grow significantly, driven by concepts such as real-time imagery,
video, and telemedicine. For example, digital high-definition video, which will become common over the
next 5 years, requires a bandwidth of at least 18 megabits per second (Mbps).

Commercially AEF

Available Requirement

Available '

Today’s Contention
for Limited MilSatcom

Figure F-1. Military Satellite Communications Assets Require Augmentation to Meet the
Needs of the AEF

By contrast, current communications to en route aircraft elements typically operate at 4.8 kbps, provided
by ultra high frequency (UHF) satellite communications (SATCOM). This capacity does not come close to
meeting the operational requirements of even near-term AEF missions. Significant contention for
communication resources results, with the highest priority users not being served adequately and lowest
priority users not being served at al (see Figure F-1).
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Figure F-2. Satellite Capacity in 2002

Commercia systems planned for future deployment will provide bandwidth to the end user of 155 Mbps or
more, with atotal capacity of satellite systems of about 950 gigabits per second (Gbps) by 2002 (see
Figure F-2). Several commercial systems are designed for alocal service area. Exploiting all possible
communications assets, both military and commercial, can both aleviate the contention for communication
resources and provide the diversity required for robust, highly assured global connectivity. The Air Force
needs a system approach to permit the integrated use of al available communication assets to satisfy the
current and future AEF requirements for global, robust, high-bandwidth connectivity. Thiswill permit the
Air Force to take advantage of the vast number of satellites (over 8 systems with over 400 satellites) and
their diversity of frequency bands being planned for deployment in the commercia sector. The Panel refers
to this integrated system as the MetaNet (see Figure F-3).

MetaNet

UHF/FO DSCS
(with GBS)

,,,,,,

\eledesic
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Iridium

Figure F-3. The MetaNet
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Table F-1. Some Planned Commercial Satellite Systems

System Company | Service Area | Satellites | Orbital | User Data | Capacity | Deploy- Deploy- System
Name Locations Rates Per ment Start [ ment End Cost
Satellite Year Year (million)
Astrolink | Lockheed | Worldwide 9 5 16-8,448 | 7.7 Gb/s 2000 2003 $3,994
Martin kb/s
Galaxy/ Hughes | Worldwide 20 15 16-6,000 | 4.4Gb/s 1999 2005 $5,171
Spaceway Comm kb/s
Voicespan AT&T Worldwide 12+4 7 32-1,544 | 5.9 Gb/s 2000 2002 $4,300
spares kb/s
Cyberstar Loral, N. America, | 3+1 spare 3 384-3,088 | 4.9 Gb/s 2000 2003 $1,050
Aerospace | Europe, Asia kb/s
GE Star GE Worldwide 9 5 384 kb/s (up| 1.8 Gb/s 2000 2005 $2,600
Americom to 40
Mb/s?)
Millen- | CommInc. | Much of 4 4 384 kb/s- | 7.5 Gb/s 1998 2001 $2,375
nium (Motorola) |  Western 51.84 Mb/s
Hemisphere (OC-1)
including all
of U.S.
Teledesic | Teledesic | Worldwide | 288+36 | 12 planes | 16-2,048 2 Gb/s 2001 2002 $9,000
(Boeing spares kb/s and
Prime) 155-1,200
Mb/s
Celestri Motorola | Worldwide 63+7 7 planes | 64-10,000 | 1.3 Gb/s 2001 2002 $12,900
spares kb/s and 52- pending pending
155 Mb/s FCC FCC
author- author-
ization ization

We should not conclude from this that all future military communications requirements can be satisfied
solely through the use of commercial communication systems. Unique military requirements, such as

antijam, will continue to drive the development and use of military systems. Exploiting all possible
communications assets, both military and commercial (see Table F-1), can aleviate the contention
for communication resources and provide the diversity required for robust, highly assured global
connectivity. What is needed is a system approach to permit the integrated use of al available
communication assets to satisfy the current and future AEF requirements. Thiswill permit the Air Force to

take advantage of the vast number of satellites and their diversity of frequency bands being planned for

deployment in the commercia sector. Werefer to thisintegrated system as the “MetaNet.” Although the

concept is related to and can build on such existing programs and technologies as Globa Grid and Internet,
we choose to use a different term to emphasize that the concept is not necessarily tied to existing programs
and requires extensions to current technology.

Such an integrated system will provide more than just increased bandwidth and connectivity. It will aso

provide a significant increase in connectivity strength through the resulting redundancy and diversity.
Taking advantage of the multiplicity of commercia systemsin aflexible manner allows communication

through any of the possible communication paths. Furthermore, the increased number of frequency bands
of the commercial systems provides increased frequency diversity, thereby mitigating the effects of
jamming.
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The SAB’s October 1996 report on Vision of Aerospace Command and Control for the 21st Century
recommended moving toward a Global Grid vision using awide variety of underlying communications
technologies. It described a set of actions to move toward this vision, most notably exploiting three planned
(but to this date, not carried out) ACTDs: SPEAKeasy, Global Hawk Communications Relay (now

referred to as the Airborne Communications Node), and Information Grid. We reaffirm these

recommendations, particularly in the context of an AEF, where MetaNet is critical to the success of the

AEF missions.

Network Access Management
MetaNet Using Commercial
and Military Communications Communications Controller
Prioritized and Managed
Access to All Available Links

HF ALE

UHF SATCOM
HF SATCOM

GBS
Communications -- Communications
Controller " Controller
Aircraft Connectivity |

;
Reprogra_mmable Radios and
Reconfigurable Antennas

: Existing
—

Future

OTHERS

Communications
Controller

Communication
Controller

Figure F-4. Accessing Robust AEF Global Connectivity

Deployed
User

Achieving the MetaNet will require along-term vision coupled with a sound architecture and strategy

for moving from current capabilities toward that vision. Three specific areas of development are

recommended (see Figure F-4):

Networ k access management concepts consistent with Global Grid and the Global

Command and Control System (GCCYS) that permit exploitation of all available
communications assets

A robust and agile communications controller deployable on ground and in aircraft that

permits access to al available communications links

Aircraft connectivity to diver se communications, including DoD and commercial services,
requiring minimal equipment through the use of programmable radios and reconfigurable

antenna suites.
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2.1.1 Network Access Management Concepts

The AEF concept of operations demands an easily and rapidly deployable communications capability
providing high-bandwidth connectivity anywhere, anytime, and anyplace. Accomplishing thisin a cost-
effective way requires a set of network management concepts that permits access to all available
commercial, military, and Federal communication assets.

The MetaNet concept uses available communications as links in an overall network. Network access
management technology will provide functions such as adaptability to available communications, self-
healing networks, quaity-of-service management, priority, preemption, and security.

The technical architecture must support integration and use of available commercial products and services.
Furthermore, the Air Force must adopt a procurement strategy so that commercial and standard military
systems are used to the maximum extent possible and AEF-specific systems only asrequired. For example,
commercial off-the-shelf (COTS) communications in satellite networks can facilitate deployment into bare-
base environments. The Air Force cannot afford to preposition adequate dedicated communication assets
at all possible locations. It must exploit the commercia infosphere to provide needed connectivity, both on
initial deployment and in sustainment.

However, the military must guard against becoming just another “dial-up” customer on commercia
systems. In urgent situations, the AEF must have leased or at least reserved capability. The
communications controller function mentioned earlier must provide the network access management to use
such reserved capacity along with the backup military communications to provide assured connectivity.
The AEF cannot accept a concept in which an F-16 might encounter a busy signal!

In addition, working with commercial vendors can help those vendors understand the requirements of a
large and reliable customer. Thiswill help them respond to these requirements in away that directly
supports the AEF need and allows the Air Force to adapt the COTS system to the need. The Defense
Advanced Research Projects Agency (DARPA) is exploring concepts related to the MetaNet in their
“Warfighter Internet” program. Furthermore, the DoD is pursuing related concepts through the Global
Grid. The Air Force should jointly develop its needed MetaNet architecture through partnerships with
DARPA and Defense Information Support Activity (DISA). Thiswill ensure that Air Force investmentsin
MetaNet applications will be compatible with and support joint and combined operations, while leveraging
investments as much as possible. In particular, the Air Force should ensure that the Warfighter Internet
program addresses the critical requirements of the Air Force AEF to use available communication assets,
perform reliably in the highly dynamic Air Force environment, and support the range of required
communications from data to voice to video.

2.1.2 Communications Controller

Achieving the MetaNet concept requires development of a communications controller that interfaces to and
integrates the variety of communication assets. A communications controller will provide the functions
needed to fully use al available communications resources, including the following:

Interface to the communication asset

Selection of the best communication asset and routing over the selected system

Multiplexing of data on and off the communication assets

Management of priorities for routing of information

Security against access denial

Minimal cost routing.
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A communications controller allows use of al available assets (e.g., Iridium, Global Star, UHF SATCOM,
Link 16, Global Broadcast Service [GBS], fiber optics, and cellular communications) to provide the robust
connectivity needed for AEF operations, whether for aircraft en route or forward-deployed units.

A processor (see Figure F-5) provides the central functions of network management, priority and control of
communications access, routing and switching, diversity management, etc. Each connected communication
system has an associated interface and buffer controlled by the processor. These interfaces could be unique
cards associated with each communication system, a general-purpose interface card, or an interface through
aprogrammable radio providing flexible interface to a variety of communications links. An interface to the
users and information systems provides the input and output of the information streams, whether data,
imagery, voice, or video.

Users and Information Systems

4 . )

Processor
switching
router
network manager

L . . . buffers . )

GBS Link16 LAN Iridium Prog Radio
I
UHF Satcom, Link16, ...

Figure F-5. User and Information Systems

Thereis aneed to guard against the military’ s becoming just another “dial-up” customer on commercial
systems. In urgent situations, the Air Force must have leased or at least reserved capability. The
communications controller must provide the network access management to use such reserved capacity
along with the backup military communications to provide assured connectivity.

2.1.3 Aircraft Connectivity

Critical to the AEF concept is high-bandwidth, two-way assured communications to the warfighter
location, including en route aircraft. The communications controller described above will manage,
prioritize, and use available communication assets. I1n addition, the aircraft must have onboard arich set
of communication assets, including satellite, ground, and air links, and the ability to use commercia as well
as military communications.

To provide the required flexibility of communications, a*plug and play” architecture will smplify
installation of communication assets consistent with the MetaNet. This architecture has three elements:
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A reconfigurable set of antenna assets will allow the required flexibility in installing radios in
various frequency bands.

Reprogrammabl e radios, such as SPEAKeasy, will provide flexibility in the use of radio
equipment in accessing the various communications links. These reprogrammable radios can
increase flexibility in ground communications as well. The Air Force should continue to
invest in SPEAK easy-type systems such as the Joint Tactical Radio and extensions to
provide this capability.

The AEF requiresincreased range of connectivity because of its need for flexibility in
deployed locations. UAVs can provide a critical range extension function for connectivity
to both ground and air. DARPA is exploring the concept of a UAV communications node,
marrying SPEAK easy-type programmable radios with advanced UAV platforms. The Air
Force should continue to partner with DARPA in exploring this concept and adapting it
specifically to the AEF requirement for global connectivity.

Finaly, the Air Force must devel op the communi cations access controller described above to provide for
the integration of al connected communications assets.

The MetaNet concept of flexible communications requires the ability to use whatever communications
assets are operable in the operations area. Since these assets will be operating in avariety of frequency
bands with a variety of bandwidths, a flexible approach to antennas needs to be adopted. Efforts are
already underway to develop small, easily deployed antennas, both onboard and on the ground. These
efforts should be supported and directed toward such a reconfigurable and managed set of antenna assets.

Similarly, the need to provide connectivity through a variety of communications assets without requiring
unique equipment for each communications link demands a flexible radio approach. The SPEAKeasy
program is targeted at such capabilities in the 2-megahertz (MHz)-2-gigahertz (GHz) frequency bands.
SPEAKeasy-like radios, with their ability to operate over avariety of frequencies, bands, and modulation
types, would allow the needed flexibility. Such reprogrammable radios can then be used to provide
increased flexibility in ground communications aswell. The Air Force should continue to invest in
SPEAKeasy and related technologies to provide this capability.

2.1.4 Assurance of Connectivity (see Figure F-6)

The MetaNet approach of using all available communication assets provides alternate routing across the
diverse communication links and paths. Thus, failure of a single communication system does not cause
failure of connectivity. The communications access controller would smply select an alternate link
transparent to the user. This concept has been proven in multiple systems, including the ARPANET and
Internet, and is directly applicable to the Air Force assurance requirement.

Moving in these directions will provide the robust, high-bandwidth, global connectivity required for future
AEF operations. By using the high capacity, redundancy, and diversity provided by the commercial sector
in an integrated manner, the Air Force can satisfy the AEF needs in a cost-effective manner.

Availability of high-bandwidth commercial connectivity provides a second option for increasing the
robustness and antijam capability. Coding at the interface to the communication link can provide increased
processing gain at the expense of bandwidth. For example, coding of a 1-Mbps data stream onto a 1-Gbps
channel can yield an increase in processing gain of 30 decibel (dB). This coding can be done adaptively in
response to the changing environment and threat. Last but not least, military highly robust antijam links
can be used as an integrated part of the MetaNet and would be selected automatically by the
communications access controller based on threat environment and priority of requirement.
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Figure F-6. Responses to Communications Jamming

2.2 AEF Information Management

Information and its effective use are fundamental to the success of the AEF described in thisreport. 1nthe
past there have been very deep and artificial distinctions between various forms of needed information; for
example, most intelligence and its collection have never been directly controlled by operational forces. The
pace of an AEF cannot afford such distinctions. To conduct its missions an AEF must be totally integrated
in how it gathersinformation, how it usesiit effectively in decision making, and how it disseminatesit to the
forces for execution. Success of such time-critical operations demands that the Committee think of just one
integrated command and control (C?) information support system.

Battlespace awareness, i.e, al relevant information pertaining to the battlespace, including both enemy and
friendly forces, is the input to the C* process. The C? process, in turn, is what the commander uses to
arrive at future courses of action. The C? processis supplemented by computer-based decision aids which
in the AEF may be broadly distributed. Finaly, the dissemination of orders, with its attendant explanations
and conditions, goes to the executors. The result of those executions forms part of the modified battlespace
and the whole process proceeds recursively.

2.2.1 The Need for Information Integration and Management

An important aspect of the overall improvement in information management (IM) required by the new AEF
paradigm involves the automation and integration of the various components of planning and executing
contingency operations (see Figure F-7 which builds upon the efforts and technology of the DARPA
Battlefield Awareness Data Dissemination ACTD). The Air Force has made progress in replacing manual
tools and procedures with work stations running on alocal area network. However, the Air Force needsto
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better integrate the tools and processes used by operational planners, logistics planners, force protection
planners, and other functional areas. Clearly, operations must lead the process by defining the mission,
target list or other outcomes, weapon systems, and other basic parameters. Traditionally, however,
independent groups make operational plans and then pass them to other groups to complete the next phase
and implement the plans. This must give way to a more collaborative environment that ensures that plans
are feasible and represent optimum use of available resources. In effect, IM requires an automated
integrated product team (IPT), led by operations planners with participation by other functional areas and
supported by effective tools. An IPT will shrink planning cycle times, generate a better plan, and eliminate
the inefficiencies inherent in today’ s practices.
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Figure F-7. Information Management Provides the Right Knowledge to the Right User at the
Right Time

The key to success of our AEF concepts, based on austere deployment and employment of force, isthe
availability of information. The Air Force's present information push distribution systems will overwhelm
usersin amost any AEF operation without well organized combat information concepts, integrated with
training and exercises. IM means significantly more than just scheduling bandwidth. The Air Force must
conduct information planning simultaneoudy with mission planning. The operationa plan should have an
explicit IM annex that matches mission needs to chartered or designated collections and production.
Following planning, the Air Force must focus on execution. Collection, production, and order processing
all require specific attention to detail. The life cycle process needs tracking from initiation through in-
transit visibility to customer receipt and satisfaction. Workflow and document management tools can aid
authentication, delivery, storage, and disposal.

A federated system of infrastructure services will enable smple, timely, efficient, and secure awareness,
access, and delivery of information products from producers to consumers in a dynamic, multifaceted
environment.
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2.2.2 Information Management

Information management is crucia for deployments with limited resources, especially those at the AEF
scale. Today’s military communications capacity has yet to keep pace with requirements, and with an
increasingly rich infrastructural environment that can inundate an AEF. A recent Assistant Secretary of
Defense (A SD)/command, control, communications, and intelligence (Cal) command, control,
communications, and computers, intelligence, surveillance, and reconnai ssance(C“l SR) Mission
Assessment (CMA) concluded that DoD has only 25 percent of needed communications servicesin
deployed rear areas and only 2 percent of needed tactical communications. Until we have the MetaNet, and
even though there is currently not enough capacity, we need to live within our means (not to mention that
this contributes to the smallest possible communications footprint at any AEF deployed base). Thisisthe
challenge of information management: tailoring information for the AEF.

Information management should ensure seamless delivery of needed information via the enhanced Defense
Information Infrastructure (DI1), using both military and commercial systems.

At present the Defense Information Systems Network (DISN) forms the backbone of the communications
structure and is the only means of delivering information, regardliess of classification and releasability, to
joint (and coalition) warfighters worldwide. Moreover, leaving long-haul communications to DISA permits
the Air Force to concentrate on fielding AEF-mission-oriented plug-and-play hardware/software in
compliance with DII Common Operationa Environment (COE). The last level of Figure F-8 shows the
information manager communicating with the warfighter, which automates as much of the analytical
process as feasible. This function integrates the required information recourse aong with the technical
delivery system capabilities.

Information Management Concepts

INFORMATION
Ops req'ts ‘:’7’7’1’1'1'1’1’1 «Pare down information|

ISR req'ts — requirements to
Log req'ts absolute minimum

use of GBS

\ | *Manage comm
? | and network

priorities

«Automate information processingj
& analysis

Information Warfighter
Manager

Figure F-8. Information Management Concepts

2.2.3 Information Management Components

Our approach to information and distribution management in the near term includes streamlining of
requirements, increased use of GBS — including al currently available commercia direct broadcast
service (DBS) — aong with automated processing and management of communications. This can be
accomplished by cutting the required amount of information to the bare minimum. Increase the use of
GBSfor large data files to take the load off bandwidth-constrained networks to a mode less susceptible to
overload. Take advantage of automated process and analysis tools to quickly transform raw information
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into meaningful aids for decision making. In addition, manage communications to get the most out of
available capacity. Apply priorities for information at each stage of operations to use limited resourcesto
the best advantage.

The AEF IM concept parallels the use of other resources, keeping it to the minimum required — light, fast,
with asmall footprint, etc. Reduce the plethora of data by scrubbing reports such as SITREP

and INTSUM to the bare essentials. Keep the information requirements relevant to the area of
responsibility/area or interest (AOR/AQI). Carry relatively static information in digital form stored on
various media to avoid use of communications capacity. Removable media such as CDs provide stable,
high-density storage for maps, technical orders, and intelligence imagery. Where the information is more
important than viewing an image, update with machine-readable graphical reporting. For imagery, to limit
file transmission, update only changed portions of materials while in the field.

2.2.4 Global Broadcast Service

The GBS keeps large files off the switched network, decreases transmission time, increases overall
communication system effectiveness, and enhances operations. Imagery-intensive information, full-motion
video, or high-resolution single frames require considerable transmission time to meet analytical needs. A
GBS also could save considerable production and distribution time for hard-copy planning documents by
simultaneous receipt and reproduction at multiple distributed locations. Also, data essential for
underpinning the Common Operational Picture (COP) would circumvent delays caused by passing through
multiple switched networks.

2.2.5 Automated Data Processing and Analysis

Another way to increase individual productivity is to automate as much as possible of every important task.
Identify and rely on information producers to popul ate specific databases, and establish push-pull accounts
to keep both databases and customers current. Target information, battle damage assessment, and threat
conditions are examples of decision-making information that requires updating from several sources.
Where the process is difficult to automate, an “anchor desk” can be established for a team to correlate and
fuse essentia information. Automated analysis tools have proven to be effective programs to handle terrain
analysis for mobile missile search, conduct mission planning, and actually perform mission rehearsal.
Advanced technology demonstration (ATD)/automated target recognition (ATR)/ ATI, change detection,
graphical displays and the COP are examples of ongoing efforts to automate processes and include
analytical precision software tools.

2.2.6 The Information Manager

It iscritical to develop an information management system. This system must distribute access and
bandwidth to users across all classes of information services in accordance with AEF priorities. The
system also must be able to break through bottlenecks, get to the required transfer media, and do more than
allocate frequency and bandwidth — it needs to ensure that the correct information gets processed.
Leveraging limited capacity for effective use requires a solid knowledge of operationa requirements and
technical resource capabilities. Instead of traditional methods of alocating channels or bandwidth by
function and time blocks, we must do so in a dynamic manner based on the AEF commander’ s priorities.

We need to integrate the IM concept into the AEF and give the IM power over available communications.
The IM should review information needs and pare them to the bone. Intelligent software tools need to be
designed to process and analyze data, reducing the need for human intervention. The Joint Warrior
Interoperability Demonstrations (JWID) have been an excellent opportunity to test these concepts and will
be anatural setting for continued emphasis with the establishment of Service battlelabs. Thereisnot a
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single Service with a corner on the market: we can learn from the Army’s Force XXI digitized division and
from the Navy's1T-21, for example.

2.2.7 Manage Priorities

The Air Force needs to exploit efforts currently being pursued in both DARPA and DISA to obtain the
capabilities essential for our AEF concepts. To meet the required timeline and distributed nature of the
AEF missions, the Air Force must develop dynamic management tools and systemsto store, disseminate,
search, retrieve, edit, visualize, exploit, and integrate information in real time. These systems must exploit
and extend the capabilities of DIl COE and aggressively incorporate commercial devel opments to ensure
that the right information in the right form is at the right place at the right time.

The ability to employ comprehensive, rea-time information in atime-critical AEF operation requires a
system not only to gather and process information but to manage it aswell. Such management is naturally
software-based and an integral part of the system that supports the command decision cycle. Because the
range of command support activitiesis large and individual components complex, an information manager,
comprising a number of somewhat autonomous modules, works well. These modules will be specific to the
function they represent, provide the input/output (1/0O) needs of that underlying software, and act in concert
to accomplish the needs of the user(s).

Figure F-9 shows a useful breakout of the functions of the command cycle. Everything but the mission and
its associated information enters from a suite of sensors and other information feeds whereit is
consolidated into an integrated, real-time picture of the battlespace. The planning and decision-aid
segments have connecting arrows because of their strong interdependence. The actual decisions, their
attendant stipulations, and how and to whom they are directed form the final stepsin avery recursive
process.

The information manager assists the commander and staff by offering a consistent natural-language
interface and abilities to parse requests among the various functions available, to retrieve information, and
to display what it finds in a user-preferred way. It can invoke privilege or priority that an underlying
communication system can deliver and, because it is rule-based, can permit easy changes in how it
interprets such value statements. Collaboration-based subnets can be established or disestablished at will.
Attributes of such acommand support system have been mentioned in the 1996 SAB study on Vision of
Aerospace Command and Control for the 21st Century.
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Figure F-9. An AEF C? Information System

As an applications process in the current definition of the COE, the information manager can call on any
service therein. For example, it sets many of the parameters that guide the MetaNet’' s communications
controller in selecting carrier resources.

The information manager facilitates information storage and transmission by driving bandwidth
reallocation, affecting database management, driving network access management and coordination,
and prioritizing the information flow. 1t allows new information concepts such as push-pull, control
mechanisms, robustness, and fusion to really work. The information manager also enables automated
information presentation and assimilation for production, display, integration, and distribution. Most
importantly, it permits the integration of global capability for warfighting, information, and
communications architectures, empowering the AEF to fashion its own CI system.

2.2.8 An Information Facilitator

To flexibly deal with the wide range of functions in a command center environment and to provide a
consistent interface to the plethora of legacy and future systems involved, a system of software agents

is suggested (see Figure F-10). These agents can be complex, even performing tasks that may seem
autonomous to the user. But they are best thought of as away to interpret a user-defined task in terms of
the functionality available to them — that is, task-level computing.
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Figure F-10. Information Management Facilitator to the AEF

One version of software agents can be thought of as an interpreting shell around other software that
provides needed functionality. Such agents can return a parsed sentence, enable speech recognition, do
ballistic trgjectories, maintain calendars, display electronic order of battle, or perform a host of other
functions. They employ an interagent language and can be made to vie for the chance to meet a particular
need expressed by the user. They can use object technology, be Common Object Request Broker
Architecture (CORBA)-compliant, and be written in any language (e.g., Java).

Perhaps the best feature of such agents, though, is their modularity. They, and the functionality they
represent, can be used, reused, or exchanged as new or legacy software is needed. They provide an
isolation between software functions, so that strict, hard-coded interdependence among different
applications does not arise. One approach, termed an open agent architecture (OAA), has been used to
integrate a broad range of functionality with a consistent interface, which is nevertheless flexible in the
interaction modes.

2.2.9 Information Management Services

The information manager includes a series of tools and systems that provide the capabilities depicted in
Figure F-11.
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Figure F-11. Information Management Services
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Information management should be an integral part of both C* and support systems. The following
infrastructure services are essential for automated system planning.

Publishing services may cover awide range of products from relatively historical libraries to changing
technical orders for equipment repair and maintenance. The publishing concepts used for directives,
technical orders, and time-sensitive products such as an air tasking order (ATO) would benefit from system
development.

Retrieval systems need to integrate catalog, directory, and search services. Intelligent browser agentsto
travel the classified and unclassified networked systems will enhance techniques to identify critical
information elements and rapidly retrieve them to merge into displays for decision makers.

Subscription and delivery services relate to the push-pull for data or other information. Intelligent push can
submit information and identify changes to previoudy transmitted information. It isimportant to maintain
aversion control mechanism for identifying changes to preclude operating with out-of-date information or
requiring the customer to read al of a document to determine what has changed.

Part of atransport system should include notification to users, with afeedback system for non-delivered
products or services. A forwarding capability also should exist, since changing IP addresses for network
centric LANS creates problems for network administrators in tracking/assigning accounts. To create a
reliable system, transport services need to assure delivery. This also can mean that when a prime node
fails, other means or media should provide viable options for time-sensitive information.

Storage will vary based on numerous parameters such as frequency of updates and real-time or near real-
time requirements. A total mix of mediawill continue to be essential, including DISA’s data warehousing,
writeable CDs, removable drives, disks, or tapes,; and other magnetic or optical media.
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Finally, performance monitoring must be automated to conduct an ongoing analysis of the entire
information flow system. Metrics for quality, timeliness, and applicability to requirements should be part
of the IM toolkit.

2.3 AEF Battlespace Awareness

AEF missions demand complete and timely information. Battlespace awareness capabilities must provide
real-time understanding of the friendly, enemy, and geospatial situation. The short planning cycles, the
need for en route planning and rehearsal, and the need for continuous battlespace surveillance with
reachback to distributed resources drive AEF information requirements well beyond today’ s capabilities.

Thus, AEF missions are especially challenging because of their need for near real-time information

with minimal advance notice. This need in turn drives the need for real-time acquisition, fusion, and
dissemination of the best available Government and commercial data so that the necessary information can
be assembled in time; the need to create clear, consistent images of the battlespace and battlespace situation
so that distributed resources can operate without confusion; and the need to provide rapid access and clear
cognitive assimilation of information at all levels so that decisions can be made quickly and accurately.

It is only through an image- and video-based battlespace awareness system that AEF missions can reach
their full potential because it is the only way that information can be organized and communicated
successfully. This observation has far-reaching consequences such as the need for a broadband AEF
communications infrastructure.

Asaresult of comprehensive battlespace awareness, AEF missions will make use of new operational
concepts such as self-synchronizing forces, accelerated speed of command, tactical decisions empowered at
the lowest levels, ability to deceive and influence, knowledge and judgment to better manage uncertainty,
and increased ability to detect and prioritize targets of high value while protecting our own forces.
However, implementing these concepts will require an unprecedented emphasis on timeliness, accuracy,
control, coordination, and clarity of information.

2.3.1 AEF Battlespace Awareness Challenge

Creating a common, rea-time, image-based AEF battlespace awareness system presents a grand-challenge
problem of integration, processing, and information management (see Figure F-12). Current technology,
systems, and organizations cannot provide the needed level of performance.
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Figure F-12. AEF Battlespace Awareness Challenge
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Creating the solution will require a serious, sustained effort. Battlespace awarenessis one part of the
overal AEF IM system, described in the previous section. The solution must solve the problems of real-
time integration of ISR with command, control, communications, and computers (C*) management; real-
time fusion of al relevant Government, publicly available, and commercial resources; and tailorable
presentation of information on different computer platforms, from immersive virtua reality systemsto PCs
and future Web TVs.

AEF battlespace awareness requires that national, theater, organic, and commercia surveillance and
reconnaissance collections are performed as a single, integrated process. Thiswill require real-time tasking
of the appropriate collection resources and real-time automated processing for cueing, attention, and
tracking with both ATR and assisted ATR. Today only a small fraction of the data collected is exploited.
This problem will dramatically worsen over the next decade without powerful, real-time ATR tools.
However, ATR isadifficult technical problem. Initial successwill come from ATR (i.e., human-in-the-
loop) systems.

In addition, the design of battlespace awareness systems must support numerous applications such as rapid,
accurate targeting and battle damage assessment (BDA); dynamic, distributed, continuous collaborative
planning; en route mission rehearsal and embedded training; and information warfare (IW) and spectrum
dominance monitoring, planning, and execution. The wide range of AEF missions will require a suite of
many other application-specific capabilities. The commercial world can provide many capabilities as long
as the government adheres to the best commercial practices and standards.

2.3.2 A “System of Systems” Built on a Geospatial-Temporal Framework

AEF battlespace awareness requires the development of its own * system of systems’ that includes
collection, production, applications, and distribution to provide useful information in area-time
environment. The goal of AEF battlespace awareness is to ensure that we do this significantly better than
our adversaries.

The AEF battlespace awareness “ system of systems’ requires the creative integration of collection
resources, GPS and other geospatia location systems; storage and distribution systems; afamily of
processing tools, such as change detection and ATR; search tools, such as the Netscape Navigator; and
applications, such as distributed, collaborative image exploitation. In addition, this “system of systems’
must fit within the larger context of the overall AEF information management system, which includes all
mission functions, such as communications control, logistics, smulation and training, planning, decision
making, and tasking. Data must be represented in aform to alow real-time correlation and fusion.

A critical element in the AEF battlespace awareness system is the creation of content. This creation
involves afamily of processes, tools, data representations, and databases. The databases will contain
layered, separable information about the geospatial history and status of the world. It will consist of data
for maps, digital terrain elevation data (DTED), GPS, images, video, weather, and collateral data. The
databases will need to facilitate the real-time insertion of additional data from both Government and
commercial systems, along with fast search and ATR. For example, properly designed multi-resolution
image representations can have a profound impact on the speed and accuracy of change detection, search,
and fusion.

Collectively these capabilities create a worldwide database for global awareness. The minimum global
awareness system consists of a set of “frameworks’ for geospatial coordinates, time, and elevation data.
This geospatial-tempora framework provides the basis for more detailed and specific content creation,
such as that needed for battlespace awareness. The creation of these fundamental database structuresis
primarily the role of NIMA. Many Government and commercia organizations will provide specific
content.
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Although the global awareness system will provide the initial AEF baseline capability for battlespace
awareness, in times of crises AEF missions generaly will require considerable enhancement of their fidelity
over aspecific region (e.g., approximately 300 miles square) to be useful. In addition to Government
sensor resources, commercia satellite systems will play an important role by providing additional imagery
and histories, particularly of unfamiliar regions. Fortunately, in most cases there will be prior notice that a
region may become an AEF mission area. AEF missions require real-time fusion of NTM and Theater
sensors, UAV and hand held video, bio-detectors, ground sensors, etc. Thus, there generally will be time to
create more compl ete battlespace awareness databases and associated mission planning, training, and
analysistools.

We refer to the need for real-time processing and display as a requirement for AEF battlespace awareness.
“Real time” is defined by the application, but increasingly “real time” means within a fraction of a second.
For example, UAV digita video has alatency of hundreds of milliseconds. In certain surveillance
applications, this video needs to be seen in real time, fused with other image, DTED, map, and signals
intelligence (SIGINT) information. Other collection resources have, or could have, low latencies that could
be beneficially observed and fused with other datain real time.

Data structures and other architectural el ements of the system must be designed to support the need for
real-time processing and display. Other mission requirements will help drive the system in this direction.
For example, video for distributed mission planning and smulation will become a normal feature of future
systems and establish high-speed communications links.

In addition to content creation, the database must deal with multilevel security and related issues of data
authentication and personnd identification. The latter will become more important as hierarchies are
flattened by these information systems. Continuously monitoring biometric identification systems, such as
iris identification, will be widely used.

2.3.3 Leveraging Developments in Commercial and Consumer Zeitgeist

As stated, the Air Force faces a considerable challenge in creating a comprehensive battlespace awareness
system. Fortunately, interest and business potential is growing for most of the core technologies and
systems required for such an endeavor. The Air Force must aggressively leverage and ensure compatibility
with these developments to both maximize performance and minimize cost (i.e., leveraging the commercia
and consumer zeitgeist).

Trends show that the commercial satellite imagery service market will soon be a multibillion-dollar-a-year
business. Many devel opers around the world with unique features are attempting to create businessesin
specific market niches. Within three years, more than 30 surveillance satellites will operate internationally.
These will create content and many of the tools and capabilities needed for battlespace awareness. The Air
Force should work with government and industry around the world to hel p influence standards that
maximize interoperability.

In addition, the general area of sensing will explode over the next several decades. Data types will
proliferate. Multispectral, hyperspectral small biodetector, and novel ground sensors will claim
importance. Digital video on UAV s and other platforms will become awidely accepted data type and will
be used in distributed collaboration, logistics, and telemedicine. Starting in 1998, high-end PCs will
include avideo camera. Web-based sensing of sites around the world will proliferate. Every platform,
including humans, will become a potential source of sensing data. Digital high-definition television will
transform the entire consumer communications infrastructure over the next decade by providing over

18 Mbps of packetized data per channel. Massive data storage systems and fully interactive information-
on-demand systems will be part of the consumer landscape. Digital satellite television, already the fastest
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growing consumer product ever, will continue to expand and become a huge worldwide market. The
prospect of 20 Mbps video offers the promise of alow-cost, high-performance infrastructure. Information
navigation and search tools will become major market areas. Cost of software application tools will
plummet, functionality will soar, and, as aways, content will rule.

In addition to the above, the AEF battlespace awareness system and the previoudy discussed information
system should exploit other powerful technologies, such asthe Web. The Web is creating entirely new
paradigms for collaboration and data search, as well as new models for broadcasting, such as data-push.
The Web' s bandwidth will increase to tens of megabits per second over the next decade. It will become a
true image- and video-based medium with direct parallels to capabilities needed for battlespace awareness.
These conceptual models and technol ogies must be integrated into the AEF battlespace awareness.

Air Force systems should emulate these conceptual models and integrate the best technologies into the AEF
battlespace awareness system. For example, data-push can combine with mission-specific computer-screen
icons (e.g., for logistics, collection tasking and coverage, UAV video, and battle orders) that when clicked
open up screens with the latest, updated information — that is, a pointcast-like service for AEF missions.

AEF battlespace awareness systems will aso have the ability to borrow concepts and technol ogies from
other commercial information services. For example, Bloomberg Financial Services provides real-time
financial information. Bloomberg aggressively uses state-of-the-art collection, communications,
computing, and presentation technologies to provide customers with the best, most timely information.
Battlespace awareness efforts can provide similar value for AEF missions.

2.3.4 AEF Battlespace Awareness Information Services Provider

The AEF battlespace awareness system is defined by the need to respond quickly and provide real-time
information in a clear, compelling fashion. The new Air and Space C* Agency should create an
organization and system concept with afocus on providing this new service.

The Information Service Provider (see Figure F-13) will be part of the creative integration of a“system of
systems’ that will include collection resources, GPS and other geospatial location systems, storage and
distribution systems, and afamily of distributed processing tools and applications, such as content creation.
Global and battlespace awareness will provide access to afamily of layered databases of the best
information as rapidly as possible from whatever location. This requires afundamentally different Service
view within the Air Force with, like Bloomberg, a dedication to providing real-time information to support
the AEF or to field a battlespace awareness AEF.

F-22



Appendix F: Command, Control, and

Information
Info AEF Users
Providers Operated by
Com’l Numerous Collection Management
Automated Planning
Nat'l NIMA/NSA - - Training
Information Service Fusion
Theater| JIC/JAC Provider .
Nodal Analysis
ks Sensor Tazfiizf;;r?cx:rﬂzaias;'updallng (D VAR RECOFIHEN
Cognitive Understanding

Anchor Desk

AEF
NTM/DOD / DOD/Commercial
Info Bases e Sensors
“““““ ;/, . % Asset Scheduling

. Assets Available
Commercial
.. U-2 |Rc-135] UAV INRO | NSA |E-
Info Bases e, "

Range

Py

Resolution] 3
Task Plan P
2

Freq Cov

Capability/Tasking

Figure F-13. Battlespace Awareness Information Service Provides Real-Time Information
Support

Business arrangements must be set up with the best information sources around the world. The Information
Service Provider would dynamically task U.S. collection resources, integrate these Government and
commercia resources, and produce products useful for different AEF missions. It would cut across al
U.S. intelligence and DaoD organizations to produce the needed integrated, real-time results. Asa
consequence, the Information Service Provider would help &l intelligence organizations to streamline their
operations and accel erate their technological advancement.

The Information Service Provider will leverage the emerging Web paradigms for collaboration and search.
This approach not only leverages technology, it leverages the conceptual paradigms and skills that will
become common to al.

2.3.5 Simulation and Modeling in Support of AEF Battlespace Awareness

It is generally believed that Government ISR resources are difficult to understand and task. Radar images,
for example, can have shadow regions that prevent imaging of obscured objects. The speed of AEF missions will
demand that these capabilities be well understood and accurately communicated. Interactive visualization,
training, and simulation tools will allow for a common understanding of what is possible. An example is the Joint
Chiefs of Staff (JCS) ISR interactive visualization system under development to train users in the capabilities and
use of ISR resources.

Also, since the concept of operations (CONOPS) for AEF missions cannot be completely specified, the
generation of simulations based on battlespace awareness capabilities will become an important service in
support not only of AEF missions, but aso joint and coalition operations as well. Simulation and modeling
technology will provide tools to assist C? planners, commanders, and warfighters in their C* planning,
decision, and execution processes. Smart interactive tools can aid in providing faster-than-real-time
assessment of alternate courses of action (COAS) for particular theaters and situations. These assessments
will leverage communications and Web developments to allow distributed staff and joint planning. As new
situational data become available, the simulation databases can be automatically updated and the
assessments quickly reevaluated. Beyond the traditional assessment of battle outcomes, embedded smart
algorithms can help assess broader economic and political influences and issues. Redlistic visualization of
the promising COAs can aid in both selection of the COA and its execution.

Simulation and modeling tools will need to be developed for use at various levels of fidelity and
sophistication, from very-high-definition Pentagon systems to laptops used by deployed forces.
(It isinteresting to note that children now can play interactive games that teach about Jane’ s ships.)
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2.3.6 Battlespace Awareness as an AEF Mission Itself

The AEF battlespace awareness system can support AEF missions or act as a stand-alone mission (see
Figure F-14). The ability to rapidly deploy AEF battlespace awareness resources could provide rea -time
ISR, IW, public exposure, or deception. It could provide aworldwide Government “CNN” capability. The
Air Force could find such abilities increasingly advantageous to prove to adversaries our understanding of
their capabilities or to manage world perceptions. Accurate, believable information disseminated
worldwide about a crisis or conflict situation may aid in the decision making process and gain public
support and international cooperation, in addition to supporting deploying forces.

Although reconnai ssance and surveillance satellites will continue as major sources of battlespace awareness
for an AEF, often for poalitical reasons the U.S. will need to provide a more obvious indication that
activitiesin aregion of the world are being observed. Existing deployments in such casesinclude asingle
type of aircraft or severa operating independently. In the future, battlespace awareness AEFs need to
operate collectively and require a deployable C* element when deployed independent of combat forces.

Battlespace awareness is an essential element of the Information Superiority core competency.

The consolidation of all ISR assets into a single organization, whose commander is assigned the
responsibility to integrate their capabilities into a single battlespace awareness system, would assist in
building this AEF capability and the eventual integration of sensors operations and information.

Joint Surveillance, Target, and Attack Radar System (JointSTARS) ground surveillance should become the
foundation of future battlespace awareness AEFs in which aircraft are deployed and integrate UAV
capability into a coherent view of activity. Airborne battlespace awareness AEFs will require rapid
deployability to lead, or smultaneously deploy with combat forces.

» AEF requires global
capability for
Battlefield Awareness

» Rapidly accessible
real-time information
from ISR assets may
be only AEF mission
required

* JFACC must be able
to dynamically direct
and integrate C2|

Figure F-14. Battlespace Awareness As an AEF Mission Itself

F-24



Appendix F: Command, Control, and
Information

2.4 Geospatial Position, Navigation, and Timing

A common, geospatial and temporal reference system will lay the foundation for all future military
operations. Moreover, AEF commanders will prefer weapons using GPS and inertial navigation system
(INS). GPS navigation and landing systems will permit remote Air Traffic Control (ATC).

To achieve the needed operationa efficiencies and battlefield awareness, the AEF requires a common
geospatial and temporal reference system. Therefore, the Air Force must field position, navigation, and
timing systems beyond the current GPS with improved geospatial accuracy, antijam, and survivability to
enable precision weapons delivery, remote ATC operations, and geospatially based information fusion.

2.4.1 A Geospatial-Temporal Framework

Meeting AEF operations timelines demands a common framework for creating and integrating battlespace
awareness products. Battlespace awareness requires alarge family of databases that contain layered,
separable information about the status of the world. A framework currently being developed to be fielded
by National Imagery and Mapping Agency (NIMA) includes maps, terrain, imagery, video, weather
forecasts, and other information. These data have varying resolution, completeness, timeliness, and
accuracy. This step toward a global geospatial and temporal database will alow integration, fusion, and
correlation of other formatted datain real time. Global capability will provide initiadl AEF baselinesin
times of crisis when regions will need to have their fidelity dramatically improved. Commercia data will
play an important role in providing baselines and time histories. AEF missionswill require rea-time fusion
of national and theater sensors, UAV's, hand-held video, and other information sources. Other AEF
distributed content creation and distribution requirements include multilevel security, emphasis on data
integrity, security, authentication, and personal identification (including continuous biometrics).

A precision position, navigation, and time-referenced battlespace will enable precise target location. In
turn, these location data will permit dynamic retargeting, dramatic improvement of kill probability, and

a significantly reduced logistics tail. Simultaneoudly, this location data will maximize the effect of
weapons capabilities. For the first time, the Air Force will have pinpoint control of resources, and
comprehensive, cooperative engagement. Furthermore, this common geospatial and temporal reference will
allow dispersed C? of forces, new levels of fusion, a common grid for all sensors, and redlistic trend
anaysis.

The Air Force needs to craft along-term PNT service rather than just a system. Given that the United
States, and indeed the world, is not now receiving or expecting to receive all of its PNT capabilities from
the GPS, it should explore the possible evolution of aglobal PNT service prior to locking into afuture plan
for the GPS system. This means defining what PNT services the users (military and civil) require and how
best to provide those services rather than merely focusing on what any given system, or any evolution of a
system, can provide as user services.

GPS development and evolution always have been impacted by a number of factors and constraints. First,
there has never been a single mission user that needed a GPS system in the sense that our strategic nuclear
forces needed a system to provide warning of nuclear attack. This dictated that the decision to develop and
deploy GPS be made at the Office of the Secretary of Defense (OSD) with the need driven from the top
down.

Second, technology limitations at the time, combined with a requirement that the capability not be
dependent on foreign basing, dictated a space-based solution.
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Third, when the decision was made to assign devel opment responsibility for the entire system to a program
office at the Air Force Space and Missile Systems Center, fielding of a self-contained stovepiped system
was inevitable at the time.

Finally, when responsibility for collecting and advocating user needs was assigned to Space Command —
where they needed to work through established and rigid DoD processes (mission need statement, Joint
Operationa Requirements Document, program management directive, etc.) — the ability to focus on the
full range of “user operational” needs was limited. The process does not easily respond to non-DoD needs,
and the real users of PNT services had to work through a Space System Operator to develop needs that

may or may not be best satisfied by a space system. The result has been the continued implementation of a
stovepiped system defined, developed, and operated by the Air Force space community — which has done a
finejob in spite of al these constraints.

The current GPS I11 efforts to define the system’ s future evolution, coupled with the recent establishment of
the Interagency Executive Board chartered to manage GPS and all of its U.S. augmentations, may provide
an opportunity to step back and take an operations needs—driven look at PNT Service requirementsin
general. However, any such effort should include not only GPS and related augmentations as solutions to
PNT needs, but also should consider other capabilities that could provide these services, including inertial
systems, other time-transfer systems, and other viable techniques for satisfying users' position, navigation,
and timing needs. We need to get out of the stovepipe view and optimize our investments across the entire
PNT mission area.

Any attempt to address the spectrum of global PNT service needsto look at whether the service should or
can be provided by a single system, or whether it should or must be provided by a combination of systems.
One of the advantages of a space-based system isthat it can provide a global service with uniform
capability and may do so at less cost than a distributed ground- or air-based system. However, not al PNT
users require the same level of service at al times. For example, an aircraft in flight requires different
levels of accuracy and integrity (assured accuracy) in each of its flight regimes (en route, approach, air-to-
air and air-to-ground military operations, and landing). In the same way, land navigation requirements are
the most stressing in situations where targeting or collision avoidance is the issue, and then relative
positioning may be the real requirement rather than absolute globa positioning. This has led the FAA and
the Coast Guard to develop wide-area and | ocal -area augmentation systems with different (enhanced)
capabilities. An extension of this concept would be to deploy agloba system to provide abasic level of
service, accuracy, and integrity, and then to deploy a series of augmentation systems to provide enhanced
levels of service in those areas that require improvements. This type of architecture could then be
expanded to include application-unique enhancements such asinertial, dead-reckoning, laser ranging, and
other. Another extension would be to provide aglobal service at an approved civil or international
capability level, with amilitary or national security level of service being added by a separate global or
local overlay. Which of these or other approaches would be most appropriate is not clear, but thisis an
issue to consider.

2.4.2 GPS/Inertial Weapons As the Weapons of Choice

Advances in GPS technology and demonstrated enhancements to the GPS infrastructure have proved the
ability to supply the GPS signal-in-space to an accuracy of better than 1 meter. This capability enables the
concept of precision weapon delivery to atotal circular error probable (CEP) of fewer than 3 meters using
an augmented GPS guidance system. Such weapons are inherently low cost and all-weather — both
significant advantages over other precision weapon concepts.

F-26



Appendix F: Command, Control, and
Information

To maximize the effectiveness of GPS-guided weapons, two issues take priority: (1) assuring the precision
of the munitions delivery and (2) assuring the availability of the GPS signal (even in the presence of enemy
countermeasures). Ongoing GPS development activities address both of these issues.

Differential GPS (DGPS) methods have already been employed to demonstrate the improved positioning
performance possible with GPS. Sub-meter accuracies are possible when the GPS system errors are
corrected. However, because a communication link to the munitions is needed to recelve the DGPS
corrections, this approach has not met with full user acceptance. In the far term, the Air Force must adopt
an autonomous approach to achieve full operational effectiveness for wide-scale precision weapons
delivery. However, in the mid-term the Air Force should investigate the use of a UAV for the relay of
DGPS correction signals.

The EDGE and WAGE programs both have demonstrated the ability to communicate GPS corrections
through the navigation data broadcast by the satellites. Thisinterim capability allows for precision of less
than 3 meters CEP to be provided into a modified GPS receiver. The infrastructure needed to support
wide-area differential GPS operation consists of a dispersed network of ground reference stations. The
GPS satellite data collected from these reference stations is processed to compute the in-theater GPS
satellite corrections, which then are relayed to the GPS master control segment for insertion into the
navigation message. The differential corrections then become part of the GPS navigation data that needs to
be downloaded to the munition before it is deployed.

The Accuracy Improvement Initiative (All) proposed for GPS (but as yet unfunded) will enable 1-meter
signal-in-space performance to be achieved directly from the satellite broadcast. Thiswill involve an
expanded network of ground monitoring stations (which also increases the redundancy of the ground
segment), improved satellite ephemeris estimation, and frequent satellite uploads to correct for clock drift.

Any of the previous methods described (DGPS, WAGE/EDGE or the GPS All) will support weapons
delivery with less than 3 meters CEP. The choice of GPS augmentation for precision wesapon ddlivery
becomes a question of maximizing operational effectiveness.

The ability to continue precision munition delivery in the presence of enemy countermeasures is discussed
in Section 1.2.6.4 (page 34).

The DARPA Micro-Electro Mechanical System (MEMS) program has achieved significant advancesin
inertial instrumentation resulting in a miniaturized, low-cost INS. For air-to-ground munitions with a short
time of flight, high-precision accuracy can be achieved with arelatively low quality INS. For short times
of flight, the dominant error source for an inertial navigation system becomes the level to which it can be
initialized from the aircraft (e.g., position, velocity, or heading). Even without continuous GPS corrections,
with correct initialization onboard the weapon’s delivery platform, the weapon’s INS can sustain an
accuracy of 10 to 20 meters for short times of flight (less than 60 seconds). However, with the improved
MEMS upgrades, accuracies of 2 to 3 meters have been achieved.

The integration of GPS and INS technology provides a robust, high-accuracy guidance capability for
munitions delivery. The performance of existing GPS/INS weapon systems, such as the Joint Direct
Attack Munition (JDAM), have already proved the effectiveness of precision weapons as a force multiplier.
With the GPS performance and antijam enhancements in development, further accuracy and robustnessin
“smart” weapons can enable fewer than 3 meter CEP weapons delivery.
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» Sensors must be digital and capable of
deriving precise target coordinates

» Sensor products need geospatial, temporal
referencing for electronic integration, archival
and retrieval actions

» Every pixel must be a 3-D coordinate

» GPS improvements would provide reliable ﬁl
one meter accuracy and antijam capability
Figure F-15. Precision Delivery Requires Precise Target Location

To capitalize on the ability to find, fix, track, and target any object on the globe, the AEF must geospatially
derive precise range, elevation, and azimuth to the desired point (see Figure F-15). Once this information is
determined and transmitted to the appropriate weapon system, GPSYINS-enabled weapons will achieve the
desired results.

2.5 C?l System Assurance

Commanders worry about catastrophic failure of combat systems on which they must depend. The Global
Grid concept inherently provides increased reliability through diversity and redundancy. A wide variety of
dynamically controlled military and commercia links significantly assures the communications
connectivity. Information and communications controller features of the MetaNet must provide for
controlled degradation of performance as bandwidth is reduced or communications links are eliminated.

2.5.1 Information Warfare

The increased dependence on modern information technology offers the opposition an opportunity to

an Achilles hedl if the Air Forceis not careful to block the many access paths. At the sametime,
aggressive use of these techniques will minimize the loss of life on both sides. The myriad uses of
specialized software and hardware complicates the opposition’s ability to access the Air Force system, but
the Air Force move to a more compliant architecture will make the attack easier and increase the risk for
greater damage. Therefore, the Air Force must design al future systems to be tamper-free.

End-to-end encryption as promised by the use of Fortessa-like encryption cardsin al laptops and terminals
will greatly reduce the access to our circuits. Gateway monitoring for illicit attempts provides necessary
detection and isolation of the attempted activity. An enhanced quick reaction IW response team can
provide the means to recover from an attack.
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Physical security to protect all hardware and disks, even unclassified, will reduce the likelihood of access
that will allow the aggressor to monitor, control, or deny our use of systems. Access verification is the first
line of defense of an information system. The retina pattern and fingerprint comparisons provide an easy
approach to assuring the user proper identification. Passwords still have a place in layered defense.
Multilevel security access limits also add protection. The total security package must have an in-depth
architecture that can be continuously monitored and upgraded.

2.5.2 Connectivity Assurance

The $40 billion commercial SATCOM revolution will be in operation in 4 years. The Air Force must start
preparation now to take advantage of the plethora of commercial satellite systems with exceptional
bandwidths of up to 2.048 gigabits. This new technology will alow an architecture that provides an
assured reachback capability through multiple robust circuits, augmenting the military system. This
diverse capability dramatically reduces the current concerns of jamming, interference, IW, and terrorism.
Instead of having communications anchored to the military frequency band, commercial SATCOM will
allow communications to be distributed throughout the mass of commercia and civil traffic.

The concept of a distributed staff depends on continuous communications that must have the redundancy to
assure connectivity under stressed conditions. If care is not taken, communications could be the Achilles
heel of an AEF deployment. The detection of the AEF s radiofrequency (RF) signature will provide the
opposition information on its build-up and expected arrival time. The steadily increasing dependence on
communications, computers, and GPS provides opportunities, even for Third World countries, to disrupt
the AEF deployment.

The basic system architecture proposed for an AEF was conceived to meet the stressing situation of
wideband communications en route. The selected architecture has an overabundance of available
communication paths and bandwidth that enables the user to automatically select the optimum channel
available. Thisresultsin aredundancy that assures the desired connectivity during equipment
malfunctions, co-channel interference, and jamming. A narrow-band surviva link provides the

service channel for switching circuits and reconfiguring the hardware and antennas to the next-best
communications link. 1f this backbone lineislost a priority link sequence will engage. To ascertain the
availability of diverse circuits, continuous loop probes aid the selection of avalid current access. Bit rate
monitoring on each circuit will dynamically allow the redistribution of dataif the circuit fails for any
reason. The use of numerous independent communications systems that are spread out physically and
spectrally provide the confidence that communications will be possible. Today’s end-to-end encryption
systems can ensure information integrity.

The Air Force can adapt the very wide-band commercia system to provide either antijam or reduced
antenna size for inflight use. When the 1.2-Gbps data rate available is reduced to a 1.2-Mbpsrate, a 2-
inch dish can replace the usual 5-foot dish. On the ground, a full-sized dish can be used. The reduced
bandwidth mode will then provide a 30-dB margin where the jamming thresat is greatest. The current BBS
wideband broadcast requires a 2-foot dish for its 30 megabits (Mb) of data. If the rate were reduced to an
acceptable 1 megabit while continuing to spread the data at a 30-Mb rate, a 15-dB system processing gain
would beredlized. Thiswould allow a 4.5-inch dish that could use a sextant dome to provide a collection
aperture for airborne broadcast reception. The tracking required could be limited to azimuth only, since the
smaller antenna has only an 18-degree beamwidth and the elevation angle could be manually set aslong as
the aircraft holds roll to less than 9 degrees. Data throughput rate should be matched to the available
signal-to-noise rate or jammer activity. To maintain reliable communications even under extreme jamming,
the data rate could be reduced to 1.2 kilobits, providing protection in a 60-dB jammer-to-signal ratio, for a
resultant of one million to one. This certainly provides assurance that messages would get through.
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The current antennas needed to provide diversified SATCOM access do not match the AEF s need for
inflight operation and simple, lightweight ground deployment. A single antenna does not allow broad-
spectrum coverage (UHF to millimeter wave). An azimuth and elevation tracking el ectronically steered
antenna will provide access to nonsynchronous SATCOM and enable inflight operations.

The return path requires more attention, because if the local radiated signals are detected they will provide
atip-off of the upcoming operations.

Using the GBS concept in aforward broadcast mode and INMARSAT, Teledesic, or other commercial
linkback systems for the return link would provide some cover that would not be found in the normal
military frequency bands. Their elevated antenna look angles could be augmented with null patterns on the
horizon. High-frequency automatic link establishment (HFALE) aso could be used to provide alow-data-
rate response and request channel. The HFALE could be covered with a high-powered ground-based mask
to hide the high frequency (HF) response signals.

The current use of narrow UHF military band is the key search spectrum when looking for U.S. military
build-ups. In addition, the reliability problem with UHF SATCOM is not fully appreciated. Problems
experienced in the Bosnian theater are believed to be the result of co-channel interference and low look
angles. The elevation angleto EASTPAC 72 is 18 degrees, and to ATL 23 West is 27 degrees. Most UHF
airborne SATCOM antennas point up at 90 degrees with broad nulls forming on the horizon. The needed
circular wave polarization also is a problem at these low look angles. The development of a quality
airborne antenna with auto null steering or at least a sharp null on the horizon is urgently needed for
airborne UHF SATCOM.

2.5.3 Jamming Concerns

Jamming has a renewed importance for AEF operations as it becomes more dependent on C* systems.
If the AEF isto use the needed reachback architecture, it must ensure dependence on these systems.

To prevent jamming, an AEF system must avoid identification as a hostile communication circuit or
emission. The use of commercial systems for AEF applications will spread its data through diverse routine
traffic, making the access very complex for the attacker. Antijam protection on existing systems can be
provided by adapting the data throughput, allowing normal power to dwell longer on each hit of
information where necessary. Thiswould improve the signal-to-jamming ratio, effectively reducing the
jammers range. Using the AN/TSC-85 as an example, the current 4.6-Mb data rate that carries 96
channels of 16-kilobit (kb) voice could be adapted to reduce the effects of jamming by 30 dB (1/1000) if
the modulation rate were dowed to only one voice channel using the entire bandwidth and power. If the
jammer-to-signal ratio were less than 30 dB, then additional channels could be added dynamically to match
the needed signal-to-jammer processing ratio.

2.5.4 GPS Jamming Concerns

The AEF will lose the tremendous gains of using GPS to control smart weaponsif the opposition is alowed
to jam the system. Only dramatic upgrades will avoid thisthreat. The enemy can easily use off-the-shelf
troposcatter hardware to jam GPS operations. By shifting digital troposcatter systems like the U.S.
AMTD4 down 8 percent in frequency to the GPS range, a user can produce 10 kilowatt (kW) with data
rates up to 8.5 Mbps. A small 200-watt drum-sized package could be assembled from modified ham gear
at acost of $3,000, will dlow alarge distributed field deployment.

The Air Force can combine a variety of demonstrated techniques for arobust battlefield capability,
including adaptive nulling antenna arrays, integration and fielding of the numerous receiver upgrades
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available to provide matched dynamic tracking and increased dynamic range, and airborne UAV-carrying
pseudo-satellites (pseudolites which provide high-power and close-in GPS navigational data), which will
overpower jammers. Developing and using out-of-band pseudolites with GPS down converters for
weapons, developing cheap radiation homing weapons for GPS and military communications frequencies,
and developing ajoint jamming evaluation group will also counter the effects of jamming. The appropriate
combination of these to obtain 30 dB of processing gain will decrease the effectiveness of a 60-mile jammer
to 1% miles and alow an inertial system to provide the desired weapons accuracy.

Figure F-16 depictsin graphical form the relationship between the jammer size and the GPS receiver
antijam capability that determines the target protected area. The current military receivers have a jammer
tolerance of 54 dB above the received signal levels from the satellites. Using advanced receiver
improvements and nulling antennas in the future, the AEF can raise the tolerance level to a combined level
of 98 dB. This44-dB increase in protection will reduce the protected target area against a 1-kW jammer
from a 190-km diameter circle to a 1.2-km diameter circle. The AEF can even raise the jamming margin
up to 120 dB, reducing the protected circle to a 184-meter diameter. At the 120-dB level, the enemy must
use psuedolites and homing weapons to offset this capability. A HARM missile tuned to the antijammer
frequency can negate this jamming effort. (see the area colored red [shaded area above 120 dB] in Figure
F-16.)

Figure F-16 highlights current and future capabilities. Asthe Air Force improvesits system, the opposition
can increase its effective radiated power up to approximately 100 megawatts before it becomes too costly
for the jammer to continue. Thus, antijam weapons provide an effective capability.

| Homing Weapons or Psuedolites Required |

GPS Anti-Jam Capabilitty (dB) Jammer ERP

Best Case
(120 dB)

190 km for 54 dB A/J

/&Best Case

184 m at 120 dB

i

For a 1 kw Jammer

10*
600 m 10 km
Range to Jammer (m)

Figure F-16. Potential Exists to Alleviate GPS Jamming
The number of jammers that might be deployed in the target areais an unknown, but the antenna nulling
system must be capable of forming multiple nulls. Figure F-17 depicts the range of protection achieved.

A significant upgrade to the troposcatter jammer conversion could be realized by using an L-band radar
antenna and pedestal. The aperture would be equivalent to a 30-foot dish with the gain over 40 dB. That
resultsin a beamwidth of 0.45 degrees for 0.25 dB and 1.5 degrees for 3 dB beamwidth. The narrow beam
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developed from the large antenna will require an accurate radar vector to assure illumination of the target
area. Colocation with a search radar that would provide the pointing azimuth would be the smplest
solution, but they could be separated significantly. A remote mountaintop location would give the jammer
better low-altitude access.

Using this approach, an areawith a diameter of 120 kilometers could be protected, even from areceiver
capable of defeating a 120:1 dB jammer-to-GPS ratio. This demonstrates the need for radiation homing
weapons that can operate against GPS and communi cation bands, for use against enemy jammers.

DIRECTED JAMMER CONCEPT
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Figure F-17. Directed Jammer Concept

2.6 Recommendations

A variety of techniques have been demonstrated and should be combined to provide a robust battlefield
capability. They are
Use adaptive nulling antenna arrays.

Integrate and put into use the numerous receiver upgrades available to provide matched
dynamic tracking and increased dynamic range.

Use airborne UAV pseudolites to overpower jammers.
Develop and use out-of-band pseudolites with GPS down-converters for weapons.

Develop a cheap radiation homing weapon targeted to GPS and military communications
frequencies.

Develop ajoint jamming evaluation group.

Using the appropriate combination of these efforts to obtain 30 dB of antijam capabilities will decrease the
effectiveness of a 60-mile jammer to 1.25 miles, alowing a GPS inertial system to provide the desired
Weapons accuracy.
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3.0 New Operational Concepts Enabled by New Command and Control Capability

The above C? enablers naturally lead to new operational concepts and even new AEF missions. The
following sections give some examples of these new concepts, which are aggregated into two groups. those
dealing with the ability to distribute resources according to the situation unconstrained by line-of-sight
connectivity and those enabled by an ability to have real-time knowledge and to dynamically plan and
execute accordingly.

3.1 Distributed Operations

Distributed operations with continuous and complete connectivity may now give the Air Force a capability
it could never afford. Asaconsequence, the Air Force has the flexibly to locate available resources where
and when the situation dictates. The information technology world simply sees this concept as distributed
digital systemsthat have the virtue of fidelity, independent of intervening distance.

3.2 Real-Time Planning and Execution En Route

The pace of an AEF demands that aircraft be aoft before al planning and target selection isdone. The
JFACC en route needs to have the capability to plan the operation en route through reachback and onboard
systems.

3.3 Distributed JFACC

Figure F-18 illustrates a distributed but fully connected JFACC. To be general, Figure F-18 shows
JFACC components deployed, airborne, and the continental United States (CONUS)- or theater-based.
Normally, only the JFACC with the direct staff would be forward deployed, and the main support group,
with al of its resources and connectivity, would remain back in CONUS or theater. It is, of course, the
complete connectivity that permits this virtual assemblage of people and continuous, fail-safe operation.

In the short term, the Air Force should configure the existing Air Operations Groups (AOGs), such as the
32nd AOG at Ramstein AB, Germany, to exercise the distributed JFACC operation to aid in the definition
and development of the proper information tools to support the distributed JFACC vision.
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Figure F-18. A Distributed JFACC Reduces the Planning Staff Forward by More Than an Order of
Magnitude

3.4 Dynamic AEF Operation

The pace of an AEF demands that aircraft be launched before al planning and target selection is done.
That fact and the need to respond dynamically as the AEF mission unfolds require an inflight planning
system. This capability may come from onboard equipment or reachback or, for sake of assurance, both.

Although real-time dynamics are involved in the concept of en route planning mentioned above, the new
operational concepts for all-weather close air support and dynamic air interdiction are also enabled.

3.5 All-Weather Close Air Support (CAS)

Night and weather currently limit the operational capability of the Air Force in the close air support
mission. For example, the winter months in Bosnia permit close air support only 13 percent of the time.
Precise target location in a three-dimensional GPS reference system, GPS inertial guided weapons, and
aircraft equipped for weapons delivery of GPS weapons provide the key to creating an all-westher CAS

capability.

Precise GPS target coordinates can be derived by airborne sensor systems if they are properly modified.
Actions are underway to modify U-2, JISTARS, and Predator platformsto provide geospatial and temporal
referencing that will determine GPS target coordinates. In addition, a handheld device incorporating a GPS
receiver linked to aMEMS inertial chip, an encrypted precision code capability (P/Y code), and alaser
range finder will generate athree-dimensional, geospatially correlated location of a selected target. By
moving this device rapidly before aiming it at the target, it provides a differential GPS accuracy of 2to 3
milliradians.
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Precision target location allows targeting with GPS-guided weapons. The Joint Stand-Off Weapon
(JSOW) and JDAM will enter the inventory soon. A MEMS inertial chip integrated with the GPS will
permit delivery accuracy of less than three meters. Small Smart Bomb or similar programs will improve
accuracy and increase weapons effectiveness.

This operational capability enables all-weather day and night close air support and has other operational
implications. Target destruction can be accomplished from higher atitudesin level flight rather from low
level attacks. All types of aircraft with GPS capability can be used for close air support, expanding the
force that can be applied to that mission.

3.6 Dynamic Air Interdiction

JSTARS and other ground surveillance systems enable a new operational concept called Dynamic Air
Interdiction. Presently, interdiction campaigns are planned and executed through the ATO process. Target
lists generally include bridges, key intersections, and roads traversing limiting terrain. The ability to see
enemy vehicle movements with Moving Target Indicator (MTI) permits analysis of the enemy’s attack plan
and in some cases, enemy intention. It will also show enemy positions relative to friendly forces. The
ground and air commanders or their representatives, using the same information, decide on the pattern of
interdiction to halt or shape the flow of enemy forces dynamically. Strike aircraft are assigned targetsin
real time and interdict them using day or night all-weather GPS delivery described in the paragraph above.
Interdicting targets, only when a specific objective requires increased pace of combat, provides further
advantage to the force that can dynamically respond. It also reduces collateral damage.

NEW AEF OPERATIONAL CONCEPTS
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Figure F-19. New AEF Operational Concepts
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To capitalize on this dynamism, the relatively static ATO should be replaced with Mission Orders (see
Figure F-19). These Mission Orders are based on outcomes desired by the Joint Forces Commander (JFC)
instead of listing specific targets for each scheduled mission. Operations conducted under Mission Orders
and geospatia tools will enable the JFC to retask airborne assets to attack the most viable targets
depending on the evolution of the battle environment. The commander also can redirect target priorities to
shape the battlefield, bombing strategic choke points ahead of an advancing enemy, for example, or
utilizing direct data links to weapon platforms.

3.7 Modern Battlespace Management

A precise knowledge of the battlespace is an idedl that isincreasingly more achievable. When the

AEF commander employs this knowledge with real-time planning and execution systems, enormous
advantages accrue. An AEF can continuoudly surprise the enemy by predominantly operating inside the
enemy’ s decision or reaction time. Also, asingle platform or sortie can carry many more precise weapons.
The carrying of alarge number of individually targetable weapons also means that inflight targeting will
become common practice. Above all, the AEF has the ability to orchestrate a confluence of precise power
in time and space that will appear decisive to the enemy (see Figure F-20).

Beyond the advantage of “ out-knowing” the enemy in combat, however, the AEF commander can use that
information to preempt the need to engage the enemy with force a all. While the nation occasionaly has
employed selective release of special, sensor-derived knowledge, such as during the Cuban blockade, the
Panel believes that more beneficial opportunitiesto do so exist. Sel