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December 23, 2002
Commandant's Letter of Promulgation

The United States is engaged in a multi-front war against global terrorism both at home and abroad. For the
foreseeable future, our homeland is vulnerable to attack by terrorists who seek to take advantage of weaknesses in
our defenses and our preparedness, including exploitation of the access offered by the oceans and maritime trans-
portation systems.

To protect America from the terrorist threat, the President prepared the National Strategy for Homeland Security, a
bold blueprint for action that will protect America and reduce our vulnerabilities. Further, the President proposed
and subsequently signed into law, legislation to create the Department of Homeland Security that will for the
first time create a single federal Department whose primary purpose is to protect our homeland against terrorist
threats. As this new Department now prepares to assume its central role in implementing the National Strategy
for Homeland Security, the U.S. Coast Guard is likewise prepared to meet its responsibilities to prevent terrorist
attacks, reduce America's vulnerability, and respond to and minimize the damage from attacks in the U.S.
Maritime Domain. This U.S. Coast Guard Maritime Strategy for Homeland Security supports both the President's
National Security Strategy of the United States of America and the National Strategy for Homeland Security, and
follows their direction for securing the U.S. homeland in the global war or terrorism. This strategy also recognizes
new responsibilities given to the Coast Guard in the Maritime Transportation Security Act of 2002.

The Maritime Strategy balances the Coast Guard's responsibility for upholding America’s maritime security
against the terrorist threat with the imperatives of preserving our fundamental liberties and economic well-being.
And, it defines the Coast Guard's homeland security roles, serving as the lead federal agency for Maritime
Homeland Security when responses require civil authorities, as a supporting agency to another designated lead
federal agency for specific events, or as a supporting or supported commander for military operations.

The strategic approach places a premium on identifying and intercepting threats well before they reach U.S.
shores by conducting layered, multi-agency, maritime security operations and by strengthening the port security
posture of strategic economic and military ports. This Maritime Strategy also supports the Coast Guard's multi-
mission responsibilities regarding the array of other dangerous threats in the U.S. Maritime Domain — drug
smuggling, illegal migration, international organized crime, resource exploitation, infections diseases, and
environmental degradation.

The President has stated in the National Strategy for Homeland Security that, ""Securing the American Homeland
is a challenge of monumental scale and complexity. But the U.S. government has no more important mission."
While all the missions of the Coast Guard remain vital, Homeland Security is at the forefront. With your stead-
fast dedication and commitment to this Maritime Strategy, we will prevail in this war against terrorism.

owas H O

THOMAS H. COLLINS
Admiral, U.S. Coast Guard
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Executive Summary

The U.S. Coast Guard
Maritime Strategy for
Homeland Security

Defending our Nation against its enemies is the first and fundamental commitment of the Federal

Government. Today, that task has changed dramatically. Enemies in the past needed great armies
and great industrial capabilities to endanger America. Now, shadowy networks of individuals can
bring great chaos and suffering to our shores for less than it costs to purchase a single tank. Terrorists
are organized to penetrate open societies and turn the power of modern technologies against us. To

defeat this threat we must make use of every tool in our arsenal — military power, better homeland

defenses, law enforcement, intelligence, and vigorous efforts to cut off terrorist financing."

The National Security Strategy of the United States of America

September 17, 2002

The U.S. Coast Guard Maritime Homeland Security
Strategy links the objectives of the National Security
Strategy and the National Strategy for Homeland
Security to the U.S. Maritime Domain and serves as
a capstone document for Coast Guard homeland
security operations. The strategy articulated in this
document describes how Coast Guard forces will
achieve the national objectives for homeland security.

The United States National Security Strategy has shift-
ed focus from traditional concepts of deterrence
which dominated defense policies during the Cold
War to a forward-reaching, pre-emptive strategy
against hostile states and terrorist groups. The pur-
pose of the National Strategy for Homeland Security is
to mobilize and organize our Nation to secure the
U.S. homeland from terrorist attacks. It provides
direction and a framework for action to the federal
government departments and agencies that have a
role in homeland security. This Maritime Strategy
follows the direction of both higher level strategies
while acknowledging the uniqueness of the U.S.

Maritime Domain, including the complexity associ-
ated with shared use of the oceans and waterways,
long-standing international respect for freedom of
navigation, and the transitional seams among
Americas air, land, sea, and subsurface borders.

The U.S. Coast Guard, by virtue of its military,
maritime, and multi-mission character, broad statu-
tory authorities, membership in the Intelligence
Community, command and control structure, and
extensive experience in conducting or coordinating
complex operations, has significant and complex
roles in government as validated by the 1999
Interagency Task Force on the U.S. Coast Guard
Roles and Missions. For homeland security the
Coast Guard serves as: (1) the lead federal agency
for Maritime Homeland Security when responses
require civil authorities; (2) the Federal Maritime
Security Coordinator in U.S. ports as designated by
the Maritime Transportation Security Act of 2002;
(3) a supporting agency to the Federal Emergency
Management Agency for declared disasters or emer-




gencies under the Federal Response Plan; (4) a sup-
porting agency to the lead federal agency for specific
events under the provisions of the current U.S.
Government Interagency Domestic Terrorism Concept
of Operations Plan and its projected replacement by
the Federal Incident Management Plan; and (5) as a
supporting or supported commander for military
operations conducted under Title 10. Planning in
support of this Maritime Strategy will focus on pro-
viding clarity to these distinct roles and developing
appropriate doctrine, training, tactics, and proce-
dures to allow effective command and control and
the timely shift of operational forces to counter
threats or respond to events.

Maritime Homeland Security is one of the highest
priority missions of the U.S. Coast Guard. Deriving
both from this imperative and from other national-
level policy documents, seven Guiding Principles
serve as the base upon which the Maritime Strategy
for Homeland Security is built; (1) the Coast Guard
is the lead federal agency (LFA) for Maritime
Homeland Security; (2) the Department of Defense
acts primarily as a supporting agency to the Coast
Guard for Maritime Homeland Security; (3) the
Department of Defense acts as the LFA for
Maritime Homeland Defense, employing traditional
military missions, with the Coast Guard acting as a
supported or supporting commander; (4) securing
the homeland requires the sharing of responsibilities
among agencies; (5) securing the homeland also
requires unprecedented information sharing by all
agencies; (6) maritime security operations will be
focused to meet essential threat-based requirements
and conducted within the rule of law; and (7) forces
for implementing this Strategy will be derived by
leveraging the Coast Guard’s multi-mission assets,
by acquiring new resources, and through partnering
with both public and private stakeholders.

The fight against terrorism is a relentless struggle
that will prove neither easy nor quick to conclude.
The challenge is made more difficult because terror-
ism can be classified as either a criminal act or an act
of war. However, since the Coast Guard is simulta-
neously and at all times both an armed force of the
United States (14 U.S.C. 1), and a law enforcement
agency (14 U.S.C. 89), its capabilities are extremely
relevant, valuable, and needed for Maritime
Homeland Security (MHLS) whether the threat is
termed a military or terrorist attack. The Coast
Guard’s strategic objectives for homeland security, as
derived from the National Strategy for Homeland
Security—and in order of priority—are to:



The Coast Guard’s homeland security mission is to
protect the U.S. Maritime Domain and the U.S.
Marine Transportation System and deny their use
and exploitation by terrorists as a means for attacks
on U.S. territory, population, and critical infrastruc-
ture. Additionally, the U.S. Coast Guard (USCG)
will prepare for and, in the event of attack, conduct
emergency response operations. And, when directed,
as the supported or supporting commander, the
Coast Guard will conduct military homeland defense
operations in its traditional role as a military service.

To achieve its strategic objectives the Coast Guard’s
Maritime Strategy comprises six elements:

Increase Maritime Domain Awareness
e Conduct Enhanced Maritime Security Operations
e Close Port Security Gaps

e Build Critical Security Capabilities
and Competencies

 Leverage Partnerships to Mitigate Security Risks

e Ensure Readiness for Homeland
Defense Operations

Homeland security is critical to maintaining our
way of life. The USCG Maritime Strategy will
increase U.S. homeland security with minimum
impact on our fundamental liberties or the econom-
ic imperative for the efficient and reliable movement
of ships, cargoes, and people through our seaports.
Based on the information, knowledge, and action-
able intelligence that constitute Maritime Domain
Awareness (MDA), Coast Guard forces supported
by other military and interagency forces where
appropriate will conduct maritime security opera-
tions in the U.S. Maritime Domain in the ports and
waterways against internal threats and on the high
seas against external threats. The Coast Guard by
leveraging its unique status and capabilities of its
forces—as well as working in partnership with other
maritime stakeholders—uwill prevent terrorists from
launching attacks against the Nation within the U.S.
Maritime Domain. However, the maritime terrorist
threat presents a daunting challenge, and adequate
measures against it can never be completely guaran-
teed. With a vast nation to defend, the Coast Guard
can neither predict nor prevent every conceivable
attack. And in a free and open society, no depart-
ment of government can completely guarantee our
safety against ruthless killers, who move and plot in
shadows. Yet America’s Coast Guard will take every
possible measure to safeguard our country and people.
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This Maritime Strategy for Homeland Security links
the objectives of the National Security Strategy and
the National Strategy for Homeland Security to the
U.S. Maritime Domain and serves as the capstone
document for Coast Guard homeland security
(HLS) operations. The strategy articulated in this
document describes how Coast Guard forces will
achieve the national objectives for homeland security.

The United States is engaged in a multi-front war
against global terrorism both at home and abroad.
Meeting the complex challenges of the global war
on terrorism requires a direct response. It means
employing all of the instruments of national
power—diplomatic, economic, military, law
enforcement, and intelligence—and overt as well as
covert activities. It means also a two-pronged
approach to defending our country. The first of
these, of course, is to combat terrorism abroad by
marshalling all of the Nation’s capabilities to attack
and destroy terrorist organizations with global reach
and to pressure those who harbor them. Second, is
the implementation of critical measures to strength-
en homeland security by coordinating the efforts of
federal, state, and local agencies.

The fight against terrorism is a relentless struggle in
which victory will prove neither easy nor quick to
achieve. The challenge is made more difficult
because terrorism can be classified as either a crimi-
nal act or an act of war. In the absence of a clear
link to state sponsorship, terrorism is viewed as a
criminal act requiring U.S. domestic civil law-
enforcement. Where a link to a hostile state or
other external armed and organized group can be
established, terrorism can be viewed as an act of war,
calling for traditional defense operations with U.S.
military forces. Appropriate classification of a threat
or actual event as a terrorist act or act of war may
prove difficult. Since the Coast Guard is simultane-
ously and at all times both an armed force of the
United States (14 U.S.C. 1), and a law-enforcement
agency (14 U.S.C. 89), its capabilities are extremely
relevant, valuable, and needed for Maritime
Homeland Security whether the threat is termed a
military or terrorist attack.

Current national policy addresses both incident- or
event-driven operations and preemption. A sound
strategy for the application of resources against the
terrorist threat in a routine operating environment is
also required. That strategy must necessarily focus
on detection, prevention, protection, and deterrence
as well as on response or consequence management.



The Maritime Strategy addresses the Coast Guard’s
responsibility as the lead federal agency for the
Maritime Homeland Security mission to prevent
terrorist attacks, reduce America’s vulnerability, and
minimize the damage from attacks that do occur in
the U.S. Maritime Domain. America also faces an
extensive array of other dangerous threats—drug
smuggling, illegal migration, international organized
crime, resource exploitation, infectious diseases, and
environmental degradation. Like terrorism, these
threats recognize no borders and could originate
from organized groups and individuals operating
within or outside the United States as well as from
the activities of nation-states. At the same time, this
Maritime Strategy balances the Coast Guard’s
responsibility with the imperatives of preserving our
fundamental liberties and economic well-being. The
Coast Guard recognizes that: (1) the United States
must always remain a free, open, and democratic
society; and (2) the economic and strategic impor-
tance of major American ports and waterways pre-
cludes delays in the supply chain, and frequent or
long closures except for the most extraordinary cir-
cumstances. The Coast Guard’s approach places a
premium on intercepting threats before they reach
U.S. shores by conducting layered, multi-agency,
maritime security operations and by strengthening
the port-security posture of strategic economic and
military ports.

For the foreseeable future, anti-American terrorists
have the means and the opportunity to target U.S.
citizens and property on a global scale, with signifi-
cant potential for using the access offered by the
oceans and the U.S. Marine Transportation System
(MTYS) as a vehicle. Terrorists have demonstrated
the technical capability and the intent to conduct
lethal and catastrophic attacks on Americans, as well
as on U.S. allies and friends, using weapons of mass
destruction and mass disruption. Their strategy has
been to focus their efforts on creating mass casualties
and destroying symbols of national power, while
undermining the U.S. economy and our national
will through second and third order effects. The
worldwide economic and societal disarray caused by
the September 11, 2001 attacks will inspire terrorists
to attempt additional strikes. This persistent and
ubiquitous terrorist threat has made homeland secu-
rity a paramount national concern.
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The Strategic Environment for
Homeland Security

We will disrupt and destroy terrorist organizations by: defending the United States, the American people,

and our interests at home by identifying and destroying the threat before it reaches our borders.

The National Security Strategy of the United States of America

September 17, 2002

The U.S. National Policy for
Homeland Security

The United States is engaged in a multi-front war
against global terrorism.* This persistent and ubig-
uitous terrorist threat has made homeland security?
a paramount national concern, as reflected in the
National Security Strategy of the United States of
America and the National Strategy for Homeland
Security..?

The National Security Strategy has shifted focus from
traditional concepts of deterrence* —which domi-
nated defense policies during the Cold War—to a
forward-reaching, pre-emptive strategy against hos-
tile states and terrorist groups. This shift is driven
by the fact that the greatest threat facing the United
States today are terrorists and enemies of the United
States who are determined to inflict harm and open-
ly seeking to develop and use weapons of mass
destruction.> The National Security Strategy spells
out U.S. policy to identify and destroy any terrorist
threat before it reaches the United States.®
Furthermore, the National Security Strategy states:
"While the United States will constantly strive to
enlist the support of the international community,
we will not hesitate to act alone, if necessary, to

exercise our right of self-defense by acting preemp-
tively against such terrorists, to prevent them from
doing harm against our people and our country."”
For example, the use of armed force to intercept a
shipment of smuggled plutonium before it reaches a
rogue state is completely justified if other countries
are unwilling or unable to enforce treaty commit-
ments to block the spread of nuclear materials.

The purpose of the National Strategy for Homeland
Security is to mobilize and organize our Nation to
secure the homeland from terrorist attacks. The
National Strategy for Homeland Security provides
direction and a framework for action to the federal
government departments and agencies that have a
role in homeland security. Additionally, it suggests
steps that state and local governments, private com-
panies and organizations, and individual Americans
can take to improve our security.

Another key national-level policy document is the
U.S. Government Interagency Domestic Terrorism
Concept of Operations Plan of February 22, 2001.2
This Plan outlines how the federal government will
respond to a terrorist threat or incident in the
United States, including one involving weapons of
mass destruction (WMD). According to this Plan,
the Department of Justice is designated as the over-




all lead federal agency (LFA)® for threats or acts of
terrorism within U.S. territory or in international
waters and that do not involve a flagged vessel of a
foreign country. The Department of Justice assigns
lead responsibility for operational response to the
Federal Bureau of Investigation (FBI). Operational
response consists primarily of law-enforcement
measures to identify, acquire, and plan the use of
resources needed to anticipate, preempt, prevent,
and terminate threats or acts of terrorism, as well as
to apprehend the perpetrators.

This Plan also designates the Federal Emergency
Management Agency (FEMA) as the LFA for meas-
ures to protect public health and safety, restore
essential government services, and provide emer-
gency relief to governments, businesses, and individ-
uals affected by the consequences of terrorism. State
and local governments exercise primary authority to
respond to the consequences of terrorism; the federal
government provides assistance as required. FEMA
supports the Department of Justice until the Attorney
General transfers the overall LFA role to FEMA.

Counterterrorism is defined in this Plan as, "The
full range of activities directed against terrorism,
including preventive, deterrent, response and crisis
management efforts."* Counterterrorism strategies
include both offensive and defensive measures.
Offensive counterterrorism employs political, diplo-
matic, information, military, and economic power in
a coordinated, pro-active manner to prevent or neu-
tralize terrorism. It includes such measures as coer-
cive diplomacy, economic sanctions, and preemptive
military strikes. "Defensive countermeasures strive
to discourage terrorist acts and to mitigate damage
and casualties if deterrence fails."* Passive measures
to strengthen public safety, safeguard critical infra-
structure, and prevent attacks, comprise the founda-
tion for a defensive counterterrorism strategy.
Impeccable intelligence is critical to both strategies.

Although this Plan remains in force today, the
National Strategy for Homeland Security calls for the
integration of separate federal response plans into a
single all-discipline incident management plan.
"Under the President’s proposal, the Department of
Homeland Security will consolidate existing federal
government emergency response plans into one gen-
uinely all-discipline, all-hazard plan—the Federal
Incident Management Plan—and thereby eliminate
the "crisis management™ and "consequence manage-
ment" distinction."*? This forthcoming, overall plan
will cover all incidents of national significance,
including acts of bio-terrorism and agro-terrorism,
and clarify roles and expected contributions of vari-
ous emergency response bodies at different levels of
government in the wake of a terrorist attack.

The U.S. Department of
Homeland Security

The Homeland Security Act of 2002 restructures
and strengthens the executive branch of the Federal
Government to better meet the threat to our home-
land posed by terrorism with a unified, effective
response. In establishing a new Department of
Homeland Security (DHS), this Act for the first
time creates a federal department whose primary
mission will be to help prevent, protect against, and
respond to acts of terrorism on our soil.

Among its responsibilities DHS will secure our
Nation’s transportation systems and borders that are
composed of 5,525 miles of border with Canada
and 1,989 miles with Mexico, as well as a maritime
border that includes 95,000 miles of shoreline and a
3.4 million square mile of exclusive economic zone.
Additionally, DHS is responsible for securing 350
official ports of entry. The tasks of managing our
borders and securing our transportation systems are
directly related, and at our international airports and
seaports they are inseparable.




When DHS is fully operational, it will unify author-
ity over all major federal security operations related
to our borders, territorial waters, and transportation
systems, and manage who and what enters our
homeland, and work to prevent the entry of terror-
ists and the instruments of terrorism while simulta-
neously ensuring the speedy flow of legitimate
traffic. It will be the single federal Department

in charge of all ports of entry, including security
and inspection operations, and would manage and
coordinate port of entry activities of other federal
departments and agencies.

To carry out its border security mission DHS will
incorporate the duties and responsibilities of the
following agencies—United States Coast Guard,

the United States Customs Service, the Immigration
and Naturalization Service, the United States Border
Patrol, the Animal and Plant Health Inspection
Service, and the Transportation Security Admin-
istration. This will allow a single government entity
to manage entry into the United States. The Coast
Guard will maintain its existing independent identi-
ty as a military organization under the leadership of
the Commandant of the Coast Guard. Upon decla-
ration of war or when the President so directs, the
Coast Guard will still operate as an element of the
Department of Defense, consistent with existing law.

DHS has additional responsibilities for emergency
preparedness and response. It will oversee federal
government assistance in the domestic disaster pre-
paredness training of first responders and will coor-
dinate the government’s disaster response efforts.
FEMA would become a central component of
DHS. The new Department will also manage such
critical response assets as the Nuclear Emergency
Search Team and the National Pharmaceutical
Stockpile. Finally, DHS will integrate the federal
interagency emergency response plans into a single,
comprehensive, government-wide plan, and ensure
that all response personnel have the equipment and
capability to communicate with each other as necessary.

DHS will also lead the federal governments efforts
in preparing for and responding to the full range of
terrorist threats involving weapons of mass destruc-
tion. To do this, DHS will set national policy and
establish guidelines for state and local governments.
It will direct exercises and drills for federal, state, and
local chemical, biological, radiological, nuclear, and
high-yield explosives (CBRNE) attack response
teams and plans. DHS will analyze intelligence and
other information pertaining to threats to the home-
land from multiple sources. It will identify and assess
current and future threats to the homeland, map
those threats against our current vulnerabilities, issue
timely warnings, and immediately take or effect
appropriate preventive and protective action.

In a noteworthy manner the Coast Guard supports
many of the responsibilities of the Department of
Homeland Security. The Coast Guard’s broad set of
maritime missions and its multi-mission forces sig-
nificantly contribute to securing our maritime bor-
ders, approaches, and ports by keeping out those
who mean to do us harm and by closely monitoring
who and what is coming into and out of our coun-
try. The Coast Guard is the primary federal emer-
gency-response organization for the maritime arena,
with extensive experience and expertise in minimiz-
ing the damage and recovering from attacks that
may occur. The Coast Guard has the skill and
knowledge to help integrate the federal interagency
emergency response plans into a single, comprehen-
sive, government-wide plan. Coast Guard forces can
monitor for CBRNE effects, and its specialized
Strike Teams can respond to the full range of terrorist
threats involving WMD. As the new Department’s
only Intelligence Community member, the Coast
Guard has a key role to play. Drawing upon its long
relationships with state and local officials, other fed-
eral agencies, and the private sector, the Coast Guard
works closely with all stakeholders to help develop
integrated threat analyses with comprehensive vul-
nerability assessments to identify protective priorities
and support protective steps.



The U.S. Coast Guard’s Roles
in Homeland Security

The U.S. Coast Guard, by virtue of its military,
maritime, and multi-mission character, broad statu-
tory authorities, membership in the Intelligence
Community, command and control structure, and
extensive experience in conducting or coordinating
complex operations, has significant and complex
roles in government as validated by the 1999
Interagency Task Force on the U.S. Coast Guard
Roles and Missions.®* For homeland security the
Coast Guard serves as: (1) the LFA for Maritime
Homeland Security** when responses require civil
authorities;> (2) the Federal Maritime Security
Coordinator in U.S. ports as designated by the
Maritime Transportation Security Act of 2002;

(3) a supporting agency to FEMA for declared
disasters or emergencies under the Federal Response
Plan; (4) a supporting agency to the LFA for specific
events under the provisions of the current U.S.
Government Interagency Domestic Terrorism Concept
of Operations Plan and its projected replacement by
the Federal Incident Management Plan;* and (5) as
a supporting or supported commander for military
operations conducted under Title 10.

Terrorism can be classified as either a criminal act or
an act of war. In the absence of a clear link to state
sponsorship, terrorism is viewed as a criminal act
requiring U.S. domestic civil law-enforcement.
Where a link to a hostile state or other external
armed and organized group can be established,
terrorism can be viewed as an act of war, calling for

traditional defense operations with U.S. military
forces. Appropriate classification of a threat or actu-
al event as a terrorist act or act of war may prove
difficult. Since the Coast Guard is simultaneously
and at all times both an armed force of the United
States (14 U.S.C. 1), and a law enforcement agency
(14 U.S.C. 89), its capabilities are extremely rele-
vant, valuable, and needed for Maritime Homeland
Security whether the threat is termed a military or
terrorist attack. Furthermore, current national policy
addresses both incident- or event-driven operations
and preemption. A sound strategy for the applica-
tion of resources against the terrorist threat in a
routine operating environment is also required.”
That strategy must necessarily focus on detection,
prevention, protection, and deterrence as well as on
response or consequence management. Figure 1

(see page 10) depicts the Coast Guard’s roles for
both event-driven and prevention-based homeland
security operations.

These differing homeland security roles require close
coordination with many entities—the Office of
Homeland Security (OHS), the DHS, other federal
departments and agencies, U.S. combatant and
functional commanders, especially U.S. Northern
Command (NORTHCOM), and non-federal gov-
ernment agencies. The USCG Maritime Strategy for
Homeland Security®® provides clarity to these distinct
roles and requires the development of appropriate
doctrine, training, tactics, and procedures for effec-
tive mission execution, command and control, and
the timely shift of operational forces to counter
threats or respond to events.
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Joint Operations USCG - Supporting
(e.g. Migrant Interdiction by Commander to DOD
USCG LEDET &
USN PC-170)

USCG - Supported
Commander by DOD
Joint / Interagency
Operations USCG is LFA
(e.g- Counterdrug) (FMSC, SAR, FOSC, MLE)

FBI is LFA

Interagency Operations (Crisis Mgmt)
(e.g. HIDTA & OCDETF, St

Vessel Boardings) (Conserpuence Marmt)

il

Figure 1. The U.S. Coast Guard’s Roles in Homeland Security
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Guiding Principles for
Strategy Development

The attacks of September 11 and the catastrophic loss of life and property that resulted have redefined the

mission of federal, state and local law enforcement authorities. ... Effectively reorienting law enforcement

organizations to focus on counterterrorism objectives requires decisive action in a number of areas.

The National Strategy for Homeland Security
July 16, 2002

According to the National Strategy for Homeland
Security: ""Today’s terrorists can strike at any place, at
any time, and with virtually any weapon. Securing
the American Homeland is a challenge of monu-
mental scale and complexity. But the U.S. govern-
ment has no more important mission."* \We are in
the beginning of what will be a long struggle to pro-
tect our Nation from terrorism. The President has
stated that, "Unless we act to prevent it, a new wave
of terrorism, potentially involving the world’s most
destructive weapons, looms in Americas future. It is a
challenge as formidable as any ever faced by our Nation."®

Maritime Homeland Security (MHLS) is one of the
highest priority missions of the Coast Guard.*
Deriving both from this imperative and from other
national-level policy documents, seven Guiding
Principles serve as the base upon which the
Maritime Strategy for Homeland Security is built:

The Coast Guard is the lead federal agency for
Maritime Homeland Security.

For Maritime Homeland Security, DOD
primarily acts as a supporting agency to the
Coast Guard.

For Maritime Homeland Defense, employing
traditional military missions, DOD is the lead
federal agency with the Coast Guard acting as a
supported or supporting commander.

Securing the homeland requires the sharing of
responsibilities among all agencies.

Information will be shared in an unprecedented
manner by all agencies.

Maritime security operations will be focused to
meet essential, threat-based requirements and
conducted within the rule of law.

Forces for implementing the Maritime Strategy
will be derived by leveraging the Coast Guard’s
multi-mission assets, acquiring new resources
and partnering with both public and private
stakeholders.




These Guiding Principles for developing the
Maritime Strategy are discussed in greater detail in
the following paragraphs:

1. The Coast Guard is the lead
federal agency for Maritime
Homeland Security.

At all times the Coast Guard is a military service, a
law-enforcement agency, a regulatory agency, and a
member of the Intelligence Community. Because of
this unique multifaceted status, the Coast Guard has
LFA responsibility for the conduct and coordination
of maritime security operations carried out under
civil authorities for homeland security in the U.S.
Maritime Domain.?? Consistent with the principles
of Coast Guard operations,? unity of effort will be
ensured by a robust but flexible command and con-
trol (C2) system with agreed-upon protocols for
assigning operational and tactical control at every
level and defined relationships among the U.S. mili-
tary (including the National Guard and Reserve),
civil agencies, and local law-enforcement agencies.
This LFA role will characterize most routine Coast
Guard operations in the post September 11th
national security environment. When higher level
policy applies (e.g., U.S. Government Interagency
Domestic Terrorism Concept of Operations Plan or
Presidential Decision Directive-39), the Coast Guard
will support the designated LFA as directed.

2. For Maritime Homeland Security,
DOD primarily acts as a supporting
agency to the Coast Guard.*

The Department of Defense (DOD) considers
homeland security a national activity that is best
accomplished by: (1) domestic agencies performing
domestic security; (2) enhancing capabilities at the
lowest levels of government; and (3) balancing
DOD?s ability to defend the nation while adapting
to the domestic security environment. DOD prin-
cipally the U.S. Navy under its Title 10 authorities

will generally support the Coast Guard in discharg-
ing its primary responsibility for MHLS within legal
and policy constraints.?

There are three broad homeland security circum-
stances under which the DOD would conduct
activity within the United States. In the first two cir-
cumstances, DOD provides specialized support. In
the third circumstance, DOD assumes LFA status to
conduct traditional military missions or combat
operations in or over U.S. domestic territory. This
third circumstance is considered as homeland
defense (HLD)? versus homeland security (see ele-
ment 3 below):

e The first of these are temporary circumstances,
limited-scope missions, or assignments in which
other agencies have the lead from the outset. An
example of these are physical security operations at
National Security Special Events (addressed in
PDD-62) such as the 2002 Winter Olympics in Salt
Lake City, during which DOD supported local
authorities. Assisting in the training of first-respon-
ders or supporting law-enforcement agencies are
other examples.

= Second, are emergency circumstances of a cata-
strophic nature requiring post- event management.
For example, responding to the consequences of
attack or assisting in response, DOD may be asked
to act quickly to provide and supply capabilities (for
example, logistics, supply and mobility) that other
agencies simply do not have, much like DOD does
now with respect to the aftermath of hurricanes, for-
est fires, floods, tornadoes, and the like.

= Third, are the extraordinary circumstances that
require DOD-unique capabilities to execute tradi-
tional military missions or combat operations, such
as combat air patrols, maritime defense operations,
or explosive ordnance disposal, within our borders.
In these circumstances, DOD would take the lead
in defending people on the territory of our country.



3. For Maritime Homeland Defense,
employing traditional military
missions, DOD is the lead federal
agency, with the Coast Guard
acting as a supported or supporting
commander.

Under extraordinary circumstances that requires
DOD to execute traditional military missions, such
as combat air patrols or maritime defense operations
(See element 3 above), the Coast Guard may serve
as the supported commander? or supporting com-
mander® in the conduct of traditional military
(combat) operations to defend the homeland. Asa
U.S. Armed Force, the Coast Guard will execute
tasks assigned by U.S. combatant or functional
commanders in accordance with orders issued by the
Secretary of Defense.

On October 1, 2002, the President established a
combatant command for homeland defense, U.S.
Northern Command (NORTHCOM). Northern
Command will defend the people and territory of
the United States against external threats, and coor-
dinate the provision of U.S. military forces to sup-
port civil authority. In addition, Northern
Command will also be responsible for certain
aspects of security, cooperation and coordination
with Canada and Mexico, and will help DOD coor-
dinate its military support to federal, state and local
governments in the event of natural or other disas-
ters. Its geographic area of responsibility includes
the United States (including Alaska, but not
Hawaii), Canada, Mexico, and the land, sea, and
aerospace approaches to the United States.
Northern Command’s formal missions are to:?

» Conduct operations to deter, prevent, and defeat
threats and aggression aimed at the United States, its
territories, and interests.

= Provide military assistance to civil authorities
including consequence management operations, when
directed by the President or Secretary of Defense.

It is important to note that the requirements for
homeland security and homeland defense missions
require seamless geographic and functional integra-
tion among the Coast Guard and the other military
services and DOD commands.

4. Securing the homeland requires the
sharing of responsibilities among
all agencies.

These responsibilities must be shared among other
federal agencies, international partners, state and
local governments, the private sector, non-govern-
mental organizations, and the American people. The
openness of American society and the structure of
our traditional governance argue against centralizing
all aspects of MHLS within even an expanded feder-
al infrastructure. Thus, the Coast Guard’s approach
to MHLS is based on the principle of unity of
effort®* and includes shared responsibility, partner-
ship, and mutual support. Moreover, an aware and
committed populace and the cooperation of private
industry alert, active, and involved are essential. As
stated in the National Strategy for Homeland Security,
"the challenge is to develop interconnected and
complimentary systems that are reinforcing rather
than duplicative and that ensure essential require-
ments are met."*




5. Information will be shared in an
unprecedented manner by all agencies.

According to the National Security Strategy, “intelli-
gence—and how we use it—is our first line of
defense against terrorists and the threat posed by
hostile states." The National Security Strategy calls
for the transformation of the intelligence communi-
ty—focused originally on gathering voluminous
information about the Soviet bloc—to keep pace
with the challenge of following a far more complex
and elusive set of targets. "Intelligence must be
appropriately integrated with our defense and law
enforcement systems and coordinated with our allies
and friends. We must strengthen intelligence warn-
ing and analysis to provide integrated threat assess-
ments for national and homeland security. Since the
threats inspired by foreign governments and groups
may be conducted inside the United States, we must
also ensure the proper fusion of information
between intelligence and law enforcement."*

To achieve information transparency, all MHLS
stakeholders and participants must have free and
ready access to vulnerability assessments, timely
indications and warnings, actionable intelligence,
and operational data to the greatest extent permissi-
ble by law. Databases used for law-enforcement,
immigration, intelligence, defense, and public health
surveillance will be connected through an enterprise
architecture, and interagency intelligence fusion cen-
ters will improve information sharing. Collection is
also accomplished by physical and remote presence,
direct and indirect observation, and reconnaissance
and surveillance, especially by the Intelligence
Community and the DOD military services. The
collection of this information requires the leveraging
of all sources available in the U.S. Maritime
Domain, such as vessel sighting reports, output
from automatic identification systems, verification
and background records checks, reports from "'spe-
cialized" port collection units, open-source records,
data from other agencies, and Intelligence

Community products. This information becomes
the basis for building MDA, which in turn, provides
the foundation for optimizing the allocation of effort.

As an important part of maintaining MDA, the
Coast Guard will continue to encourage citizens and
other stakeholders to report all incidents and obser-
vations with potential relevance to MHLS. This
requires building trust in both the private and pub-
lic sectors that information-sharing will not lead to
abuse, and that appropriate privacy and disclosure
policies will be accommodated. Information sharing
will also increasingly include foreign governments
and international organizations that have joined the
United States in the war on terrorism.

6. Maritime security operations will be
focused to meet essential, threat-
based requirements and conducted
within the rule of law.

Despite the magnitude of the threat, the Coast
Guard’s response, except in the most extraordinary
of circumstances, must minimize disruption of legit-
imate commerce and travel and not limit traditional
civil liberties as defined by the U.S. Constitution
and associated statutes. The Coast Guard’s Principle
of Restraint applies.® Unlike traditional military
scenarios in which adversaries and theaters of action
are clearly defined, the war against terrorism defies
crisp characterization as a purely military undertak-
ing against identifiable enemies. Rather, likely oppo-
nents are a diffusely-organized blend of state-supported
agents, non-state actors, and independent operators.

MHLS operations will be planned using the concept
of effects-based operations (EBO).* These type

of operations focus on planning, executing, and
assessing in terms of the results produced rather

than merely attacking targets or simply dealing

with objectives. An EBO approach starts from a
high-level systems perspective and explicitly seeks to
understand, trace, and anticipate direct and indirect



effects of a specific action as effects propagate through
the enemy’s political, military, and economic infra-
structure. It is applicable to understanding oneself,
understanding an adversary, or in any other context
where elements interrelate, interconnect, or other-
wise are interdependent.® EBO is a critical process
for successfully achieving desired results by the effec-
tive implementation of an integrated strategy that
selectively employs a range of instruments of nation-
al power of the United States and its coalition part-
ners, to bring about intended effects that together
undermine the adversary’s power and will to contin-
ue to do harm without unduly compromising other
national interests and objectives.

7. Forces for implementing the
Maritime Strategy will be derived
by leveraging the Coast Guard’s
multi-mission assets, acquiring new
resources, and through partnering
with both public (federal-state-local)
and private stakeholders.

Many of the traditional activities of the Coast
Guard, such as emergency preparedness and
response and maritime law enforcement, are already
aligned with the MHLS mission. As the Coast
Guard is assigned greater MHLS responsibilities, it
will receive a commensurate level of new resources.
As stated in the National Strategy for Homeland
Security, "the President is committed to building a

strong and effective Coast Guard and will continue
to support the re-capitalization of the Coast Guard’s
aging fleet, as well as target improvements in the
areas of maritime domain awareness, command

and control systems and shore side facilities."*
Additionally, the Coast Guard will employ perform-
ance measures to evaluate the effectiveness of its
maritime security operations. These performance
measures will allow the Coast Guard to measure its
progress, make resource allocation decisions, and
adjust priorities accordingly. The Coast Guard’s
proven working relationships with state, local and
federal agencies as well as many private stakeholders
will be expanded and leveraged for homeland securi-
ty and emergency response operations.

The Coast Guard equally values emergency pre-
paredness and the response needed to minimize
damage and recover from any future terrorist attacks
that may occur, despite its best efforts at prevention
and deterrence. The Coast Guard faces not only the
possibility of terrorist attacks against the Nation’s
chemical and energy facilities, but also the threat
that military-type CBRNE weapons may be used
against our citizens. To meet this new threat
increased levels of preparedness and response capa-
bilities are required, including additional personnel
specially trained and equipped to mitigate the
impacts of a terrorist incident. Coast Guard efforts
in preparing to respond to terrorism will strengthen
our capability to respond to other, lesser incidents.
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Maritime Strategy for Homeland Security

The U.S. Coast Guard Maritime
Strategy for Homeland Security

The increasing mobility and destructive potential of modern terrorism has required the United States to rethink

and renovate fundamentally its systems for border and transportation security. Indeed, we must now begin to

conceive of border security and transportation security as fully integrated requirements because our domestic

transportation systems are inextricably intertwined with the global transportation infrastructure.

The National Strategy for Homeland Security
July 16, 2002

Strategic Objectives

National policy dominates all strategies, including
this one, by defining a desired end-state and provid-
ing overarching guidance. The analysis of the
national end-states and guidance contained in the
National Security Strategy and the National Security
for Homeland Security yields subordinate, supporting
objectives leading to the desired national end-state,
as well as to provide purpose, focus, and justification
for the actions or ways embodied in a supporting
strategy. The National Security Strategy lays out
broad objectives and direction for the use of all the
instruments of power. From the National Security
Strategy and the National Security for Homeland
Security, the Coast Guard has developed, within the
context of its Guiding Principles, a cascading, subor-
dinate Maritime Strategy to support the achievement
of national objectives. Drawing upon these critical
national-level policy documents, and acting in its
capacity as the LFA for Maritime Homeland
Security, the Coast Guard?s strategic objectives,

in order of priority are to:

e Prevent terrorist attacks within, and terrorist
exploitation of, the U.S. Maritime Domain

» Reduce America’s vulnerability to terrorism
within the U.S. Maritime Domain

 Protect U.S. population centers, critical infra-
structure,®” maritime borders, ports, coastal
approaches, and the boundaries and seams
between them

e Protect the U.S. Marine Transportation System®
while preserving the freedom of the maritime
domain for legitimate pursuits

» Minimize the damage and recover from attacks
that may occur within the U.S. Maritime Domain
as either the LFA or a supporting agency.

The alignment of these strategic objectives among
the hierarchy of strategies is shown in figure 2. The
Maritime Strategy directly supports the National
Security Strategy of the United States of America and
the National Strategy for Homeland Security and fol-
lows their direction. Yet it reflects the uniqueness
of the U.S. Maritime Domain,* including the com-
plexity associated with shared use of the oceans and




waterways, long-standing international respect for
freedom of navigation, and the transitional seams
between our air, land, sea, and subsurface borders.
Furthermore, the Maritime Strategy incorporates:
(1) the application of the Coast Guard’s capstone
doctrinal concepts;* (2) the security strategies rec-
ommended in the 1999 Marine Transportation
System Report to Congress;* (3) the operational
planning and experience gained by the Coast Guard

Champion Aspirations for

Human Dignity United States

Strengthen Alliances to Defeat
Global Terrorism & Work to
Prevent Attacks on Us & Our
Friends

Prevent Our Enemies from
Threatening Us, Our Allies,

& Our Friends with WMD Minimize the Danger & Recover
from the Attacks that Do Occur

Expand the Circle of Development
by Opening Societies and Building
the Infrastructure of Democracy

Develop Agendas for Cooperative
Action with the Other Main Centers
of Global Power

Ignite a New Era of Global
Economic Growth Through
Free Markets & Free Trade

Transform America’s National
Security Institutions to Meet the
Challenges & Opportunities of the
21st Century

Figure 2. Alignment of Strategic Objectives

since the September 2001 terrorist attacks; and (4)
extensive collaboration with joint, interagency, inter-
national, state, local, and private sector stakeholders.
This Maritime Strategy will be amended and adjust-
ed over time as the National Strategy for Homeland
Security and the Federal Incident Management Plan
are deployed and refined, based on actual experience.
These Coast Guard strategic objectives are discussed
in greater detail in the following paragraphs.

Prevent Terrorist Attacks within the Prevent Terrorist Attacks within,

and Terrorist Exploitation of, the
U.S. Maritime Domain

Reduce America’s Vulnerability
to Terrorism within the U.S.
Reduce Americas Vulnerability Maritime Domain

Work with Others to Defuse to Terrorism
Regional Conflicts

Protect U.S. Population Centers,
Critical Infrastructure, Maritime
Borders, Ports, Coastal Approaches,
Boundaries and Seams

Protect the U.S. Maritime
Transportation System while
Preserving the U.S. Maritime
Domain for Legitimate Pursuits

Minimize the Damage and Recover
from Attacks in the U.S. Maritime
Domain as either the LFA or a
Supporting Agency
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1. Prevent terrorist attacks within,
and terrorist exploitation of,
the U.S. Maritime Domain.

The marine areas under U.S. jurisdiction are enor-
mous, covering some 3.5 million square miles of
ocean area and 98,000 miles of coastline. The
oceans and maritime approaches to America are
conduits for both good and bad influences. On
these waters, commercial shipping carries more than
95 percent by volume of the U.S. overseas trade that
is critical to U.S. economic health. These same
waters offer access to America by transnational,
asymmetric and non-military threats. A priority
objective of this Maritime Strategy is to prevent ter-
rorists from exploiting the U.S. Maritime Domain
for mounting attacks on U.S. lives and property.
This will require an increased threshold level of mar-
itime security operations—especially detection and
deterrence—specifically directed against terrorism.
This threshold level must be enduring, sustainable,
flexible in application, and expandable to successive-
ly higher degrees of protection, depending on the
threat. Essentially, the Coast Guard will implement
a layered defense intended to thwart terrorist threats
as far from our shores as possible, and will multi-
task assigned assets across mission areas to execute
surveillance and reconnaissance, tracking, and
interdiction. Comprehensive information sharing
and targeted intelligence operations will support
this posture by maintaining maritime domain
awareness (MDA) in all geographic areas of interest.
Simultaneously, both public-private partnerships
and international cooperation will establish mar-
itime security regimes for protecting ships, ports,
cargoes, and infrastructure, while facilitating pre-
emptive operations against identified threats.
Eliminating terrorist threats as early and as far

from U.S. borders as possible will be a key factor

in preventing terrorist attacks from and within the
U.S. Maritime Domain.

Maritime Strategy for Homeland Security

2. Reduce America’s vulnerability
to terrorism within the
U.S. Maritime Domain.

Closer to home, the Coast Guard will conduct
criticality, threat, and vulnerability assessments of
the major sea lines of communication, the coastal
shoreline, and our maritime approaches and corre-
sponding infrastructure. The results of these
ongoing assessments — further refined by real-time,
comprehensive MDA — will be used to allocate
limited resources optimally in the face of changing
threat levels. More stringent reporting require-
ments, more thorough-going ocean surveillance
and tracking of high-interest vessels and cargoes,
and increased interagency coordination for unity
of effort among multiple civil, military, and law-
enforcement organizations will all ameliorate terror-
ist threats within the U.S. Maritime Domain.

3. Protect U.S. population centers,
critical infrastructure, maritime
borders, ports, coastal approaches,
and the boundaries and seams
between them.

Critical coastal facilities, marine and otherwise—
military facilities, nuclear power plants, oil refineries,
fuel tanks, pipelines, chemical plants and vital
bridges—Iline American ports, waterways, and
shores. These and many other national assets are
critical to our economic and national security and
vital for the free and seamless movement of passen-
gers and goods throughout the country. Defending
coastal population centers and their associated civil,
commercial, and industrial infrastructures will
require a coordinated multi-agency effort based on
comprehensive and shared MDA and implemented
with unprecedented unity of effort. Because of the
concentration of sea, land, and air traffic, arriving
and departing cargoes, transshipment facilities, and
commercial activities in port areas, our vulnerability
there to hostile infiltration and acts of terror is dra-
matically heightened. Thus, port, approach, and




border security will take top priority on America’s
maritime frontiers, and to ensure positive and con-
trolled movement of high-interest vessels, mandato-
ry adherence will be required to a national vessel-
movement reporting system for designated vessels
entering and departing the United States. Since
even small ships and boats can pose a serious threat,
today’s reporting requirements that exempt smaller
vessels may need to be reexamined. In any event,
advanced sensor and surveillance systems for both
vessels and cargoes will be an integral part of any
maritime security implementation plan, and these
will feed directly into a network-centric comma