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o Goal

Develop a basic understanding of Dynamic Network
Analysis (DNA):

® Its Worldview

® What it can be used for

® Basic terminology and measures
® Analysis and interpretation

® Available software tools

Copyright © 2008 CASOS, ISR, SCS
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Part I:

® Introduction to various concepts of DNA & CASOS
tools

Part Il:

® Operationalize the techniques using CASOS tools:
Raw data to simulation

Copyright © 2008 CASOS, ISR, SCS
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Importing Raw Data into ORA

GASES
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« « DRA: Organizational Risk Analyzer v. 1.9.4.4 Y |}

File Edit [ataManagement @enerate Metworks  Analysis  Wisualization  Help

| & H |3 i3] deme —een | 40P =0T

s : Meta-hetwork:
B2 - embassy
______ moo agent : size 16 Meta-Network ID I
""" ooo knowledge : size 4 Meta-Metwork Filename I |~ Load... |
------ ooo resource | osize 4
------ ooo bask : size 5 = Reports | “A8, Visualze | = Wiew Charks
------ *$° Agent x Agent
------ *3® Agent x Knowledge Statistics
...... ®$*° Agent x Resource Mode Class Count: 1]
...... *$9 Agent x Task Mode Count: a
------ *2* Knowledge x Task Lirk Counk: 0
""" *3° Resource x Task Mebwark Courlt: 0

""" §° TaskxTask Total Density: -—

F . 4
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o Raw Data Is clearly not network-ready

CASOS tools can import data from:
® DynetML
® Excel/CSV
® Other SNA standards
* SQL
®* Email
® Unstructured text data (via Automap)

|| IMarch 19. 2008 Copyright © 2008 CASOS, ISR, SCS
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L Loading Data from Excel/CSV

i = Import Data into ORA x|

Step 1: Select a file containing table data;

I Browse |

Step 2: Check the columns thak contain node IDs and enter the node class information:

Step 3: Define networks and attributes based on the columns:

Networks | Networks and Labels I Metworks combined IDs I Attributes I

Source IDs I Targek IDs I Link "Wweights I Metwork I0
Mew Clear
[+ Create new nodes For unrecogrized node I0s Load configuration Save configurakion

cnsﬂs Cancel | Back | (=5 | - Finish

Copyright © 2008 CASOS, ISR, SCS
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L Loading Email Data

CASOS CEMAP: CASOS-developed software technology that
(a) transforms raw, transactional text exchanges, into an
(b) exploitable relational structure and corresponding document.

Host Application Relational network

A 4

exchanges casosParser

Includes emails, instant
messaging, et cetera

Text Documents

Copyright © 2008 CASOS, ISR, SCS
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Y GEMAP for email processing

Server or
Files

Vanilla ORA
Text

V.?Q)I(I,I{a Automap DynetML
CASOS

A 4

A 4

11 imarch 19. 2008 Copyright © 2008 CASOS, ISR, SCS 10
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L Email Parser

B Cas05 CEMAP - Email Analyzer

=10l x|

Input Styls MAP LI
Input File -or- HTTP URL

Setver imap. sk, cs.cmu,edu

Part

Userld terrillFrantz|

PaSSWDrd B it b g

MailbosFaolder TMECH

Select Qutput Directory For full document bodies

Seleck Cukput Directory For document bodies {new content Dnky)

Select Cukput Directory For document bodies (Forwarded conkent Only)

Select Qukput Direckory Far SubjectLing Bodies

Select Output Filename For Header Mebwork File

[T Anonymize Agents [T De-Dupe Messages
[~ 55L iFor IMAP and POP3 anly) Skart extrackion

Copyright © 2008 CASOS, ISR, SCS
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% oEMAP loads email network directly into 0

« = DRA: Organizational Risk Analyzer v. 1.9.4.4
File  Edit

Data Management

Generate Networks  Analysis

Visualization Help

HE =1+

1 =7

e —— : Meta-Network:
=23 E - Meta Matrix

- oon EAGENT : size 769 Meta-Hetwork ID |

- ooo EMAIL : size 1284 Meta-Nebwark Filename I . Load..
- gaa SUBJECT : size 1154
- * 89 gAgentZedgent =4 Reparts 22, Wisualize | = View Charts
°':'° FROM
o * 89 efgent2Subject Stakistics
- 8% ehgentBCC2Subject Node Class Count: 1}
- @39 eAgentCC2Subject Mode Count: 0
- *F® eAgentFROMZSubject Link Count: 0
- *§° ehgentTOZ3ubject Metwork Count: 0
- *3® BOC Tatal Density: ---
°':'° [ales

°':'° TO

A
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Visualizing Data in ORA

GASES

Copyright © 2008 CASOS, ISR, SCS
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 Visualize person-to-person network derived
from 1,280 Personal Emails »

« = Meta Matrix - ORA Network ¥isualizer
Show Edges

File #&ctions Tools Layouts Options  Help

J | 3 W‘ Q Rotate@
J Hide links with weight: ILess Than LI I U.Dﬂ

Show Labels Show Arrows FontSizeI 10=] Node Size | 8= Link wicth | 2:” ety = |

x

Edit  Control

~ @ EAGENT : size 769
I

efgentZeagent

Copyright © 2008 CASOS, ISR, SCS
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embassy - ORA Network Yisualizer

File Actions Tools Layouts Options Help

=181 x|

Shaw Arrows

J ’- II Q Rotate@ Show Labels Show Edges

Fc-ntSizeI 103: NodeSizeI 33: LinkWidthI 23: |. ; ‘

J Hide links with weight: ILess Than LI I D.Dﬁ

Ahmed Khalfan Ghailani

Ahmed the German

x
Edit  Control
) =2 Abdullah Ahmed Abdullah
p .ZEBHT :dSIZB 1‘_5 4 dli\ringlipaalmanngK SRR,
W owledge | size =
[# @ resource : size 4 e T
- @hask:sizes y ‘-.!’ »
E - Fazul Abdulla ;,a"Y“-‘-‘,' _‘",{A-DL ¢
enk x Agenl : o e W ST
d Q "ﬁ!‘-:;-'«q
[ =——— Agent x knowledge weapons g = T""‘ )
slb-‘ - ‘- Phudokea m—;.-"-'.' hed Dacud al-Owhali
[¥ ——— Agent x Resource ‘g?\\‘\“?‘i'
S Nl
Ird Agent x Task | | LFadl ‘\.- At i
[¥ ——— Knowledge = Task g
[# ———— Resource x Task LI

abouhalima

media consultant

% Zoom: -5 " Hyperbolic: 0 29 nodes, 106 links
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Creating Reports in ORA

GASES

Copyright © 2008 CASOS, ISR, SCS
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o Dozens of pre-formed reports, or custom

= = Generate Reports - Drill Down x|

Select a report: IDriII Cronm LI

Description: C :
selected agent. Standard Metwork Analysis

Management
Immediate Impact
key Enkity

¥ embassy Locake SubGroups
Content Analysis

all Measures
Cammunicative Power
Group Talk
Zommunicakors
Shortest Path
QAPIMRQAP Analysis
Change in Key Entities
Context

Core MNetwork,
[nfluence et
Potential Errors
Simmelian Ties Analysis
Sphere of Influence
Trails

Belief Propagation
Semantic Metwork
Large Scale

Wersion Test
Capabilities

Public Health

Zuskam

Part OF Speech
Skatistical Metwork Monitoring
Opbons == [Missing Links

cAsns = Back | Nexk = | Cancel

Copyright © 2008 CASOS, ISR, SCS
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o Report output to main screen...orh

= « ORA: Organizational Risk Analyzer v. 1.9.4.4

File Edit DataManagement Generate Nebwarks Analysis

Wisualization

Help

=10 x|

| & H| a1 =22 doun -

Lo S

4
L

------ ooo agent ; size 16

...... ooo kngwbdge:SEB4
------ ooo resource b osize 4
------ ooo task : size 5

------ *3® Agent x Agent

------ *$® Agent x knowledge
------ *$*® Agent x Resource
------ *3° agent x Task

------ *3° Knowledge x Task
------ *3® Resource x Task
------ *3® Task x Task

.

Meka-Metwork: embassy

Meta-Metwork ID

Iembassy

Meka-Metwork Filename |C:'|,D0cuments and Settingsiterrilitty Documentsidatasetsiembassy . xml

Statiskics

Mode Class Count:
Mode Count:

Link Count:
Metwork Count:

Total Density:

= Reports = View Charts

4
Z9

106

7
20866142

= Load...l

MANAGEMENT REPORT *

MANAGEMENT REPORT

Input data: embassy

Start time: Tue Mar 18 lL5:22:29 Z00

EEYT INDIVIDTUALS

ranked in the top three.

Emergent Leader (cognitive demand)

tasks.

Input network{s): Agent x Agent
Eank Walus Agent

_Z303 Jihad Mohammed Ali

=]

0.3789 Fazul Abdullah Mohammed
0.3411 Fhal fan Fhamisz Mohamed
0_z2931 Mohammed Rashed Daoud al-
u]

n

Feao Womde mmewnml Tl me M le

This chart shows the Agent that repeatedly rank in the top three in the
measures. The walue shown iz the percentage of measures for which the Agent was

Measures the total amount of cognitive effort expended by each agent to do its

- I TTMarch 19. 2008
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3 MANAGEMENT REPORT - Microsoft Internet Explorer =101 x|
File Edit ‘iew Favorites Tools Help | ﬂ'
Qbck -Q - & G| &=

Address @ Ci\Documents and SettingsikerriliMy Documentsitmpl:, heml j G
Links &]CMU-Lb @&]PEP [ CMU & Google &]Dict &]MwDict E]0E @] CHM.oom &) YCalendar &]5ky.Fm ) Library &) CNBC &) moneychN 2
MANAGEMENT REPORT

Input data: embassy

start ttme: Tue Mar 18 15:22:29 2008

KEY INDIVIDUALS

This chart shows the &gent that repeatedly rank m the top three in the measures. The value shown iz the percentage of measures for which the
Agent was ranked in the top three.

Recurring Top Ranked Agent - embassy
j=lu]
20
70
G0
&0

a0

Percent of measures

20

10

N
e & A w .&bo ;I
&

3 @ Don; l_ l_ l_ l_ l_l :i My Compuker
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/3 MANAGEMENT REPORT - Microsoft Internet Explorer o ] 4
File Edt View Favorites Tools Help | 1','
ek - - B &s
o

Address I@ CiiDocumnents and SettingsiterriliMy Documentsitrph o, bl j 50
Links &]CMU-Lb E]PEF [)CMU &]Google &]Dict &]MwDict &]0E &) CMM.com & ¥Calendar &) 5KY.fm ([ Library &] CMEC &) moneyChN 2

) =

b 1 i N B

gl | || || || || || || = = = |

o =3 3 oy i
& & s & & o & f;v WF & | |
o < e o G > o % & o
# i o & & \t\? e o & ks
& ) ¥ & & ¥ A 5 &
* il = & = &) el o <
A O S}\\ N 6_-5' bd.— o) i
& 03 'a\‘?(- \?'9 @.01 o ~:“m o b\)\\"
ab‘} +F "af’b v =
&
Ea
#
Agent

Emergent Leader (cognitive demand)
Measures the total amount of cognitive effort expended by each agent to do its tasks.

Input networkc(=): Agent = Agent

|R:mk
1 [0378917 [Fazul Abdullah Mohammed

2 |0.341104 [Khalfan Khamis Mohamed

3 0299063 Mohammed Rashed Dacud al-Owhali
4 0280313 [Tihad Mohammed Al

5 0269833 Mohammed Sadiq Odeh

6 [0.243792 |Abdullah Ahmed Abdullah

7 |0.192542 Mohammed Salim

Value |Age11t

=
LT T ey Computer 4
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Charting in ORA

Copyright © 2008 CASOS, ISR, SCS
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Chart Tool - Bar Ghart

+: Chart Results: [agent] size: 16
File

| Bar Chart | Scatter Plot | Histagram | ttribute Map |

Use thiz panel to creste bar charts of Ora measures.
Measures whozse values do not vary are steickthraagh and not available for viewving.
Right-click the chart for more options.

Select a measure to view: ghitive Dematd Sart By:
|:| Shiowey top: I:I nodes Showy names

n=16 min = 0.00BEEE6Y max = 0379333 mean = 01938 std. dev. = 00936

Cognitive Demand
D.I:JD D.I:JE D.:m D.:15 D.IZD D'?S D.?D D.:IBE

Fazul Aldul
halfan Kha
Mohammed Ra
Jihad Moham
Mohammed Sa
Abdullah Ah
Mohammed S2
Ahmed the G
Wadih al Ha
Ahbdal Rahma
Ahmed Khalf
al-Fadl

Lsama Bin L
Al Moharmme
al-Fawwaz
abouhalima

2--Previous Mext--= Cloze

Copyright © 2008 CASOS, ISR, SCS
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Chart Tool- Scatter Plot

i1 Chart Results: [agent] size: 16

File

Bar Chart | Scatter PIot | Histogram | Attribute Map

Uze thiz panel to creste scatter plats of Ora measures.
Measures whosze values do nat vary are shskdheaugh - and nat available far viewing.
Right-click the chart for moaore options.
Woaxiz Centralty, Eigerveector: Agentx et W | gxis Centrality, Betweenness Agentxigent
n=16,r=07771, = 06039, m=1.2311, b =-00308
Centrality, Eigenvector: AgentxAgent x Centrality,
Betweenness: AgentxAgent

0295
0.200 | D
0175

0150
0.125
0.100 -
Dln?ﬁ ﬂ
= -

Centrality, Betweenness

0.025 .
o000 4 e o EE =
0025

0.000 0.025 0.050 0.075 0.100 0.125 0.150 017!
Centrality, Eigenvectar

=--Previous Cloze

Copyright © 2008 CASOS, ISR, SCS
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Chart Tool- Histogram

. - Chart Results: [agent] size: 16
File

Use thiz panel ta views histograms of Ora measures.
Measzures whose values do not vary are stedektheough and not available for viewing.
Right-click the chart for more options.

Select a measure to view: |Cer'|tral'rty, Betweenness: Agentxigent W |

Mumber of Bins:
Centrality, Betweenness: AgentxAgent

= a2
L= L

frequency

| S T TR O i T = T =

-

o] T T . .
0.000 D.025 0.050 D.075 0.100 D.125 0.150 0.175 0.200 D.225

value

=--Previous Plet--= Cloze
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Automap
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H Automap: Transform documents into IIGIWIII‘l(S

File  Run Analysis Tools Help

| 11 = | =| | 30 ks I [0]'4 | File name: C:\Documents and Settingsiteril ity Documentsitmplrobustness.kxt

8, Texts after Parts-of-Speech Tagaing | 9, Texts after Anaphaora Resolution : Semantic network of current Text I
6. Texts after Meta-Matrix Thesaurus 7. Texts after Sub-Matrix Selection
4, Texks after Deletion | 5., Texts after Generalization
1. Criginal Texts 2. Texts after Symbol Removal | 3. Texts after Sternming

1. Introduction
Social network datasets are often incomplete and prone to
ohservation error due to the intricacy of

=
=

collection-instrument design and the inherent wvagueness of
human—-informant reliability and bias (Stork and Richards,
1992;: Feld and Carter, 200Z). The error in the ochserved data
may be unintentional or intentional (Albert et al. , Z000;
Carley, 2002; Calloway and Morrissey, 1993; Freeman =t al. |,
1957; Killworth and Bernard, 1976). No matter its nature, the
presence of this error is a nontrivial issue (Marsden, 1990;
MocEnight et al. , 2007) and it raises the guestion of the
impact of the uncertainty, relative to the accuracy of
network measures computed frowm this data. In extensive

efforts to ameliorate this problem, researchers hawve heen _:J
1. Coneepk Lisk | 2, Unjion Concept Listl 3, Pre-Processing Settingsl 4, Analysis Settingsl 1. Action Tracer Panel | 2, Statistics | 3, Metwork analytic measures |
Concept Frequency In Delete List Add to Delete List | Translation in Th. ..
the 853 O [ :J cuments and Settingsiterrilliy My Documentsh tmphrobUusthness. Lxo
of 471 O [l =l
and 21 - [l
a 223 ] ]
in 213 [ [
netwark 193 O |
to 166 C O
is 130 C ]
For 122 O [
that 109 O [
kopalogy a4 - [l
i 33 - [l
on 71 - [l
as 67 [ [
data 67 C O
cAsns netwaorks 67 O | ﬂ [+
this 67 ] F
= =

I
1 Bistart| | & O @ ”]£|M|__|@_F|_| H« B4 0ORIZHED B soerm
| 'March 19. 2008 Copyright © 2008 CASOS, ISR, SCS
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Networks Over-time & Change
Detection

GASES
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Change 2000-2003

0.150 0.175
0.150
0.125
0.125
o 0.100
= 0.100
o
-
0.075
0.075
= 8-
0.050 0050 -
-— —e— .
0.025 e 0.025
. v > ” 1 0.000 e i = n
d 000x] 0013 002 003x]
[20005] [20015] [2002x] [2003] = 1 [ 1 ) 5 ] = 1
) Time
Time

- Meta-Matrix Density -& Communication Density Knowledge Density Task Densiw| Reta-Matrix Hamming Distance -e- Communication Hamming Distance

| Knowledge Hamming Distance Task Hamming Distance

>-<;__ —

0.9

=g COmmunication
08 Congruence
07 === performance
0.6 Communication
0.5
04

2000 2001 2002 2003
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Simulation: The Near-term
Impact Report

GASES

Copyright © 2008 CASOS, ISR, SCS
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¥ |mmediate Impact - Prediction

®* Whatif ? Remove top 6 emergent leaders

® Change in performance
® Anticipated drop — 4% percentage difference

® Change in information diffusion
® Anticipated increase — 67% percentage difference

® New emergent leaders
1.0.0174 said_mortazavi
2.0.0137 kamal_kharazi
3.0.0127 reza_asefi
4.0.0120 morteza_sarmadi
5.0.0100 hashemi_shahroudi

® Value of “lowest” old emergent leader was .0246

.......

& 1K Imarch 19. 2008 Copyright © 2008 CASOS, ISR, SCS 31
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&  Who are likely to be new Emergent

High Weak

Who is Cognitive Boundary
Isolated | Baasyir Bin Laden | Demand Spanner

1 | Gokhan Gokhan Kandari Kandari

Al Ha
2 | MaFadli Ghamdi Aufi Nawar
3 | Tabarak Benyaich | Benali Aufi
Al Ha
4 | Ghamdi Maqbul HaGhamdi Jabarah1
5 | Aufi MaFadli MOShehri Ameroude

Copyright © 2008 CASOS, ISR, SCS
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H Change in Reformism - Near Term Prediction

People Knowledge Tasks
People Social Knowledge Assignment
Relation | Network Network Network
Who knows who | Who knows what Who does what
Knowledge Information Needs Network
Relation Network What knowledge is
What informs what needed to do that task
Tasks Precedence
Relation Network
Which tasks must be

done before which

50

45

40

N

\\

1 6 1116 21 26 31 36 41 46 51 56 61 66 71 76 81 86

= Baseline

= \\ithout Top
Conservative

====\\ithout Top Liberal

Copyright © 2008 CASOS, ISR, SCS
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¥ Forecast- DyNet - from Patterns and Identified
COA to Near Term Impact

Near Tbrm

ORA

Statistical analysis Im pa ct E e
dynamic networ :
Report I
£
| DyNet £ I
Simulation of e
.v‘-. o %
- = "y
s ’ ™ e i
o=t = e >~
v . "' -

Copyright © 2008 CASOS, ISR, SCS 34
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% |nputdata- Isolation strategy (1)

®* To make a what-if scenario, we need a set of agents for
exploring isolation strategies

® Input from ORA

® Intelligence Report identifies several key nodes (agent, knowledge,
resource, organization)

® Isolate each node from Intelligence Report that is identified by any
measures one at a time

® Isolate all the top nodes for a measure as identified in Intelligence
Report and repeat for each measure

® Input from User
® |solate nodes as a user specifies

Sirmulation time line

Simulation Time Point (Range ; 0 ~ 52 3, Simulation case name § Isolation Mohammed Rashed Daoud al-Cwhali ak 2, Isolation Khalfan Khamis Mohamed at 4,

] =] 10 15 29 a0 3o 40 45
L N ] ] A ] ] ] ] ]

) aiviinioinneC N

l:Asﬂs Eirst ir:ter\;ention, isolate al-Owahali at Last intervention, isolate sadig-odeh at
K Ime-step time-step 20

Copyright © 2008 CASOS, ISR, SCS 35
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% |nput data- Isolation strategy (2)

® Intelligence report includes the
lists of nodes identified by
various measures.

Measure

Implication

Cognitive demand

Measures the total amount of effort expended by each agent to do its tasks.

Total degree centrality

The Total Degree Centrality of a node is the normalized sum of its row and column degrees.

clique count

The number of distinct cliques to which each node belongs.

eigenvector centrality

Calculates the principal eigenvector of the network. A node is central to the extent that its neighbors
are central.

betweenness centrality

The Betweenness Centrality of node v in a network is defined as: across all node pairs that have a
shortest path containing v, the percentage that pass through v.

high betweenness and low
degree

The ratio of betweenness to degree centrality; higher scores mean that a node is a potential boundary
spanner.

shared situation awareness

A measure of situation awareness between agents.

Copyright © 2008 CASOS, ISR, SCS
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L Near Term Analysis Result

® The changes of performance measures
® Knowledge Diffusion
® Binary Task Accuracy
® Energy Task Accuracy
® Belief Level

® The changes of network itself
® An evolved meta-matrix

® These results shows the near term impact of isolating
one agent in organization.

Copyright © 2008 CASOS, ISR, SCS
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L Destabilization Analysis

® Various aspects in destabilization

® Performance drops

¢ Slower information diffusion

® Lower task accuracy

® Worse task execution preparation
® Evolved network comparisons

¢ Skewed knowledge distribution

® Leader changes and power shifts

®* Fragmentations

|| IMarch 19. 2008 Copyright © 2008 CASOS, ISR, SCS
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075
070
0.85

0.80

035

030

0.15
0.10
0.05

BinaryTaskAccuracy

025
0.30

Improvement rate of BinaryTaskAccuracy (compare to haseling) (%)

-0.40
0.45

0.50

0.55

islate mohammed_atta at 10 isolate adil_chatkaoui at 10 a

Isolation Instances 00 25 50 76 00 126 160 175 200 226 2650 276 300 326 350 376 400 425 450 475 500 625
TimeUnit

wisolate mohammed_atta at 10 misolate adil_charkaouiat 10

|i baseline - isolate mohammed_atta at 10 isolate adil_charkaoui at 1 U‘

Ending Performance Performance Over Time

Copyright © 2008 CASOS, ISR, SCS 39
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o Impact is exacerbated when forecasting

Impact of Isolation Strategy on L Impact of Isolation Strategy on
Performance for Random Networ
Performance for Cellular Network
70 60
A w\\ ST
. _ 58, ok, DY U Jd |
65 M‘\@ —+ eader \ :\ M teader
R I
o 2 >p6 VA O VW
E60 N\ | —Central 0 ) —€entral
-
855 Randon %6 Random
< 52
5O L 50
T OO WM © — TR
~ T — TOUVOOS MO N
Time Time
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L What If Analysis

Generic Performance

Bin Laden

\.

@ With Leader
m Without Leader

»

al-Zawahiri

al Qa’eda Hamas

Rantisi

Copyright © 2008 CASOS, ISR, SCS 41
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bt DyNet Analysis

Bin Laden Isolation=> New
Network Relationships

Khallact
‘RU%

Atmani

.hm_Laden

Stlaeman
.‘\. Selgh

Haroun

Mahjoub
S Sahour

Hannachi

Ghoni ) .\khlef

Ornari Faiz

Slit /.
Labsi
Nashiri

Mustagim

Fang 'Mumasw Lile

.AChDuIﬁh

Jodfar .SamHada
/'. Dahmane
Bentassir
.,Kﬁdn

New Relationships based on

bin Laden Isolation

From To Value NormValue

Salah Sulaeman 0.07378 1
Nashiri Sliti 0.016457 0.223052
Ghoni Haroun 0.012465 0.168949
Zubaydah Faiz 0.012083 0.163765
Sabour Khalfaoui 0.011504 0.155918
Ghoni Ikhlef 0.011457 0.155283
Nashiri Lillie 0.01078 0.146111
Ghoni Atmani 0.01067 0.144618
Doha Ghoni 0.009806 0.132915
Mahdjoub Hannachi 0.009584 0.129906
Roche Mugrin 0.009504 0.128819
Ghoni Hannachi 0.009374 0.12705
Doha Faris 0.009175 0.124359

Copyright © 2008 CASOS, ISR, SCS
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Near-term Impact Report

« Near Term Analysis

fle  Simulation  Oukput Options

=101]
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