TRACK TWO
CYBERSPACE POLICY AND LAW
The Track Two workshops are focused on the question of how United States and USAF policy and the domestic, foreign, and international law impact operations in the Cyber Domain.  These Read Ahead suggestions, available via hyperlinks, can be read on-line or downloaded.  They provide a common background or set of references for the workshop discussion sessions over the course of the Symposium.
Policy and General Background:

National Security Strategy to Secure Cyberspace (2003)

http://www.whitehouse.gov/pcipb/cyberspace_strategy.pdf
“Warfighting in Cyberspace,” Lt Gen Keith B. Alexander, JFQ (2007)
http://www.ndu.edu/inss/Press/jfq_pages/editions/i46/12.pdf
“Air Force Strategy for Cyberspace,” Lt Col Forrest B. Hare (29 Nov 07)
http://www.maxwell.af.mil/au/aunews/archive/0222/Articles/strategy%20for%20cyberspace%20essay%20v3.pdf
“Victory in Cyberspace,” AFA Special Report, Dr. Rebecca Grant (Oct 07)
http://www.afa.org/media/reports/victorycyberspace.pdf
United States/Foreign/International Law of Cyber Operations; Cyber Law of Armed Conflict and Rules of Engagement:

An Assessment of International Legal Issues in Information Operations, Dept of Defense Office of General Counsel (May 1999)
http://www.au.af.mil/au/awc/awcgate/dod-io-legal/dod-io-legal.pdf
“An Introduction to Legal Aspects of Operations in Cyberspace,” Thomas C. Wingfield & James B. Michael (28 Apr 04)
http://www.au.af.mil/au/awc/awcgate/nps/nps-cs-04-005.pdf
“IW Cyberlaw:  The Legal Issues of Information Warfare,” Maj David J. DiCenso (USAF, ret.) (1999)
http://www.airpower.au.af.mil/airchronicles/apj/apj99/sum99/dicenso.html
“Carpet Bombing in Cyberspace,” Armed Forces Journal, Col Charles W. Williamson III (2008)
http://armedforcesjournal.com/2008/05/3375884
Defense Industrial Base Support, Strategic Communications, Influence Operations, Public Affairs:
Strategy for Homeland Defense and Civil Support, June 2005

http://www.defenselink.mil/news/Jun2005/d20050630homeland.pdf
AFPD 35-1, “Public Affairs Management,” 17 Sep 99

“The Missing Component of U.S. Strategic Communications,” Darley

http://www.au.af.mil/au/awc/awcgate/jfq/darley_strat_communications.pdf
National Military Strategic Plan for the War on Terrorism (Annex H)

http://www.au.af.mil/au/awc/awcgate/dod/gwot_stratplan.pdf#page=31
