TRACK THREE

USAF CYBER: SUPPORTING NATIONAL SECURITY

The Track Three workshops are focused on the question of how USAF capabilities and activities in the Cyber Domain can and, if developed, should contribute to national security.  These Read Ahead suggestions, all available via hyperlinks, can be read on-line or downloaded.  They provide a common starting point or set of references so that the workshop discussion sessions share some common background.
For the introductory workshop, see: 
Rebecca Grant, Victory in Cyberspace.  Arlington, VA, Air Force Association, 2007.  32 p.  http://www.afa.org/media/reports/victorycyberspace.pdf
The National Strategy to Secure Cyberspace.  Washington, February 2003.  61 p.  http://www.whitehouse.gov/pcipb/cyberspace_strategy.pdf
Keith B. Alexander, Warfighting in Cyberspace.  Joint Force Quarterly No. 46:58-61 2007.
http://www.ndu.edu/inss/Press/jfq_pages/editions/i46/12.pdf
Resources and extensive further readings available through Air University can be found at:

http://www.au.af.mil/au/awc/info-ops/
CYBER is Inevitable: Military, Media, Markets

The every increasing centrality of human activities conducted through the cyber domain means that cyberspace is already “occupied” by many users: governments, international media, domestic and international business and, of course, various “bad actors.”

This workshop explores the question of how, in an already “crowded” cyber domain, the various stakeholders, especially the USAF, might share responsibility in the “commons” of cyberspace and protect legitimate users.
Pate, R. Hewitt, Assistant Attorney General, Antitrust Division

U.S. Department of Justice
COMPETITION AND THE END OF GEOGRAPHY

http://www.au.af.mil/au/awc/awcgate/doj/pate_internet.pdf
Todd A. Megill, The Dark Fruit of Globalization:  Hostile Use of the Internet.  Carlisle Barracks, PA, U.S. Army War College, 2005.  16 p.:  http://handle.dtic.mil/100.2/ADA432655
Craig A. Smith, The World Wide Web of War.  Carlisle Barracks, PA, U.S. Army War College, 2006.  18 p.:  http://handle.dtic.mil/100.2/ADA449402
David T. Fahrenkrug,  The Age of Cyber Warfare.  The Wright Stuff November 29, 2007.:  http://www.maxwell.af.mil/au/aunews/archive/0222/Articles/TheAgeofCyberWarfare.html
Shane P. Courville  Air Force and the Cyberspace Mission:  Defending the Air Force's Computer Networks in the Future.  Maxwell Air Force Base, AL, Center for Strategy and Technology, Air War College, 2007.  53 p.  http://handle.dtic.mil/100.2/ADA474828 and  
The “Metaverse Roadmap” explores the interpenetration of “cyberspace” and “the real world” as the distinction narrows.  Explore this site for provocative insights.
http://www.metaverseroadmap.org/
CYBER: Military and Civilian Perspectives

Forrest B. Hare, Air Force Strategy for Cyberspace.  The Wright Stuff November 29, 2007.
http://www.maxwell.af.mil/au/aunews/archive/0222/Articles/strategy%20for%20cyberspace%20essay%20v3.pdf
Library of Congress.  Congressional Research Service.  Information Operations, Electronic Warfare, and Cyberwar:  Capabilities and Related Policy Issues, by Clay Wilson.  Washington, CRS, March 20, 2007.  18 p.  http://handle.dtic.mil/100.2/ADA466599
Information Security:  Emerging Cybersecurity Issues Threaten Federal Information Systems.  Washington, GAO, May 2005.  72 p.
Report to Congressional Requesters
http://www.au.af.mil/au/awc/awcgate/gao/d05231.pdf
Information Technology Association of America

CYBER SECURITY POLICY AND IMPLEMENTATION

ITAA WHITE PAPER AND AGENDA 2005
http://www.itaa.org/eweb/upload/ITAA%20Infosec%20White%20Paper.pdf
Matthew G. Devost & Neal A. Pollard, Taking Cyberterrorism Seriously.  June 27, 2002.
http://www.terrorism.com/modules.php?op=modload&name=Documents&file=get&download=21
"Failing to adapt to emerging threats could have dire consequences."

Irving Lachow & Cortney Richardson, Terrorist Use of the Internet: The Real Story, Joint Forces Quarterly (June 2007)

http://www.ndu.edu/inss/Press/jfq_pages/editions/i45/24.pdf
CYBER: DoD, DHS and Interagency

In the “old days” domestic and international were marked by two oceans.  Law enforcement, civil defense, and war were easy to tell apart.  US law and institutions, for better or worse, continue these distinctions.  Domestic cyber security is the business of the Department of Homeland Security and other law enforcement agencies.  The debates about “domestic spying” by the National Security Agency highlight these issues.
How might (or should) USAF capabilities in the cyber domain support domestic cyber security?  Is not the cyber security of the defense industrial base also a “military” concern?
Department of Homeland Security Cyber Security.  NIPP-Cyber Security:  Implementing the National Infrastructure Protection Plan.  
http://www.us-cert.gov/reading_room/infosheet_NIPP.pdf
United States.  Department of Homeland Security.  National Cyber Security Division.  
http://www.dhs.gov/xabout/structure/editorial_0839.shtm
Includes mission statement, strategic objectives, organization and functions and cyber-risk management programs.

United States.  Department of Homeland Security.  Protecting America's Critical Infrastructure - Cyber Security.  
http://www.us-cert.gov/press_room/050215cybersec.html
Fact sheet.

United States.  Department of Homeland Security.  National Infrastructure Protection Plan.  Washington, U.S. Department of Homeland Security, 2006.  179 p.
http://purl.access.gpo.gov/GPO/LPS71533
Sam Arwood,  Cyberspace as a Theater of Conflict:  Federal Law, National Strategy and the Departments of Defense and Homeland Security.  Wright-Patterson AFB, OH, Air Force Institute of Technology, Graduate School of Engineering and Management, June 2007.  138 p.
http://handle.dtic.mil/100.2/ADA471536

CYBER: Educating and Developing the Force

“Technical” training for operations in the cyber domain will not be difficult for the USAF.  “Educating” cyber professionals on how to use the cyber domain, how to translate strategy through the technologies to produce the right effects, and how to integrate military, governmental and civilian assets to support national security will be as complicated and challenging as the early days of “space” and nuclear weapons.

As the cyber domain involves far more actors and interests than just “military” users, what “breadth” of professional military education might be required for the USAF to support national security in the cyber domain?

As part of Air University, the Air Force Institute of Technology has been given the lead to start thinking through these challenges.

Robert F. Mills, Richard A. Raines & Paul D. Williams, Developing Cyberspace Competencies for Air Force Professional Military Education.  
http://www.oft.osd.mil/library/library_files/document_413_Cyber%20PME%20v2.pdf
