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Virtually every nation has a national security strategy.  It is a blueprint or concept for how that nation integrates its use of the instruments of national power in order to attain its strategic security objectives.  Virtually no other nation than the United States, however, publicly promulgates and globally disseminates its approach, which the US does by means of a Congressionally-mandated document known as the "National Security Strategy".
  The intent of this paper is to explore how three different American presidential administrations have incorporated the information component of power into their National Security Strategies, and to provide some observations on where this process may lead in the future.  

A question must first be posed: What is the "information component of national power?"  While there is no broadly or officially accepted definition of the term, a seminal document in the evolution of information's role in national security strategy was National Security Decision Directive (NSDD) 130, entitled "US International Information Policy" published by the Reagan Administration on 6 March 1984.
  NSDD-130 envisioned information as "a strategic instrument for shaping fundamental political and ideological trends around the globe on a long-term basis and ultimately affecting the behavior of governments." This paper builds on the NSDD-130 approach to further define the information component of national power as:  

"The use of information, information processes, and information technology as strategic instruments for shaping fundamental political, economic, military and cultural forces on a long-term global basis to affect the behavior of governments, supra-governmental organizations, non-state actors, and entire societies to support national security objectives."

What is different about this expansion of the concept is the explicit inclusion of information processes and information technology as important parts of the policy instrument, and the extension of the potential audience to supra-governmental organizations and non-state actors (from Hezbollah to Daimler-Chrysler) and includes entire societies and population groups.

The National Security Strategy

The document known as the "National Security Strategy" dates to the landmark Goldwater-Nichols Defense Reorganization Act (often abbreviated as GNA), passed by Congress in 1986. While Goldwater-Nichols has significantly influenced many areas of the American national security community (from further empowering the Chairman of the Joint Chiefs of Staff and Unified Commanders, to tempering the effects of service parochialism, to enhancing professional military education), the provisions of the Act's
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Section 603, "Annual Report on National Security Strategy", are the most relevant to this paper. 
  The GNA requires the President to send to Congress a report accompanying the annual budget submission, meant to describe and discuss the "worldwide interests, goals and objectives…vital to the national security of the United States", along with the "foreign policy, worldwide commitments, and national defense capabilities…necessary to deter aggression and implement the national security strategy."  Congress also intended for the report to discuss the manner in which the United States would use the "political, economic, military, and other elements [italics added] of national power…to protect or promote the interests and achieve the goals and objectives" referenced above, and to analyze the "balance among the capabilities of all elements of national power" available to support US national security objectives.  These provisions in GNA stemmed from perceptions that the administration was unable to either formulate a coordinated approach to national security or articulate how it intended to synchronize the different elements of power in order to draw strength from their synergies. The criticality of the word "balance" in the legislation cannot be overstressed, because despite the frequent depiction in academic national security studies curricula of the elements or instruments of national power as stand-alone and unilateral capabilities, in reality the various elements of national power are never employed in isolation from the others. Even in war the non-military elements still exert powerful influence. 

While this is not the proper venue for a detailed history of the National Security Strategy report,
 a brief discussion of the context within which it is written is necessary in order to understand the importance of this document. The office of primary responsibility for the report is the National Security Council, which is perhaps the best place within the administration where competing and perhaps opposing interests and objectives can be adjudicated.  Within the administration the NSS is a consensus document, which is not meant to imply that the development of that consensus and the balancing of the various organizational and power base interests is either easy or smooth.  Once published, however, the NSS can become a subject of public controversy, whereby domestic and partisan political issues and positions come into play.  Despite several obvious reasons why a President might not want to publicly declare his strategy for national security, thus establishing a mark against which his administration could be measured and perhaps found wanting, there are also several reasons why the administration would find such a document quite useful.

First, it is a means of communicating strategic vision to a variety of interested audiences, including Executive departments and the military services, the Congress, the American public, and the international community.  Since one of the major areas of emphasis in the document is the administration's approach to regional problems and issues, the NSS is analyzed very closely by the international diplomatic community.  Second, the NSS is a means of supporting the administration's agenda in any number of areas, including domestic and economic policy. Third, the very process of producing the NSS can in some ways be as important within the administration as the finished document itself, since the drafting and redrafting and negotiating of the document's content is a means of developing consensus and coordination for administration action. Finally, Presidents see themselves as historical figures, and the different National Security Strategy reports become historical documents by which each of the three Presidents who have published them have thus declared their visions of how they met the needs of national security.

The Reagan Administration

The first administration to publish a report in accordance with the GNA was President Ronald Reagan, whose initial NSS was published in 1987. The role of the information component of power in this document was heavily influenced by NSDD-130, which declared information to be a “key strategic instrument for shaping fundamental political and ideological trends around the globe….[and to] affect foreign audiences in ways favorable to US national interests.”  It noted the “critical importance of elites”, and although NSDD-130 preceded the widespread use of the Internet by several years, this observation has clear ties to current debates over Information Warfare and whether or not the Internet could be an effective political tool even if only small percentages – “elites” – of a country’s population are connected and “on line.”  During this period, NSDD-130 focused on existing means such as television, radio, written publications, and tape cassettes, which demonstrated an appreciation for the role played by these cheap and simple tools in the downfall of the Shah of Iran and the Islamic-Iranian Revolution masterminded by the Ayatollah Khomeini. It also stated that it was “vital that the Armed Forces maintain a strong and active international information capability”, an objective that has clear ties to current strategy, as will be seen later.  Finally, NSDD 130 noted that to be effective, the national security community would need people with “sophisticated training [in the] international information environment” in order to successfully “enhance…international information considerations in the national security policy process.”  Much of the language in later National Security Strategies regarding the information element of power can be traced back to this seminal guidance document.

  It is perhaps not surprising, then, that the President known as "the great communicator" had a sound appreciation for the power of information in the national security process.  The 1987 NSS called attention to federal agencies such as the United States Information Agency (USIA), Voice of America (VOA), and the private sector and the potential impact they could have in the effort to counter "public deception and propaganda".  While this might read strangely in the decade of 2000 and the new millennium, one must remember that in 1987 the United States was still confronted by what President Reagan had publicly called "the evil empire", and the US-Soviet superpower contest was approaching its climax.  The NSS explicitly enunciated the Reagan Administration’s desire to "reach peoples of denied areas" with the truth about the United States and about their own failing and morally bankrupt systems. At the time, there were hundreds of millions of those people around the world, living under regimes and governments antagonistic to the United States and its allies, whom the US wished to reach and influence.

The 1987 NSS expressed the intent to use a variety of information forms, including "electronic media [and] written materials [to achieve] increased contact and exchange" with those living in denied areas.  This NSS had a clear understanding of the power of information content (as contrasted with technology), and how to use such content in the global arena.  It was not technologically insensitive, however, and it also saw advanced information technology as a strategic advantage that could be exploited in various ways, from the manner in which it enhanced American economic growth and competitiveness, to the growing leverage which it provided American military forces.  Less than four years later the superb performance of American military hardware in the Persian Gulf War would provide graphic proof of these advantages.  American leadership in computer technology, both hardware and software, was a strategic advantage that the 1987 NSS declared must be supported and expanded. The following year, in 1988, Reagan published his second NSS, which built on some of the major themes established in the preceding version. It explicitly identified “diplomatic and informational” power as instruments to be used worldwide to “fight the war of ideas” and to highlight examples of Western moral and political superiority.

Taken together, the Reagan Administration's two National Security Strategy reports clearly and explicitly set forth an appreciation for the potential impact and reach of the information component of power and how it could be used to shape and guide perceptions and attitudes.  In his 1987 report, President Reagan stated that "People across the world see that we offer a vision of the future."  The lens through which this vision was seen was “information” that shaped and focused the vision's content, and this administration clearly understood and explicitly attempted to leverage this power.  When President Reagan stood before the Berlin Wall and challenged "Mister Gorbachov, tear down this wall!", he was not only speaking to his counterpart in the Kremlin, but perhaps more importantly, past Mikhail Gorbachov to the tens or hundreds of millions of people who would hear and see that statement as a comparison between the two competing systems of Western democracy and Soviet communism, a comparison which could only work to communism's detriment.  What was not yet in place, however, was the concept of an information network or infrastructure.  That would have to wait.

The Bush Administration

          The Bush administration's approach to the NSS was rather less aggressive than the previous administration's, shaped perhaps by George Bush's personality and his extensive experience in the intelligence community, in contrast to Ronald Reagan's more assertive bearing and his background in the public limelight. The 1990 edition of the NSS was George Bush's first, and it continued some of the same major themes developed by its predecessor, including the importance of economic and regional factors.  This was the first of the NSSs published in the decade of the 1990s, and while it made no mention of the term “information power”, it was also the first NSS to specifically mention the growing criticality of “supercomputers, microelectronics and telecommunications” in the newly-emerging post-Industrial Era.  It continued the Reagan administration’s focus on the “Contest of Ideas” and the need for a “program of public information [to] reach into closed societies.”  While this effort was based on radio and predated the rapid rise and spread of the Internet by only a few years, it clearly emphasized goals that the coming technologies would make far more attainable.
  

These goals were stated even more explicitly in the next NSS, published – perhaps ironically – in August 1991, just a few months after the Persian Gulf War.  “In the face of the global explosion of information”, the 1991 NSS declared, the United States could leverage its advantages in information technologies to influence this evolving global community.  The impact of advanced technologies on military systems, what could be described as information technology in warfare, was also recognized in language strongly similar to a later document, Joint Vision 2010, which was published in the mid-1990s and gave us the terms "precision engagement" and "dominant battle-space awareness."
  Given the astonishing performance and virtuosity of American military technology in the Gulf War – from precision guided bombs flying down ventilation shafts, to submarine-launched cruise missiles streaking down Baghdad streets, to satellite imagery of Iraqi forces, to live global television coverage of the first strikes of the war – this is hardly surprising.  What was perhaps surprising, however, was the apparent lack of appreciation for how the global information environment was changing the political context.  While the “New World Order” did not mention the Information Revolution explicitly, there was no mistaking the impact of the revolution, even if the report did not go as far as it could have or did not make the case as strongly as it should have for exploiting and leveraging that revolution.

The Bush administration’s final NSS apparently was shaped by George Bush’s loss in the presidential election of November 1992.  The January 1993 NSS, issued just days before he left office, was the shortest and least comprehensive of all the different NSS reports. It was only twenty-one pages long and seemed to be devoted more to establishing a record of his accomplishments than to setting a course and a vision for future strategic needs.  While it did mention “vigorous public diplomacy” by different information organs such as the United States Information Agency (USIA), there was no mention of the “information component of power”, the information infrastructure, or information technology supporting new weaponry and operational concepts.  Considering the speed with which the information environment had developed during the Bush administration's four years, and the extent to which it was shaping and influencing the national security process, George Bush's three National Security Strategy reports did not adequately reflect the impact – current or potential – of information on national security.

The Clinton Administration

The role of information in the National Security Strategies promulgated by the Clinton administration has been marked by a steadily increasing understanding of its role and importance in the national security process. Of the eleven reports prepared as of this writing, six came from the Clinton administration. Unlike the Reagan and Bush administrations, which simply titled the document The National Security Strategy, the Clinton administration added a descriptive element linked to the philosophy on which the document is based.  Thus the Clinton administration's first report, issued in July 1994, was titled “A National Security Strategy of Engagement and Enlargement”. Despite the perhaps unfortunate connotations that other countries and societies might have drawn from the term "enlargement" – (how many ways can you spell "imperialism"?) – the actual intent of the strategy was to leverage the twin goals of greater US engagement with the global community and enlargement of free-market economies.  This first Clinton report took several steps backwards from the Reagan-Bush perspectives on the use of information content to affect global perceptions, and there was no mention of a worldwide "war of ideas", as had been evidenced in the earlier reports.  Not surprisingly, since President Clinton had been elected on a largely domestic policy platform, his first NSS was heavily influenced by the economic element of power, but it also reflected an awareness of the role to be played by information technology.  There was an appreciation for the relationship between information and economics, with specific reference to the "global economy linked by an instantaneous communications network."  The report noted that "economic and security interests are increasingly inseparable", and established a goal of "improving information networks" as a means of meeting those interests.

But it was the next National Security Strategy, issued in February 1995, in which a coherent philosophy began to emerge, at least in the area of Information Assurance.  While there was another specific reference to improving information networks to enhance economic competitiveness, the really significant advancement came with the one-line observation that "the threat of intrusions to our military and commercial information systems poses a significant risk to national security and must be addressed."  While it did not address how the threat would be addressed, who would address it, or when it would be addressed, the important point was that the issue had been raised in the National Security Strategy, thus indicating that it was a topic of interest to the national security community.  As will be seen, this was the beginning of a trend that would propel Information Assurance and Infrastructure Protection to the level of a vital national interest.

In the months following the publication of the 1995 report, an event occurred that would exert enormous influence over the future place information would occupy in the National Security Strategy: the terrorist bombing of the Murrah Federal Office Building in Oklahoma City on 19 April 1995.  Occurring as it did just over two years after the terrorist bomb attack on the World Trade Center in New York City on 26 February 1993, the impact of these two events galvanized the United States and brought home with shocking clarity the realization that the sanctuary most Americans thought they had enjoyed was no longer secure.  One of the national security responses was the issuance of Executive Order 13010, in July 1996, which created the President's Commission on Critical Infrastructure Protection, or PCCIP.  The PCCIP was based on the recognition that "certain infrastructures are so vital that their incapacity or destruction would have a debilitating impact on the defense or economic security of the US", and part of the Commission's charter was to examine the cyber threat to these infrastructures.
  While this is not the place for a detailed examination of the PCCIP or its report, "Critical Foundations", submitted to President Clinton in October 1997, the report's findings led directly to the issuance less than a year later of Presidential Decision Directive (PDD) 63, which established national-level policy and guidance on infrastructure protection.  Published in May 1998, PDD-63 was a landmark document in the evolution of infrastructure protection as a strategic objective for national governments, not just in America but on a global basis, and it has had a powerful influence on succeeding versions of the National Security Strategy.

The July formation of the PCIP followed by just five months the issuance of the last of the Clinton administration's three National Security Strategy reports titled "Engagement and Enlargement." As with the preceding two reports, there was no mention of the "information component of power", but there were repeated references to information technology and the impact it was having of creating a world that was more interconnected and in which "information, money and ideas move around the globe at record speed."  The report repeated the comment from the previous version regarding the threat of intrusions, but added a later comment in the “Intelligence” section about the need to develop a capability for “identifying emerging threats to modern information systems and supporting the development of protection strategies.”
 

The Clinton administration marked the beginning of its second term of office with a new report, titled A National Security Strategy for a New Century, issued in May 1997. Consistent with the preceding three reports it made no reference to the information component of power, but it repeated the need to “identify threats to modern information systems”, and it repeated the warning contained in earlier reports about the danger from “intrusions in our critical information infrastructures.”  The importance of this issue had grown sufficiently since it was first raised in the 1995 report that it now rated a separate  heading “Information Infrastructure" and a full paragraph: "The national security posture of the United States is increasingly dependent on our information infrastructures.  These infrastructures are highly interdependent and are increasingly vulnerable to tampering and exploitation. Concepts and technologies are being developed and employed to protect and defend against these vulnerabilities; we must fully implement them to ensure the future security of not only our national information infrastructures, but our nation as well.”  This was easily the most extensive and comprehensive statement of the strategic importance of what has come to be termed Information Assurance (IA) and Critical Infrastructure Protection (CIP) yet seen in the National Security Strategy.  When combined with a brief mention of Information Operations as a potential means of asymmetric military operations against the United States, the 1997 report was another step towards a fuller understanding of the potential role of information in national security.

The next report from the Clinton administration was the 1998 report, and even though it was published before the formal release of PDD 63, there can be no mistaking the influence that the PDD exerted on it.  The 1998 report, also titled "A National Security Strategy for a New Century", was clearly influenced by the perspective that information and infrastructure was a vital national interest, "an intrinsic and essential element of our security strategy."  It noted "protecting our critical infrastructures requires new partnerships between government and industry", and it introduced the possibility of transnational threats to the National Information Infrastructure (NII) "from cyber crime to strategic information attack on the United States via the global information infrastructure."  Thus two important new terms were introduced into the lexicon of the NSS: “cyber crime” and “strategic information attack”.  Later, in the section devoted to major theater war, the report highlighted the threat from asymmetric attacks, including information operations and full-scale strategic attacks against infrastructures, government, or the economy.  Most importantly, however, the report devoted an entire section of three full paragraphs to the need to protect critical infrastructures.  The report observed that "military and national power are increasingly reliant on interdependent critical infrastructures….[whose] efficiency and productivity create new vulnerabilities [because they are] increasingly automated and interlinked."  This was similar to a point made in Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.1, “Defensive Information Warfare”, which observed that “use [of information networks and infrastructures] breeds dependence, and dependence creates vulnerability.”
  This was precisely where the United States – and an increasingly large number of other technologically-advanced countries as well – stood in 1998, and it has of course become even more pronounced since then.

If the 1998 National Security Strategy showed the impact of PDD-63, the next (and latest) report would show the impact of another Presidential Decision Directive, PDD-68, “International Public Information”, published in April 1999.  While this is not the place for a detailed examination of PDD-68, its impact on the Clinton administration’s plan for national security cannot be overlooked.
  After nearly a decade in which the Reagan administration’s concept of a “worldwide war of ideas” had vanished from the National Security Strategy, here was clear and explicit Presidential-level guidance that would resurrect the role this element of information power would play in the next one.  That became apparent in December 1999, with the publication of President Clinton’s sixth edition of the report, again titled “A National Security Strategy for a New Century”.  This was, from the perspective of the information component of national power, the most comprehensive and forward-looking report ever published, and it indicated an increasing awareness of the power of the information component, as well as sophistication in its use.  The report focused on the role of the information component in three specific arenas of conflict and international competition: infrastructure protection, information in military operations, and public diplomacy/international public information.   

The report opened its discussion of these three areas by stating that “protection of our critical infrastructures” was a vital national interest and that that the United States would “do what we must to defend these interests, including, when necessary and appropriate, using our military might unilaterally and decisively.”  This powerful statement clearly implied that any nation or even non-state group that interfered with America’s critical infrastructures ran the risk of receiving a traditional kinetic firepower-based response, a mode of power at which the United States has no equal.  The issue of homeland defense was linked to infrastructure protection, and the necessity for a partnership between government and the private sector was explicitly noted, since “more than any nation, America is dependent on cyberspace”.  The report noted that the “private sector, as much as the Federal government, is a target”, which in this author’s opinion is just as poorly understood by the private sector as by the government, as is the threat, since “other governments and terrorists [are] creating sophisticated, well-organized capabilities to launch cyber attacks.”
  

What makes the 1999 National Security Strategy such an improvement over its predecessors, however, was not merely the expanded discussion of Infrastructure Protection and Information Assurance, but also its much fuller coverage of the two additional areas of military operations and Public Diplomacy/International Public Information.  While the previous report had mentioned asymmetric warfare, the 1999 report not only repeated the goal of fighting and winning under conditions in which an opponent might employ asymmetric means such as information operations, it also cited the potential threat from such operations conducted against critical infrastructure elements such as logistics pipelines.  It further stated that "we are enhancing our ability to defend against hostile information operations, which could in the future take the form of a full-scale, strategic information attack against our critical national infrastructures, government and economy – as well as attacks directed against our military forces." The impact of modern and advanced information systems and technologies on operational readiness and command-and-control (C2) capabilities was highlighted, so that our ability to "cultivate and harvest the promise of information superiority" would generate new and cutting-edge military capabilities.  To a degree unmatched by any previous National Security Strategy, the 1999 report emphasized the growing role of information in military operations.

To complete the picture, the role of what the Reagan administration had called "international information" was significantly expanded to include – and indeed go well beyond – what the National Security Strategies of a decade earlier had stated.  The 1999 report included two full paragraphs under the heading "Public Diplomacy".  It recognized that "the global advance of…information technologies like the Internet" had enormously expanded the ability of people to obtain information, and of organizations to send it.  "This makes our public diplomacy – efforts to transmit information and messages to people around the world -- an increasingly vital component of our national security strategy."  The report also took note of how even old technologies such as radio had been used in troublespots such as Rwanda or Bosnia to disseminate misinformation, and stated that "effective use of our nation's information capabilities to counter misinformation and incitement, mitigate inter-ethnic conflict, promote independent media organizations and the free flow of information…helps advance U. S. interests abroad."  It specifically referred to PDD 68 and noted that "International Public Information activities…are designed to improve our capability to coordinate independent public diplomacy, public affairs and other national security information-related efforts", while calling for a fuller integration of these activities into "foreign and national security policy making and execution."
  Taken together, these three themes of Critical Infrastructure Protection, Information Superiority in Military Operations, and International Public Information present the most comprehensive and far-reaching perspective on the capabilities and employment of the information component of national power of any of the eleven National Security Strategy reports.

The Future


It is unfortunate that the whole process will be essentially brought to a halt by the 2000 Presidential election underway as of the time of this writing.  What direction either a new Bush or Gore administration will take is currently unknown, and will likely unfold in an evolutionary manner regardless which candidate takes office. While the technological forces emanating from the Information Revolution will not be affected by the election, the processes of building and installing the new administration's national security team will take time, and developing consensual views and perspectives on information's role in this security environment will take still longer.  These views will, of course, be influenced and to some extent shaped by forces outside of the formal group of administration participants.  One of those forces is the work of defense and security think tanks, academicians, and study groups.  

One such group, formed specifically to examine national security, is the "United States Commission on National Security in the 21st Century", also known as the "Hart-Rudman Commission" after its two principal chairs, former US Senators Gary Hart and Warren Rudman.  The Hart-Rudman Commission has (as of this writing) issued two of its three planned reports.  Phase I, "New World Coming: American Security in the 21st Century", was issued on 15 September 1999, and attempted to outline the global and domestic trends that will transform the security environment over the next quarter-century.
  Not surprisingly, this report noted the growing impact of information and associated technologies on the global security environment.  A "world brimming with free-flowing information" was just one of several equally-descriptive phrases used to portray the world of the future, one in which "we will be increasingly deluged by information" and in which a "transnational cyberclass of people" will shape events and forces on a global basis.  "A world pried open by the information revolution", the report stated, "is a world less hospitable to tyranny and more friendly to human liberty."  The global economic infrastructure will be dominated by advanced technologies, one of which will, of course, be information technology.  Much attention was devoted to the increasing threat posed by "weapons of mass disruption", of which information warfare was singled out for special comment.
  Cyber-attacks on air traffic control systems or knowledge-based economic institutions by means of new information technologies could exploit our dependence on those systems, with the death of "large numbers" of Americans as the result.  Taken as a whole, the Phase I report points to two long-term, powerful, global – yet contradictory – trends that will shape the security environment.  One is the centripetal pull of economic, technological, and intellectual forces that is working towards global integration.  The other is the centrifugal push of social, ethnic and political forces that are working towards global fragmentation.  The opposition of these forces holds the potential for conflict.
  

The Phase II report, "Seeking a National Strategy: a Concert for Preserving Security and Promoting Freedom", was released 15 April 2000.  Its goal was to provide a framework for a new approach to national security strategy that moved away from the old, successful but now obsolete objective of containment of global communism and moved towards something that balanced the twin forces cited previously, to exploit opportunities while defending against vulnerabilities.  The report defined American interests by use of a three-tier structure of survival, critical, and significant interests, and stated that one critical interest was that no hostile power establish control over national access to cyberspace.  The protection of U.S. and international access to cyberspace "must become a high priority of U.S. security planning".  Since the combination of outer space and cyberspace have become main arteries of global information and economic transaction, the ability to "move ideas and information through them freely is a prerequisite for expanding global freedom and prosperity.  Secure access to outer space and cyberspace is also now the sine qua non of the U.S. military's ability to function effectively".  The report also expanded on a theme raised in the Clinton administration's 1999 National Security Strategy, with the statement that since "public diplomacy is an important part of American diplomacy, the United States should help spread information technology worldwide, to [spread] the benefits of globalization and democracy….[and] employ new technologies creatively to improve its public diplomacy in the new Information Age".  Taken as a whole, the Phase II report clearly laid the groundwork for what will be an interesting and innovative Phase III report, which will examine the structures and processes of America's national security structure, and is scheduled for release on or before 15 February 2001.

What should be in the next report?  The 1999 NSS made a good start and emphasized three critical aspects of the role to be played by the information component of power, but it did not go far enough.  The next version of the National Security Strategy should include explicit reference to the following:

· Partnerships:  As emphasized by PDD-63, the task of protecting America's critical infrastructures is beyond the unilateral capabilities of either the public or private sector.  The next National Security Strategy needs to emphasize this point and suggest pathways towards building the partnership.  Such a partnership is hardly unique in American history, and the past few decades have seen several, including the creation of the National Communication System and the formation of the National Security Telecommunications Advisory Council (NSTAC) during the height of the nuclear era between the US and USSR.

· Information Superiority:  The future effectiveness of American military forces is being predicated on attaining and maintaining Information Superiority.  But what is it?  Operational concepts and military doctrines must include an understanding of Information Superiority beyond the current systems-focused approach.  We assuredly had military superiority in Somalia and Kosovo, yet we found that our adversaries' ability to exploit the informational component of power outside of traditional and narrow military parameters cost us dearly.  We need to focus attention on how the information component of power affects, improves, and perhaps threatens, US military systems and capabilities.

· The Economy:  While several NSS reports have commented on the economic impact of advanced technology, the connection between the sustained growth of the US economy and the Information Revolution needs to be stressed and made more explicit.  This has been the key factor in the American economic boom over the past decade, and the NSS needs to recognize this fact and develop ways to strengthen this connection.  There is a direct tie between Infrastructure Protection and economic security.

· The Internet:  It has become a virtual battlespace, with political entities of all types –  from nation states, to revolutionary movements, to non-governmental organizations – using it to shape perceptions and exert influence on a global basis.  The NSS needs to set forth a concept for leveraging the growing global connectivity and use it to support our national security objectives.  If small countries such as Ecuador and Croatia can effectively use the Internet for strategic political advantage, we should be able to do so as well.

· Cyberspace:  This venue is becoming an increasingly important – at times dominant – operational environment for global economics, politics, and military operations.  The next NSS needs to explicitly make this case, so that the US can be the leader in its use of this environment, and not merely a "reactor" to someone else's use of it.

The content and thrust of the next formal National Security Strategy report is of course unknown, but it is highly unlikely that the role of the information component of national power will decline, whether or not that specific term is used.  The powerful forces that have been unleashed since the first report in 1987 – the collapse of Soviet communism, the onset of the Information Revolution, the growth of the integrated global economy, instantaneous global connectivity, and more – have set into motion a series of world-transforming events that are still unfolding.  At the heart of literally every one of these events and trends is the explosion of advanced information technologies. Cyberspace, digital convergence, global interconnectivity, and all the other factors at work creating a new geo-strategic environment come from the Information Revolution. The likelihood is that future National Security Strategies will express more, not less, of the "information component of national power."  The further challenge for the American national security establishment is to formulate meaningful implementing doctrine and operational concepts that will give true life and meaning to “information” as an element of national power.  Increasingly, the need also will be to coordinate the development of such mechanisms to the extent possible on an Allied and coalition basis.  Those individuals, organizations, and countries that do this will be "successful", but those that do not do so will fail spectacularly.  From the perspective of the national security strategist, the latter result is to be feared and avoided, because it translates into defeat.

Endnotes 

�  Some nations, notably Canada and the United Kingdom, do publish occasional government White Papers on their respective approaches to national security issues, but these papers are neither mandated by public law nor published at regular intervals.


� The White House, National Security Decision Directive (NSDD) 130, US International Information Policy, 6 March 1984.  Originally classified Secret, it was declassified on 20 December 1991.  Antecedents of this document can be traced back at least as far as 1950, when National Security Council (NSC) document #74, "A Plan for National Psychological Warfare" was published by the Truman administration.  This lengthy (50 page) document was prepared under the coordination of the State Department.  Originally classified Secret, it was declassified on 10 April 1977.


� This definition is further refined from that proposed in: Robert E. Neilson and Daniel T. Kuehl, "Evolutionary Change in Revolutionary Times: A Case for a New National Security Education Program", in National Security Studies Quarterly, a publication of Georgetown University's Edmund A. Walsh School of Foreign Service (Vol V, Issue #4, Autumn 1999), pp. 29-41.  Available electronically via the authors' web-pages at the National Defense University's Information Resources Management College � HYPERLINK http://www.ndu.edu/irmc ��http://www.ndu.edu/irmc�.


� For more on the Goldwater-Nichols Act see Dennis J. Quinn, editor, The Goldwater-Nichols DOD Reorganization Act: A Ten-Year Retrospective (Washington, DC: National Defense University Press, 1999), available electronically at the NDU Press webpage, � HYPERLINK "http://www.ndu.edu/inss" ��http://www.ndu.edu/inss� .  The literature on the GNA is lengthy and growing longer.  For two bibliographies available electronically see those published by the National Defense University Library (� HYPERLINK http://www.ndu.edu/ndu/library/bibs/goldmag.html ��www.ndu.edu/ndu/library/bibs/goldmag.html� ) or the Pentagon Library (� HYPERLINK http://www.hqda.army.mil/library/goldwater.html ��www.hqda.army.mil/library/goldwater.html� ).


� For a fuller analysis of the National Security Strategy see Donald M. Snider, The National Security Strategy: Documenting Strategic Vision, (Carlisle PA: US Army Strategic Studies Institute, 15 March 1995). 


�  See NSDD 130, ibid.


� The White House, National Security Strategy of the United States (Washington, DC: Government Printing Office, January 1987).


� The White House, National Security Strategy of the United States (Washington, DC: Government Printing Office, January 1988).


� The White House, National Security Strategy of the United States (Washington, DC: Government Printing Office, March 1990).


� JV2010 and its recently-issued follow-on, JV2020, are available electronically at � HYPERLINK "http://www.dtic.mil/jv2010/" ��http://www.dtic.mil/jv2010/� (or 2020).


� The White House, National Security Strategy of the United States (Washington, DC: Government Printing Office, August 1991).


� The White House, National Security Strategy of the United States (Washington, DC: Government Printing Office, January 1993).


� The White House, A National Security Strategy of Engagement and Enlargement (Washington, DC: Government Printing Office, July 1994).


� The White House, A National Security Strategy of Engagement and Enlargement (Washington, DC: Government Printing Office, February 1995).  The author’s personal copy of this report contains the results of a student exercise conducted at the School of Information Warfare & Strategy, in which the students were challenged to examine the report for ways in which the information component could be strengthened.  The result was a report literally laced with short but innovative inserts that would have significantly improved it.


� Although the Commission's tasking included both physical and cyber threats, the PCCIP frankly acknowledged its focus on the cyber aspect, in large measure because the physical threat was much more comprehensively understood.


� For an electronic copy of PDD-63 see:


� HYPERLINK http://www.whitehouse.gov/WH/EOP/NSC/html/NSC_Documents.html ��http://www.whitehouse.gov/WH/EOP/NSC/html/NSC_Documents.html�.  For an electronic copy of the PCCIP's report, "Critical Foundations", see the website of the Commission's follow-on organization, the Critical Infrastructure Assurance Office, or CIAO, at � HYPERLINK http://www.ciao.gov ��www.ciao.gov� .


� The White House, A National Security Strategy of Engagement and Enlargement (Washington, DC: Government Printing Office, February 1996).


� The White House, A National Security Strategy for a New Century (Washington, DC: Government Printing Office, May 1997).


� CJCSI 6510.1 "Defensive Information Warfare Implementation", 31 May 1996.


� The White House, A National Security Strategy for a New Century (Washington, DC: Government Printing Office, October 1998).


� The White House, Presidential Decision Directive 68, "International Public Information", 30 April 1999.


� The White House, A National Security Strategy for a New Century (Washington, DC: Government Printing Office, December 1999).


� The issuance of PDD68 was met with far greater public criticism than PDD63.  Infrastructure protection against computer intrusion did not capture the public attention as did a program that was often portrayed as propaganda or information control.  Do a web search on the phrase "international public information" to get a sense of this unease.


�The White House, A National Security Strategy for a New Century (Washington, DC: Government Printing Office, December 1999).


� Both reports are available online at the Commission's website, � HYPERLINK http://www.nssg.gov ��www.nssg.gov� , and the third will in all likelihood also be available online when it is eventually issued.


� Lars Nicander, who supervises the Information Warfare segment of curricula at the Swedish National Defense College ("Forsvarshogskolan"), has called information a "weapons of precision disruption", which in this author's opinion perhaps more accurately describes its potential.


� United States Commission on National Security in the 21st Century (Hart-Rudman Commission), Phase I Report, New World Coming: American Security in the 21st Century, available online at � HYPERLINK http://www.fas.org/man/docs/nwc/nwc.htm ��www.fas.org/man/docs/nwc/nwc.htm� ; see the Preface and Introduction.


� Hart-Rudman Commission, Phase II Report, Seeking a National Strategy: a Concert for Preserving Security and Promoting Freedom, available online at � HYPERLINK http://www.fas.org/man/docs/nwc/nwc.htm ��www.fas.org/man/docs/nwc/nwc.htm� .





1
13

