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Virtually all of the public debate over the newly-released “National Security Strategy” has focused on preemption as a fundamental tenet of national security.  What is missing in this new Strategy is the recognition that the global information environment has become our newest battlespace.  The bulk of President Bush’s address to the nation on October 7, 2002 made the case for a preemptive strike on Iraq if all other means fail to eliminate Iraq’s program for weapons of mass destruction.  Almost none of the public debate, however, has touched on whether this new Strategy adequately reflects more far-reaching changes in the global security environment.  Specifically, it fails to recognize and exploit the global “information revolution” that is fundamentally shaping critical aspects of the national and international security environment from political, economic, social, diplomatic and military perspectives. 

Previous national security strategies contained approaches to exploiting the information revolution by focusing on three areas: infrastructure, warfare and diplomacy.  Building upon a series of governmental and academic studies throughout the 1990s, previous strategies emphasized the necessity to protect the critical national infrastructures on which our national political stability, economic vitality and military strength have become increasingly dependent.  This effort, known as “Critical Infrastructure Protection”, gained momentum throughout the 1990s.  The second area emphasized was the impact of the information revolution on military capability and doctrine (the way we fight).  This was inextricably linked to the continuing debate over how America’s armed forces would “transform” themselves in response to the “revolution in military affairs”.  Transformation involves activities ranging from new technologies to make “smarter” weapons to new operational concepts such as information warfare.  Finally, past strategies resurrected an approach to using information content -- images and words – as part of “public diplomacy” to influence how America was viewed in the global arena.  In aggregate, these three areas presented a coherent approach regarding how the U.S. could employ the information component of power to support national security. 

In the interval between previous national security strategies and the present one little has happened to lessen the impact or importance of these three key areas—infrastructures, warfare, and diplomacy.  If anything, we’ve seen a dramatic increase in the visibility of all three. Since advances associated with the information revolution continue to permeate the fabric of our work and private lives, the authors conducted a content analysis of the newest Strategy to determine whether it used a visionary approach reflecting the realities of the information age and creatively employing the information component of national power.  The results were disappointing.  The following terms associated with the information age are not mentioned in the Strategy: internet, cyberattack, cyberspace, cyber(anything), network security, information security, information assurance, computer virus, hackers, and asymmetric.  “Critical infrastructure” is mentioned only once, next to an oblique reference to information operations.  Information technology is discussed in context of AIDS education in Africa.  The concept of command and control is used to describe failed economies.  In sum, there is scant evidence that any notions or concepts of the information age are addressed in a meaningful way to reflect fundamental changes in the political, economic, and national security environment.  Despite the fact that the present Administration has taken action in all three areas, these efforts have been fragmented and individually developed and do not demonstrate a coherent and coordinated approach.  There seems to be neither an awareness nor appreciation of the synergies available among these efforts.  

This is both surprising and disappointing. The Administration has demonstrated an understanding and awareness of these issues and has taken measures to develop and improve capabilities to employ the information component of power in all three arenas.  Early last year, Condoleeza Rice affirmed that infrastructure protection was a priority national security objective because “the cyber-economy is the economy,” and a “collaborative partnership between the public and privates sectors” was the only possible way of protecting critical national infrastructures.  Whether or not the recently released “National Strategy to Secure Cyberspace” is the best possible approach is not at issue here.  What is at issue is that the new National Security Strategy is virtually devoid of any mention of information age-related issues. There is no mention of any concerted national approach or strategy for its protection, no indication that the global economy of the 21st Century is a cyber-economy, and no indication of the need for international cooperation in this arena.

The same holds true for the military dimensions of the information revolution.  Despite intense debate over military transformation, information warfare, and new concepts such as network centric warfare, none are addressed in the new Strategy, except for one isolated reference to information operations.  Although the Hart-Rudman Commission (“The U.S. Commission on National Security in the 21st Century”) stated that American military capability has become increasingly dependent on cyberspace, and the Joint Staff has concluded that “information and knowledge superiority” are the backbone of future military operations, the Strategy does not address these and similar issues.

Interestingly, it is in the third area—public diplomacy—that the new Strategy is the most proactive, with three separate references to public diplomacy and information.   But the Strategy seems oddly disconnected from the Administration’s visible efforts to tell America’s story to a global audience.  The synergies of different information mediums, whether print, broadcast (radio and television), or the Internet, are essentially ignored in the Strategy.  The “worldwide war of ideas,” as President Reagan termed it in the 1980’s, is now waged using new information technologies to influence new audiences in response to changing strategic conditions.  But this is not reflected in the Strategy.  What would have been another useful means to clarify our objectives and bring coherency to our efforts to influence a global range of audiences—from adversaries and skeptics to our friends and closest allies— is instead another missed opportunity.

Whether it’s the struggle to shape global opinion, leverage advanced information technologies to insure our Armed Forces are more agile and lethal than our adversaries, or protect the critical infrastructures that support the U.S. economy, this new Strategy had a golden opportunity to present an integrated approach for exploiting our key advantages while protecting our critical infrastructures.  Unfortunately, this opportunity has been lost.  Let us hope the next iteration better reflects information-age realities.
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