Introduction to Information Law:

FOIA and Privacy Act

Updated Aug 20, Capt TJ Rogers

Authority and Guidance

A. 5 U.S.C. 552, The Freedom of Information Act (FOIA)

B. 5 U.S.C. 552a, The Privacy Act (PA)

C. DoDD 5400.7, DoD FOIA Program, 29 September 1997

D. DoD Regulation 5400.7-R, DoD FOIA Program, 4 September 1998

E. DoD Regulation 5400.11, DoD Privacy Program, 13 December 1999

F. DoD Regulation 5400.11-R, DoD Privacy Program, August 1983

G. DoD 5400.7, DoD FOIA Program / Air Force Supplement, 22 July 1999

H. AFI 33-332, Air Force Privacy Act Program, 8 November 2000

I. DOD Guidance on Attorney General Freedom of Information Memorandum, available at  https://aflsa.jag.af.mil/GROUPS/AIR_FORCE/GENERAL_LAW/SOURCE/agmemofoia.pdf

J. DOJ FOIA Post (Recap of Attorney General FOIA Memorandum) available at    http://www.usdoj.gov/oip/foiapost/2001foiapost19.htm
Samples of Behavior

1. Distinguish the competing interests involved with the FOIA and PA.

2. Explain the underlying policy basis for each of the Acts.

3. Summarize the critical attributes of a proper request under the FOIA and PA.

4. Distinguish the strengths and deficiencies, respectively, of specific examples and non-examples of requests under the Acts.

5. Recall the provisions required in a Privacy Act statement.

6. Recognize common Privacy Act exemptions and exceptions.

7. Predict how FOIA will balance the competing interests of open government versus confidentiality.

8. Predict how PA will balance the competing interests of open government versus individual privacy rights.

9. Differentiate between the proper methods for denying requests for government information: “no records” response; enumerated FOIA exemptions; Glomar response; exclusion.

10. Understand the specific limitations in applying FOIA exemptions 1 and 3.

11. Identify the various information law reference sources.

Lesson Outline


I.
Overview of the Privacy Act


II.
Overview of the Freedom of Information Act


III.
Electronic Freedom of Information Act Amendments

IV.
Interaction of the FOIA and PA

Attachment 1:  Analysis for Considering a Request

I.  Overview of the Privacy Act

(DOJ overview of the Privacy Act at http://www.usdoj.gov/04foia/04_7_1.html)

(Agency specific routine disclosures available at http://defenselink.dtic.mil/privacy/notices/)

A.
Purposes
1. To give individuals access to records of which they are the subject:

2. To identify systems of records.

3. To allow individuals to correct factual errors.

4. To limit information collected to what is relevant and necessary.

5. To restrict access to personal information by third parties, i.e., to protect the privacy interests of the subject from any other person, with some exceptions.

6. To preclude secret systems of records.

7. To give citizens judicial remedies for noncompliance with the PA

a. Civil:  injunction, 5 U.S.C. 552a(g).

b. Criminal (misdemeanor):  $5,000 fine, 5 U.S.C. 552a(i).

B.
Important Definitions


1. Record:  Any item or collection of information about an individual which is maintained by an agency and which contains that person's name or other identifying particular.  5 U.S.C. 552a(a)(4).


2. System of Records:  A group of records under the control of an agency from which information is (not can be) retrieved by name of individual or by some personal identifier.  5 U.S.C. 552a(a)(5). See, Smiertka v. U.S. Department of Treasury, Internal Revenue Service, 444 F.Supp. 22 (D.C. 1978); Hudson v. Reno, 130 F.3d 1193 (6th Cir. 1997).

a. Not from memory, chronological files, or files arranged by subject matter.

b. Not personal notes used as "memory joggers."  Caveat:  Personal notes made by a supervisor about a subordinate may, in some situations, be considered "records" under the Privacy Act (PA) or FOIA. 

c. Groups of records filed alphabetically by name probably are a "system of records."

3. Official information:  must be "personal" information to be protected.  Official information includes name; military rank; AFSC; base pay and special pay; all allowances, except BAH; past CONUS duty assignments; date of rank; EAD date; pay date; source of commission; PME; promotion sequence number; military awards and decorations; current duty status; and biographies and photographs of key personnel.

a.
There are some limitations on release of names with duty addresses and phone numbers.  CONUS: may release except for routinely deployable and "sensitive" units.  Overseas: not released.  Apply Exemptions 2 and 6 analysis to any release of lists)

b. 
Mere fact that a record contains some "official" information does not remove it from PA protection.  (Many records will contain both personal and official information; PA prevents release of personal information to third parties, but does not restrict access to official information which can be reached through FOIA or personal information which FOIA “requires” be released.)

4. Personal Information:  protected by the PA.  Examples include:  social security account number; marital status; number and sex of dependents; civilian educational degrees and major areas of study, school and year of graduation; home of record; age and date of birth; home address and phone number; specific medical condition; unofficial activities; incomplete investigation; administrative discharge; progress in school or job, Article 15 information. 

C.
Privacy Act Statements 

1.
Required when requesting personal information that will go into a system of records or an individual’s social security account number.

2.
Not required if information will not go into a system of records, or for SECAF exempted criminal investigative systems.

3.
Includes:

a.
Authority for gathering the information:  statute or E.O.

b.
Purpose:  why does AF need this information?

c.
Routine Use:  what disclosure, if any, will be made outside DOD?

d. 
Whether furnishing the information is mandatory or voluntary.

e. 
Consequences of failure to provide the information.

4.
PA Statement is not signed.

5.
PA Statement is not a "release."

D.
Privacy Act Exemptions and Exceptions

1.
Access to Own Records
a.
If no PA exemption, disclose.

b.
If PA exemption, apply FOIA.  If no FOIA exemption, disclose.

c.
If both PA and FOIA Exemptions apply--may withhold.

2.
Specific Exemptions

a.
Classified information (Subject to FOIA exemption 1--5 U.S.C. 552 (b)(1)).

b.
Law enforcement records not covered by the general exemption.  (Note ‑ must allow access if record was used to deny someone a right, privilege or benefit, unless doing so would reveal a confidential source.)

c.

Statistical records.

d.
Data to determine suitability for Federal service, contracts or access to classified information if access would reveal a confidential source.

e.
Qualification tests for appointment or promotion in Federal service if access would compromise the tests' objectivity.

f.
Information to determine promotability if access would reveal a confidential source.

3.
Third Party Disclosure - Privacy Act Exceptions (may disclose without consent)

a.
Need to Know:  DOD officials and employees to perform their duties.
b.
Required under FOIA

c.
Routine Uses: agencies outside DOD in accordance with "Routine Use" as published in the Federal Register (available at http://defenselink.dtic.mil/privacy/notices/).  "Routine Use" must be compatible with "Purpose" on PA Statement, i.e., the purpose for which the information is collected.

d.
Census Bureau
e.
Statistical research
f.
National Archives
g. 
Law Enforcement Request: federal, state, or local law enforcement agencies for civil or criminal law enforcement. (This is also a "Blanket Routine Use" for all AF records systems).

h. 
Health and Safety of Individual: individuals or agencies for compelling health or safety reasons.

i. 
Congress: as a body.  AF blanket routine use also allows release to a Congressional office in response to an inquiry made at request of the individual.  If material is sensitive in nature, get consent from the individual before release to a Congressional office.  If necessary, you may accept constituent letters requesting a Member of Congress to investigate a matter pertaining to an individual as written authority to provide access to the records of that individual to the Member of Congress or her staff.

j.
General Accounting Office (GAO): to Comptroller General or agent performing duties of GAO.

k.
Court Order: by court of competent jurisdiction (may include state courts, but ensure release is not waiver of sovereign immunity.  See OpJAGAF 2001/24, 1 May 2001).  Does not include routine subpoena issued by clerk.

l.
Debt Collection:  Discretionary release to consumer credit agencies per the Debt Collection Act, 31 USC 3711(e). 

4.
Contractors: release to contractors in the performance of a DoD contract is considered a disclosure within DoD.  See DoD 5400.11-R, Chapt 4, for guidance.

5.
Parents or Legal Guardians: may seek their children’s' medical records under certain circumstances.

E.  Privacy Act Procedures

1.
Requirements for Privacy Act Request by individual

a.
Comes from the subject (or his/her agent or guardian): 

b.
Of a record;

c.
In a system of records.

d.
Cites or implies the Privacy Act (or comes close—e.g., cites FOIA when PA could apply).

e.
Is reasonably descriptive: not "all records about me;” if so, ask for specificity.

Note:  There is not a requirement that the request be in writing.  If it is, it should not be on AF letterhead unless it comes from the Area Defense Counsel (ADC).

2.
System Manager Verification

"System Manager" is the person who authorizes access to records.

a.
Must verify the identity of the requester

b.
Requester does not have to give his/her reason for the request if he is the subject of the records requested.

3.
Granting Access

a.
System Manager must notify requester within 10 workdays from date received:

1)
If there is a system of records covering the record(s) requested (record must exist when the request is made); and,

2) When and where it may be reviewed.  Within 30 workdays of receipt of request, allow subject to see record or give him a copy

b.
Do not create a new record:

c.
Do not deny request just because it is in an inconvenient form, e.g., on computer tape.

d.
If you cannot notify the requester within 10 workdays, send notice to the requestor within 20 days explaining why the 10-day response is not possible and when you expect a full response.

4.
Denying Access

a. Within 5 workdays of receipt of request:

1)
Forward to denial authority (MAJCOM).

2)
SJA and Public Affairs coordination required.

b.
In applying an exemption, ask: 

1)
Is each document covered by the exemption?

2)
Can any nonexempt parts of the document be reasonably segregated? 

5.
Special Areas

a.
Medical Records.  Before releasing to subject, have a doctor determine whether access could harm the requester’s mental or physical health.  If so, ask the requester to name a practitioner to receive the record and offer the services of a military physician.  If the requester refuses, withhold the record.  (Not considered a denial under PA, so not appealable)

b.
Third Party Information.  

1)
 Do not delete it from the subject's records unless listed as exempt.

2)
Can delete personal data of third parties if such data is itself protected by the PA and FOIA, such as SSNs and home addresses.  (Not considered a denial under PA, and not appealable)

c.
Information Compiled for Litigation may be withheld if it is a record in a system compiled in connection with a civil action or other proceeding.

d.
Accounting for disclosures.

1)
Local record system manager keeps record of disclosures.

2)
Does not apply to:

a)
Subject of any record;

b)
Any DOD activity; or,

c)
Information releasable under FOIA.

II.  Overview of the Freedom of Information Act 

Commonly referenced FOIA web resources:

· AF FOIA at http://www.foia.af.mil/ 

· AFLSA General Law at https://aflsa.jag.af.mil/GROUPS/AIR_FORCE/GENERAL_LAW/foia-pa.htm 

· ACC FOIA guide at https://wwwmil.acc.af.mil/ja/civil_files/FOIA/foia.htm
· DOD Memorandum for DOD FOIA Offices, Withholding of Personally Identifying Information under the Freedom of Information Act, dated 9 Nov. 2001 

· DOJ resources at http://www.usdoj.gov/04foia/index.html
· DOJ FOIA Post (Recap of Attorney General FOIA Memorandum) available at    http://www.usdoj.gov/oip/foiapost/2001foiapost19.htm
A.
Purpose:  "The basic purpose of the FOIA is to ensure an informed citizenry, vital to the functioning of a democratic society, needed to check against corruption and to hold the governors accountable to the governed."  NLRB v. Robbins Tire & Rubber Co., 437 U.S. 214, 242 (1978).

B.
Application:  FOIA generally provides a right of access to Federal executive agency records, except records or portions of records protected from disclosure by one or more of the FOIA exemptions.  Does not apply to federal courts, Congress, state agencies (but many have state FOIA statutes), or units within the Executive Office of the President whose sole function is to advise/assist the President. 

C.
Summary of Selected FOIA Subsections 
1.
Subsection (a)(6) requires FOIA requests be processed in 20 working days (with a 10‑day extension for "unusual circumstances"), requesters be notified in response of denial and agency appellate procedures, and appeals be processed in 20 working days.  Note that time standards are statutory, hence, not subject to agency waiver.

2.
Subsection (b) the actual exemptions--describes records exempt from disclosure.  

3.
Subsection (c) permits a response of "no record" to a FOIA request for certain law enforcement records that exist but are exempted under subsection (b)(7)(A).

D.  Basic FOIA Policies

1.
Denial: New Attorney General policy requires only “a sound legal basis” for a denial.  This replaces the old “substantial harm” requirement from the previous administration.  New policy also places particular emphasis on the right to privacy protected under FOIA and on greater use of exemption 2 as it relates to security.

2.
Segregation of Records:  Even if documents exempt, agency must disclose segregable portions when the meaning of these portions is not distorted by deletion of the excised information and it reasonably can be assumed that a skillful and knowledgeable person could not reconstruct the excised information.  To redact information regarding witness statements, the consideration is whether someone familiar with the case would be able to identify the individual.  

3.
Established Reasons for Not Releasing Records

a.
Request is denied under FOIA exemption and agency regulations.

b.
Request is withdrawn.

c.
Requester has unreasonably failed to comply with agency procedural requirements, including payment of fees.  

d.
Requester has failed to describe a record with sufficient particularity to enable the agency to locate it by conducting a reasonable search.  

e.
Requested information is not a "record."  

f.
Requested record is neither controlled nor possessed by agency.  (Note that a "no record" determination is considered a denial, so advisement of appeal procedures is appropriate.)

g.
Request is transferred to another executive agency.

E.   FOIA EXEMPTIONS 

Exemptions are usually the first reason to deny release of records.  Of nine exemptions, two are not generally relevant to the military: Exemption 8 (financial records) and Exemption 9 (geological information on wells).

1.
Exemption 1:  Classified information

a.
Refers to confidential, secret, and top secret information:  (note: "For Official Use Only" (FOUO) is not a security classification, but rather, merely a notice that the documents contain information protected under a FOIA exemption (2 through 9) and should be handled accordingly.

b.
Glomar Responses:  May refuse to confirm or deny whenever the existence or nonexistence of requested information is itself classifiable. See E.O. 12,958 (amended by E.O.s 12972, 13142).

1)
Called a "Glomar" denial.

2)
Must be used consistently.

c.
Mosaic Effect:  may withhold apparently harmless pieces of information if, when assembled together, they are classifiable. (Note: must still segregate and release nonexempt information unless segregated information would not have any meaning). 

2.
Exemption 2:  Internal Administrative Matters:  divided into two parts:

a.
“Low 2:” administrative matters of a relatively trivial nature for which there is no significant public interest. Under the 19 Nov 2001 DOD guidance, DOD components will now apply the low 2 exemption as applicable (DODR 5400.7 previously restricted DoD use of low 2 exemption but was superceded by current guidance)..

b.
“High 2:” internal matters which, if disclosed, would risk circumvention of a statute or regulation.

1)
DOJ encourages using exemption 2 for security reasons: “Agencies should be sure to avail themselves of the full measure of Exemption 2’s protection for their critical infrastructure information….” DOJ FOIA Post.  Such information includes assessments or statements regarding the vulnerability or protection of critical systems, facilities, stockpiles, and other assets. 

2)
 Examples:  security classification guide, test questions and answers used for hiring or promotion, guidelines for DOD investigators or auditors, computer software which would allow circumvention of a statute, DoD rule, regulations, orders, manuals, directives, or instructions.  Additionally, most law enforcement manuals may now be withheld under expanded exemption 7e.

3.
Exemption 3:  Exempted by Another Statute

a.
Exemption 3 statutes commonly used by DoD are listed on the AF FOIA website at:  http://www.foia.af.mil/b3.pdf
b.
Statute Must:

1)
Not permit discretion on the withholding;

2)
Establish criteria for withholding; or,

3)
Refer to particular types of matters to be withheld.

c.
The Privacy Act is not a FOIA "Exemption 3" statute.  5 U.S.C. 552(q).

d.
Examples:  21 U.S.C. 1175 (drug rehab information), 10 U.S.C. 1102 (medical quality assurance records), 18 U.S.C. 798 (communication intelligence), 41 U.S.C. 401 et seq. (contractor "proprietary information"); 10 U.S.C. 618(f) (promotion selection board proceedings), 10 U.S.C. 130b (names/duty addresses for overseas units/sensitive installations/routinely deployable units).   

4.
Exemption 4:  Trade secrets or commercial or financial information submitted on privileged or confidential basis

a.
Trade secrets:  narrowly defined to require a direct relationship between the trade secret and the productive process.  Note that the Trade Secrets Act, 18 U.S.C. 1905, is not an Exemption 3 statute.

b.
Most cases concern commercial/financial information.  To qualify for exemption, information must be:

1)
Commercial or financial, i.e., pertaining or relating to or dealing with commerce (examples: bids, contracts, statistical data, audits, wage surveys, scientific data, computer software, etc.)

2)
Obtained from a "person"‑broadly defined to include corporations, state governments, and foreign governments.

3)
Privileged or Confidential.

c.
The leading case dealing with the issue of privileged or confidential commercial information is Critical Mass Energy Project v. Nuclear Regulatory Commission, 975 F.2d 871, (D.C. Cir. 1992) (en banc), cert. denied, 113 S.Ct. 1579 (1993).  Threshold question to be determined is whether information was provided “voluntarily” or was “required” by the government.

1)
If provided voluntarily by the submitter, and if the type not customarily disclosed to the public, then information is categorically protected from disclosure.

2)
If the information is required to be submitted by the government, then the stricter Exemption 4 withholding standards set forth in the National Parks case (discussed below) will apply.

d.
Under National Parks and Conservation Ass'n v. Morton, 498 F.2d 765, 770 (D.C. Cir. 1974). Information may be withheld if release is likely to:

1)
Impair the Government's ability to obtain necessary information in the future, or

2)
Cause substantial harm to the competitive position of the submitter. (Most cases involve this issue.)

3)
Government assurance of confidentiality is only one factor to be considered in the analysis.

e.
McDonnell Douglas Corp. v. NASA, 180 F.3d 303 (D.C. Cir. 1999), reh'g en banc denied, No. 98-5251 (D.C. Cir. Oct. 6, 1999), dealt with release of line price lists (required submission) and revitalized the "substantial competitive harm" test--casting a temporary veil of confusion over this area of the law.  

f.
In general, agencies must obtain views of submitters when their data is requested under the FOIA.  Obtaining their views may minimize "reverse" FOIA lawsuits.  

g.
Standard in “reverse” FOIA lawsuit is whether Government has acted arbitrarily in releasing information.

5.
Exemption 5:  Inter- or intra-agency documents normally privileged in the civil discovery context

a.
Designed to incorporate virtually all civil discovery privileges, whether traditional or new (note: apply the new “sound legal basis” standard--not the prior “substantial harm” standard).

b.
Two privileges most commonly invoked:

1)
Deliberative process privilege:  encourages frank policy discussions, prevents premature disclosure of evolving policies, and prevents public confusion.  

a)
Must be predecisional, i.e., antecedent to adoption of agency policy. 

b)
Must be deliberative, i.e., "makes recommendations or expresses opinions on legal or policy matters.”  The issue is whether disclosure would discourage candid discussion.  Purely factual matters are not protected unless they themselves reveal deliberative process. 

2)
Attorney work‑product privilege:  protects adversary trial process by insulating attorney's preparation from scrutiny.  

a)
Does not attach until articulable claim, likely to lead to litigation, has arisen.  

b)
Applies to documents prepared at direction of attorney, such as an economist's report or a witness statement.

c)
Purely factual matters are protected, unlike the deliberative process privilege.

d)
Termination of litigation does not end the privilege.  

e)
Settlements: gray area--may be protected.

c.
Both privileges are broadly construed under a "functional test" to include documents generated outside an executive agency if needed for the agency's functions. 

d.
Privileges may be waived, but an unauthorized "leak" does not amount to waiver. 

6.
Exemption 6:  Personal Privacy:  information in personnel, medical, and similar files, which, if disclosed to the requester, would result in a clearly unwarranted invasion of personal privacy

NOTE:  Exemption 7(c) (law enforcement) also protects personal privacy and has a lower threshold for protection.

a.
Personnel, medical, and "similar" files broadly construed to include all information which "applies to a particular individual."  Examples: SSANs; home addresses; names and duty addresses of personnel in overseas or in classified, sensitive, or routinely deployable units; evaluations for employment or security clearances; adverse administrative personnel actions.

b.
First, determine if there is a protectible privacy interest by referring to the Privacy Act and other agency sources (e.g., TJAG Civil Law Opinions). If there is no protectible privacy interest, release the record (unless other exemptions apply).

c.
Next, determine if there is a public interest in disclosure. Public Interest = degree to which the information aids the public in understanding how the Air Force functions.  If there is a privacy interest but no public interest in disclosure then do not disclose.

d.
If there is a protectible privacy interest and a public interest in disclosure, balance the privacy interest against the public interest in disclosure. 

1)
Majority rule is that death extinguishes privacy interests of deceased persons, but surviving family members may have a protectible privacy interest.  

2)
Personal benefit is not a public interest (no public interest in information sought for use in private litigation). 

3)
Balancing of interests is fact specific.  Note the increased emphasis in privacy interests following Sept 11, 2001.  

4)
Counsel in a court‑martial are generally provided information about prospective court members otherwise releasable under FOIA (e.g., present and past duty assignments, education and schooling rank).

[Note:  When feasible, notify AF employees when someone submits a FOIA request for information about them, DoD 5400.7 para C3.2.1.6. (AF)]

7.
Exemption 7:  Law Enforcement Information

a. Records or information compiled for law enforcement purposes (including civil and criminal statutes and implementing regulations and Executive Orders), but only to the extent production:

1)
Exemption 7(a): "Could reasonably be expected to interfere with enforcement proceedings."  

2)
Exemption 7(b): "Would deprive a person of a fair trial."  

3)
Exemption 7(c): "Could reasonably be expected to constitute an unwarranted invasion of personal privacy."

a)
Burden lower than under Exemption 6, which requires a "clearly" unwarranted invasion of personal privacy to justify withholding.

b)
Balance competing interests as under Exemption 6. 

c)
Dept. of Justice v. Reporters Committee for a Free Press, 109 S.Ct. 1468 (1989). In denying access to FBI "rap sheets" on an individual, the court set several standards:

d)
"Public interest" of information sought is determined by how much light the information sheds on agency operations.

e)
The status of the requester is irrelevant to the issue of public interest.

f)
Where public information is old and located in scattered locations, "practical obscurity" of the information may create a privacy interest.

g)
 The purpose for which the information is requested is irrelevant to the issue of public interest.

4)
Exemption 7(d): "Could reasonably be expected to disclose the identity of a confidential source" or information supplied by a confidential source during a criminal investigation or a national security intelligence investigation.

5)
Exemption 7(e): Would disclose techniques and procedures for law enforcement investigations or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be expected to risk circumvention of the law. Law enforcement manuals which contain techniques and procedures, the disclosure of which could result in circumvention of the law, may be withheld.

6)
Exemption 7(f): Could reasonably be expected to endanger the life or physical safety of any individual.  Broader protection than under Exemption 7c, because no balancing of interests required.

F.
Exclusions for Law Enforcement Records

1.
Designed to prevent subjects of an investigation from discovering through FOIA that they are being investigated.

2.
Allows agency to report "no record exists" to requester where the disclosure of an ongoing investigation may result from a denial under Exemption 7.

3.
Allows similar report where denial of request under other FOIA exemption might reveal the identification of an informant.

4.
Allows "no record" response for request made to the FBI concerning counter‑intelligence or counter‑terrorism activities.

5.
Do not cite this provision in the response to the requester (defeats purpose of exclusion).

G.  FOIA Procedures

1.
The FOIA Request

a.
Can be made by "any person."  Broadly defined to include, e.g., foreign citizens and governments, corporations, and state governments.  

b.
But, special rules exist for requests from foreign governments and citizens (and their representatives).

c.
Federal agencies and fugitives from justice are excluded.  

d.
Requesters must comply with agency regulations.  The FOIA request:

1)
Must be in writing;

2)
Should be addressed to FOIA office.  However, a request sent to another office should still be processed.

3)
Reasonably describe the desired record.

a)
Test:  Can a professional agency employee familiar with the subject area locate the record with a reasonable amount of effort?  

b)
Tell requester if record not reasonably described and ask for more specific information.  (This is not a denial.)

(i)
Definition of "agency record": "Products of data compilation …  regardless of physical form or characteristics, made or received by (the Air Force) in connection with the transaction of public business and in the agency's possession and control at the time it receives the request .

(a)
Examples:  Books; papers; maps; photographs; microfiche; in rare cases, computer software.

(b)
Does not include, e.g., objects or articles, such as structures, furniture, vehicles, equipment, most computer software or information in a computer for which there is not an existing retrieval system.

(c)
Generally no obligation to create, compile, or obtain (from another Executive agency) a record to satisfy a FOIA request.

(ii)
Personal records (e.g., supervisor's personal notes) are not "agency records" unless given to other agency employees for their official use.  But note that under limited circumstances personal records can amount to a "system of records" under the Privacy Act.

4)
Give assurances to pay any required fees.

2.
The Response to FOIA Requests

a.
Keep the requester informed of status of request.

b.
Queries whether the request qualifies for processing under FOIA.  For instance:

1)
Are records reasonably described?

2)
Have assurances been given to pay fees?

3)
Has enough information been supplied to categorize the requester?

c.
Processing time limits are statutory.

(1)
Tell requester in writing of decision on release within 20 days of official receipt. Thereafter, release any records "promptly." When a significant number of pending requests prevent a timely response determination, the requester shall be so notified in an interim response, and advised whether their request qualifies for the fast track or slow track within the DoD Components' multitrack processing system.  Requesters who do not meet the criteria for fast track processing shall be given the opportunity to limit the scope of their request in order to qualify for fast track processing.

(2)
Multitrack Processing. When a Component has a significant number of pending requests that prevents a response determination being made within 20 working days (effective October 2, 1997), the requests shall be processed in a multitrack processing system, based on the date of receipt, the amount of work and time involved in processing the requests, and whether the request qualifies for expedited processing.

(3)
Decisions on administrative appeals must generally be made within 20 workdays after it reaches the Office of the Secretary of the Air Force.

(4)
Requester can treat failure to comply with time limits as constructive exhaustion of administrative remedies.  A "no records" determination may also be appealed as a denial and requires advisement of appeal rights.

(5)
 If agency can show delay was caused by exceptional circumstances and that it is applying due diligence in processing request, it may be allowed more time.

d.
Action is taken by disclosure, denial, and appeal authorities for FOIA requests.

1)
Disclosure authority generally group commander or comparable level or lower. 

2)
Denial authority (to include partial denials) usually MAJCOM.  Denial must tell requester of records denied, FOIA exemptions justifying denial, and appeal procedures.

3)
Appeal authority is the General Counsel to the Secretary of the Air Force (SAF/GCA). 

e.
Judge advocate involvement in responding to FOIA requests is extensive.

1)
SC (Records Management), not JA, is the OPR for FOIA requests.

2)
But a legal review is required for all recommended denials (denials are forwarded to at least the MAJCOM).  

3)
If an appeal follows, go through AFLSA/JACL to the Air Force General Counsel.  If suit is filed, a federal judge will review it.

4)
Ask your MAJCOM for advice.  Links to MAJCOM FOIA sites available at AF FOIA page, http://www.foia.af.mil/contact.shtml.

H.  Fees and Fee Waivers

1.
Statutory processing time limits do not begin to run until the requester has provided assurance on payment, or actual payment under some circumstances.

2.
The general rule (except for commercial requestors) is that the first 100 pages and two hours of search time are free 

I. FOIA Judicial Review

1.
De novo judicial review in U.S. district courts.

2.
Requester may file suit in U.S. district court when an agency has refused to release a record of has failed to respond within prescribed time limits ("constructive exhaustion" of administrative remedies).

3.
Burden of proof is on the agency to justify its refusal to release the record. 

4.
Court may award attorney fees and litigation costs if requester substantially prevails.

III. Electronic Freedom of Information Act Amendments
A.
FOIA Record: the term “record” includes “any information that would be an agency record subject to the requirements of [the FOIA] when maintained by an agency in any format, including an electronic format.” 

B.
Information Made Available in Electronic Format: To assist in the swift release of information, Congress specifically provided for electronic disclosure.  For records created on or after November 1, 1996, within one year after such date, each agency shall make such records available, including by computer telecommunications or, if computer telecommunications have not been established by the agency, by other electronic means.

C.
Honoring Form or Format Requests:  Agencies shall provide records in any form or format requested by the person if the record is readily reproducible by the agency in that form or format. The section will also expedite FOIA requests by requiring the agency to make reasonable efforts to maintain its records in forms or formats that are reproducible, and imposing an affirmative duty to search for records in electronic form or format.

IV.  Interaction of the FOIA and the PA

A. Access to Records

1. FOIA:  main goal is access to any person. PA:  one goal is access to subject of record.

2. FOIA broadly defines records, while PA narrowly defines a "system of records."

B. The Request

1. FOIA:  request made by "any person" seeking any record 

2. PA:  request made by subject for his/her own records

3. Request for Privacy Act protected records by a third party not qualifying for access under the Privacy Act will be processed under FOIA.

Attachment 1:  Analysis for Considering a Request

1.
What is the Nature of the Request?

2.
 Who is the requester?

a.
The subject of the record?

b.
Any other person?

c.
A foreign Government?

3.
What is asked for?

a.
A "record" maintained in a "system of records"?

b.
Handle as both a PA request and a FOIA request even if only one act is cited.

c.
Requester's or someone else's records? (If mixed, possibly segregate)

d.
Other documents?

4.
Can we release this information in its entirety?

a.
Not exempt under FOIA?

b.
No government interest jeopardized?

c.
Does PA and FOIA Exemption 6 or 7(c) block release of any part of the information?

d. 
Can requestor amend request to prevent denial? (ie. no interest in SSNs)

5.
Should we release the information (if protected)  Remember the new “sound legal basis” standard.

6.
Is protected information able to be segregated?  

7.
Partial Denials are treated as denials and entire record is forwarded to denial authority.  Do not release portions of a partially denied record.
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