I.  Information Warfare

A.  Focus:   “We live in an age that is driven by information.  It’s an age which Alvin Toffler has called the Third Wave.  The ability to acquire and communicate huge volumes of information in real time, computing power to analyze this information quickly, and the control systems to pass this analysis to multiple users simultaneously  -- these are the technological breakthroughs that are changing war and how we prepare for war.”  SECDEF  William Perry, 5 May 1994

B. Definitions

1.  Information Warfare:  Information operations conducted during time of crisis or conflict to achieve or promote specific objectives over a specific adversary or adversaries.  AFDD 1

2.  IW is primarily conducted during times of crisis or conflict.  However, the defensive component, much like air defense, is conducted across the spectrum from peace to war.  

3.  IW consists of the function of counterinformation (CI) and its two subsets, offensive counterinformation (OCI) and defensive counterinformation (DCI).  

4.  Offensive Counterinformation consists of PSYOP, Electronic Warfare, Military Deception, Physical Attack, an Information Attack (also known as Computer Network Attack).

5.  Defensive Counterinformation consists of Information Assurance, OPSEC, counterintelligence, Counter PSYOP, Electronic Protection, and Counter deception.

C.  The Defensive Threat

1.  A Growing Potential Vulnerability:  The United States possesses both the world's strongest military and its largest national economy. Those two aspects of our power are mutually reinforcing and dependent. They are also increasingly reliant upon certain critical infrastructures and upon cyber-based information systems. Because of our military strength, future enemies, whether nations, groups or individuals, may seek to harm us in non-traditional ways including attacks within the United States. Our economy is increasingly reliant upon interdependent and cyber-supported infrastructures and non-traditional attacks on our infrastructure and information systems may be capable of significantly harming both our military power and our economy.  The Clinton Administration's Policy on Critical Infrastructure Protection: Presidential Decision Directive 63, May 1998 



2.  In the forward to AFDD 2-5, Gen Ryan, USAF Chief of Staff, stated that the “document focuses primarily on information warfare, particularly the aerospace power function of counterinformation through which the Air Force implements information warfare responsibilities …  Information has emerged as both a critical capability and a vulnerability across the spectrum of military operations.  We must be prepared to obtain information superiority across that same spectrum.”


3.  Six days after NATO forces strike Serbia under Operation Allied Force, the following was reported in a news release by Daniel Verton, (dan_verton@fcw.com),  “Serbia Launches Cyberattack on NATO.  NATO's World Wide Web server has been rendered virtually inoperable as a result of a denial of service attack launched by an unknown number of cyberterrorists from an undisclosed location deep within Serbia, NATO officials announced today.” 

D.  Structure for Responding to CNA

1.  PDD 63: Establishes the National Infrastructure Protection Center (NIPC), comprised of DOJ, DoD (law enforcement and intelligence),  FBI, and CIA.  Domestic threat/attack is a law enforcement concern, while foreign threat/attack could be a DoD / CIA concern.  It is difficult to determine the nature and level of a Foreign threat/attack unless you can identify the source of the attack.  You don’t know the source of the attack until after the investigation is complete.  So who leads; law enforcement or the intelligence community?  PDD 63 generally treats attacks or intrusions as criminal violations until evidence proves otherwise.” 

E.  Offensive Information Warfare




1. Is Information Warfare unique?  Information is a weapons system.  

2.  Clausewitzian Definition of War:  Physically imposing our national will.  Forcing another nation to do what we want.

3.  Sun Tzu:  All warfare is based on deception.  100 victories in 100 battles is not the acme of skill.  Acme of skill is subduing enemy without battle.

F.  International Law Issues

1.  Article 2(4) of the UN Charter requires member nations to refrain From the threat or use of force against the territorial integrity of any State, or in any manner inconsistent with the purposes of the United Nations.  

a.  When does CNA amount to the use of force under Article 2(4) of the United Nations Charter?  

2. Article 51 of the UN Charter incorporates the inherent Right of Self-Defense in response to armed attack.  


a.  When does CNA equate to the use of force?

3.  When launching a CNA, what are the rights and duties of neutral countries to cooperate in or prevent such attacks?  When does a belligerent have the right to attack telecommunications structure of a neutral to prevent the enemy from obtaining information?

4.  Outer Space Treaty

a.  Prohibits orbiting “Death Stars” (no space WMDs), military bases, fortifications, etc., on celestial bodies, and weapons tests or military maneuvers on celestial bodies.  

b.  The moon and celestial bodies are to be used for peaceful purposed.  

c.  Use of space should be in accordance with International law and for the “common interest” of peaceful use.  The U.S. position is that non-aggressive military use and self defense do not violate this provision.

d. Countries have responsibility for activities in outer space and are liable for harm caused.  Global Positioning System?

e.  Countries retain jurisdiction and control over space objects.  Ownership is not affected by presence in space or elsewhere.  There is a duty to consult with countries before conducting activities that would “cause potentially harmful interference” with their space activities.  Countries must allow others to inspect stations, installations, equipment, and space vehicles on the moon and other celestial bodies on the basis of reciprocity.

f.  Look to Law of the Sea for analogy/support of Space Law.

g. “The United States considers the space systems of any nation to be national property with the right of passage through and operations in space without interference.  Purposeful interference with space systems shall be viewed as an infringement on sovereign rights.”  National Space Policy Fact Sheet

5.  Telecommunications Law

a. Communications Act of 1934 prohibits willful or malicious interference with U.S. government radio communications (47 U.S.C. § 333).

b.  President’s War Powers (47 U.S.C. § 606)  Authorizes priority DoD use of civil telecommunications systems.

a.  The International Telecommunications Convention seems to prohibit  Information Warfare:  Broadcasts from Station in one Nation may not Interfere with Broadcasts of other States on Authorized Frequencies (Art. 35), Applies to Military Radio Stations (Art. 38), Bans Offshore Stations (Radio Regs. Art. 18), May not Falsify Identification of Transmitter and Frequency (Radio Regs. Art. 18).

b. INTELSAT (treaty):  International nonprofit organization, operates commercial space global telecom satellite system for the  “benefit of all.” 

c.  INMARSAT (treaty): Satellite Communication is for peaceful purposes.  The U.S. position is that the military can use this system for purposed other than  armed conflict.

d. When two parties to a multilateral treaty are engaged in armed conflict, the result may well be that the effect of the treaty is suspended between the belligerents, but remains in effect among each belligerent and the other parties.

e.  As between the belligerents One of the tasks is to determine which of these agreements are likely to remain in effect during hostilities.  The tests to apply are (1) whether there is specific language in the treaty addressing its effect during hostilities between the parties, and (2) if there is no such language, whether the object and purpose of the treaty is or is not compatible with a state of armed hostilities between the parties.

G.  Legal Issues in mounting an active defense against Computer Network Attack (CNA) 


1.  Application of Domestic Laws

a. Under 10 U.S.C. 1030(a)(2)(C)(a) it is a misdemeanor to intentionally access a computer without authorization or exceed authorized access to obtain information from any protected computer if the conduct involves an interstate or foreign communication.  There is no military exclusion.

b. 18 USC 1367 makes it a crime to interfere with operation of a communication or weather satellite or hinder satellite transmission.  There is no general military exception.

c.  18 USC 2511 prohibits intercept and disclosure of wire, oral, electronic communications.  There is a foreign intelligence surveillance exception

H.  Incorporating Information Operations law into the Law of Armed Conflict (LOAC) and Rules of Engagement (ROE).  Much of the following material is from An Assessment of International Legal issues in Information Operations, DoD/GC Memorandum, May 99



1.  Peacetime ROE for information warfare are currently being formulated.

2. It is by no means clear what information operations techniques will end up being considered to be “weapons,”  or what kinds of information operations will be considered to constitute armed conflict.  On the other hand, those issues may not end up being particularly important to the analysis of law of war issues.  If the deliberate actions of one belligerent cause injury, death, damage, and destruction to the military forces, citizens, and property of the other belligerent, those actions are likely to be judged by applying traditional law of war principles.  

3.  Military Necessity: 

a.  During an armed conflict virtually all military infrastructures will be lawful targets, but purely civilian infrastructures must not be attacked unless the attacking force can demonstrate that a definite military advantage is expected from the attack.  Stock exchanges, banking systems, universities, and similar civilian infrastructures may not be attacked simply because a belligerent has the ability to do so.  In a long and protracted conflict, damage to the enemy’s economy and research and development capabilities may well undermine its war effort, but in a short and limited conflict it may be hard to articulate any expected military advantage from attacking economic targets.

b. Civilian media generally are not considered to be lawful military targets, but circumstances may make them so.  In both Rwanda and Somalia, for example, civilian radio broadcasts urged the civilian population to commit acts of violence against members of other tribes, in the case of Rwanda, or against UN-authorized forces providing humanitarian assistance, in the case of Somalia.
4.  Distinction (infrastructure/neutrals):  The law of war requires that lawful combatants be trained in the law of war, that they serve under effective discipline, and that they be under the command of officers responsible for their conduct.  This consideration argues for retaining the requirement that combatant information operations during international armed conflicts be conducted only by members of the armed forces.
5.  Proportionality (possible problem): During Desert Storm, one of the earliest targets of the coalition bombing campaign was the electrical power system in Baghdad.  Considering the important military uses being made of electricity from that system, it was clearly a lawful military target.  The Iraqi government then made a public pronouncement that the coalition’s attack on the city’s electrical power system constituted an act of attempted genocide.  The logic of this position was that the city’s sewage system depended on electric pumping stations, so when the electricity went out the sewage system backed up and created a threat of epidemic disease.  No one took this claim very seriously, but this incident highlights the fact that when an attack is made on an infrastructure that is being used for both military and civilian purposes the commander will not be in a proper position to weigh the proportionality of the expected military advantage against the foreseeable collateral damage unless the commander has made a reasonable effort to discover whether the system is being used for civilian purposes that are essential to public health and safety.

6.  Humanity, Indiscriminate Weapons:  The prohibition on indiscriminate weapons may apply to information operations techniques such as malicious logic, as when malicious logic launched against a military information system spreads to other information systems being used to provide essential services to noncombatants.  It might also apply if malicious logic spreads to information systems belonging to neutral or friendly nations.  Finally, it might be applied indirectly if the consequence of a computer network attack is to release dangerous forces, such as opening the floodgates of a dam, causing an oil refinery in a populated area to explode in flames, or causing the release of radioactivity.
7.  Chivalry (Perfidy): It may seem attractive for a combatant vessel or aircraft to avoid being attacked by broadcasting the agreed identification signals for a medical vessel or aircraft, but such actions would be a war crime.  Similarly, it might be possible to use computer “morphing” techniques to create an image of the enemy’s chief of state informing his troops that an armistice or cease-fire agreement had been signed.  If false, this would also be a war crime. 

8.  Neutrality:  If a neutral nation permits its information systems to be used by the military forces of one of the belligerents, the other belligerent generally has a right to demand that it stop doing so.  If the neutral refuses, or if for some reason it is unable to prevent such use by an belligerent, the other belligerent may have a limited right of self-defense to prevent such use by its enemy.  It is quite foreseeable, for example, that a belligerent might demand that a neutral nation not provide satellite imagery of the belligerent’s forces to its enemy, or that the neutral cease providing real-time weather information or precision navigation services.

